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Deployment token

>

Cisco SD-WAN Manager
designates Cisco Cyber Vision Center
as a remote image-hosting server

Cisco SD-WAN Manager
deploys a configuration group
with the Cyber Vision feature

Device requests and downloads
the Cisco Cyber Vision application
from Cisco Cyber Vision Center

Traffic

Device operates as a sensor for

the Cisco Cyber Vision Center,

Device sends captured traffic on monitors traffic on the interfaces
the collection interface specified as capture interfaces.
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Cisco SD-WAN Manager /' Cisco Cyber Vision Center [Z}Efi S h 1= & 72T 5 .

J4—ILF & EA
vpgS-ip [collection_int_subnet] 7 4 —/L RCER SNV T Xy h~ATND
IP7 KL A, Zhid, WEA L H—T oA ALRILFXY NT—7 DT
]\\‘ [/X T‘g—o
GE)

[@ U+ —E & VPN %/ L C Cisco Cyber Vision Center {28t L T\ 5
TNARAZTELIZ, VPGS D—FEDIPT FL A2 AN LET,

B—DHP—EAVPNHNOZA v Z—T =2 ATiH., —BEDOIPT FL
AEMHTAIVERH Y 97,

AT w73 T34 AT Cisco Cyber Vision 7 7'V r— a3 A VA =)L HEICHETRILE E=4 —F 5121, A
YAR=AOBRT A=V ERRLET,

1
2.

FERICHDZAI VA NRE %22 v LET,

[Deploy configuration group] # 27 %7 U » 7 L7,

ZOBEICEY . BT A AT 2 REOEITIRN AR T RX—U BB E £,
TNA ZADRRIZH D [Action] Floa 7T A av w7V v 7 LET,

[View Logs] A V3B & . ZDT A ZCET 2 EBEOHEITRIAR RINET, BENZET L, 7
734 A & Cisco Cyber Vision $—/3— & OGN N 245 &, [Config Group successfully deployed to
device,] EWoO I A v E—U N JIZERENET,

Cisco Cyber Vision #§RE 2B L72f%E VL — T 2L U TT 3 AT 5 &, 7734 AT Cisco
Cyber Vision 77U 77— a DA VA =)V Y H—&EfET, 77341 AT Cisco Cyber Vision 7
TV r—=va DA A= ANETTLETHEGPNPYES, A VA P—AREFITETTD L,
7 734 A Cisco Cyber Vision Dt - —& LTEIEL £9, Z DT 734 A Cisco Cyber Vision Center
O —Y R MIERRENET, THEHERT 2 HEITON T, Cisco SD-WAN Manager 73 Cisco
Cyber Vision Center |Z#ft SN2 Z & R T 5 (13 X—2) ZZRL TSV,

Cisco SD-WAN Manager 5° Cisco Cyber Vision Center [ Z 135

nit-

_ETHERT D

Cisco Cyber Vision #§fE % 1B L 72 E 7/ NV —T 2B LT 6. TOREIN—T%T /3 A
WZIBBS % & 7734 AT Cisco Cyber Vision 77U r— 3 DA A R—/L3 N H—X
ALET, T /31 AT Cisco Cyber Vision 77U r— 3 DA A M—/ViIR5ET T 5 F TS
DM ET, A AN ABIEFIZFET T 5L, 7731 Al Cisco Cyber Vision Dt o H—&
LCEMELE7, Z DT /34 A Cisco Cyber Vision Center D >4 — U 2 MIFEREINET,
[Cisco Cyber Vision 7 7' U r— 3 > | L TLEEN,
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Cisco Cyber Vision & Cisco Catalyst SD-WAN DO #fi & |
. CLI Z{# /M L T Cisco Cyber Vision 7 T 7r—> 3 UMT/INA A TEEL TWA Z L 5#/ERT D

1R BHHEIIZ

Cisco Cyber Vision #EZ 1B L 725 E 7 NV—"7"% 1 QLU EOT /34 ZIZJEB L £ 9, Cisco
Cyber Vision BEEZ IBM L7-5RE/ NV —7 DR (11 =) 22 LTI EE0N,
FIiE

AT w71 Cisco Cyber Vision Center (21 74 > L ¥ 7,
RT9T2 7O T7 47 —%2FRLET, FBMIZ OV TIE, H&H D Cisco Cyber Vision GUI 7 K I =& k L —
vay A REGE] 2SR LTS,

%3‘:‘,*‘4’ 2%, BrY—D U X K @:ﬂﬁ]%'ﬂiﬁﬂ?éﬂi'&o

CLI Z{#F L T Cisco Cyber Vision 7 1) 5r—> 3 UM T
INA ATEMELTWAZ L 5HERT D

Z OWFES I, SD-WAN F 721X SD-Routing YV 22— 3 DT A AZEATE E4,
1R BRI

Cyber Vision #EHE 21BN L 7= 7% &

Cisco Cyber Vision #FEZ BN L 72 E 2V V— 7% 1 DLLEDT A 2 BB L£7, Cisco
RRIE Y IV—T7 DR

(11 =) ZZRLTLLZIN,
Fig

Device# show iox-service

AT v F1 CiscoCyber Vision 77U r—1 3 VEFITLTCNDT NN, AT, RODa~vy REFTLET,

ATw T2 HIOAT vy T Da<vy ROENZESHT, ROWTNAEFETLET,

« 2~ FHEIZ I0xman —EANETHTH D Z LRSI TV LHEIE, ROFIEICHER E T,

o 2= FHJIZ I0xman — B ANEITH TRV ER R IN S AL, Cisco Cyber Vision 77V 47—

VarNELLEELTWARWZ LE2RLES, 77U r—varalA A= LEd, Cisco
Cyber Vision #§REZ BN L7258 € 7V — 7 OREH (11 X—) 2L T EEW,

ATV T3 FLTNA AT, WOa~vy REFATLET, ETHORETH D L avy R RSN D5EIE
Cisco Cyber Vision 7 7'V 7r—> a UBNELLEEL TS Z 2R LET,

Device# show app-hosting detail appid cv
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T /34 T Cisco Cyber Vision 7 1) r— 3 v DE=4— .

15l
Z OHITIX, Cisco Cyber Vision 77U r—3a U3A A =L Z3L, BIfEL TV E
T, I TEETr FHABER SRS 2 EITERL TSN,

Device# show iox-service
IOx Infrastructure Summary:

I0x service (CAF) : Running
I0x service (HA) : Not Supported
I0x service (IOxman) : Running
IOx service (Sec storage) : Running
Libvirtd 5.5.0 : Running
Dockerd v19.03.13-ce : Running

Device# show app-hosting detail appid cv

App id : cv
Owner : iox
State : RUNNING

T /34 X TO Cisco Cyber Vision 7 7)) 5r—> 3 > DE=
9_

1R BRI

Cisco Cyber Vision #FEZ BN L72fRE 2V V— 7% 1 DL EDT A 2B L £7, Cisco
Cyber Vision #§HEZ 1B L7 EZ NV —T7 DR (11 X—Y) 2B LTI Z 3V,

FIE

A F v F1 Cisco SD-WAN Manager ® * = =.—7>5[Monitor] > [Devices] DJIEIZEIR L £,
ATY T2 SD-WAN VU 2= a VOXRT AL AL %7 Y v 7 LET,

G¥)
ZOF=HY U7 IFEF, SD-WAN VU 2—32 g DT /3 AL T& £92%, SD-Routing Y V = —
TaryOT N AZFEHATE A,

ATv 73 [Real Time] ¥ 7 %7V v LET,

AT w74 [DeviceOptions] 7 4 —/L RIZIROWT DT 7V r—2a Vi RAT 47 aw s REAN LT, 734
A THAT ST D Cisco Cyber Vision 7 7Y 77— 5 D ) Y — A RIS E O OFEM 2 £ R L E
-éAO

T TV —ay RAT 4 T O
T TV = a vy I RAT 4 v T OBER

T TV vy RATF 4V Ky b U — 2 OBflE
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Cisco Cyber Vision & Cisco Catalyst SD-WAN & |
. T34 R TD Cisco Cyber Vision 7 75— 3 Vo DE=4—

T TV = ary RAT 4 T AR L=V OEHR

T TN = a A RAT 4T T ak A

T TN = aV RAT AT TTHE Y FENDT /A A
T TV —=val RAT AT Xy M= A =T AR

TN = a I RAT AT FA R — |
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



