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ion finishes.
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HTTP Authentication Type and Recreate Trustpoint are applicable only for Appnav-XE controllers. For Appnav-SDWAN controlers, configuration commands are handled by vManage.
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Kmmﬁﬁﬁfnb:wf%b Peiian A v 2— (SYN) 2AACK A v E—VIZE->TH
ALY —ICHERBINE SN HEICOBREMEL £,

IAT R Y S ORI LA S CHE ST B8, TP RIBILIR AT S h
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ZoOYAR— R, 8GB L LD RAM Z#E#i L 72
Cisco 1000 ¥ U — X H—EAFHEATNL— X 12D I
HHESNET, 77 v b7+ —LAEKITONT
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Data Sheet] [343E]ZZ ML T 7ZE W,

G¥)
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* Cisco Catalyst 8300 >V —X =¥ 7J » N7 4 — A

Cisco 10S XE Catalyst SD-WAN
UU—2A174.1a

e Cisco ISR 1100X 3 U — X H—E 2 AR — &
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* Cisco Catalyst 8200 U — A =¥ T v R 74— LA

* Cisco Catalyst 8300 U —RX = v 7T v 74— LA

HMEUY—ER/—FB&LUaY FA—F
TINA R 1)1)—2 AEVEH
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Ty b T x—Ab
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« TCP #xiti{b.iE CSP 7 73 A A _E® Cisco Enterprise Network Function Virtualization Infrastructure
Software (NFVIS) (Z/EBH & TV 5454, Cisco Catalyst 8000V TlE AR — F ZvEH A,

« [A C#Efe T AppQoe ZfEM L T3 7 v MERIZFAMNCTHZ LITTE E£H A,

TCP &x:&E 1k D&% 7E I

CLZFERLE-Y—ERBADERES : T VFIL—4

ZOBTIE, arhe—9BL0Y—E A/ —RFE L THERET D L 9127 T F CiscoIOS XE
Catalyst SD-WAN 7 /31 R &R E L E T,

)

GE) 774/ FTIL. Cisco SD-WAN Manager # i/l L C., VPGO & VPGl (UTD) (ZfEfH S 2
7% b 192.168.1.1/30 & 192.0.2.1/30 & . VPG2 (AppQoE) (ZfHfH &H 5 192.168.2.1/24 5%
EINET, INHDOFRY h<wAZPIND b T AKR— FEB LY —E X VPN O EIZIL,
EEORFC 1918 V7 x v hEMHALET,

service-insertion appnav-controller-group ACG-APPQOE
appnav-controller 192.3.3.1

|

service-insertion service-node-group SNG-APPQOE
service-node 192.3.3.2

|
service-insertion service-context appgoe/1l
appnav-controller-group ACG-APPQOE
service-node-group SNG-APPQOE

enable

vrf global
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interface VirtualPortGroup2

no shutdown

ip address 192.3.3.1 255.255.255.0
service-insertion appgoe
exit

Cisco SD-WAN Manager % L= —EX{EADHKREHF : TS5 VFIL—4

77 F DA, Cisco 10S XE Catalyst SD-WAN 7 /34 R (X2 v bk —F L —E R — Rl
FOBENE R LET,

ZOFEITIL, 77 T CiscolOS XE Catalyst SD-WAN 7 /34 A & 22 hr—F B X O —E R
J—RELTHRELET,

Y

()  Cisco SD-WAN Manager % i f§ L T7 /34 2T AppQoE #EEZ AT D856 1%. & EICT T
|Z service-insertion appqoe 235 £41CH Y . Cisco SD-WAN Manager f8H T7' v v 235 H D
CITEARBIP T FLRAEZFESRBAR—F 27— (VPG) ZHIBL TS Z & 2R L TL
72 &N, VPG IZBEAF D service-insertion appgoe ik £ 213 & £41 T 57 7341 2T AppQoE & A %)
2T 5, BREOBAENEETHAEENRH Y T, ZOHSIZE D, AppQoE A7 — & AR
AR EEIIRDGENHY £T,

1 Cisco SD-WAN Manager A = =—7/>5, [Configuration] > [Templates] Z &R L £ 7,
2. [Feature Templates] #7 V v 7 L¥7,

N

(G¥)  CiscovManage U U —2 20.7.1 LLRTO U U — A TlX, [#HE7 > 7 L — b (Feature Templates) |
X [HERE (Feature) ]| &FRIENLET,

3. BERINDTARFT T arnbT A A AE@RIRLET,

4. HHRA O [FDOMDT 7 L — bk (Other Templates) ] C. [AppQoE] ZE&R L £7°,
5 Ty 7L—hro4Rit@HEATILET,
6. [z bhra—F (Controller) | A7 arv% 27Uy 7 LET,

7. ayhe—74 7 a U TCROFEME A LET,

s[> hue—F1IP (Controller IP) ]: CLI TOFXERFIZ service-insertion
appnav-controller-group =~ > R TEXE S 415 appnav-controller (25t L £ 77,

o [NEl (Internal) |: ZOF =v IRy 7 AEF T LET,

o [—E X/ — FIP (Service NodeIP) ] : CLI TP ERFIZ service-insertion
service-node-group =1~ > N2 K > TRRIE S 415 service-node (25 L £,

8. [Save] 227 VU v 7 LET,
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[AppQoE] K v 7' X 7 A =a—T, HET > 7L — DA ZRIRL 7, IROFH
\ZHE~> T, BIDOFNETYER L7= AppQoE 7> 7' L— F ZiBN L £,

1. Cisco SD-WAN Manager A == —7>6, [Configuration] > [Templates] &R L £7,

2. [Device Templates] 27 V v 7 L %7,

A\

() CiscovManage U U —A20.7.1 LAFTDO U VU — AT, [T/3 A7 7 L— | (Device Templates) ]
WL [T34 A (Device) | & FHENE T,

3. U4V RTIZERINTWDET NN, AIND, AppQoE 7> 7' L— e T X v F 95
THRAAD [ %7V vy 7 LET, [Bdit) #27 Y v 7 LET,

4. [BMMoT 7L — 1 (Additional Templates) 1% 2 U »~ 27 L. [AppQoE] Ku v 74
) ARNT, YERL7Z AppQoE 7> 7 L— R @R L £,

10. [Update] 27 VU > 27 LET,

Cisco SD-WAN Manager A L= —EXEADEES : T—F2 42— +ta—3

1. Cisco SD-WAN Manager 7> 5., [E&%E (Configuration) ] > [T > 7 L—k (Templates) ]
EEIRLE T,

2. [Feature Templates] #7 U v 7 LE 7,
S

(G¥)  CiscovManage U U — 2 20.7.1 LLETO U U — A TlX, [#HE7T > 7 L — b (Feature Templates) ]
2 [BERE (Feature) | &FEIENLE T,

3. [T/ ADEP (Select Devices) | T, RET DT T F 7T 3A ZaBRL £,

>

FRASRA D [ZDdT 7 L— K (Other Templates) ] T, [AppQoE] Z i L 7,
5, TY7L—LoAaREHsAEALLET,
6. [ hr—F (Controller) | A7 > arvar v/ LET,

7. oy hr—7 L L THRET 5 Cisco I0S XE Catalyst SD-WAN 7 /34 2 OFERET > 7 L —
MR L ET, UTEANLET,

s[> ha—FIP (Controller IP) ]: CLI TOsXERFIZ service-insertion
appnav-controller-group =~ > R CEX & S 415 appnav-controller fIE (25t L E 77,

« [N (Internal) ]: ZOA T v a T4 T7OFEEICLET,

o [—E X/ — RIP (Service Node IP) ]: CLI TO3XERFIT service-insertion
service-node-group =¥ > RIT L o TERIE 3415 service-node fEIZ xS LE T,
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8 [Save]®#7 U w7 LET,

9. HIOFNETIERR LIMEEET v 7 L — R 2T A AT 7 L— MZBMLET, [AppQoE]
oy 7Z o A=a—T, EET 7L — FOARTIZEINLE3, ROFIEIHES T,
FCITVERE L 72 AppQoE 7 > 7 L— R & B L £7,

1. Cisco SD-WAN Manager A == —722b, [§%%E (Configuration) 1>[F>7L—Fk
(Templates) ] ZEIRL £,

2. [Device Templates] #7 U v 27 L £,

\}

(¥)  CiscovManage U UV —A20.7.1 LAFTO U V— AT, [T/3 A7 7 L— | (Device Templates) ]
WL [T34 A (Device) | & FENE T,

3. N=VWIFRENTWDET A ANE, AppQoE 7> 7' L— AT 55 /34 A
RN, IR LT A 2ADOREICH 5 [Z DDA 7> 5 > (MoreOptions) 17 A
a2y ([..) #227Vy 27 LET, [Edit)| 227 Vv 7 LET,

4. [BMoT 7L — 1 (Additional Templates) 122 U »~ 27 L. [AppQoE] Ku v 74
VA =a2—"T, fE L7 AppQoE 7> 7 L— M AL 7,

10. [Update] #27 VU > 27 LET,

Cisco SD-WAN Manager # i L= —EXBADHRE : T—42 o8 —HY—EX /—F
N

()  Cisco SD-WAN Manager % i f§ L C7 /34 2T AppQoE #§EEZ AT D255 1%, & EICT T
|Z service-insertion appqoe 7313 £41CF Y ., Cisco SD-WAN Manager f2fI Ty > 2§56 D
CITEARBIP T FLRAEZFESRMBAR— 27— (VPG) ZHIBLTND Z & 2R L TL
723\, VPG IZBEMF O service-insertion appqoe ik €3 & £4L T 5T /31 A T AppQoE % A %)
T 5L, REOHEADEAET HAREENRH Y 7, ZOBWAITEY . AppQoE AT —H AN
AR ERIIRDGEDRHY £7,

1. Cisco SD-WAN Manager * = =—7/ 5, [Configuration] > [Templates] %8R L £79°,
2. [Feature Templates] #7 U v 7 L7,

N

(G¥)  CiscovManage U U —2Z 20.7.1 LLRTO U U — A TlX, [BHE7 > 7 L — b (Feature Templates) ]
X [HERE (Feature) ] &FRIENLET,

3. [T/ ADIEH (Select Devices) | T, RET DT T F7TA Z&BIRLET,

4. FHRSA D [FDfMDT 7 L— |k (Other Templates) ] T, [AppQoE] Z iR L £ 7,
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[h—E A/ — K (ServiceNode) | RZ %27V v 7 LET,

P—E R/ — K& L THERET D Cisco I0S XE Catalyst SD-WAN 7 /31 2 OERET > 7 L—
MEERLET, UTZ AN LET,

« T UL — M

«[¥—E R/ — RIP (Service Node IP) ] : CLI TOXEKFIZ service-insertion
service-node-group =~ > N{Z L o TERIE I 415 appnav-controller fEIZxf i L &£ 7,

o (AR — » 7 —TTP (Virtual Port Group IP) ] : CLI TOF%EFFIZ interface
VirtualPortGroup2 2~ > N2 &5 TEEE S 415 service-node fEIZ % hits L E T,
[Save] 27 U v 7 LET,

AIOFNATIERR LTEAEBET T L — N AT NA AT U7 L— =B L ET,
[AppQoE] Rr vy X7 U XA N T, HEET 7L — FOARTZ IR L 7,

[fER% (Create) 1227V v 27 LET,

TCP = EILDE=H —

Cisco SD-WAN Manager Zffi[f] L T, TCP fxfbiZ ko Ttk S/ b T 7 4 v 7 72137
TV =y a B E=H—TEET,

Cisco vManage U U — & 20.9.x L%, [On-Demand Troubleshooting] # /i L C, TCP #xiéfkiz
Ko THREILENTZ N T T 4 v 7 FTET TV r—va v eE=F—TEET,

1

Cisco SD-WAN Manager ® A = = —7>5[Monitor] > [Devices| DJIEIZE R L F= 7,

Cisco vManage U U — & 20.6.1 LLR{{®D U U — & : Cisco SD-WAN Manager D A = = —1 5
[E=%— (Monitor) 1>[#rv bT—% (Network) ] DNEIZEIR L 7,

F=H =T LT NAADKRA NG EZ Y v 7 LET,
[On-Demand Troubleshooting] ¢, [AppQoE TCP Optimization] Z#&R L £ 97,

E= K —xG0E UC, [Optimized Traffic], [Passthrough Traffic] ¥ 7= (3 [Application] % i
RLUET,

[Service Nodes], [Service Node Groups]. F 7z [Control Components] &R L £7, &R
LTL7EEn,

Fy—brEa1a—BLUVF—TIE21—FTTay

BIRLET AN ADEFE=H Y 7T =23 F v — MEATRRIN, ZORICT — T VBRER
ENFT, 20o00F T v arEUINEEZAZ LT, VI T7ERIIBS T 7R TT -2 2%
IRTEET,

o [Filters] K> 7 & 72U A )i, [Bytes] 7213 [Flow] Z &7 — X #FRRTEET,
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e [Filters] Ru >y XU A RNS, RRTDHINT T4 v 7 DZA T HBERTEET,

« F5E U7 RfAIgERE (1 R, 3 R, 6 Refl72 &) OF =227 4 W Z Y T T DD,
[Custom] &7 U w7 L CHE#PHAZ TR TX 97,
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Cisco vManage 7> % Cisco Catalyst SD-WAN Manager ~®Z 5, Cisco vAnalytics 7> 5 Cisco
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B—FIZEY, —HDO RF¥ 2 AL MIHLIBREOR—ENEENDAREMENRH Y £7,
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Y—t 2/ —RKpH |SD-WAN U U —2  |)L—&F 713 AppQoE #—E Az hr—F

iy

A= b 174.1a DI & 855D AppQoE Hh—E A/ — K
Cisco yManage U U — | & ETE T AppQoE DY — k&,
2 20.4.1 AppQoE it —E A/ — K& LTHEITT

TRV UNL—XETIELET, T
BEICE D, HE 72 AppQoE TlEA/L—T
k& BEGEIZHIRR A B D512, AppQoE %
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ZOMEEIZ LY, —ERav ta—F H—
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LARETEET, ZoAERICEY, Ar—
Ty NEFEE T IS AEEENRD D
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BRI S ET,

AppQoE H—t 2D
IPv6 YR — |k

Cisco I0S XE Catalyst
SD-WAN U U —X
17.14.1a

Cisco Catalyst SD-WAN
Manager J U — A
20.14.1

ZOREEEIZ XV . AppQoE 7 T A XX 1Pv4 &
IPv6 DI FD NT 7 4 v 7 HABETEET,

¢ AppQoE 2> h a2 — T B L WIMNEY —E R ) — RTHR—FINDHT A A (31X—2)
« SN AppQoE Hh— B 2/ — ROl FmE (32 X—)
« SM58 AppQoE H— B R/ — NI 2 1FH (34 ~—2)

« Cisco SD-WAN Manager T?D AppQoE 2> e —J B L —E R /) — RORE

V)

« CLI Zffl L7= AppQoE H—E 2= b —F B LN/ — ROHE
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(GE)  CiscoCatalyst8000V Z % —E R/ — K& LTRETDIHE, RAILA VAZX L AP —ERa
he—Z & L THEHATHZEIETEEYA,

GE)  F—2UEMHERR (DRE) HOSMEY—E R ) —RELTHR—FINDT Ty R 74+ —LD
FEMZ oW TCIX,  [Traffic Optimization with DRE] [#53E] 22 L T 72 &0,

54ER AppQoE —E X / — FDHFIFIEIE
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7,

WBHE, LVEWENAL—T Y NERLELT LT — X2 Y —F i ko7 — 2
H—H A ~ZiE, TCP ¥ L ONDRE @b D 7= DA — B A ) — K& & T AppQoE 7
TAZPRHY £,

«AppQOE Y FA—F : X v NI =2 v T T 4 v 7 BRITZET DR — F %5 CiscolOS
XE Catalyst SD-WAN 7 /3o A, Z DT /31 A%, AppQoE R U > —IZHSN\WT, R b
D—27 877 497 % 1 2L ED AppQoE #—E & /) — RIZHB ST E£d,

« ApPpQOE H—E X/ — K : AppQoE —E A/ — K& L THESNIZT A AT, 7
7 4 v 7 wEaaibE LOEELT D TCP kA v A% AT, ki, HEAR Y
V—DREICE SN TNET,

Cisco I0S XE Catalyst SD-WAN U U — = 17.5.1a L&, ¥—E 2/ — Ri%, DRE #HE% %
ITLT, T2 OIEEEHER L, HEuEOM 2 T 52 &b TEE3, M
DUNTIE,  [Traffic Optimization with DRE] [355E] &M L T2 &0,
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| AppQoE 4—EZXADSEBH—ER/ — K
NEBH—ER/—KERB2Y F7OYaY kO—5oBktEs ]

N —ER/ —FERXRFZ U FT7AYOY FO—5OEMED LA

Cisco I0S XE Catalyst SD-WAN U U — R 17.4.1a 5O —E A ) — ROERZ VR — F T
% Cisco Catalyst SD-WAN Z#ffi {95 &, h—E 2/ — NIITZETy VV—F Eloidth—
ERay br—I0b 5 SnET, TR MIEROT NS, REAZ L RTry h—E R 2
v hr—F L LTRHETEL, Y—E R /) — Re— L THRESNET AL AT HLE T a v
BIIEIE L,

Cisco SD-WAN Manager 7 /31 A7 7 L— T 5L R— b ROT /A ZATRD
n—/LERETEET,

e P—ER/—F

e—v R FR—TF

Y—ERarbO—3 &Y —ER/ —FOEESE
» Cisco IOS XE Catalyst SD-WAN U U — 2 17.4.1a TlX. Cisco Catalyst 8000V Edge ¥ 7 7V =
7 (Cisco Catalyst 8000V) DIZH—E R /) — K —/L&ZKETX £F, Cisco Catalyst
8000V A  AH LAY —E R ) —Rua—LaRETDHE, T 74/ hD AppQoE T v 7
L= IRA LV AZ AT By FEINET, TIUIERTEERA,

e A POV —E AR/ =L, =L RITRAFEZRTDOIHERINLTWNDET—E
Aay hue—7,

e — bR/ — NIZMHAIGREET., 73 2AFZAOMOYy— 2 ) — FEERFHLEHA,

eh—rRar hu—F%, %ﬁéﬂfwé%~EX/—F&@@%%%ﬁbiﬁo:®a
ElX, Y—ER2ar b= 08— A RNEZINTWNWDT A AT 7 L— MIEHEAT S
A7z AppQoE #§FET > 7 L— R CRRIESNE T,

eh—bt 2oy hu—J LY — R/ —RiZ, EWIEELTWED, R ARy TFEo
720, BEER Y TN T\ T 35A0H 0 £97,

e —tRarybo—J 1, P—ERAVPNEZINHLTH—E R/ —FKE@BELET, .
=2 /) —RNiZ, FIVAR—FVPNELIZVPNOEZ N L TH—E X2y he—TF
WELET,

e —E R/ —RNiL, B hTna—trtR2ary he—J 20 LET,

* Cisco SD-WAN Manager Tl&, % AppQoE #—tE A/ — ROIEFE A F - 13fHEa cF
RENET, AT —ZANRREBD ) — ROHZNR, FrLnT7 e —OfExg L e SihvE
T, HATERRINTVAHY—E R — R~DEfTHOT7r— 3V XA L7 hINET,
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AppQoE 4 —ERFADMNERH—ER/ — K |
B s5v—cx/—rexss p7PoUay FO—SOBEDEES

kRO S DH
4: 59\ 8 —ER/ —FEFERALE AR S OH

520488

*SN: —bE R/ —F (v he—IH7-0 KK 64)

*SC:V—vRar be—F (A1 bHVEHRKS)

oML, =23 br—JDMEICH D —E R ) — & L7z Cisco Catalyst SD-WAN
EEOFIZRLTHET, ZOKIX, 770 FVA MeT—2Er 2 —liF TOREMEZRLT
WEJ, T—F ¥ —LT T F D Cisco I0S XE Catalyst SD-WAN 7 /34 AL, TNZHD
A OV —E A — RTAppQoE 7 7 A X &k L £,
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| AppQoE 4—EZXADSEBH—ER/ — K
~z2 7557 c2emsE ]

RRAMTS T4 REWREIR

« —E X/ — FTAppQOE —E RT3 F ¥ U T o Zfftk T 2720, —E R/ —
R R — LR E S TNDT A, R OREZ TR E L 72N T E S0,

e —bvRarbr—F P —E R/ — REEFLAppQoE 7 7 A X HAERT %A 1E, T
TDTFAZANR=BY A FEFEILID ZFf> TNDHZ L ZERLET,

« VT AZEEKT D —E A2y br—F L —E X — FH[E U Cisco Catalyst SD-WAN
FAPDELEFL TN Z 2R LET, VA FIDIA—EDR LI5S, 2 hr—
7 ETHNET OV —ER ) — RRHAOR KT THESNE T, £0%, ZnbDt—
A/ — FIZRE(EDOTZD D7 0 — B CEE IS K912k £3,

cH—ERAY hE—F LY =R — FEERET LR Y N —2 DR KEGEEL= Y B
(MTU) A XN, " T T4 v I RARIKRTE —THDHZ xR LET, H—TRHRWVE
G XNy N TIZTAT—ra VBRI TEESUIE SN A FREERH D T,

Cisco SD-WAN Manager T®D AppQoE 3> FA—SH LU
H—EX/—FOHRE

AppQoE H—E X/ — FDERE
1. Cisco SD-WAN Manager A == —7>5, [Configuration] > [Templates] % #R L £ 5,

2. [T3A4 AT 7 L— 1 (Device Template] T, [7 > 7 L — hD{ERK (Create Template) | %
7V w7 L, [BEET 7L — ) 5IEIN (From Feature Template) ] 23R L £7,

)

(GE)  CiscovManage U UV —220.7.1 LLRTD Y U —ATIL, [T/3 A7 7 L — |k (Device Templates) ]
1L [T /34 A (Device) | &MEENET,

3. [T/ AET /L (Device Model) ] 7 4 —/L RC, [C8000v] Z IR L £ 7,
S

() Cisco Catalyst 8000V f > A X o ADIr% AppQoE H—E A/ — K& L CHRETE T, thoF
INA ZABRIR LIZE. [T3 A —/b (DeviceRole) 17 4 —/LV RT[Y—E A/ —F (Service
Node) 1A 7'¥ a NNIEIRTE £H A,

4. [F/34 Ar—/L (DeviceRole) 17 4 —/V KT, KRy F XTI YR RNE[h—ER /) —
K (Sevice Node) ] ZE&R L £7,

5 [T 7' L— 14 (Template Name) ] & [@iB] (Description) JIZAJLET,
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AppQoE 4 —ERFADMNERH—ER/ — K |
B cisco sD-WAN Manager T AppQoE 3> FE—S BEUH—E R/ — ROBE

6. [Additional Templates] 27 V » 7 LE£F, [AppQoE] 7 4 —/ KT, LHHMIFDT 7 41
k& LT [AppQoESMH#—E X/ — K (AppQoE External Service Node) |7 > 7 L — Kk
THEYFENTND I EICER LTSN,

AppQoE¥—E R /) — R & L THEINIZT A A, NP EOBREFSLEDH D A,
P—bE A/ —Faeth—t R/ —Rar bn—JZ8 T 5720 DBNREL, CiscoSD-WAN
Manager @ AppQoE =1 > k B — Z 3 E M i TITWV E T,

7. TRARAT YT L= b ET AL ATRM LET

AppQoE H—E XY FO—5DRE
1.  Cisco SD-WAN Manager A == —75, [Configuration] > [Templates] % %R L £,

2. [TAAAT 7L —] (Device Template] T, [7 > 7 L — h®D{ER (Create Template) ]
7V w7 L, [MEET 7 L— F 53R (From Feature Template) | 238K L 97,

\}

(GE)  CiscovManage U U —220.7.1 LLETD Y UV —ATIL, [T/3 A7 7 L— |k (Device Templates) ]
WL [T34 A (Device) | & FHENE T,

3. [T /34 ZET /L (DeviceModel) 17 4 —/V KT, y—bERary in—J70— /L% FR—
FTDTF AL ZADONWTNNEERLET, - AxAar ba—TFn—LEPR—1F15
TNRA ZADFEERRY A MIOWTIE, ZOFED [R—FEINTWET Ty M7 3 —54)
v varEBZRL TSN,

4. [7/3 Ar—/ (DeviceRole) 1 74—/ R T, Fry 7 ¥ U Fpb [SDWAN
T (SDWAN Edge) ] 4R L £,

()  [SDWAN=T > ¥ (SDWANEdge) 147 a i, +y—bvAarbte—Jo—L&PR— 9
DT INA RNZDIRFREINET,

5. [7> 7L — b4 (Template Name) | & [#tBd (Description) 1ICAS LET,

6. [Additional Templates] 7 U v 7 L£9, [AppQoE] 7 1+ —/v KT, BEfF®D AppQoE #&#E
TUTL—hEBRT L0, HILWT T L— FEERTE £, ZOFEIE, —
E2ay b —7 08— /L TREIINTNDLET A ZAHOH L AppQoE 7 7' L— b &
BT 2 FIEREENTVET,

7. [AppQoE] 74—V KO FRuayFX Ty VAN v 7 LThb, [T 7 b— hDFE
% (Create Template) | %27 U >~ 27 LET,

8 [Ty 7 L— 4 (Template Name) | 7 ¢ —/L R & [FiB] (Description) | 7 ¢ —/L RIZ,
T T L— FOARTEFHEENENATILET,

9. [z hr—7 (Controller) ] =V 7 T, ERINDFEMIERE AT LET,
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| AppQoE 4—EZXADSEBH—ER/ — K

CU &M L7 AppoE —E x> kO—58& U/ — Koz [

1. [Controller IP Address] : = > e —F D —EZllA & —T = A 2D IPv4 721
IPVv6 7 KL AZ AN LET, Zhud, 2> ha—I B8 —ER7 72X NTHRES
NTNWLH—ER /)= FEBETLHEOIHENTHIPT FLATY,

2. [—EAVPN (Service VPN) ]: H—t %/ — KD LANMHHEG S E(ET D —E R
VPNID Z#8E LET, VPNID I, 1~ 511, F721% 513~65527 O&PH TIEEICIR
ETEET,

3. [ServiceNodeIP 1] : —¥E R/ — RKDIPv4 721X IPv6 Z AN LT, h—E A= b
B—I NP —ER/)—REBIETEDHLHICLET,

\)

GE)  [—v A/ —RIP (Service NodeIP) | 7 4 — /L ROFIZHD [H 227 Vv 27 LT, —ER
J—REEHITBMLET, 12O —b 23y ha—J TR K4ADF—E R /) — REZBINT
TET,

(GE)  CiscolOS XE Catalyst SD-WAN U U —Z 17.14.1a LA, AppQoE 7 7 AKX ({Far hu—L7 L —
YOIPvA 7 b EIEIPV6 T a L OWT RN TEIETE £,

(F)  CiscovManage U U —220.6.1 7» 5 AppQoE#&HET > 7' L — M &2 LT, #EOI—v 2/ —
NIN—=TZFEL, RELILII V=TI — X ) —FE&BNTEEd, 7 7AF2TL
WK 32 DY —ER ) — R N—TEHFETEET, h—ER /) — KT V—TDL4RIOHH
I%. SNG-APPQOE(O ~ SNG-APPQOE31 T,

2L, —tERar b —J L LTHELTNDT /A AD/R— g 3 Cisco I0S XE
Catalyst SD-WAN U U — & 17.6.1a Kiiii T, %49 257 /341 2D AppQoE 7 > 7' L — N DFKIE
|Z CiscovManage Y U —220.6.1 Z#fEH L TW2%5E, 207 7L — M THEEDOY—ERX ) —
RN —THBREMRERGETH, RETEX DL OOV —ER ) — KT )—T DRI
e

10. FAAATUTL— b ET AL ATEF LET,

CLIZERL=AppQoE—ERXRa> bFO—5 LUV / —

=L

axX A&
o' varTiE, AR —ER ) — &, Y- R — RIZER SN AZ L FT R
v —tRarbhr—J%MH LT, TCP fi#{k% CLIRET 262~ LET,
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AppQoE 4 —ERFADMNERH—ER/ — K |

CLI #MA L7z AppQoE H—E XY FA—5H LU/ — FDE%

NERY—ERXR/ — FOETE

1

TCP b 2= H T LET,

config-transaction
sdwan appgoe tcpopt enable
no sslproxy enable

RIER—K IN—T A B —T = A ZEERLET,

Cisco I0S XE Catalyst SD-WAN U U — % 17.14.1a LAF%, AppQoE 7 T A XL IPv6 & IPv4 D
WD 77 47 2N UET,

interface VirtualPortGroup virtual-port-group-number
service-insertion appqgoe
ip address ip-address mask

P—bE R ) — RITN—T 5K LET,

service-insertion service-node-group appgoe service-node-group-name
service-node service-node-ip-address

H—EB R/ — K% service plane heavy & L CEXE L £,

platform resource service-plane-heavy

\}

(E)  Cisco Catalyst 8000V % serviceplaneheavy & L Ci%ET A% E1E, Ve— RLTH—ERT L —

YEAMNIT DMENRDH Y T,

IPv47 RLAZBERA L CTWAHH—E R — REERT D720 DRERREN 2RI LET,

sdwan appgoe tcpopt enable

no sslproxy enable
|

service-insertion service-node-group appgoe SNG-APPQOE

device-role service-node

service-node 192.168.2.2
|

interface VirtualPortGroupl
ip address 192.168.2.1 255.255.255.0

service-insertion appgoe
|

interface GigabitEthernet 2
description SN_LAN Interface in VPNO
ip address 192.0.2.1 255.255.255.0
|

platform resource service-plane-heavy
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CU &M L7 AppoE —E x> kO—58& U/ — Koz [

system
system-ip 198.51.100.1

site-id 78200
|

IPVv6 7 RLAZFHA L CWAY—E R ) — REERT B ODRERREFNZRITTLET,

sdwan appgoe tcpopt enable

no sslproxy enable
!

interface VirtualPortGroup2

ip address 192.168.2.1 255.255.255.0
ipv6 address FDF8::1/126
service-insertion appgoe

service-insertion service-node-group appgoe SNG-APPQOE
device-role service-node

service-node 192.168.2.2
|

interface GigabitEthernet2
ip address 172.16.200.35 255.255.255.0
ipv6 address 2001:AA8:1234:200::35/64

platform resource service-plane-heavy

H—ERXRaV FA—5DETE
1. Y—tvRarbe—F%ERL, Y—ERA ar b —F FL—712E DY CTES,

config-transaction

service-insertion appnav-controller-group appgoe
appqoe-controller-group—-name
D appnav-controller controller-ip-address

2. =R/ —KIN—T%{EKL, y—ERA/—FKEEBMLET,

service-insertion service-node-group appgoe service-node-group-name
service-node service-node-ip-address

N

GE) 120 —E R/ — RIN—TIZEHDONBY — R ) — RERETEET,

3. v he—FLHP—ER)—RKIN—TFOV—ERaALTFHFRANEZELET,

service-insertion service-context appqgoe/l
appnav-controller-group appgoe-controller-group-name
service-node-group service-node-group-name enable
vrf default

IPv47 RLAZERA L CWA Y —E Aoy b —F 2{ERT D720 DRERRTERN 2 IRIZ R L
i‘ﬂ—o
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B rpcEs—cxar ro—SHLU/ —FOE=S—

service-insertion appnav-controller-group appgoe Test-ACgroup

appnav-controller 198.51.100.1 vrf 200
|

service-insertion service-node-group appgoe Test-SNGroup
service-node 192.0.2.2

service-node 192.0.2.3

service-node 192.0.2.4

service-node 192.0.2.5

|

service-insertion service-context appgoe/l
appnav-controller-group ACG-APPQOE
service-node-group SNG-APPQOE
cluster-type service-controller

enable

vrf default
|

interface GigabitEthernet 1
description SC_To SN _LAN Interface in VPN200
ip address 192.0.2.1 255.255.255.0

vrf forwarding 200
|

system
sytem-ip 198.51.100.10

site-id 78200
|

IPv6 7 RLAZFEH L TWAHS—ERar ba—F Z21ERT 272D DR REN 2RI L
\iﬁqo

interface GigabitEthernet3
vrf forwarding 2
ip address 172.16.200.32 255.255.255.0

ipv6 address 2001:AA8:1234:200::32/64
!

service-insertion service-node-group appgoe SNG-APPQOE
service-node 2001:AA8:1234:200::35

!

service-insertion appnav-controller-group appgoe ACG-APPQOE
appnav-controller 2001:AA8:1234:200::32 vrf 2

!

service-insertion service-context appgoe/1l
cluster-type service-controller
appnav-controller-group ACG-APPQOE
service-node-group SNG-APPQOE

vrf global

enable

AppQoE H—E X2V FA—5HEKUV/ —FDEZF—

N

FTINA 2A—)LDFER

TNAAT L= R L Ce—NE2RELTEE, T3 ADT A An—/L (—E R
ayhe—JFREY—E A/ —R) ZHERTDHITIE. ROFPIEIHENET,
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CU %M LT ApploE ¥—E 23> hO—58&0/ — KoE=4— |

1. Cisco SD-WAN Manager A == —7>6, [Configuration] > [Templates] Z R L £,
2. [T AT 7 L— b (Device Templates) | = U 7 HRERRINTND Z L ZERLET,

\)

(GE)  CiscovManage U U —220.7.1gidD V) UV —ATiL, [T/3 A7 7 L— b (Device Templates) ]
WL [T /314 A (Device) | &FREILET,

BHARER T RTCOT NRA AT T — DU A MRERINET,

3. TAA RO —VEHRET DL, [T 34 Az —/L (Device Role) |5z fEid LE7,
[SDWAN=T ¥ (SDWAN Edge) ], 73 AR —ERar te—J L LTREIN
TWHZEEEWRLET,

H—EXa o rO—5TOrZI T4 YIDEZS—

TIS—LBEUA Rk

7T AP ST, EEEEL TORWES, 7731 A1 Cisco SD-WAN Manager
WA ERELET, ZOX DAy MEMIE, Cisco SD-WAN Manager O [ =¥ —

(Monitor) ]N—Y THERTE LT, ZTHHDOA X2 FO—HIZOW T, Cisco SD-WAN Manager
b7 T —LEERLET, T/ ADT T—bEA R FEFTFTHHECOWTE, [Alarms,
Events, and Logs| [:E] 2L T W,

CLIZERL=AppRoE—EXa> bO—5BLUV/ —
FDEZ=H2—

AppQE H—bt2a v hr—F5 H—bE R/ —F, BIOY T 2AZOFKEHERELFRTHIC
IZ. MOCLI =~y REFEHLET,

IPva 7 LA ED AppQoE H—E XY FO—5E LU/ — FDOHREH

wOENFNL, Y—ERX ) — R ITA—THNOIPvET RLAZFERAL WA —EX /) — KD
REFEMAE R L TWVET,

Device# show service-insertion type appgoe service-node-group
Service Node Group name : SNG-APPQOE

Service Context : appgoe/l

Member Service Node count : 2

Service Node (SN) : 10.1.1.1

Auto discovered : No

SN belongs to SNG : SNG-APPQOE

Current status of SN : Alive

System IP : 192.168.1.11

Site ID : 101

Time current status was reached : Wed Sep 23 11:01:49 2020
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Cluster protocol VPATH version : 1 (Bitmap recvd: 1)
Cluster protocol incarnation number : 1

Cluster protocol last sent sequence number : 1601432656
Cluster protocol last received sequence number: 715749
Cluster protocol last received ack number : 1601432655

WOHEIFNE, Y—EZX ) — R A—THNDOIPAT RLZZFEHA L TWAYF—EZX /) — KD
N7 4w VHEHERE R L TWVET,

Device# show service-insertion type appgoe statistics service-node-group
Service Node Group: SNG-APPQOE

Number of Service Node(s): 2

Member Service Nodes:

IP Address

10.1.1.1

10.1.1.2

Aggregate of statistics from all SNs of the SNG:

Time since statistics were last reset/cleared:

Aggregate number of probe requests sent to SN : 1435070
Aggregate number of probe responses received from SN: 715915
Aggregate number of invalid probe responses received

Total : O

Incompatible version : 0

Authentication failed : O

Stale response : 0

Malformed response : O

Unknown response : 0

Aggregate number of times liveliness was lost with the SN : 1
Aggregate number of times liveliness was regained with the SN:2
Aggregare number of version probes sent to SN: 719033
Aggregate number of version probes received from SN: 2
Aggregate number of healthprobes sent to SN: 716037

Aggregate number of healthprobes received from SN: 715913

Aggregate traffic distribution statistics

Redirected Bytes : 1558757923174
Redirected Packets : 1945422189
Received Bytes : 1582477555093
Received Packets : 1908965233

WOHNFNL, IPvA 7 RLZAZFEH LTS —b2ay ho—JOREFMERL TWE
7,

Device# show service-insertion type appgoe appnav-controller-group
All AppNav Controller Groups in service context

Appnav Controller Group : ACG-APPQOE

Member Appnav Controller Count : 1

Members:

IP Address

10.1.1.100

AppNav Controller : 99.1.1.100

Local AppNav Controller : Yes

Current status of AppNav Controller : Alive

Time current status was reached : Mon Sep 21 19:09:08 2020
Current AC View of AppNav Controller
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IP Address
10.1.1.100

Current SN View of AppNav Controller
IP Address
10.1.1.1

IPv6 7 LA ED AppQoE H—E R FO—5E LU/ — FDOHREH

WOHETIHNIL, Y—ER /) —RKITNL—THNDOIPv6 7 RLAZFERA L TWAY—ER /) — KD
BREFMEZ TR L CTWET,

Device# show service-insertion type appgoe service-node-group
Service Node Group name : SNG-APPQOE

Service Context : appgoe/l

Member Service Node count : 2

Service Node (SN) : 2001:DB8:1::1

Auto discovered : No

SN belongs to SNG : SNG-APPQOE

Current status of SN : Alive

System IP : 192.168.1.11

Site ID : 101

Time current status was reached : Wed Sep 23 11:01:49 2020

Cluster protocol VPATH version : 1 (Bitmap recvd: 1)
Cluster protocol incarnation number : 1

Cluster protocol last sent sequence number : 1601432656
Cluster protocol last received sequence number: 715749
Cluster protocol last received ack number : 1601432655

WOHFFNL, —E A2 ) —RITA—TFHNDOIPv6 7 RLAZFEH L TWAHYF—E R /) — KD
o7 4w I HGEHERE R L TWET,

Device# show service-insertion type appgqoe statistics service-node-group
Service Node Group: SNG-APPQOE

Number of Service Node(s): 2

Member Service Nodes:

IP Address

2001:DB8:1::1

2001:DB8:0:ABCD::1

Aggregate of statistics from all SNs of the SNG:

Time since statistics were last reset/cleared:

Aggregate number of probe requests sent to SN : 1435070
Aggregate number of probe responses received from SN: 715915
Aggregate number of invalid probe responses received

Total : 0

Incompatible version : 0

Authentication failed : O

Stale response : 0

Malformed response : 0O

Unknown response : 0

Aggregate number of times liveliness was lost with the SN : 1
Aggregate number of times liveliness was regained with the SN:2
Aggregare number of version probes sent to SN: 719033
Aggregate number of version probes received from SN: 2
Aggregate number of healthprobes sent to SN: 716037

Aggregate number of healthprobes received from SN: 715913
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Aggregate traffic distribution statistics

Redirected Bytes : 1558757923174
Redirected Packets : 1945422189
Received Bytes : 1582477555093
Received Packets : 1908965233

WOHDENL, a2 b —F 7L —FNDIPv6 7 RLZAZFEH L TWA A —ER2ay ho—
T OREFEME R L TWET,

Device# show service-insertion type appqoe appnav-controller-group
All AppNav Controller Groups in service context

Appnav Controller Group : ACG-APPQOE

Member Appnav Controller Count : 1

Members:

IP Address

2001:DB8:0:ABCD::1

AppNav Controller : 99.1.1.100

Local AppNav Controller : Yes

Current status of AppNav Controller : Alive

Time current status was reached : Mon Sep 21 19:09:08 2020
Current AC View of AppNav Controller

IP Address

2001:DB8:0:ABCD::1

Current SN View of AppNav Controller
IP Address
2001:DB8:0:ABCD::1

ZARLTHET,
Device# show service-insertion type appgoe cluster-summary
Service Context : appgoe/1
Enabled : TRUE
Cluster type : Service-controller
Service Controller Group : ACG-APPQOE

Service Controller IP : 2001:40:92::1 VRF : 5

Service Controller System IP: 192.168.1.11

Service Controller Site ID : 220

Service Node Group : SNG-APPQOE ID: 32

WOHFBNEL, TPv6 7 KL A &M LT % AppQoE —E A BT A 1E# A R L T\ E T,

Device# show service-insertion type appqoe service-context

Service Context : appgoe/1

Cluster protocol VPATH version : 2

Time service context was enabled : Sun Dec 17 18:47:51 2023
Current FSM state : Operational

Jl Cisco Catalyst SD-WAN AppQoE 51> 7 « ¥2 L— 3 > A K. Cisco 10S XE Catalyst SD-WAN ') ') — R 17.x



| AppQoE 4—EZXADSEBH—ER/ — K
CU %G L1 AppoE #—E x> kO—58& U/ —knE=4— [

Time FSM entered current state : Sun Jan 7 18:27:08 2024
Last FSM state : Converging

Time FSM entered last state : Sun Jan 7 18:26:58 2024
Cluster operational state : Operational

Tunnel interface GRE : Tunnel2000000001

Tunnel interface VxLAN : Tunnel2000000002

Stable AppNav controller View:
2001:40:92::1

Stable SN View:
2001:40:92::5

Current AppNav Controller View:
2001:40:92::1

Current SN View:
2001:40:92::5
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Cisco S _ 8 GB 120 GB 750 35
Catalyst
8000V : 8 =t I _ 8 GB 280 GB 5000 70
7 (S)
Cisco S _ 8 GB 120 GB 750 35
Catalyst — r7 8 GB 280 GB 5000 70
8000V : 12 —
27 (S) L — 16 GB 500 GB 10,000 256
S _ 8 GB 120 GB 750 35
Cisco
Catalyst M _ 8 GB 280 GB 5000 70
8000V : 16 Ty _ 32 GB 500 GB 22000 256
a7 (S)
XL _ 32 GB 1600GB | 36000 256

Y

(GF) UCSE>VU—XH—_—%, 627, 827, 3L 12 27 Cisco Catalyst 3000V A > A X
AD&IHZEHR—FLET, FEMIZONTIL,  [Supported UCS E-Series Server Modules for Deploying
Cisco Catalyst 8000V ] [FRFE] #Z2 R L T 7E S0,

WOFRIZZOERERLET,

e FIR—FENTNAETNNA ATREINTZDRE 72 7 7 A JVIZESWTEID Y THNTZ
AV, TR, BLEO® Y v,

Jl Cisco Catalyst SD-WAN AppQoE 51> 7 « ¥2 L— 3 > A K. Cisco 10S XE Catalyst SD-WAN ') ') — R 17.x



| DREZERALE 574 vy Bl
g—rshTtaRET7a 7740

£8: 70774 LZEDYY—REIYHT

1) —2REYHT (GB)

TINARETTHILED|DRE TO T 74

R

C8200-1N-4T (S) S 2 80 60
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WAN #HCGRE b RV EEHT 256, 727 %A RSSL ZHNTTH 2 &g
"INFEHFA,
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e NAN—=RAVL T 4 FE, UCSE ¥V —X $—/ —|Z R X417z Cisco Catalyst 3000V
@ app-heavy 27 HI VY TF 7 7 A LTI AR — SN THEFA,
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T 12 27 0HEHFRTEET,
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UCS B3 L NUSCE v U — RXH—,3—® Cisco Catalyst 8000V 1 > A ¥ > A%, app-heavy U / —
2R B TT R 7 7 A NVEHEH L TRETOXENHY ET, ZOT0T7A/ZLD . Cisco
Catalyst 8000V f > A % AL DRE & LICSMTE E£4, a7H Y TE@EMT 51T, 7
NAZZYr—RLTLZSN,

WOHNL, Cisco SD-WAN Manager CLI 7 RA UHEET > 7L — R 2EH LT, 731 2%
app-heavy & L CERIET D HiEEZ R L TWET,

Device (config) # platform resource app-heavy

VIR F7IVRSFIADDREDA VT FAA—=—DDT7yITA—F

AR S

VAADY T "y T A yra— RX—=Unh, DREAVT A A= Ty ANV EX T a—
RFLEd, DREaTFHA A=V &2 XU n— R4 5I21E, [Catalyst 8000V 2V 7 MU =
7 (Catalyst 8000V Edge Software) ] ~—IZBHE) L, [IOSXESD-WANY 7 7 =7 (I0S XE
SD-WAN Software) ]%3#R L £9°, Cisco8000 77 v b 7 4 — ALK TCRIL AL TFHA A=V
EEHCTEET,

Cisco SD-WAN Manager ~DIA VT F A A—CD7 vy FO—FK

1. Cisco SD-WAN Manager O A = =—7/>5, [Maintenance] > [Software Repository] %% L &
R

2. [Virtual Images] =27 V v 27 L9,
3. [Upload Virtual Image] C. [Manager] 2 &R L £ 7,

4, v—n~vAF e —RNLiearyTh A A=%D T, [7y 7' e— R (Upload) ]
Vv LET,
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Y
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w
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e, [P—EA /2 —FK (ServiceNode) | 47> a v Z@&RL £, M —FE
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BIRLI2T N, AZIY—E R ) — RE L TRETER2WSEE, [V—EXA/—FK
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o

7. [###l (Advanced) ] T, [DREfi#{E (DRE Optimization) ] &A% L £ T,
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FODREZ B 7 7 A NY A XBRMHINET, T 740 b7 a7 7 A NVOFEMIZONT
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https://www.cisco.com/content/en/us/td/docs/routers/sdwan/configuration/Policy-Groups/policy-groups/m-security-policy.html#additional-settings
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cuz@mLioRenEE [

CLI Z#{#FH L 7= DRE D& E

DRE
DRE

AVTFNYITFT—ODA VR =)L
AT FR =T A VA =T BHITE, kDA< REMHLET,

app-hosting install appid < name > package bootflash:<name>.tar

ﬁ II_.\

/4
e

—rJIL—TDEFELDREIZRT DI VEDY

AR — NN —T R ELTCDREY—ERICY v B/ LT-%ICDRE — 2 %
B R LET,

Device (config)# interface VirtualPortGroup 0

Device (config-if)# no shutdown

Device (config-if)# ip address 192.0.2.1 255.255.255.252

Device (config-if)# app-hosting appid dre

Device (config-app-hosting) # app-vnic gateway0 virtualportgroup 0 guest-interface 1
Device (config-app-hosting-gateway) # guest-ipaddress 192.0.2.2 netmask 255.255.255.252
Device (config-app-hosting-gateway) # start

ﬁ II_,\

\)

—rIIL—TDEEEDREIZXNT BT YEVY, BLUDRETA 77/ ILDE|IY KT

=)

Iz
a vt
WE

Devi
Devi
Devi

Devi
Devi

Devi
Devi
Devi

DRE 7’11 7 7 A /U¥HEIX. Cisco IOS XE Catalyst SD-WAN U U — XN6mﬂB®&E%T%
£, ZOREHEEIL. Cisco I0S XE Catalyst SD-WAN U U — 2 17.6.1a XL W Fid U Y — & |2 1356
ShEHA,

\{uﬁwbﬁw%7% YELTDREY—ER|Zvv 27 L. DREZX2 757 A VEF
AZE B THBERLET, ZOBE, /R (S) e 77 A VOEID ETERLT
—a—o

ce (config)# interface VirtualPortGroup 0
ce(config-if) # no shutdown
ce(config-if)# ip address 192.0.2.1 255.255.255.252

ce(config-if) # app-hosting appid dre
ce (config-app-hosting) # app-resource profile-package small

ce (config-app-hosting) # app-vnic gateway0 virtualportgroup 0 guest-interface 1
ce (config-app-hosting-gateway) # guest-ipaddress 192.0.2.2 netmask 255.255.255.252
ce (config-app-hosting-gateway) # start

Cisco Catalyst SD-WAN AppQoE I > 7« ¥2 L—% 3> # 4 K. Cisco I0S XE Catalyst SD-WAN ') ') —2 17.x ||}



DRE AL 571 v Bt |
. DRE S:#E{E D= D UCSE & ') — X H—/N\—F ¥ 1 —)LTD Cisco Catalyst 8000V D% E

DREY—ERXDT7 Y T4 71t

KIZ, Bangalore WO ZRIOT 7Y r—a VODREY—YRA%T7 77 4 7L 56~ L
i‘j‘o

Device# app-hosting activate appid Bangalore

A\

() DRET7ZUr—valuaT TICTHELTNDIHLOD, AL TWRWEAIL, app-hosting
activateappid =~ FZEH L E9, £72F, fiokZ va ol tRasitTtnd Lo,
TV =V ay RAT AT = U a7 4 Fal— gy F—RNCTsart 2~
KafifHdT b2 b TEET,

DRED7 >4 VA —JL
DREYV—bERZHT 7T 4 7L LTT oA v A M—ATHI21F. ROFNEZFEITLET,
1. DREV—UER&AEILTAI21T. HiHE EXEC E— RTHROa~y REHEHLET,

Device# app-hosting stop appid Bangalore
Z Do Bangalore (%, 5135 DRE 77V r—3 3 VOL4HEITY,

2. DREYV—ER%IET VT 4 7T DL, FHE EXEC E— RTRDa~v> REEHALE
—;«O

Device# app-hosting deactivate appid Bangalore
Z DD Bangalore 1%, E7 77 4 7{L T L DRET 7 U r—3a VOARTTT,

3. DREV—EREZT A A =L BI201F, BHHEEXECE— N TRkOa~v FEFEHALE
7,

Device# app-hosting uninstall appid Bangalore

Z O Bangalore (£, 7> A VA M—/VTBDRET 7V —3 3 OL4BITT,

DRE &x:#1t D= D UCSE ') —X H—/IN\—FEPa1—)L
T Cisco Catalyst 8000V D% E

Cisco Catalyst 8000V A > X % . A%, Cisco I0S XE Catalyst SD-WAN U U —Z 17.6.1a 7> 6, ¥
FEDN—F T JNAFIET DV R— b RO UCSE v Y — X Y —_— AP —E X /) — K
ELTA VA= NNTEET, ZOBWREBICELY, V—FiX, HEINY—E R — R LT
P—ER )= REMATNNATY) Yy R FAXE LTIMET D Z ENA[ERIZRD £,
BRETJ—Y 70—

1. YAR— BN —F TCUCSE T Y —X $—R_R—2RELET,

2. PAR— RO UCSE ¥ — A #—,3—|Z Cisco Catalyst 8000V % J&BH L £,

Jl Cisco Catalyst SD-WAN AppQoE 51> 7 « ¥2 L— 3 > A K. Cisco 10S XE Catalyst SD-WAN ') ') — R 17.x
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UCSE o) —

UCSE >!')—

uese vy —x 4—n—nEzE ]

3. Cisco SD-WAN Manager T, UCSE vV —X #—,3—_E® Cisco Catalyst 8000V - > A X >~
A D AppQoE HERET v 7L — b EARE L £,

4. CiscoSD-WAN Manager T, —t 22> hr—7 @ AppQoEHET > 7 L — M Zi%E L
CISCO SD-WAN Manager CLI 7> 7' L— hEB X WNCLI 7 FA U H#pET 7 L— N & L
BREZIBILE T,

X H—/IN\—DHTE

L& BHHTIZ

UCSE v ) =X H—=N—F T a— L& P HR— bRROT /A ZZHFHEA L, FillEi/ RN 5 2
DDA H =T =A A (TE2BELUTE3) Z#ft LET, FEMIZOW T, [UCS-E Series
Servers Hardware Installation Guide] [$FE] #Z ML T 7E 30y,

HR— FXARIL—F TOUCSE 1) —X H—/N—DEFE
wIZ, YAR— bt —2 TUCSE VU —X B —RN—%FHhcT AR EME TR LET,

Device (config) # ucse subslot 1/0

Device (config-ucse) # imc access-port shared-lom <gel/te2/te3>
Device (config-ucse)# imc ip address 10.x.x.x 255.x.x.x default-gateway 10.x.x.x
Device (config-ucse) # exit

Device (config)# interface ucsel/0/0

(

Device (config-if)# ip address x.x.x.1 255.255.255.0

— X H—/\—T® Cisco Catalyst 8000V 0 & [

LB
s UCSE —"R—F T 2 —MINA =S P f A =1L LET,

e RAaADY T "y =T Xurua— K_X—U0b, CiscolOS XE Catalyst SD-WAN U U — &
17.6.1a HH® Cisco Catalyst 8000V 17.6.1 OVA 7 7 A L& X 7 m— KL TA VA h—/L L
EJC RN

Cisco Catalyst 8000V ) IP 7 K L A DX TE
®IZ, UCSE v Y —X $—,3—"T Cisco Catalyst 8000V O IP 7 K L A DR EH 2/~ LE T,

Device (config)# interface GigabitEthernetl
config-if) # description Mgmt
config-if)# ip addeess x.x.X.X X.X.X.X
config)# int GigabitEthernet2
config-if)# description WAN-CONTROLLER
config-if)# ip address x.x.X.X X.X.X.X
config-if)# exit

config)# int GigabitEthernet3
config-if) # description UCSE-INTF
config-if)# ip addeess x.x.Xx.X X.X.X.X

Device
Device
Device
Device
Device
Device
Device
Device

Device
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https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/e/hw/e-series-install-book.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/e/hw/e-series-install-book.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/e/gs/guide/b_Getting_Started_Guide/b_3_x_Getting_Started_Guide_chapter_0111.html

DRE AL 571 v Bt |
B cisco catalyst 8000V - X 2 > 2D AppQoE #EET > T L— FDEE

Cisco Catalyst 8000V - > X 4% > X M AppQoE #gET > T L— FDRTE

[ L& B

UCSE v U —X $—,3—0® Cisco Catalyst 8000V - > A ¥ > A%, app-heavy U — RAE| ) 4T
T 7y ANEERLTHRETDMNENDY ET, 207 v 77 A5 D, Cisco Catalyst
8000V A A% AL DRE H# LICBZMTE LT, a7H0 Y TE2EMT DI, 731 R
Za—RLTLESN,

W OBFL, Cisco SD-WAN Manager CLI 7 KAV BERET 7' L— M EERH LT, 73 A%
app-heavy & L TRRET 5 HEEZ R L TWET,

Device (config) # platform resource app-heavy
Cisco Catalyst 8000V -1 > X 2 > X 0 DRE &x#{L D EZH1E

1. Cisco SD-WAN Manager A == —7>6, [Configuration] > [Templates] Z R L £ 97,

2. [Hpe7 7L — K (Feature Templates) %7 VU v 27 LT 6, [T 7 L— h®iENM (Add
Template) 1227V v 27 LET,

Y

(GE)  CiscovManage U U —2 20.7.1 LLRTO U U — A TlX, [B§RET > 7 L — b (Feature Templates) ]
X [#ERE (Feature) | &FRIENLET,

3. [BBINSN7=7 /34 A (Selected Devices) ] U A b5, [C8000v] %R L &7,
[ZDdT > 7 L— |k (Other Templates) ] T, [AppQoE] %7 U v 7 LE 7,
[T 7 b — 4 (Template Name) | & [#iF (Description) JIZAJILE T,

o u &

[P—E R/ — I (ServiceNode) |47 a rZ@R L £,
7. [#Ef (Advanced) ]&7 v a2 C, [DREN#{L (DRE Optimization) ] AN L £,
8. [Save] #7 VU v 7 L%,

AV EA—39SRERALATDETE

Cisco SD-WAN Manager T UCSE > 1) — X H—/N\—ZFE DB/

Cisco SD-WAN Manager C, CLI7 KA U HpET > 7 L— FZ{Ea L, UCSE vV — X H—/3—
REEZHEM L TEIHLET,

WIZ, CLI 7 RAUVHBET 7 L — MZBIITE 5 UCSE v U — X H—N—DkER 2R L
£7,

ucse subslot 1/0
imc access-port shared-lom te2
imc ip address 10.x.x.x 255.x.x.x default-gateway 10.x.x.x
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avra—3543524941708% [

interface ucsel/0/0
vrf forwarding 5

FT2av1: VSR8 A4TEH—EXIV FO—FITRET S
1 Cisco SD-WAN Manager A == —7/>5, [Configuration] > [Templates] Z R L £ 7,

2.  [#EET 7L — 1 (FeatureTemplates) %7 U v 7 LThh, [T 7 L— hOiBH (Add
Template) 1 %227 U v 27 LET,

(GE)  CiscovManage U U — % 20.7.1 Agid U U —ATlE, [#EE7 > 7 L — b (Feature Templates) ]
X [#ERE (Feature) ] & FRIENLET,

3. [BIRSN7=7 /34 A (Selected Devices) ] U A T, UCSE ¥V —X H—"—|ZEH X
LT % Cisco Catalyst 8000V % Fdp/L— & Z 3R L £,

4.  [ZDfoT 7L — b (Other Templates) ] C. [AppQoE] %7 U v 7 LET,
5. [7> 7 L — b4 (Template Name) | & [FFH (Description) JIZAJILE T,

6. [AMY—E A/ —FK (Integrated Service Node) | F = v 7 Ry 7 AIA7DFEFIZL
E AN

7. [ hr—FIP7 FL A (Controller IP Address) | 7 4 —/V FiZ, 2> ha—FDIP T
FLAZ A LET,

FilE, Fay7E T U R MG [T 74/ b (Default) ] Z8R LE3, AppQoE =
Y Re—=F0O7 RVANRT 74 /L F TEIRSNET,

8. [ —EAVPN (Service VPN) | 7 4 —/L RiZ, h—E A VPN EZEZ AT LET,

Fold, Fay 77X VR NNG [T 740 (Default) &8 IR L E3, AppQoE ¥—
E' A VPN IR T 7 /L F TRIRE I E T,

9. [—E R/ — R (Service Nodes) ] =VU 7 C, [—E R/ — RDENM (Add Service
Nodes) | %7 U2 LT, AppQoE H—E R/ — KT N—T|ZHh—E R/ — R&EBML
£,

10. [Savelx®Z7 Vw27 LET,

11. UCSE v VU —X H— _R— 2B S 417z Cisco Catalyst 8000V % & e/l — & DT /XA AT
YT — NI, WETZyFLET,

sUCSE VY —RX Y —R—FEEHFH L= CLI 7 KA HIET 7 L— b
* AppQoE #gE7T 7 L — |
DRE H— VR EZGNTTBIT1E, AT —E R/ — K& L TEBNZERE S 7z Cisco

Catalyst 8000V - A% .  ZACDRE Z###) L £ 7, FEAMIZOWTIL,  [Enable DRE
Optimization| [FFE] 2L T IV,
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https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/appqoe/ios-xe-17/appqoe-book-xe/m-integration-of-dre-with-cisco-sd-wan-tcp-optimization.html#Cisco_Concept.dita_fda6878d-e304-4ba7-84e4-be035b670349
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/appqoe/ios-xe-17/appqoe-book-xe/m-integration-of-dre-with-cisco-sd-wan-tcp-optimization.html#Cisco_Concept.dita_fda6878d-e304-4ba7-84e4-be035b670349

DRE AL 571 v Bt |
B - ro-—359525581708

FTa02: VSRR ATENAT )y FIZERET D

UCSE 3 U — X H— X— TR &4 TV % Cisco Catalyst 8000V A > A KX o A Grie/L— 2 1%,
TJIARBEA T —ER aria—J3FREINAT7 Yy FIZERETETET,

1. Cisco SD-WAN Manager A ==—25, [BRX%E (Configuration) 1>[T>7L—k
(Templates) ] Zi&R L £7,

2. [Hse7 7L — K (Feature Templates) %27 UV v 27 LT b, [T 7 L— FOiEN (Add
Template) 1 %27V v 27 LET,

)

(GE)  Cisco vManage U U — 2 20.7.1 LLFiid VU U — R CiE, [BRET 7 L — I (Feature Templates) ]
I3 [BERE (Feature) | & FEIXNLET,

3. [BIREN7=7 /314 A (Selected Devices) ] U A F226, UCSE v U — R H— N—|ZJE[ &
LT 5 Cisco Catalyst 8000V % & dp/L— & 3R L £ 7,

4. [ZFDfhdT 71—k (Other Templates) ] T, [AppQoE]l &7 U v 7 LE7,
5 [7¥7'L— 4 (Template Name) ] & [#iHB] (Description) 112 AJILET,

6. [HA—¥E A/ —F (Integrated ServiceNode) |17 4 —/V K C, [F%) (Enable) | F = > 7
RNy Z A A2 LET,

7. [Save] =7V v 7 LET,
8 CLIZTY7VL—hEEKRLT, ZITARAZXZAT AT Y v NEEZBMLET,

WIZ, UCSE VU —X H— R—|Z BB & 7= Cisco Catalyst 8000V & & ie/L—H TZ T A
BEATHNAT Yy RICHRET HREFERLET,

interface VirtualPortGroup2
vrf forwarding 5
ip address 192.168.2.1 255.255.255.0

interface ucsel/0/0

vrf forwarding 5

ip address 10.40.17.1 255.255.255.0

service-insertion service-node-group appgoe SNG-APPQOE
service-node 192.168.2.2

service-insertion service-node-group appgoe SNG-APPQOEL
service-node 10.40.17.5

|

service-insertion appnav-controller-group appgoe ACG-APPQOE
appnav-controller 10.40.17.1 vrf 5

service-insertion service-context appgoe/1l
cluster-type hybrid
appnav-controller-group ACG-APPQOE
service-node-group SNG-APPQOE
service-node-group SNG-APPQOE1

vrf global

enable
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repz=4— [

9. UCSE vV —X H— "—|ZJ&B &7z Cisco Catalyst 8000V % & Te/L—% DT /NA AT

FL— RN, RET X yFLET,

» AppQoE #gE7T > 7 L — |

sUCSE vV —X B —NR—3REEMHEH L= CLI T KA H#EET 7L — b

e NAT Yy RTTAFEREEZL CLI 7T 7 L— |k
DREH—ERZHNIT HITIE, AP —E R/ — R& L TRBIZERE 417z Cisco Catalyst

8000V A > A% . AT DRE Z#EE) L E3, FFEMIZ-DOWTIEL,  [Enable DRE Optimization]
[FE] 2L T EEN,

DREDE=%5—

Cisco SD-WAN Manager Zf# /] L T, DREIC X » THEIbLENTZ N T 74 v 7 721377V
r—3a vk e A —TEXFET,

Cisco vManage V U — 2 209x LAfs, AV TIV R bS5 TUWoa—FT 4 5% LT, DRE
Lo Tk SN T 74 v 7 3T TV r—va v aE=4—TEET,

1

Cisco SD-WAN Manager @ A = = —7>5[Monitor] > [Devices| DJIEIZER L £ 97,

Cisco vManage V U — % 20.6.1 LLE{D U U — & : Cisco SD-WAN Manager D A == —75
[E=%— (Monitor) 1>[#v kT—% (Network) ] DIEIZER L E9,

TS —FT DT NAADKA N E IV w7 LET,
[On-Demand Troubleshooting] T, [AppQoE DRE Optimization] Z 3R L £,
[On-Demand Troubleshooting] Z AN LT, R L7=2T /A AOFEMEF R L E T,

T H RIS LT, b SNz b7 7 4 v 27 (Optimized Traffic) | £721X [ 77V
47— =2 (Application) ] Z3i®&IR L F 7,

[Z> he—F (Controller) ] 721X [P —E A/ —F (Service Node) ] ZER L £,

BIRLIZT AN, RTHAEY—E A — BB HEARE, 2 be—Fun—LEiidy—t
A ) —=Ra—=NDOF =X EFRTEET, BRLIZT A ZADHMH AppQoE h—E R/ —
ROZEE, B —E R ) —FDOE=F ) T =L #EshTnwbarybon—7
ERRITEET,

Fy—brEa2—B&LUVT—TILEa—FTay

BIRLTET NA ZADEFE=Z ) 7T =23 F v — MERNTRRI N, £ORICT =T NANRER
SNFET, 200F T arEBUVERDLIET, VI T7ERIFIHT T T7ORATT =2 2%k
RTEET,

«[7/7T7A 73 (ChartOptions) | KRy XU R RG34 K (Bytes) | £7¢
I% [HII2E  (Percentage Reduction) | C7 —H# ZR/RTX £,
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B ocuzsEmLEDREOBREE=A—BLBFSTLYa—

DRE AL 571 v Bt |

o FRE U7 IERIEEPH (1 R, 3 IRl 6 K72 &) DT —2 %7 4 NZ U U 7T D,
[Custom] &7 V v 7 L CHEIHIHAZ €2 TE £9°,

CUZMERALDREDFERLE=ZA—BLULZTIL

a—Fk

DRE ZBILR T—5 X

iz, show sdwan appqoe dreopt status =2~ > RO B ZR L £,

Device# show sdwan appgoe dreopt status
DRE ID

DRE uptime

Health status

Health status change reason

Last health status change time

Last health status notification sent time
DRE cache status

Disk cache usage

Disk latency

Active alarms:

None

Configuration:
Profile type
Maximum connections
Maximum fanout
Disk size
Memory size
CPU cores

Disk encryption

: 52:54:dd:d0:e2:8d-0176814£0£66-93e0830d

: 35

18:27:43
: GREEN
: None
18:25:29
1 second
: Active
91%
16 ms
: Default
: 750
: 400 GB
: 4096 MB
1

: ON

AT —H ZADFEMA FT HI2IE, show sdwan appgoe dreopt status detail =2~ R % {ii ff]

L/iﬁ‘o

Device# show sdwan appgoe dreopt statistics detail
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CUZEEALE DREDRREE=5—5&Ur5TLva—+ [}

Total connections : 325071
Max concurrent connections : 704
Current active connections : 0

Total connection resets : 297319
Total original bytes : 6280 GB
Total optimized bytes : 2831 GB
Overall reduction ratio : 54%
Disk size used : 93%

Cache details:

Cache status : Active

Cache Size : 406573 MB
Cache used : 93%

Oldest data in cache : 17:13:53:40
Replaced(last hour): size : 0 MB

Cache created at : 27:14:13:43
Evicted cache in loading cache : 149610430464

Connection reset reasons:

Socket write failures : 0
Socket read failures : 0
DRE decode failures : 0
DRE encode failures : 0
Connection init failures : 0
WAN unexpected close : 297319
Buffer allocation or manipulation failed : 0
Peer received reset from end host : 0
DRE connection state out of sync : 0
Memory allocation failed for buffer heads : 0
Other reasons : 0

Connection Statistics:
Alloc : 325071
Free : 325071

Overall EBP stats:
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Data EBP received

Data EBP freed

Data EBP allocated

Data EBP sent

Data EBP send failed

Data EBP no flow context

Data EBP requested more than max size

DRE HEj/ N\ /NART—H X

DRE AL 571 v Bt |

1921181978

1921181978

218881701

218881701

46714730

&IZ. DRE &b HEINA NART—Z 2D R LET,

Device# show sdwan appgoe dreopt auto-bypass

Server IP Port DRE LAN BYTES DRE WAN BYTES DRE COMP Last
Update Entry Age
10.0.0.1 9088 48887002724 49401300299 0.000000

13:41:51  03:08:53
DRE B L #EEHIHER

KIZ, DRE sid{batat i moplzs L £,

Device# show sdwan appgoe dreopt statistics

Total connections
Max concurrent connections
Current active connections
Total connection resets
Total original bytes
Total optimized bytes
Overall reduction ratio
Disk size used
Cache details:

Cache status

Cache Size

Cache used

Oldest data in cache

Replaced(last hour): size

3714

552

1081

360 GB

164 GB

: Active

407098 MB

91%

03:02:07:55

0 MB

Wz, ¥ 7T /3A A® DRE f b eHEROFI 2~ L ET,
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Device# show sdwan appgoe dreopt statistics peer
Peer No. System IP Hostname Active connections Cummulative connections

0 209.165.201.1 dreopt 0 3714

DREESAT—% X

WIT, HEER%Z DRE IZXE L, BERDIEFICZE SN E D M EiRT 2 HEOH 2R
LET,

Device# show sdwan appgoe dreopt crypt

Status: Success

Atempts: 1

1611503718:312238 DECRYPT REQ SENT
1611503718:318198 CRYPT SUCCESS

ENCRYPTION:

BLK NAME : No of Oper | Success | Failure
SIGNATURE BLOCK | 210404 210404 0
SEGMENT BLOCK | 789411 789411 0
SECTION BLOCKS | 49363 49363 0
DECRYPTION:

BLK NAME : No of Oper | Success | Failure
SIGNATURE BLOCK | 188616 188616 0
SEGMENT BLOCK | 1 1 0
SECTION BLOCKS | 366342 366342 0

DRED 5 TJI)La—F

WOHNBENL, 7T A 20 BEHEICEET 2 FEHERZ R L CWET, BN DREICZL -
THRBLSNTWRWERE, koo~ REFEITL, HAOEvRaT7=hrPR—hre
ﬁ]\/\iﬁ—o
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DRE AL 571 v Bt |
B ocuzsEmLEDREOBREE=A—BLBFSTLYa—

Device# show sdwan appgoe ad-statistics

Auto-Discovery Statistics

Auto-Discovery Option Length Mismatch : 0
Auto-Discovery Option Version Mismatch : 0

Tcp Option Length Mismatch HI)

AD Role set to NONE : 0
[Edge] AD Negotiation Start : 96771
[Edge] AD Negotiation Done : 93711
[Edge] Rcvd SYN-ACK w/o AD options : 0
[Edge] AOIM sync Needed : 99
[Core] AD Negotiation Start : 10375
[Core] AD Negotiation Done : 10329
[Core] Rcvd ACK w/o AD options : 0
[Core] AOIM sync Needed : 0

WROMABNE, €T T34 ZFTO 1 BOERZHIBT DHEHEREZ R L TOET,

Device# show sdwan appgoe aoim-statistics

AOIM Statistics

Total Number Of Peer Syncs : 1

Current Number Of Peer Syncs in Progress : 0

Number Of Peer Re-Syncs Needed : 1

Total Passthrough Connections Due to Peer Version Mismatch H

AOIM DB Size (Bytes): 4194304

LOCAL AO Statistics

Number Of AOs H

AO Version Registered
SSL 1.2 Y

DRE 0.23 Y
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| DREZERALE 574 vy Bl
sstyoxvne=4— |

PEER Statistics

Number Of Peers : 1

Peer ID: 203.203.203.11

Peer Num AOs : 2

A0 Version InCompatible
SSL 1.2 N

DRE 0.23 N

WIZ, T_XTODREFX v v =227 V7Tl LET, F¥xviark 77U 735L, DRE
Y—EANFEEL ET,

Device# clear sdwan appqoe dreopt cache

DRE cache successfully cleared

o —
SSLOOFTDE=4S—
Cisco SD-WAN Manager #ff LT, SSL 7u X Ui ko Tk SNz b7 74 v 7 2=
2 —TEFET,

Cisco vManage UV U — % 20.9.x LAK%, [On-Demand Troubleshooting] Zf#if] L C, SSL 7’1 ¥ /(2
KoTwREbEINTZ T T4 vV HE=F—TEET,

1. Cisco SD-WAN Manager M A = =—7)>5[Monitor] > [Devices| DJIHIZEIR L £ 9,

Cisco vManage Y U —% 20.6.1 LARI{D Y U — & : Cisco SD-WAN Manager D A = = —7 5
[E=%— (Monitor) 1>[#v bT—% (Network) ] DNREIZEIN L 97,

2. EFE=H—TFTETFNAALADKRANEI Y v 7 LET,

3. [On-Demand Troubleshooting] T, [SSL Proxy] Z &R L £,

4. [On-Demand Troubleshooting] # AN LT, BR L7274 ZRDOFEME TR LET,

5. 7% 777 FEIEFERATERTDHITUL, Fry T X T A =a—b [Traffic View]
ZA TR E7,
[Filter] #27 U >~ 2 LC, VPN, B—U /L F= XV E—FTLOC, N7 7 4 v 7 kFEILT &
Il HEIRTHZIEHTEET,
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B cuzemLrETsS130SSL TOE o yR— FomR

Fy—brE21a—BLUVF—TNNE21—FTLay

DRE AL 571 v Bt |

BIRLIZT A ADE=H Y I F =S BF ¢ — MERTRF SN, ZORICT =T VBRER
SNET, 200 T ar eIV EZLZLT, VI7ERIBI I 7ORNTT -4 a2k

RTEET.

faiE Lo el dap (10, 30ef. 6 Refil7ZR &) o7 =% %7 45 U 74 %75, [Custom]

27V v LCHR#ERZERTE ET,

CLI ZEAL=TLS1.3 M SSL 70 F L HR— F DFEER

WIZ, SSL#EEtE#H & TLS 7 m— A 7 ¥ Z7~7 show sd proxy statistics =~ > KD 716 %
RLET, N—=Va 13D TLS 7r—h U ZOh Ty ME8 LFRINET,

Device# show sslproxy statistics

SSL Statistics:

Flow Selected SSL/TLS version:
TLS 1.0 Flows :

TLS 1.1 Flows :
TLS 1.2 Flows :
TLS 1.3 Flows :

0

0
0
8
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HTTP CONNECT

fliEib & — B2 EH T 572912, Cisco SD-WAN V' U =— = > Cisco Catalyst SD-WAN
LLTT T RADEHEINE LTz, 5612, CiscolOSXESD-WAN U U —Z 17.12.1la L}
Cisco Catalyst SD-WAN U U —2 20.12.1 AR, RO = R —3 > NOEEREH I ET,
Cisco vManage 7> 5 Cisco Catalyst SD-WAN Manager ~?DZ % Cisco vAnalytics 7> % Cisco
Catalyst SD-WAN Analytics ~?»Z: % | Cisco vBond 7> Cisco Catalyst SD-WAN Validator ~
DZEH . CiscovSmart 7% Cisco Catalyst SD-WAN 3> fA—5~DOZEE, LU Ciscoa v
b O—3 75 Cisco Catalyst SD-WAN |1 i R—HR > b~DOEH, XTHOa L KR—x> bk
77 v FAEREOWFENZRY A MZHOWTL, S0l V—2 )/ —FE2ZRL T ESn, #
LWART~OBATRHE, V7 MY =T /G D2—Y —A U Z—T = f ZF OB 2T 7
B—FIZED, —HDO RF¥ 2 AL MIHIBREOR—ENEENDAREMERH Y 7,

® 9 HEDEE

HERER 1) 1) — X &R EREA
HTTP CONNECT Cisco 10S XE Catalyst SD-WAN | = O#§REIZ L ¥ . AppQoE T
VYV —2179.1a HTTP CONNECT % ¥ & R DAL

Ay R—bhshd X Hic7k
DETd, ZOYR— Mk
. SSL 7 e % <°DRE 72 &
DY —¥r AT, HTTP
CONNECT W5t 7 7 4 >
7 D b S E 7,

Cisco vManage Y Y —2% 20.9.1

« HTTP CONNECT (ZB3 5 {F#H (82 ~X—)

« HTTP CONNECT ORi#E4: (82 ~—72)

« HTTP CONNECT (ZB3 2 filfy3m (82 ~<X—2)

« HTTP CONNECT Ol (82 ~=—)

«CLI7 RA YT 7 L— b &M L7 HTTP CONNECT D% & (83 ~=2—3)
« CLI Zf# ] L 7= HTTP CONNECT D% E (83 ~—)

« HTTP CONNECT &% & Dffere (83 ~—3)

« CLI %/ L7 HTTP CONNECT DE =% — (84 ~—7)
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HTTP CONNECT |
B e connecT 12T Bt

HTTP CONNECT [ZB§ 9 A 153k

HTTP CONNECT £ YV v R&EHT 5 &, EEILT——ik, R ax o h— —2ff
L Toiset— =L O 1iEE %2 G T& £9, HTTPCONNECT ZfH LT, #Ex)—
N— L gE e — R —[] D TCP $ife 2 / L7~ HTTP ' 2 & ¥ b > IV E{ERK T& £9°, HTTP

CONNECT hT 7 4 v ZAUWRIC X W, SSL7 a2 & DREILX, HTTP k> kL NOE LT —

2 % it TEET,
SSL/TLS 7' & ¥ v DFEIZ- DUV Cid,  [Information about SSL/TLS Proxy ] [J5E] #Z& M L T<
ZE,

HTTP CONNECT D RijIZE &

» Cisco I0S XE Catalyst SD-WAN 7 /31 & 73 Cisco I0S XE Catalyst SD-WAN U U — 2 17.9.1a
HFITL WL AR LET,

« HTTP CONNECT k% 7o — F% v XA 45 (2iF, VE— b —"—THAX FEINTH
HHRRR 7 0 X LN MEET,

HTTP CONNECT (B89 A $l#9E18

« HTTP CONNECT Bk, 7uF P —N—|lDOLEEENDHIZLEZARNE L THET,
« HTTP CONNECT ZK %, fE#ER— K TH DA — bk 80, 8080, B L 118088 ZfiH L Td
HEfETEET,

« HTTP CONNECT /%, United Threat Defense (UTD) TiZV AR —hrITWEHA, FD7=
B, UTD A>TV dHGEE, REFTTr v 7 ShET,

HTTP CONNECT o) &= FR 51

HTTP CONNECT 2R LAWLSSL TOXS bS5 T 094

F— 2 O BALA 720 Cisco I0S XE Catalyst SD-WAN U U —Z 17.x U U —ZADHA . DRE 2
Ta—NOY KLY — R CTE . DREEMHITENTIEH Y A, ZOD, 7
2 —(Z%f L CDRE Z/NA /NAF 5 2 ENMAICRY £9, HDHWIE, DRE IZHiiviATeT — &
VT TXAMITAHSLENHY £4, HTTP CONNECT RN X[FEEN D & &2, SSL 7
72X X HTTP CONNECTSSL 7 7 4 w7 5 LiaWed, EbShic T 7 4 v 7R
DRE [ZIfAVIABRE T, ZORE. N T 7 4 v 7 OFa#EbIc R L £97,
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https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/m-ssl-proxy.html#:~:text=Unified%20Security%20Policy-,Information%20about%20SSL/TLS%20Proxy,-Overview%20of%20SSL

| HTTP CONNECT

U7 KA 2T T L— k%A L1 HTTP CONNECT 0% I

HTTP CONNECT R Lf=SSLTOX L h3 T4 9

Cisco I0S XE Catalyst SD-WAN U U — 2 17.9.1a LA, AppQoE T¢ HTTP CONNECT DALELZ
KV, SSL7uX i3/ V7 TX AT —ZEEBIL L TCDREWCEET DAL HIICRY, &5
72 B L S AIREIZ 72 0 F 9,

CU7 +FF 2T 2T L— b%{EM L - HTTPCONNECT D&%

[Z L& BRI
FHLWCLIT RA T 7 b— baEERT B0, BEFEOCLLT RA VT — N EmELE
K

CLI Add-on Feature Templates D FEAHIZ- DUV TiX, [CLI Add-on Feature Templates| % 2 L C
<&,

CLI Z{#F8 L 7= HTTP CONNECT D& FE

1. 207 4Fal—yaryE®T— R ANNLET,

config-transaction

2. HTTP CONNECT #EH®NZ L £ 9,

sdwan appgoe http-connect enable server-port <port-number>

Y

(GX)  HTTP CONNECT A2 T D72 DIZ A TE HIEHEY — —KR— FEF1E, 80, 8080, B X
N 8088 D AT,

AR — PR S EZATILRWEE, b= "= R—+EBZR0NT 74/ h & RARENET,

3. AHzEMELET,

commit

I &R L ET,

sdwan appgoe http-connect enable server-port80

4, CLIT7 KA VT U= 2ENENDTNA AT X v F LET,

HTTP CONNECT 5% & 0D fE 52

&Iz, show sslproxy statistics =~ > ROl Z R L ET,
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https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/cli-add-on-feature-template.html

HTTP CONNECT |
B cu =L HTTP CONNECT DE= 52—

Device# show sslproxy statistics

SSL Proxy Statistics

Connection Statistics:

Total Connections : 3
Proxied Connections : 0
Non-proxied Connections : 3
Clear Connections : 0
Active Proxied Connections : 0
Active Non-proxied Connections I
Active Clear Connections : 0
Max Conc Proxied Connections : 0
Max Conc Non-proxied Connections I
Max Conc Clear Connections : 0
Tunneled Proxied Connections 2
Tunneled Non-proxied Connections : 0
Active Tunneled Proxied Flows 1
Active Tunneled Non-proxied Flows : O
Max Conc Tunneled Proxied Flows 1

Max Conc Tunneled Non-proxied Flows: 0
SSL Encrypted marked Non SSL Flows : 0O

Total Closed Connections I

Z O/, Tunnel Proxied Connections & Tunneled Non-proxied Connections i, HTTP
CONNECT ZEXRBEAN L2 L 2R L TNET,

CLI Z{F3 L /= HTTP CONNECT D E =43 —

7734 A® HTTP CONNECT % & =4 —74 % (Z/%, show sdwan appqoeflow flow-id =~ > K%
AL EY, RICHDBIZRLET,
Device# show sdwan appgoe flow flow-id 4278327056727738

Flow ID: 4278327056727738
VPN: 1 APP: 0 [Client 192.0.2.0:49470 - Server 192.0.2.24:8080]

HTTP Connect: 1
TCP stats
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Client
Client
Server
Server

Client
Server

Cc2s
Cc2s
s2C
s2C
Cc2s
Cc2s
s2C
s2C

Cc2s
Cc2s
s2C
s2C
Cc2s
Cc2s
s2C
s2C

Cc2s
s2C
Cc2s
Cc2s
s2C
s2C

HTX
HTX
HTX
HTX
DRE
DRE
DRE
DRE

HTX
HTX
HTX
HTX
HTT
HTT
HTT
HTT

SvC
SvC
SSL
SSL
SSL
SSL

Byte
Byte
Byte
Byte

Byte
Byte

to
to
to
to
to
to
to
to

to
to
to
to
P to
P to
P to
P to

s Re
s Se
s Re
s Se

S se
S se

DRE
DRE
DRE
DRE
HTX
HTX
HTX
HTX

HTTP
HTTP
HTTP
HTTP
HTX
HTX
HTX
HTX

ceived
nt
ceived
nt

nt to SSL:
nt to SSL:

Bytes
Pkts
Bytes
Pkts
Bytes
Pkts
Bytes
Pkts

Bytes
Pkts
Bytes
Pkts
Bytes
Pkts
Bytes
Pkts

Bytes to SSL
Bytes to SSL

to
to
to
to

TCP
TCP
TCP
TCP

Tx Pkts
Tx Bytes
Tx Pkts
Tx Bytes

215
46

208
193

215
168

O O O O O o o o

129
46
6
193
2
46

cu % L 1= HTTP CONNECT DE=4— [J]

ZOH ST, HTTP Connect: 11X HTTP CONNECT ER DNkt LI Z & 2R L FT,
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AppQoE DIREEE PS5 TN a—T 4 2T

il & —EMEEH T 572912, Cisco SD-WAN YV U = —3 3 1 Cisco Catalyst SD-WAN
ELTT 7y RADBETINE LTz, SHIZ, CiscolOSXESD-WAN U U —Z 17.12.1a B L
Cisco Catalyst SD-WAN U U —2 20.12.1 ABE, RO = R —3 > NOEEREH I ET,
Cisco vManage 7> % Cisco Catalyst SD-WAN Manager ~®Z 5, Cisco vAnalytics 7> 5 Cisco
Catalyst SD-WAN Analytics ~?»Z: % | Cisco vBond 7> & Cisco Catalyst SD-WAN Validator -~
DS CiscovSmart 725 Cisco Catalyst SD-WAN > kA—5~DZH | 31X Cisco a v
kb O—3 75 Cisco Catalyst SD-WAN FlfHla U iR—F Y b~DEHE, 5 XTHOa L KR—x>
7T v RAERDOUFENRY A MZOWTIE, &FHOV V=2 = FE2ZRL TS0, #H
LWART~OBATRHT, V7 hY =T /ED2—Y —A U F—T = f ZEF~DBRWEN 2T 7
B—FIZEY, —HDO RF¥ 2 AL MIHLIBREOR—ENEENDAREMENRH Y £7,

x® 10: BEEDBE

tae 1)) —RIEHR B

iy

ZDY Y —ATIL, AppQoE
REOMBELMRL N7 7L
Ya— T A OO
show == > R A I TN
F 9, AppQoE DEEIFD show
vy RN ONER S
F L7z,

AppQoE DLk k F 7' /L = — | Cisco I0S XE Catalyst SD-WAN
- show sdwan appqoe error recent

TAUT JUJ—2X176.1a
- show sdwan appqoe status

- show sdwan appqoe flow closed
(F—VU—Rerror 55 X
INa~r N&EZH)

- show sslproxy status (=~ >

N DZEH)
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AppQoE DREFEE RS TN a—F 4o |

AppQoE @ show T > K

S FEIERAppQoEMEE DR E A MR L, — MMl E T 7 vy a— T 52, kD=
<~ RFEHEHALET,

* show sdwan appqoe

* show sdwan appqoe dreopt

* show sdwan appqoe dreopt statistics
* show sdwan appqoe error recent

* show sdwan appqoe status

* show sdwan appqoe flow closed

* show sdwan appqoe flow flow-id

* show sdwan appqoe flow vpn-id

* show sslproxy status
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https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/iosxe/qualified-cli-command-reference-guide/m-troubleshooting-commands.html#Cisco_Command_Page.dita_ff35569b-8ba7-46ef-be9f-7256406d6884
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/iosxe/qualified-cli-command-reference-guide/m-troubleshooting-commands.html#reference_ozw_yqm_bpb
https://www.cisco.com/content/en/us/td/docs/routers/sdwan/command/iosxe/qualified-cli-command-reference-guide/m-troubleshooting-commands.html#Cisco_Command_Page.dita_ff35569b-8ba7-46ef-be9f-7256406d6884
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/iosxe/qualified-cli-command-reference-guide/m-troubleshooting-commands.html#show-sdwan-appqoe-error-recent
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/iosxe/qualified-cli-command-reference-guide/m-troubleshooting-commands.html#show-sdwan-appqoe-status
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/sdwan-cr-book/operational-cmd.html#show-sdwan-appqoe-flow-closed
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/sdwan-cr-book/operational-cmd.html#show-sdwan-appqoe-flow-flow-id
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/sdwan-cr-book/operational-cmd.html#show-sdwan-appqoe-flow-vpn-id
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/iosxe/qualified-cli-command-reference-guide/m-troubleshooting-commands.html#show-sslproxy-status
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Cisco Catalyst SD-WAN AppQoE D <5 JJL
va—Fk

iRt & —BMZFEBT 572912, Cisco SD-WAN Y U = —3 = 1% Cisco Catalyst SD-WAN
LTI TV RANERINE LTz, E6IZ, CiscolOSXESD-WAN U U —2 17.12.1aB L
Cisco Catalyst SD-WAN U U — 2 20.12.1 LABE, RO A R—F > FOEENEH S ET,
Cisco vManage /> Cisco Catalyst SD-WAN Manager ~®Z % | Cisco vAnalytics 7> % Cisco
Catalyst SD-WAN Analytics ~?»Z: & | Cisco vBond 7> Cisco Catalyst SD-WAN Validator -~
DZEFH | CiscovSmart 7> 5 Cisco Catalyst SD-WAN A Y hA—S5~DZH | LN Cisco a Y
kB—5 25 Cisco Catalyst SD-WAN IO ViR—R > h~DOEH, T XTOaR—x2 b
77y FAEEOEFBRY A MIOWTE, Do) V=2 = FE2ZRLTIIZEW, #
LWARI~OBITHIX, Y7 b2 TR O2—Y— o X —T = 4 AFH~DEPEN 72T 7
H—FICLY, —ED RF 2 A MCHLIBREDAR—ENEEND ATREND Y £,

BT (89 NX—2)

« PA—bRFE (90 ~—)

e T4 — KRRy DY 7= A L (90 X—)
c EEFHLEEHEH (90 X—)

ZOETIE, YAIDOFEFEME (SME) MER LT RFa XA b~ 7 28R4 LET,
PR—FFTry Nl BEEETICHNRMEEZ R CEX AL IICTHZE2HME LTV E
T TNHDRF 2 Ay NTHEZRTERWGAIE, ZYTHAaaIa=741CT 7
TRATHILERBEOLET, ZOMEEZTTICRRL, MILREREL WA IEEDD 5
DL AaDOBEHENGIL, BERERET RNARAZAFTTEET, aI2=7 ¢ THIRIEKR
NROMNL WAL, VA R— N THR— N7 v bERET2ONRKED HFIETT,
YR— b Fo v FERITTHILERHLHBA, TNHO RFa Ay NI, WELTHHR—hF
Ty MBMT HMNERS LT — XTI A X 2z LET, B LY FR—FFR
Fa2 AV MERETHE, TACIEIRF 2 AV bOFTEE L WEERAERTE £,
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https://community.cisco.com/t5/technology-and-support/ct-p/technology-support
https://mycase.cloudapps.cisco.com/start

Cisco Catalyst SD-WAN AppQoE D k5 T)La—+ |
B o=

LE

OB ary®ORxa AL ME FiLF0 EHTL2a0R—x M 87 a iy A b
ENTVWBRKEDY 7 b7 n—RouoT AL CTERShTWEY, 72770, Zh
X, ZNORERESND AR = MIUV A RSN TS HDIZREI LD &) ERTIX
B, BE, Y7 U7 BILON— Ry 2T OHF LWV g CBELETET, Y7 b
T EFFIN— R TIZEERHD, a~ RBEELARLS o0 | XN EEINT-
D, GUIRCLIN Y YV —RAT EIZRR > TRADAREMENRH D Z LITEE LTI EEN,

COT7 uT—IlEELEYR— FNEFIIKROEEBY T,

HR— b

anji

Y=Za7FI SiBA

Configure TCP Optimization Feature on ZDORF2 AL RTIE, 201948 HD 1612V U —
Cisco IOS® XE SD-WAN cEdge Routers [ 9% | % i A X ,7- Cisco IOS® XE SD-WAN /L— & O

7] Transmission Control Protocol (TCP) i {VEREIZ D
WTRBI L ET, ®RE2D MY 7, AifES

. FBEOFA, R, ViptelaOS (vEdge) 7 /3
A A & XE SD-WAN 7/ A A D TCP {7 /v
Y XLDFE, GRE. BEE, 3 L OB R 2 A
Y hDOURAKNTT,

TJ4—kN\YOD)IITRFE

2P ANPESLBET, CNOLDOVR—F X a X FadET D200 mE 2l T,
BERNOD T 4 — KXy 7 TT, ZNHDO RF a2 A2 ME, YAaNOEBEOF— AL -
THABIOEHINTWAZ EIZERELTLZEN, F¥a Ay MIEAORE (KRB,
REL, AR E) 2RO 56

s XHIST HREEOLAMD /SRS B [Feedback] R ¥ ZfEFA LT, 70— KNy 7 28k
LEd, FFaAr hoprgHEIc@msi, iwENEfshsin, RO 7 7 7307 5
NET,

s F¥aX hokvrvar fE EFMEICEATLERE. KETEL2REEZTDTL
ZEV, TEDHETFFMICEE LTS 7Z &N,

REFHEIEFE

IOV =a 7 VOERIZ, FFED T RERRIZENINTE T SA RAZESWTHERR SN E LT, 2
D7 =a T VTHEHINDT A AT T, FIERE (T 740 ) OIRED HIEED B
SNTWET, ABBHFOXRy NU—27 T, Ha~vr RZXoTRZ 2 itErnd 2 8%
TR LT &,
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https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/215219-configure-tcp-optimization-feature-on-ci.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/215219-configure-tcp-optimization-feature-on-ci.html
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



