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CFGMGR : & E~v*r—> ¥ 7O+ X
B%E : Informational (IEERIZH)

Ayt—o BS | Avt— |HHA 22
IR (3

CFGMGR_SYSLOG_END 399999 | Terminating | #% £~ x— |E
ofgmgr | o sk L
TWET

CFGMGR_SYSLOG SPEED DUPLEX NOT SUPPORTED | 300003 |— 4 s—T 2 |E
A RAINT 2
Ly 7 AE—
K& AR—k
LTWERA

CFGMGR_SYSLOG_SPURIOUS_TIMER 300002 | — NI T — |A

CFGMGR_SYSLOG _IF_STATE 300004 | — ZE~wx— |E
U —iZdo
TA ¥ —
Tz A ADIR
RS S
FL

CFGMGR_SYSLOG_START 300001 | Starting | E~*— |E
ofgmer | o 2 PAA L
THET

CFLOWD : Cflowd 5 74w & 20—ME=4Y) 245 70€R
B4 : Informational (1FHRIZHL)

Ayt—o B |[Avt—ImA B 22

#

CFLOWD_SYSLOG_MSG | 2200002 | Received information about Cflowd 73 VPN 0% %4 |E
vpn_id %ld, vpn_id BHLELE

{25 - Notice (GEZN)

AyE— B2 | Ave—ShR 588 2
e

CFLOWD_SYSLOG_END |2299999 | Terminating module sysmgr D %R T Cflowd £ E

cflowd because sysmgr | <>, — L 24 |- L CUVES
terminated

| IRRE::
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CFLOWD_SYSLOG_END |2299999 | Terminating module Cflowd OHIHLIZRBEE LT |A
cflowd with error code | .fiowd MEELLY E LT
%d 27 cflowd &2 — i3
1EDFEFTY

CFLOWD SYSLOG START |2200001 | Starting module cflowd |Cflowd &3 = —/L2&EHF L |E
TWET

CHMGR : > v —> Y R—T¥
V=R =Ty O At AL, MEAL—Z TORIATINET,
B4 : Informational (1F#ERIZHL)

Ayt— BS | Avte—CBAK SRER %
3
CHMGR_CHASSIS_INFO 100009 | Chassis-Type %s | % —3 % F & v— |E

max-modules %d CHE— RSB EY 2 —
/b (PIM + [H7E) D KK
% 77" informational (1&g

fit) Xvt—v
CHMGR _FAN SPEED HIGH 100003 | — 7 7 IREE DN E
CHMGR_FAN SPEED NORMAL | 100004 | — 7 7 IR E

CHMGR_FANTRAY INSERTED | 100052 | Fantray %d inserted | 7 7> kL4 2NFA S % |E
L7 (vEdge 2000 0 7x)

CHMGR _FANTRAY REMOVED | 100053 | Fantray %d removed | 7+~ > ~ LA 23 Ee 0 4 &4 |E
% L7= (vEdge 2000 O H)

CHMGR_MODULE_INSERTED | 100007 | Module %d inserted - | PIM &3 = — /L3 A S4 |E

port type : %s, FL2
num_ports : %s

CHMGR MODULE REMOVED | 100008 | Module %d removed | PIM & = — L3 B v 4k & |E

nELZ

CHMGR PIM OK 100057 | — PIM & = — /WIZIEF 720k |E
BT

CHMGR PORT_INSERTED 100005 | Port %s inserted in | SFP 28 A X E L7- E

module %d

w2 I
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Ayt—o BE | Avt—IKHK s BA £
e
CHMGR _PORT _REMOVED 100006 | Port %s removed SFP AE WA XL E L7 E
from module %d
CHMGR_SIGTERM 100024 | Received sigterm, Ty —ivwx—T " H 1y |E
exiting gracefully L LTWA D AR
Ry T L LD Ay —
CHMGR _SYSLOG_START 100001 | Starting chassis vy—ivwx—vy07a |E
manager R AR L CVET
CHMGR_USB_INSERTED 100058 | USB media inserted |USB A5 4 7 WA SN F |E
in slot %d L7
CHMGR_USB_REMOVED 100059 | USB media removed [USB A5 4 723E W s & |E
from slot %d F L7
BFE - Notice GEAN)
Ayt—o BS |Avt—URHX  |HH %
Lz
CHMGR_EMMC OK 100039 | eMMC read EMMC O 0 125ksh | E
successful LE L
CHMGR _FAN OK 100041 | Fan Tray %d Fan %d | 7 » o o fEEN R <70 | E
fault cleared, ftrayid, | g |_7-
id
CHMGR FANTRAY OPER 100055 | Fan tray '%d' up, T MABKBHEER A
ftrayid * L7
CHMGR _FLASH OK 100037 | Flash memory status | 75 w3 = AE U D |E
read successful WO LE LT
CHMGR_PEM_OK 100043 | Power supply '%d' | EBIffEENEE S E L |E
fault cleared 7
CHMGR PEM OPER 100045 | Power supply '%d' up | & 25E AN F /- 13 S |E
nE Lz
CHMGR SDCARD OK 100047 | SD card read SD 1 — FoFHsE Y 1z |E
successful RELE LT
CHMGR_SFP_UNSUPPORTED 10060 | SFP %s is not SFPIZHHR—Frxh W |E
supported FHA
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CHMGR SHORT RESET REQUEST | 100018 | — vy—v~wx—yy¥n |E
Jv—Z ORISR 2%
JHED £ L
CHMGR TEMP_GREEN 100030 | %s temperature (%d | JRFEE o —DFHEAHERY |E
degrees C) is below | fE73iifa o L VMg
yellow threshold (%d 6] CUE
degrees C)

CHMGR_TEMP_OK

100027

%s temperature sensor

ARl OFRAT AR IR |E

fault cleared B — R 35 2R
biIvE LT
BEE : Warning CEE)
Ayt— HE [ Avt—TA £ EA 2

#

CHMGR_HOTSWAP_DIFF_MOD

100051 | Hot-Insertion of a

BB % A4 7D PIM £ E

module of different o — LR
type requires reboot. SHELE
Module %d will remain o
down, BiliEnE L

FEEhE TIFIE LIcEFITR
nET

7y MIFRA
Y a—/UX
7o, RO

B%E : Error (Z5—)

Ayt— BE | Avt—URKX |G &3
£
CHMGR _CONFD DATACB REGISTER FAILED | 100023 | Failed to register data | confd %/ | AE
cb Li=F—%
a—)LN
7 BAE DR
I
T T — D
ELFELE

w2 I
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1
CHMGR_CONFD REPLY FAILED 100022 | Failed to send oper |show =z~ |A
data reply - %s (%d) | pop s 4 —
Pt it
oy B D
WRE 7 AL P
PR
T —0FAE
LEL
CHMGR _EEPROM READ FAILED 100011 | Failed to read AN |AE
module %d eeprom | pyng o ZE
on chassis %s, % 3 U
module, .
chassis-name FEATL
7
CHMGR _EEPROM_VERSION ERROR 100012 | Unsupported eeprom | EEPROM AE
format version for | R— 5 o
module %d @ PIM &
o — LR
PR b &
NnTnsie
. E
Vo — )L
ik S E
TA
CHMGR_EMMC FAULT 100038 | eMMC fault detected | EMMC |53 | A
DA HLY
Hice T —
NIEAELE
L7
CHMGR_FAN_FAULT 100040 | Fan Tray %d Fan %d | 7 - > &2z |A
fault detected, P S
ftrayid, id i L/7L,,
CHMGR _FANTRAY DOWN 100054 | Fan tray '%d' not 77 L A
present, ftrayid id A DR X
NEEAT
L7z
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CHMGR FLASH FAULT

100036

Flash memory status
fault

77 via |AE
A DOFE
HHLY i
N~ 7 —
DHRAELE
L7z

CHMGR GET HWADDR FAILED

100010

Failed to get macaddr
for %s, p_ifname

A B — A
Tz A AD
MAC 7 N b
A DEFFR
BT LD
7 —n
FELEL
7

CHMGR GET_IFFLAG FAILED

100016

Failed to get ifflags
for %s err %d,
p_port->kernel name,
errno

A H— A
Tz A AD
RN S
BLEL
oo AV
H—T xS
ADMEIE L
TEEICR
D0, T
A AN FE
3 5 " HE
MRH Y F
+

CHMGR_IFFLAGS_SET FAIL

100050

A H— E
Tz A AT
7 7 DORE
R L £
L7z

CHMGR_IF_GSO_OFF_FAILED

100025

A H— E
T oA AT
AV=INAD
BRI
LELE

w2 I
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CHMGR PEM DOWN

100044

Power supply '%d'
down or not present

EIRDNEL D
FhETn
L7, i
SNEHA

CHMGR PEM FAULT

100042

Power supply '%d'
fault detected

IR O EE
D 4
* L7,

AE

CHMGR_PIM_FAULT

100056

PIM %d power fault

PIM IR D
P 2 3 A HH
SNFEL

776

AE

CHMGR_PIM_FAULT

100056

PIM %d power fault
cleared

PIM EJR D
R T
XhE L

CHMGR SDCARD FAULT

100046

SD card fault
detected (no present
or unreadable)

SD 71— KD
FEE 3k
INhE Lz

CHMGR_SET _IFFLAG FAILED

100017

Failed to set ifflags
to %x for %s err %d

A H—
Tz A AD
GIE T ANES
BLEL
Too AV
A
ADME I L
TCEFITR
L, TN
A AN
95 AR
MR H 0 F
—g——

CHMGR SHORT RESET CLEAR FAILED

100019

P Eh K
D7 YT
KL EL
7=
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1
CHMGR_SHORT RESET_FAILED 100020 | — HEECE |A
BHIV—H D
Uty hE
RITRHL
FL=
CHMGR_SPURIOUS_TIMER 100035 | Spurious timer NET5— |A

ignored what = %#x
arg = %p

CHMGR_SYSOUT_OF RESOURCES

100049

Timer add failed. Out
of resources

PR A
77—,
7256
TS AL
BRHOT-D
W EEET
% ATREME A
HoET

CHMGR_UNKNOWN_MODULE_TYPE

100013

Invalid module-type
%x in module-slot
%d on chassis %os,

Znm -y Mz |AE
oy RV ARAN
V) PIM &
Va—)LH
A TNHY
E3cn

CHMGR _UNSUPPORTED MODULE TYPE

100014

Module-Type %s not
supported in slot %d
on chassis %s

PIM & A
a—)b
. A
NTnBH A
= QA
R—hrEh
TWEHEA

85  Critical (T4 AHIL)

Ayt—

BS | Avt—IBH

Bl

=53

e

%s

CHMGR IF RENAME FAILED | 100015 | Unable to rename %s to

A B =T A ZOHMIL |A
WCRILE LT, A7 —
T A ANEIELIZEEIC
TR, T NA ANFELE)
THAREMERH Y £

w2 I
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CHMGR TEMP_FAULT

read temperature

100026 | %s temperature sensor |y B o Y —DFELELY 12
fault detected. Unable to | zepgr | & L7-. JHE®

Y- FEORRMEN D Y F
.j—

CHMGR_TEMP_RED

100028 | %s temperature (%od

Q).

degrees C) is above red | s oo | X\ Vi
threshold (%d degrees WET

BEY P —OFHAH Y E
iz T

AE

CHMGR_TEMP_YELLOW

100029 | %s temperature (%d
degrees C) is above

degrees C),

yellow threshold (%d

BEE Y —0FHALTY |
NEEAO L EVWMEEBEZ T
WET

BEE . Alet (FS5—F)

Ayt—

BEE | Avte—IEA

e

=]

12
3

CHMGR_CONFD _INIT FAILED | 100021 | Initialization failed.
vconfd_module_init

returned %d

V=R — T D]
W L BItRIC B L E L
7=

AE

CVMX : N#[ Cavium R A N

7at A

8BS : Informational (fERIZ{H)

Ayt— &=

Ayvt—UmA

.

=3

3

CVMX _SYSLOG_END | 99999

Terminating Cavium
drivers

S Cavium K7 A4 NZ#T L
TWET

E

CVMX SYSLOG START | 900001

Starting Cavium drivers

W Cavium K7 A /NZi#) L
TWET

E

CXP : SaaS 7’0+ X[ [+ ® Cloud onRamp
B4 - Informational (1E#RIZHE)

Aytw—T &S

IyE—OmHK

B

e

CXP_SYSLOG_END | 279999

Terminating Cloud onRamp
process

Saa$S [[]1F @ Cloud onRamp %
“TLTOHET
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e

CXP_SYSLOG START | 2700001 | Starting Cloud onRamp Saa$ [A]i} @ Cloud onRamp % |E
process Bfs L CvES

CONTAINER : o> 77
B%E - Informational (IEERIZH)

Ayt—o BE |[Avt—IEA &5 BA £
&
CONTAINER SYSLOG END |2699999 | Terminating container ayFF7uakv 2EKT |E
process LCnhET
CONTAINER_SYSLOG START | 2600001 | Starting container process | = >+~ ot 2 % B4 |E
LTWES
DBGD : T/Av 5/ FOEX
B%E : Informational (fE#RIZHEL)
Ayt—T B |Avte—I®BRA BLL 23
Lz
DBGD SYSLOG_END 2900001 | Terminating debug FRy S TFuv AT LTW|E

process ES ——9‘*

DBGD_SYSLOG_START | 2999999 | Starting debug process TRy 7 a2 &G L TV E
E3ch

DHCPC : DHCP 4 547 > b
DHCP 7 7 A 7 k7 u& A%, CiscovEdge 7 /31 A TOHFITENET,
B 5 ; Informational (fE3RIZ{H)

Ayt—T EFS |Avyt—T® |5HA £
=® &

DHCP_SYSLOG _CLEAR INTERFACE 1300006 | Clearing dhep |DHCP 27 514 7 > |E
state for NG A —

interface %os, 7 = A A@ DHCP
R 7 U7 sh
ELZ

w2 I
I
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DHCP_SYSLOG DISCOVER TIMEOUT

1300005

No response for
dhcp discover
packets for
interface %os,

DHCP 5 4 A J3 /3
VIZKRLEL

DHCP_SYSLOG_END

1300001

Terminating
syslog process

syslog 7’ mt& A %
BTLET

DHCP_SYSLOG 1P ADDR_ASSIGNED

1300002

Assigned
address %s to
interface %s

DHCPZ A4 7T~
fCA U HE—T =
A AT RLAN
B Y ToHNEL
7

DHCP_SYSLOG_IP_ ADDR_RELEASED

1300003

Released
address for
interface %s

DHCP 7 A4 7T~
R TT R L ADE
EIE Lz

DHCP_SYSLOG IP_ ADDR_RENEWED

1300010

Renewed
address %s for
interface %s

DHCP 7V A4 7T~
FCT RLADNE
FEInFE L=

DHCP_SYSLOG _IP._ ADDR_REQUEST RENEW

1300004

Requesting
renew [50%%]
for interface %s
address %s/%d

U — 2 G EHRD
50% DOEFSETO
DHCPZV 7 A 7 v~
[NEE SN

DHCP _SYSLOG IP ADDR REQUEST RENEW

1300004

Requesting
renew [85%%]
for interface %s
address %s/%d

U — 2 G E RO
85% DI . TD
DHCPZV 74 7 v~
I BB R

DHCP_SYSLOG IP_ ADDR_REQUEST RENEW

1300004

Requesting

renew [100%%]
for interface %s
address %s/%d

Y — 2GR D
100% DFEE S TO
DHCPZV A 7 >~
NEF (e

DHCP_SYSLOG_START

1399999

Starting syslog
process

syslog 7’ mt& 2 %
BAtAE L T\ ET

Z%E : Critical (D UT1HI)
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#

DHCP_SYSLOG IP_ADDR_CONFLICT | 1300007 | Interface %s IP DHCP 7 547>+ |E
Address %s conflict T, MDA H—T <
with interface %os, 4 ZEDIPT KL%
OEENBEHINEL
7=

DHCP : DHCP 4 —/\—
DHCP #—/3—7" 1+ A%, Cisco vEdge 7 /31 A TOHRETENET,
B%E : Informational (EERIZHL)

rAytE—T BE | Ayvt—THA SR BA R
(3

DHCP_SYSLOG CLEAR SERVER BINDINGS | 1300008 | Clearing dhcp server |DHCP H— |E
bindings for interface | ,x— ¢
%s, vpn %ld, BT g
ADINA
T A TR
7T SR
L

DHCP_SYSLOG CLEAR SERVER BINDINGS | 1300008 | Clearing dhcp server |DHCP #— |E
binding for interface | x— . o
%s, vpn %ld, mac addr BT
%ox:%x:%0x:%0x:%0x:%0X,

ADINA
F 4 TN
7T EN
FL=

FPMD : 85t R o—<+—S v Ot R

B % - Informational (IERIZH)

Ayt— BB | Avt—TF|HEA 2]

= (3

FPMD SYSLOG ACL PROGRAM SUCCESS |[1100005 | Successfully |77+ %1 = k |E

reprogrammed | 23 F 5 | Rk &
access list - %s nEL-

152
I | 13|
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FPMD_SYSLOG_END 119999 | Terminating | §iziER Y o——~ |E
fpmd =Yy 7otk
ARZAET LTV
EScN
FPMD_SYSLOG POLICY PROGRAM SUCCESS | 1100004 | Successfully RV o —nEH |E
reprogrammed | |- fERk X E L
policy %s - %s 7
FPMD_SYSLOG_START 1100001 | Starting fpmd |§EER U o —~  |E
F—Vx Ttk
A%z LT
ESh
BEE : Alert (F5—H)
Ayvte—o HES |[Avt—I®AK |HHA £
e
FPMD_SYSLOG_ACL PROGRAM FAILED | 1100003 |Failed to allocate |7 7+ 2 U = |A
memory for access | |z {Epk T
list %s. Continuing FHALTLT
without the access
FPMD_SYSLOG_POLICY PROGRAM_FAILED | 1100002 | Failed to allocate AU —%E|A
memory for policy | p X 44
%s - %s. Continuing <L
without the policy -
FTMD : 85X T—JIULEB IO+ X
k7T — 7 VE B 1 & AL, Cisco vEdge 7 /3 A TOARFEITINE T,
B5EE - Informational (1E#RIZHE)
Ayt—o HES |[Avt—ImA A £
e
FTMD_SLA CLASS _ADD 1000020 | SLA Class %s SLA 7 I 2B |E
added atindex %d: | 31 & 7=
loss = %d%%,
latency = %d ms
FTMD_SYSLOG BFD_STATE 1000009 | record with BFD N EG/keeT |E
discriminator %ou | -
invalid
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AytE—OHRK

st B

=

G

FTMD_SYSLOG_BFD_STATE

1000009

BFD Session
%s.%u->%s.%u
%s:%u->%s:%u
%s %s %s %d

BFD DIRAEIZZE LA
HVELE

E

FTMD_SYSLOG _DBGD_STATE

1000036

Connection to
DBGD came up

Connection to
DBGD went down

DBGD FTM:
Initialized message
queue

DBGD FTM oper
%d vpn %u sip
%s:%u dip %s %u

DBGD FTM: oper
%d vpn %lu localc
%d remote %d
remoteip %s

FIM 53w 77 uak
AIZBEHET 2 A v E—
o

FTMD_ SYSLOG DPI FLOW_OOM

1000024

Out-of-memory
status for DPI
flows: %s

SAIE 72 —D AFE Y
AT —H A

GF)
CiscovManage U U —
2 20.7.1 LLRITI,
Cisco Catalyst
SD-WAN 7 7" U /r—
varArrivx
VATV
(SAIE) 7 m—|Z,
TA—T Ny b A
VARG T a v
(DPI) 7 & — LR
NTWE LTz,

w2 I
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1
FTMD_SYSLOG DPI WRITE OFF 1000032 | Turning off writing [ SATE L ==— K% 5 ¢ |E
DPI records to disk | = ICEXIAT D LR
TEEHEA
GE)
CiscovManage Y U —
2 20.7.1 LLET T,
SD-WAN 77U 77—
varAryrIvs
VATV
(SAIE) 7 m—I%,
TA—T Ty b A
VAR g v
(DPD) 7 v — & IEE
NTWELE,
FTMD_SYSLOG_END 1999999 | Terminating FTM | fixp4 7 — 7 /LA BRALER | E
process PR TLTWET
FTMD_ SYSLOG_FIB_GROW 1000012 | Growing FIB6 IPv6 i —7 /L |E
memory to Y REEE L TCUVVE
accommodate +
larger tables):
FTMD_SYSLOG FIB GROW 1000012 | Growing FIB IPv4 i35 —7 1o |E
memory to YA REPAE L TUVVE
accommodate +
larger tables):
FTMD_SYSLOG IF STATE 1000001 | VPN %]u Interface | FTM 7854 > #—7 = |E
Vs %, A ADIRREDIA %M
MLELE
FTMD _SYSLOG LR ADD 1000027 | LR: Adding Iface |5 2 Vv — 1 1> |E
%s as LR 2—T oA ZAHENE
NTHET
FTMD SYSLOG LR ADD 1000027 | LR: Iface %s has | 4 > % —7 =1 AN |E

become an LR

AR —k A
H—T A A0 F
L7=
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Aytw— B |Avyte—IRA B =3
1
FTMD _SYSLOG LR _DEL 1000028 | LR: Found iface | Bijd>A & —7 =1 A |E
%s while looking | Z- gz 5 = R U
for iface %s Sk B —T
A ARFROM™Y E L=
FTMD _SYSLOG LR _DEL 1000028 | LR: iface %shas |5 2 R U ' — K 4 |E
becomenon-LR. | % — > . ¢ 237 »
nence sl OPER 15 4 74 v =7 21
) AT FELE
interface
FTMD _SYSLOG LR _DEL 1000028 | LR: Iface %shas |52 p ) V' — K~ 1 |E
become anon-LR | 7 —— . ¢ z372¢
LR: Removing poleA =T A
Iface %s as LR BT AR v EB—
FTMD _SYSLOG_ LR DOWN 1000030 | LR: At least one SARKYY—F a4 |E
bfd session of BT o f AD Y v
non-LR is active KA ANCEET B A
LR: Atleastone |E—
non-LR's bfd
session in Up
LF bfd session =
SIP: %s DIP:%s
SPORT:%u
DPORT:%u
PROTO:%u is Up
for at least &u
interval msecs
LR: Bringing LR's
wan if Down in %u
msecs
LR: Bringing LR's
wan if Down right
away
LR: Cleared LR
down_in-progress
FTMD _SYSLOG LR _UP 1000029 | LR: All bfd N—4 7747 |E

sessions gone
down. Setting LR
%s's OPER state to
UP

UGl R A AY
W, ZARY—Fk
AHE—=T A ADA
T — B AR E
SNELE

w2 I
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FTMD_SYSLOG_LR_UP 1000029 | LR: Bring LR's | L—% L C7 75 47 |E
wan if up 72 EIRR DML 720N 7
immediately as no B, FARY Y — R
other circuit's bfd N .
. A UH =T ANT
sessions are up _ N
T4 7fbIFE L
FTMD_SYSLOG LR_UP 1000029 | LR: Starting hold | L —% ¢7 75 47 |E
up timer TR IR DM AR\ N 72
immediately !! B FARY Y — R
AHE—T A AD
K=V REA =0T
774 7fbEEL
7=
FTMD SYSLOG NAT FLOW ADD  |1000039 |NAT flow add: | S n7-7F (~<— |E
Private %s, Public NIP & 87U w7 IP
Vs 7 R L 2% NAT
7 v —@iEM FTM
Lo Tt EL
7=
FTMD_SYSLOG NAT FLOW DELETE | 1000040 | NAT flow delete: |57 S 7-7 5 1 ~— |E
Private %s, Public | . [p <7y » 7 [P
Yos 7 N L Z %55 NAT
7 v —DOHIBRD FTM
WZEoThHtiahE L
7=
FTMD _SYSLOG PIM_DOWN 1000017 | — FTM 78 PIM O#& T % |E
MHELELE
FTMD_SYSLOG_PIM_UP 1000018 | — FTM 7% PIM OBt % |E
BmHLELE
FTMD_SYSLOG ROUTE _ADD_FAIL 1000004 | Route Add for FIM |ZRTM 5515 |E
prefix %s Failed. | 7,1 — | BT x
Reason %s FH AL
FTMD_SYSLOG_ROUTE_VERIFY 1000033 | Successfully FTM 23— % ® RIB |E

verified RIB and
FIB routes on the

Cisco vEdge 7 /N
q

BLXOFIBCL— %
MERLEL-
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Ayt—o BE |Avt—ImK A £
1
FTMD SYSLOG ROUTE VERIFY FAIL | 1000034 | — RIB} L O'FIB/L—# |E
DORFEIZRIELE L7
FTMD SYSLOG_SIGTERM 1000005 | Received Cleanup |FTM (% sysmgr 7> 5 #& | E
signal. Exiting | 7542 L, 11k
gracefully Lo L LTwET
FTMD_SYSLOG_START 1000001 | Starting FTM R — 7 VS LR | E
process BB LTOET
FTMD_SYSLOG TCPD STATE 1000035 | Sent A —T7xA4 AT |E
tep_opt_disable | cp 4o 5 L v IEH
successfully for LS E LT
vpn %ld
FTMD_SYSLOG_TUNNEL ADD FAIL | 1000015 | Tunnel Add to #H 1L\ TLOC oiEh |E
TLOC %s.%s W2 U7 o & as,
Failed. Reason %s TTM 12 & » it X
nE Lk
FTMD_SYSLOG WWAN STATE 1000025 | Bring %s last FARNY Y —holE#g | E
resort circuit DOIREEN . BB~
HIWrZ7g > TWVET
FTMD_SYSLOG_WWAN_STATE 1000025 | Connection to Z A KMY Y — bR | E
WWAN came up | 73848 L % L 7=
FTMD _SYSLOG_WWAN_STATE 1000025 | Connection to FABMY YV —boEFR|E
WWANwent | s S Lk e
down
B5%E : Notice G@%N)
Avt—Y Fa | AvE—UEL B! 1
(e
FTMD_SLA CLASS DEL 1000022 | Sla class %s at index |SLA 7 5 ANHIFR 1L |A
%d removed: loss = | g |_7-
%d%%, latency = %d
ms, jitter = %d ms
FTMD_SLA CLASS MOD 1000021 | Sla class %s atindex |SLA 7 7 ANEFT X1 |A

%d modified: loss =
%d%%, latency = %d
ms, jitter = %d ms

L7z

iz
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FTMD_SLA CLASS VIOLATION 1000023 | [%lu] SLA class EETLT RLALER—|A
violation application | | gGs-7 FL = L
%s %2:%u._%s:&u o o
— A—h, 71 ha,
protocol: %d dscp: %d N o
o o DSCP, & XU H AR
%s, status - %s e
FEE STz VPN D7
7Y r— 3 UITSLA
7T AERNRH Y T
FTMD_SYSLOG DOTI1X HOST 1000031 | Host %s denied access | 3 > 7" L7x A hE— K |E
on interface %s in D 802.1X A v X —
single host mode T g AF. TS
TAT Vb DT 7k
AZFRAILTWAS T
W, TIRAEHGL
TWVWET,
FTMD SYSLOG FLOW_LOG 1000026 | %s FIMiZFH L woe— |E
R LE L
FTMD SYSLOG FP CORE FAIL 1000013 | FP core watchdog FTM |%. FP 2M&fe L |A
expired (rc = %d). %s, | N2 NETRERES B B
rc, action_str S LAERHLE LS
T AEF IR
BLET
FTMD_SYSLOG PMTU_LOWERED | 1000016 | Tunnel %s/%d -> /XA MTU 7 4 AJ/8N |E
%s/%dMTU Changed | i1z - v . R 1
to %u due to N
MTU H A ANEH S
Path-MTU Discovery, E L e
FTMD_SYSLOG ZBFW FLOW_ADD | 1000037 | ZBF flow created FIM LY —> <7 |E
zone-air %s key %8 | fepi A L% L7
src_vpn %d dst_vpn
%d expiry secs %d
state %s
FTMD SYSLOG ZBFW_FLOW _DEL | 1000038 | ZBF flow deleted ~ |FTM X~ —> <7 ® |E
zone-air %s key %8 | s A U E LT
src_vpn %d dst_vpn
%d state %s
85 : Critical (V)T 4 AHI)
Avg—v ey | Aye—UEAL | i
1
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FTMD_ SYSLOG _BUFFER POOL LOW

GE)
DT — X vE—IL, Cisco

1000041

Critical Alert: Buffer | FTM |3, fsE@&ih /- |E
IR T 7 LR
available buffers are F v T 4D 20%

Pool <num>:

x% of total buffers

SD-WAN U U — % 20.7.1 LARE TR Z TREI-72Z L &M
SNFET, HLE LR
BEE - Warning GEE)
Avl—Y B | AvE—UBEK L i
1
FTMD_SYSLOG_BUFFER_POOL_LOW | 1000041 | Warning Alert: Buffer |FTM (%, f8E & |E

GE) Pool <num>: available | 31 7- <, 7 77—

) . buffers are x% of total S os o=
ZOTT— A yE—E, Cisco buffers A SO
SD-WAN U U —2 20.7.1 LARE CAERL D 50% Z TlEl->
SNET, el LE

L7z
FTMD_SYSLOG TTM_DOWN 1000008 | Connection to TTM went | TTM & FTM »#% | E
giown. p_msgq %p p_ftm RIS ILE L
op: 72, BFD % v
ariFr T
nEJ

FTMD_SYSLOG_TTM_UP

1000007

Connection to TTM came
up. p_msgq %p p_ftm
%op,

FTM & TTM %3%% | E
mEhFE Lz

FTMD_TUNNEL SLA CHANGED

1000019

SLA changed for session:
%s.%0u->%0s:%u->%s:%u.
New loss = %d %%,
latency = %d ms, jitter =
%d ms, SLA Classes: %s
(0x%x) %s%s

FIM X h> ¢/ |E
T SLA ODEFE %
MHLELE

B%E : Error (T5—)

bfd show data cb

I— LNy T BXRERT
TFHATLE, T
A ARHEIT 556
Ny ET

AyE— HFG | AyE—URA | 1
e
FTMD_SYSLOG_CONFD_FAIL 1000003 | Failed to register | FTM |%. confd |25 — 4 | AE

w2 I
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B

5% |

FTMD_SYSLOG_CONFD_FAIL 1000003 | Failed to register |FTM |Z. confd |z —#% |AE
policer show data | o — ) < 7 %2841
cb XEHATLE, 7
A ANHEHT D56
Wi £
FTMD_SYSLOG_CONFD_FAIL 1000003 | %s: Failed to FTM |Z. confd(Z5—% |AE
register data cb, O — LNy T R ERT
—FUNCTION_ s g pcLie, 79
A ANHEET 556
W ET
FTMD_SYSLOG_CONFD_FAIL 1000003 | %s: Failed to send | FTM /% confd IZIE L < |A
operdatareply - | pesttx g4, T L
%s (%d) : %s, 7o, O show =~ >
RIEBgRE L 2 WG58
b ET
FTMD _SYSLOG FP COREDUMP 1000011 | FP Core %d Died. [FTM3FP 7 5 v = % | AE
Core file recorded | g1 | & L7~ 534
at %s, A IR L E
_g——
FTMD_SYSLOG_IFADD_FAIL 1000014 | Failed to add A X —T7 x4 A |A
interface %os invpn | = — # N— 2 L o —
olu. Out of RO 537720, A
forwarding YH =T A ADNENN
interface records
SNEHEATLE
FTMD_SYSLOG_IFADD_FAIL 1000014 | Failed to add SNMP A >4 —7 x4 |A
interface %s invpn | z gy ¢ L5 o 7 2 R
Y OuotmD | 3t A3
Tz A ANBMSE
TATLE
FTMD_SYSLOG _INIT FAIL 1000002 | veonf module_init | FTM | confd TREA#E T |A
returned %d XFHATLE
FTMD _SYSLOG LR DEL 1000028 | LR: LR is not B XA A X — A
enabled..whilewe | - - ¢ %13 52 |y
are trying to Sk A B —T A
remove iface %s as .
last resort AELTREST

FHEA
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FTMD SYSLOG LR DEL 1000028 | LR: Unable to AR =T 2 ANT |A
removeiface %sas| z L1 — | (L & —
LR T A ATRNED,
HIFRTE 8 A
FTMD SYSLOG RTM_DECODE FAIL | 1000006 | Bad RTM Msg: |RTM 7»5D/L— KE7- |A
Msg-Type %u | j3( v 5 —7 = f 225
Msg-Len %u len: R B LT
%u decoded-len § + ;_L LT
%u, -
FTMP_SYSLOG_SPURIOUS TIMER | 1000010 | Spurious timer N 7 — A
ignored what =
Y%#tx arg = %p,
GPS: Global Positioning System
BEE : Informational (1E¥RIZHE)
Ayt— B |[Avte—TEA ieR F
(3
GPS_SYSLOG_END 2599999 | Terminating GPS GPS Futx%&#%TLT |E
WET
GPS_SYSLOG_GGA_FIX | 2500002 | GGA %d:%d:%d lat=%flon=%f | GPS D {& 1F 17 E
alt=%f sat=%d hdop %f fix%d
GPS_SYSLOG_GSA_FIX | 2500004 | GSA %s pdop=%.2fhdop=%.2f | GPS &2 & K FE D 7R E
vdop=r.2f (DOP) 14
GPS_SYSLOG_PSTOP | 2500005 | Polling disabled GPS [E#DR—Y 7z |E
Stopping polling timers ByoAy -
GPS_SYSLOG_RMC FIX | 2500003 | RMC %s %d %d lat=%flon=%f | GPS ¢ FEA 7 E
speed %f course=%s status valid
GPS_SYSLOG_START | 2500001 | Starting GPS GPS 7Vut 2 ZBAlk L C |E

WET

IGMP : 4 >4 —Xy FJIL—TEETO O
B 5 ; Informational (fE3RIZ{H)

Aytw—T &

=
kel

Ayt—URH | HA

=

e

IGMP_SYSLOG _END

1800001

Terminating
IGMP 4+

IGMP 7ut 2 &#&T7LT\nE |E

w2 I
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Ayt—T BS |Avt—CRA | HHA £

3

IGMP_SYSLOG_START | 189999 | Starting IGMP | IGMP 72t A # it LT % |E
j—

LIBBSS : UNIXBSS 51 735 1)
RKFEADAYvE—

Ayt—o B85 |Ayvt—UH |HEA #
3
LIBBSS_SYSLOG_END | 1699999 | Terminating UNIXBSS 74 770 7k 2T |E
libbss LTWET
LIBBSS_SYSLOG_START | 1600001 | Starting libbss  |UNIXBSS 54 75 UV 7t 2 %[5 |E
LTWET

LIBCHMGR : > v —> 32— M54 75 7O+R
XEHOAvE—

| IRRE::

Ayt—T B |Ayvt—ImAK |5 £
£
LIBCHMGR_SYSLOG_END | 1599999 | Terminating Sy—wx—T DI A7 |E
libchmrg FYTuERAEKT LTOE
bg—
LIBCHMGR _SYSLOG_START | 1500001 | Starting libchmgr vry—ivwx—vyn5347 |E
ZV7uvRAEBELCVE
_g—-
MSGQ: Ay tE—PFa—TO€X
KERADAYE—D
Ayt—T BE | Avt—IRK | BRHA £
£
MSGQ SYSLOG END | 899999 | Terminating Ayt—VFa—Tu REKETLTWIE
msgq E
MSGQ SYSLOG START | 800001 | Starting msgq Ay—UFa—7a0 v AEBBE LTV E

=7
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OMP : A—/N\—LA %AV FO RO

E5%E : Informational (IBFIRIZHE) F=XZF D

Ayt—o B | Avt—IKAK |G&HA %
&
OMP NUMBER OF CISCO VSMARTS |400005 | Number of Cisco | 5,3 = |z S <\ |E
vSmarts connected: | 7 Cisco Catalyst
You SD-WAN = k2 —5
D%x (Cisco vEdge 7 /3
A A DIr)
OMP_PEER STATE CHANGE 400002 | %s peer %s state | OMP t° 7 OIREEN R MH) | E
changedto %s, | 7o 3 b ic AR ShE
L7z
OMP_POLICY CHANGE 400007 | Using policy from | Cisco Catalyst SD-WAN | E
peer %s, ay ba—7 hhilnk
R v—ZZELELL
(Cisco vEdge 7 /N1 A
D)
OMP_STATE CHANGE 400003 | Operational state | OMP D PN LB D IREE |E
changed to %s, Wb H Y LT
OMP TLOC_STATE CHANGE 400004 | TLOC %s state | TLOC OIRFEIZ 2573 % | B
changed to %s for | 1y ¥ |7~
address-family:
%os,

B%E : Notice GEEN)

Ayt—
=

BE |[Avt—

i

BLL]

B

e

OMP_SYSLOG END

400006 | Terminating

OMP 7ot x%&EILELTWE |E

_a—

OMP_SYSLOG_START | 400001 | Starting

OMP 7ut A ZBE LT\ |E

_a—«

PM: 0 FaLBIETILFFYR FTOER

B4 - Informational ([ERIZHE)

w2 I
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8% |

Interface %s %s

Ayt—T BFES |[Avt—TR |FHHA £
=® &
IGMP_SYSLOG_END | 1900001 | Terminating PIM 7t x%&#&TLTWE |E
‘a‘
IGMP_SYSLOG_START | 1999999 | Starting PIM Yut A &xBBLTCE |E
j—
fB%E - Notice GEAN)
Ayvte—o BE | Avt—UmK | HHA £
e
PIM_SYSLOG IF_STATE_CHANGE 1900003 | VPN %lu fEeEsh?= VPN, |E

A B =T AD
REEN TR F 721345
AT EINE L

PIM_SYSLOG NBR_STATE CHANGE

1900002

Neighbor %s
state changed to

up

PIM %A N—3 k{8 |E
LFEL

PIM_SYSLOG TUNNEL STATE CHANGE

1900004

Tunnel %s state
changed to %s

&1k F 7 3B RE I |E
PIM T k> L3
HEnhE L=

B%E : Error (Z5—)

Ayt—T

AytE—IHR

5188 12
#

PIM_SYSLOG_NBR_STATE_CHANGE

1900002

Neighbor %s stated
changed to down

PIM A /N—23% |E
7o LELE

POLICY: /KR! >— O+ R
RKFEADAYvE—T

Ayg— BE | AvtE—UHA | 5B %

(3

POLICY_SYSLOG_END |7999%9 | Terminating R —7reRX&ETLTE |E
policy +

POLICY SYSLOG START | 700001 | Starting policy |R Y o —Fm+ 2 &t L T\E |E

.j—
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RESOLV : LV )L/NTO+ R
RKFEADAvE—

Aytw— B |Avt—IRAK |iHA 17
1E
RESOLV_SYSLOG_END |2000001 | Terminating U R_Tavr AT LTWE |E
resolver +

RESOLV_SYSLOG_START | 2099999 | Starting resolver V"7 avz2xRiE L TWE |E

j—-
SNMP 'y X+—70O+t X
RKEADA Y E—D
AytE—T EE5 |(Avt—IEA Bl £
(3
SNMP_SYSLOG _END | 2100001 | Terminating SNMP SNMP U 2 F—7F -t 2%#&T |E
listener LTCWES

SNMP_SYSLOG_START | 2199999 | Starting SNMP listener SNMP U 2} —7 ¥ 2 %45 |E
LTCWET

SYSMGR : R T LY R—T ¥ TOER

VAT ARV X T aEA (FT—EY) E, VAT LANOTRTOT n A EAER, B,
BLOKTLEY, 72, ATV CPUDKRIELE WA THERI AT AMgREANEL Tr S
ICREEK L ET

B%E : Informational (IERIZHL)

Ayt— BB | AvtE—CHK Bl 1]
3

SYSMGR CONFD PHASEl INFO 200041 | Generated authorized keys on | Cisco SD-WAN | E
%os, Manager H—
p_sysmgr->cfg.my_personality | ,x— L Cisco
SD-WAN 7 /3
A AT SSH
S )=
A O
XDV RS
nE L

eE 8 |
|
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Ayt—o

2ytE—IOmRK

B

=5

G

SYSMGR_CONFD_PHASE2_SUCCESS

Confd Phase2 Up

TS, ANIE
WIZE#B SN
FL-

SYSMGR_DAEMON START

200017

Started daemon %s @ pid %d
in vpn %lu,

VAT LT
b &/
VPN T7ut
A&EBAR L E
L7z

SYSMGR_DAEMON_UP

200011

Daemon %s @ pid %d came
up in vpn %lu (%d %d)

VAT LV
F—=T ¥
Ko THtR
ner—=xv
25, ABEE Y
BN L E L
7=

SYSMGR_SIGTERM

200001

Received sigterm, stopping all
daemons except confd

VAT AV

F— U &
TV T vE
ZATE -T2 72
W, TTO
Fat ADK
TxEBLE
‘a‘

SYSMGR_VPN DESTROY

vpn %lu destroy. lookup
returned %p

VPN ®O9 T
DTt A%
EIE LTV E
ﬁ—

B%E : Notice GEEN)

Ayt—T

i

BE | Avt—v A

=

(3

SYSMGR_CLOCK_SET

clock set to

200025 | System —HF =N AT

I/

%s o
LELR
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Ayw— BE | Avt—2 |5 £
fzxk 3
SYSMGR_CONFD_CDB NOT_INITED 200031 | Confd db MEFT—H _X—2 |E
initialization | ¢ FEY e
not
complete.
Deleting cdb
and starting
afresh.
SYSMGR _CONFD PHASEl INFO 200041 | Install A A b—LID |E
successfully | ooz 71 v |7 2Rk
completed LELS. 574
from %s to o
%s VM7 —b
Ny 7 LET
SYSMGR_CORE_FILE _COMPRESSED 200045 | — a7 77 ANADE |E
fashE L
SYSMGR_DAEMON_EXIT NORMAL 200021 | — at ARNEFIC |E
TLELE
SYSMGR_DAEMON_RESTARTED 200043 | — utARERX |E
nEL
SYSMGR_DISK ALERT OFF 200036 | Disk usage | ¢ & 7 ffi =28 |E
is below L& VMEA FlaE-
60%%. CUEF
SYSMGR_MEMORY ALERT OFF 200058 | System AT HAE Y fE|E
memory | s 50%%
usage is <E
below 50% = 7
SYSMGR_MISC 200065 | — Zofho A v +=— |E
SYSMGR_REBOOT 200038 | System AT AV R— E
going down | 2> 235 81 2 %
for areboot.. e LT E
(%0s), reason T B o
. BEHL T

AT T = RA
‘(“j—e

w2 I
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E |

Aytw— BE | AvtE—2 |5 £
fzxk 3
SYSMGR_SHM FAIL 200042 | Created o7 ot2Lo |E
shared WBIERHICEE A S h
memory s | z JtA7 A€ U AVE
HIZH ks E
L7z
SYSMGR_SHUTDOWN 200040 | System AT A3 — |A
shutting T NTFINA ZAD
down.. (%5). | g 2 Gl L C >
R kg, mmmicE
Pz AVE S 720
RO T34 A%
BRIEIZR Y £
T
SYSMGR_SYSTEM GREEN 200050 | Systemup |+ 25 A 2F—4 |E
with AT, F
software NRTOT O AR
version %s HERBY S50 |7
EEL-Z & &R
LET
SYSMGR_SYSTEM RED 200051 | System AT AAT—H |A
status red ANFRETE, S
(software o AT 5 —HE
H 10 1
version '%s") RO AT RENE 73 8 1
ESch
SYSMGR_SYSTEM_START 200002 | Starting AT AM™LD  |E
system with | » o, & — o4
ooy | T 2
- 2 “
software Bt (Dﬂim » )(\ 7
version %s | LY P 12T
R
SYSMGR TIMEZONE SET 200028 | System BEpEF L |E
timezone V. VAT LADH
changed PRI RS
from %s to
%s SNFELL
SYSMGR_UPGRADE AUTO_CONFIRMED 200063 | — VI NI TD E

Ty L— RR
HEICHERE S
FL
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Ayt—o BE [ Ayt—T|HHA 22
fzxk 3
SYSMGR UPGRADE NOT CONFIRMED 200049 | — V77 o |E
Ty L— RR
R SNEEAT
L7z
SYSMGR UPGRADE PENDING CONFIRMATION | 200039 | — V7 kw7 on |E
7y — R
Mz T
SYSMGR_VDEBUG _LOG _CLEANUP NEEDED | 200066 | Debug logs | 2 ~2— 2 A {ERk3 | A
exceed BT Ry 7
expected o 2 NI S U E
storage .
quota. L
Performing
age-based
cleanup to
restore
debug
logging
operations.
SYSMGR _DAEMON TERMINATED 200020 | — Tt 2iEl X |E
NnELL
SYSMGR_WATCHDOG EXPIRED 200062 | — Yt vF Ry 7| A
7 AR HIREIN
W2 E L
B5%E : Warning GEE)
ryte—o FS | Avt—oBA |H#A £
(3
SYSMGR_CORE_FILE DELETED 20004 | — 277 7 A DI | A
ShE L
SYSMGR DAEMON RESTART ABORTED | 200060 | — 7' ADOFEEN | A
ik S vE L,
SYSMGR_DAEMON_STOP 200018 | Stopping daemon | 25 A~ — % |E

%s @ pid %d.
Sending signal %d

N —F o ZfEIEL
FL

w2 I
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Ayt—o B | Avt—IkHK |H#A 22
t

SYSMGR DISK ALERT ORANGE 200054 | Disk usage isabove | & ¢ 2 7 {F f=&,% |E
75%%. Please 75% A2 CUVET
clean up
unnecessary files.

SYSMGR_DISK_ALERT_YELLOW 200035 | Disk usage isabove | & ¢ 2 7 ffi =&y |E
60%%. Please 60% %%ifl/ \jz——g’«
clean up
unnecessary files.

SYSMGR_FILE DELETED 200064 | Deleted file %s T A AT REE R A
(size %olu MB) to | 7 7 3 (2 7 7 A 1
recover disk space AHIRSNE LT

SYSMGR_MEMORY_ALERT_ORANGE | 200056 | System memory | X5 A AEVU/HEF |E
usage is above TR 75% A2 F
75%% L

SYSMGR _MEMORY ALERT YELLOW  |200057 | System memory VAT AAEYHEH|E
usage is above RN 60% A B R E
60%% L7

B%E : Error (T5—)
Ayt—o BEE | Avt—TEAK BT 2
(3
SYSMGR _BAUD RATE SET 200046 | Console baud rate changed to | = >~ E
"%d', baud_rate 'y
R
L=k
N
ShE
L7z
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Ayt—o

B5 [ Avt—URA BLL] 22
i3

SYSMGR _BAUD RATE SET FAIL

200047 | Failed to set console baud rate | Linus C | A
in OS to '%d' o

P
fREL
Ji= 1
V=)
A

L—F
Z Rk IE
TE X
TAT
L7z

SYSMGR_BAUD RATE_SET FAIL

200047 | Failed to set console baud rate | Uboot | A
in U-boot to '%d' T—
P
fREL
P= %
—)
F—

L—h
Z AR TE
T&EE
TAT
L7z

SYSMGR_CLOCK_SET FAIL

200026 | Cannot set system clock to %s | . — A
=N
fRE L
TR
ey

+TTv
AT A
7y
7w
ETE
FHEA
TL

w2 I
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Ayt—o

IyE—OmHK

B

i3

SYSMGR_CONFD_CDB_INIT _OPEN_FAIL

Failed to open cdb init file
(os)

BT
FHEA
TL=

SYSMGR _DAEMON_EXIT FAIL

ut
R
TTE
FHA
TL/=

SYSMGR CONFD DATACB REGISTER FAIL

200010

Failed to register data cb

confd |2
F—y
a—)b
N g
B A
EREEA
ATL
e T
INA A
YN
21 M)
Ban
HOFE
.3‘

SYSMGR_CONFD_CDB_DEL_FAIL

200032

Failed to remove cbd directory
l%sl

FEE D>
o [EfE
T 57
H DR
ET —
A=
ADH
Lkt
(2RI
LEL
7

AE
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Aytw—T BS | AvEe—CBAK SR BA 2
13

SYSMGR_CONFD _FORK FAILURE 200003 | Cannot move confd to phase2 | confd % | A
(err %s) 7
21z
BATT
TEH
ATL
= 7
INA A
<
|2
I
EScN

SYSMGR _CONFD PHASE1 FAILURE 200005 | Failed to generate archive keys | 7—# |E
A TR
ENZ L
LA

F—D
AR
KL
L7

SYSMGR_CONFD PHASE1 FAILURE 200005 | Failed to generate authorized |Cisco |E
keys on %s, SD-WAN
p_sysmgr->cfg.my_personality | Manager
H—
N—
Cisco
SD-WAN
et
AT
SSH
NR— A
=274
1M
DRl
F—%
TEE
ATL

[

152
I EE
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SYSMGR_CONFD_PHASE1_FAILURE 200005 | Failed to generate SSH keys | SSH E
for archive F—D
ARk
KL
FLE

SYSMGR _CONFD PHASE1 FAILURE 200005 | Failed to get install id from | DIgfj> |A
file, using 00_00 RT
DN —
Vayv
Z B
B %
TAT
L

SYSMGR CONFD PHASE1 FAILURE 200005 | Failed to get previous version, | 3 2 | A
using 0.0 IS
Vav
Z B
i G gl
TAT
L

B
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SYSMGR _CONFD PHASE1 FAILURE

Failed to transition confd to | confd &
phasel. Re-initializing CDB.. | >

IV %

7 z—
Z 11z
BT T
XFEH
ATL
7o B
ET —
A=
A\
EDE
ELTE
Al REME
B0
*7,

T A
A3
<2
EE) =
nET

SYSMGR_CONFD_PHASE!_FAILURE

Verified that archive keys exist | 3 &

7
°{7

F—7
fifeat
nEL

[

SYSMGR_CONFD_PHASE2_FAILURE

Failed to get current version, |3 x5

using 0.0

I N—
D= INA
774
IV
vy
FHA
TL=

w2 I
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SYSMGR_CONFD PHASE2 FAILURE 200006 | Failed to open %s, version file| 3 =z |A
IN—
Vayv
774
IV % B
TEE
~ATL
7z

SYSMGR _CONFD PHASE2 FAILURE 200006 | Failed to read %s, version file| 3z |A
VA
Vayv
774
V%t
HH
EFHA
TL

SYSMGR_CONFD PHASE2 FAILURE 200006 | Failed to transition confd to | confd & | A
phase2 Do
L%

7
A 21T
BT T
TFEH
ATL
oo WX
ET —
B —
Z\Z [
TN
EL=
Al REME
B0
£
aart
P Ewh
<2
L
WET

| IRRE::
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SYSMGR_CONFD REPLY FAIL

200009 | Failed to send oper data reply | confd |Z | A
- %s (%d) v e
TEH
ATL
e —
o
show =
<R
V3B RE
L7
Bt 3
HYFE
j—

SYSMGR_CONFD_SETPGID FAILURE

200004 | setpgid(0,0) failed: %d Zut (A
e/

="
Z B4R
T& &
AT
L7z

SYSMGR_DAEMON_DOWN

200012 | Daemon %s [%u] went down | 3 25 |A
in vpn %lu, N
S—
DR
BiA L
-7
2R
A
LEL
7=

SYSMGR_DAEMON_EXECV_FAILURE

200016 | execv %s failed “at [A
A DB
Uil S
W=
Z—n
FAEL
FL

w2 I
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SYSMGR_DAEMON_FORK FAILURE 200014 | Cannot start daemon %s: %s | 7zt |A
A D
IS
R
7 =N
FAEL
FLZ

SYSMGR_DAEMON_INACTIVE 200033 | Daemon %s[%lu] @ pid %d |3 25 |A
died. Rebooting device.. A

Ty N
utk
A PEE
ZfR
L. 7
INA A
% P
gL X
2&L
TWE

SYSMGR_DAEMON MSGQ FAILURE 200013 | Could not start msgq to at |A
daemon %s. err %d 2T
A
-
Fa—
% ST
T&E
TAT
L7z,
7oA
AL
<ICH
(S VN
D96
RvoN))
E3eD

B
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SYSMGR_DAEMON MSGQ_FAILURE 200013 | Could not start msgq to quagga | )L — A
daemon %s. err %d F 4

770
AT
A

-
Xz —
% ST
TEE
FAT
L7,

TNA
A3 3
<ITH
ECLE) 7
L956
Nl
E3cn

SYSMGR_DAEMON_SETAFFINITY_ FAILURE | 200061 | — “ut+ |E
ADA
Va—
Vo
IS4
LEL

[

SYSMGR_DAEMON_SETPGID FAILURE | 200015 | setpgid(0,0) failed Zat |A
AT

="
DEE
T
i

Z—n
FEL
FL

152
I | a1
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SYSMGR_DAEMON_STOPPED 200019 | Daemon %s @ pid %u AT A
terminated - %s I~

T x
Lo T
BLA S
niz
T —F
VK&
TLE
L7,
7 g
2T
<IZH
ECE)
L5
B0
E3cn
(Cisco
Catalyst
SD-WAN
Validator
S
<)

SYSMGR_RTC_CLOCK SET_ FAIL 200027 | Cannot set hardware clock to | = — A
%s - %s (errno He 3
HEL
7= A
VaPN
ZNE
OET
IN— R
=7
A=
&<l
e
FHA
TL7z

| IRRE::
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SYSMGR_SHM_FAIL

200042 | Failed to close shared memory | {lic> " |E
%s with an error %d oz
Lo
fBIREIC
(EERSY
ok
fAE
Voo
07—
DR
(ZFRAT
SNE
TAT
Lz

SYSMGR_SHM_FAIL

200042 | Failed to map shared memory | {1~ |E
o8 =R apZs
AR
(ELE i
fit f &
VARAE S
HAE
U D)
Lillae
KL
L

SYSMGR_SHM_FAIL

200042 | Failed to open shared memory | {1c> " |E
%s with an error %d oz
LD
(EL
fift /il &
ok
fAE
V%

F—7
YT
EFHA
TL7

w2 I
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SYSMGR_SHM FAIL 200042 | Failed to truncate shared oo~ |E
memory %s with an error %d | 7+ =
& D
(ELe
fitt il &
VARAES
fA%E
U D)
ki
EN P
L7

SYSMGR_SHM_ FAIL 200042 | Failed to unmap shared o>~ |E
memory %s n¥ =z
& D
(ELE
(RS
n ok
fAE
Vou
0—Xx
DNIEH
(ZFAT
IhE
TAT
L7z

SYSMGR _SWITCHBACK FAILED 200053 | Software upgrade to version | V7 ~ |A
%os failed because of %s YT
DT
7T
Lr—FK
(2RI
LEL
7o

B
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SYSMGR_TIMEZONE SET FAIL 200029 | Failed to set system timezone | - — A
to %s (rc = %d) e
fREL
=24
LY —
N
bET
VAT
YNY
A I

=
TEE
TAT
L7z

SYSMGR_TRACE ERROR 200024 | — FL— |A
A

7 — s
FAEL
FL

B5FE : Critical (2T« HIL)

AyE— £ (X yb—Uhst 588 12
#

SYSMGR_CONFD_INIT_FAIL 200008 | Sysmgr child in charge | 3 25 A< % —T ¥y |AE
of migrating confd/nes | .onfd 7 1+ 2 DEE %
to phase2 exited with BHLE L 550 2
error code %d SEEET B IEAR S Y
ESeh

SYSMGR DISK ALERT RED 200034 | Disk usage is above F 4 A7 ERAZEMN 90% |AE
90%?% (critically high). | 243 > —\ £ 4
Please clean up

unnecessary files.

SYSMGR MEMORY_ALERT RED | 200055 | System memory usage |3 27 A AF UfHEHZE |AE

is above 90%% 90% B2 TCWET
(critically high)

152
I | a5
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1
SYSMGR _REBOOT _HALTED 200039 | Reboot (reason: %s) AT A F—T v L, |AE
terminated...too many | 45 iR |- FREE SN L 4 X
reboots Bz L ERHILE D,
T ADFEE) A L
LZE L,
SYSMGR_UPGRADE_FAILED 200052 | Software upgrade to V7 Ny =TOT v 7T |AE
version %s failed L— RIZERR L LT,
because of reason
TCPD : TCP 7> a7k &
B : Informational (TE#RIZHE)
Ayte—o BE |Avt—IEA &5 EA £
&
TCPD_MSGQ_SERVER | 2800002 | Server Exception: %s a3 — —THE |E
FFAlSnEFEATLE
TCPD PROXY 2800004 | Enabled TCP_OPT for vpn | & L i@z 4 2% A » |E
%lu: Yos:%u e
%s
Starting sysmgr_app object
tepd<->ftmd channel
established
tepd<->ftmd = Will try
connecting
TCPD_PROXY 2800004 | tcpd error counters -%s TCP 7> arnx=o—¥ |E
TCPD_SYSLOG _END |2800001 | Terminating TCP options TCP A7 a7 utvx% |E
ETLTOHET
TCPD_SYSLOG_START | 2899999 | Starting TCP options TCP A7 a7 rmtvx% |E
Bfh L CWES
TCPD _SYSMGR_APP | 2800003 | %s Exception: %s VAT A HX— % & TCP |E

%s - Sysmgr app::connect
-Exception - %s

=T e b A [
W+ v tE—

B%E : Debug (T/8v %)




| &
syslog A v t&— .

AyE— B2 | Ayvt—SRR 588 2
#

TCPD _SYSMGR_APP | 2800003 | %s - Registering for send _hello-msg | 3 25 A< R —T ¥ & E

%s: Sending following register msg TCP 7' % v 7 1 AfH]

DRI Ryt —
Sending msg of length %u ! \\?Fﬁf}u B9 2 A

v
%s - Sysmgr app::connect
%s - Write %u bytes
%s - Wrote register msg %u
TRACKER : f V2 —T AR b vhH—TAER
85 : Informational (1FERIZHE)
Ayt—o BE |Avt—ImK|HHA 22
(3
TRACKER SYSLOG_CONN_DOWN | 1700003 | Connectionto %s | A » % — 7 = A4 A ~D3Ek: |E
%s Down PSR TV ET
TRACKER SYSLOG CONN _UP 1700002 | Connection to %s | A o 7 — 7 = 4 ZA~D¥kr | E
s Up PR SCTVET
TRACKER SYSLOG END 1700001 | Terminating A H—TxA A FFv |E
H—TrERAEKT LT
E3xh
TRACKER SYSLOG START 1799999 | Starting AR —TzA A T |E
J1— 7 ae A &G L TH
E3xh

VCONFD : Cisco Catalyst SD-WAN & 70t X
B%E : Informational (TE¥RIZML)

Ayt— EE |AvE—TRA ELE) 2]

3

VCONFD _SYSLOG _END 1400001 | Terminating BETu ALK I|E
TLTWET

TRACKER SYSLOG NOTIFICATION | 1400002 | Notification: %d/%d?%d |{5&E S HiEEEo |E
%d:%d:%d %s severity | b 2 D L
level: %s hostname: %s i

system-ip %os process
name: %s process id: %s
reason: %s

152
I | |
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TRACKER SYSLOG NOTIFICATION | 1400002 | Notification: %d/%d?%d |#§@E 7= HEL: |E
%d:%d:%d %s severity | z 5 — x 2
level: %s hostname: %s (Minor, Major)
system-ip %s status: %s | .. ’
install id: %s message %s R
TRACKER SYSLOG NOTIFICATION | 1400002 | Notification: %d/%d?%d |#5@® < 7= AlEd |E
%0d:%d:%d %s severity | 2o Lopph
level: %s hostname: %s
system-ip %os reason: %s
TRACKER_SYSLOG_NOTIFICATION | 1400002 | Notification: %d/%d?%d |$5@& X17- A |E
%d:%d:%d %s severity | 2 L mE B OB
level: %s hostname: %s iy
system-ip %s reboot
reason: %s
TRACKER SYSLOG NOTIFICATION | 1400002 | Notification: %d/%d?%d |#5@® < 7= AHiEd |E
%d:%d:%d %s severity | o — 44 LY
level: %s hostname: %s F— hR R FOF
system-ip %s username: | .., ;
%s remote host: %s E
TRACKER_SYSLOG_NOTIFICATION | 1400002 | Notification: %d/%d?%d |fs@& 7= AED |E
%d:%d:%d %s severity | ypN_ A L & —
level: %s hostname: %s 7 24 Z. MAC
system-ip %s vpn id: %s if 7Rl % ’ P7 R
name: %s mac addr: %s s
ip-addr:%s LA DRIE
VCONFD_SYSLOG_START 1499999 | Starting RES ot 2% |E
HLTOET
VDAEMON : Cisco Catalyst SD-WAN ¥V 7 k™ xz 7 7Ot X
fB%E : Informational (1EERIZH)
Ayt—o BE | Avt—IBK |B#A £
1
VDAEMON_SYSLOG_DOMAIN ID CHANGE | 500006 | System VAT LD RKAA|E
Domain-ID v ID WEES
changed from '%d' L7
to '%d', N
VDAEMON_SYSLOG _END 599999 | — Tt A& TLI|E
TWET
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Ayt—9 BS | Avt—TRA |HHA 22
e
VDAEMON SYSLOG ORG NAME CHANGE | 500008 | System VAT LOFREA | E
Organization-Name | 737559 X3, |7~

changed from '%s'
to '%s'

VDAEMON_SYSLOG_PEER_STATE 500003 | Peer %s

Public-TLOC %s
Color %u %s,

V7 OARRED B {E) | E
ESEy AN Y
SNFELE

VDAEMON SYSLOG_SITE ID CHANGE 500005 | System Site-1D

changed from '%d'
to '%d'

AF ADHYA | E
ID NEFEINE
L7z

VDAEMON SYSLOG_START 500001 | —

a2 &EL |E
TWET

VDAEMON_SYSLOG_SYSTEM_IP_CHANGE | 500007 | System-IP

changed from '%s'

27 ADIP T |E
RUAMNER I

to '%s' L7
B : Error (T5—)
Ayt—T EBE | AvtE—T |5 £
i &
VDAEMON BOARD ID CHALLENGE FAILED | 500002 | — A— RNIDZHERTX |E
FHATLE
VDAEMON_BOARD ID INIT FAILED 500001 | — R— FID ZHeRTx |E

Rinolzlzd A—
RO R L

L7z
VDAEMON SYSLOG_CERT _STORE _FAIL 500000 | Certificate | ZFBHEN{EFE SN T |AE
store init WE A
failed
VDAEMON SYSLOG_PEER AUTH_FAIL 500004 | Peer %s vdaemon 712k 3% |E

%s Color
%u %s

Public-TLOC | 292 - 2= L% L7~

w2 I
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Awt—2 BE5 ES
X 1
VDAEMON_SYSLOG_PEER_STATE 500003 |Failedto | 27 ADKRA R A
read system. | g 72 iy 0 o YD
host name TSR LE L
7=o T 73A A Cisco
SD-WAN Manager
P S TR S
72NH, ZTP TR
NIAELET
VRRP : Virtual Router Redundancy Protocol
VRRP 7' & A%, Cisco vEdge 7 /31 A TOHRFATEINET,
B%E : Informational (fE¥RIZL)
Avte—T BE | Avte—UEA 5 EA =3
&

VRRPD_STATE CHANGE

600002

Group %d, interface %s, vpn
%lu state changed to %s

VRRP A > % —7 = A ZADHR
ENEHESELE

VRRPD SYSLOG _END | 699999 | Terminating VRRPD VRRP 7t 2% T LTW|E
E3xh

VRRPD SYSLOG_START | 600001 | Starting VRRPD VRRP 7 ut 2 &BiE 1L v |E
ESSD

WLAN : &#LAN 7Ot X

ML AN 7' A%, Cisco vEdge 7 /31 A TOHEITINFE T,
8BS « Informational (1E$RIZ{HL)

Ayt— BE | Avt—TUF | ¥
e #
WLAN SYSLOG _END |2300001 | Terminating WLAN Yot 25 T7L g |E
wlan +
WLAN_SYSLOG_START | 2399999 | Starting wlan WLAN a2 Z it L C\E |E
ﬁ——

WWAND : Z)L5—7 B+t
e WAN 7' A%, Cisco vEdge 7 /3 A TOAHAFEITSINET,




| &

B%E : Informational (IERIZH)

syslog A v t&— .

Ayvte—o BE | Avte—TR|5HA 2
=X (3
WWAN_SYSLOG_ADMIN DWL 2400010 | Cellular%d w7 —1 2 |E
interface is set | 57 —— o ¢ =
for deletion MNEIR <4
H5LLTVE
ba—
WWAN SYSLOG_ADMIN DOWN 2400009 | Cellular%d s —1 |E
interface is set | 57 —— o ¢ =
to admin down | 5
administratively
down DIRRET
.g—-
WWAN_SYSLOG_ADMIN_UP 2400008 | Cellular%d +vno—4 |E
interface is set | 7z — > - ¢ =
to admin up 3
administratively
up DIRFETT
WWAN SYSLOG CONNECT 2400002 | Connected to |+, 5 —F5 |E
Cellular%d I~DHEHE N
modem MesrSnE L
7=
WWAN SYSLOG _CONNECT DATA 2400006 | — — E
WWAN_SYSLOG _DATA_ MONITOR 2400032 | Info: %lld T EESRY 1 |E
bytes left 2L DFED
Info: exceeded | 7 — % (2B
by %lld bytes |35 1F#H
WWAN SYSLOG DATA SESSION 2400019 | Data session |+, 55— > |E
started Y
successfully DTt
va VYNIERE
(PR S E
L7z
WWAN SYSLOG DATA SESSION BEARER 2400028 | Data bearer F—xxyy |E
changed to %s | WEH XN
(%elx) F LIz

w2 I
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WWAN SYSLOG DATA SESSION DISCONNECT |2400023 | Data session |5 — & &« E
disconnect: oog LRI
restarting ShE
session B LT
‘j«
WWAN _ SYSLOG DATA SESSION DISC REASON | 2400024 | Data session |5 — & &z v E
disconnect g IO
reason: %s L
WWAN_SYSLOG DATA SESSION DISC VERB |2400025 | Data session |5 — &z E
disconnect ER2E I,
reason verbose: 2 U UNEER
%s "
WWAN_SYSLOG_DATA SESSION_DOMAIN 2400026 | Packet-switched | » X4 o FA3#a |E
domain state R A A g
change to %s: AN L7
registration: -
%s ran: %s if:
%s
WWAN_SYSLOG_DATA SESSION DORMANCY | 2400029 | Dormancy vy iigy E
state changed | p—< > o —
to Vs RN A
SNFELE
WWAN_SYSLOG_DATA SESSION _NETWORK 2400027 | Network ZFv hu—27 |E
registration TR INIE T X
changed to %s: nELE
domain: %s -
ran: %s if: %s
WWAN_SYSLOG DATA SESSION_START 2400018 | Starting data |, 5—-1 > |E
session on H—T o f R
Cellular%e DF— K
voa v aBRG
LTWET
WWAN _SYSLOG DATA SESSION STATE 2400020 | Data session |5 — & & v E
state changed |+ 5 o orfE
to %s
WWAN _SYSLOG DATA SESSION_STOP 2400022 | Data session | 57— & &z v E
stopped va VMR
successfully LE L
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syslog A v t&— .

Aytw— BE | AvtE—TR | =3
st #
WWAN_SYSLOG_DISCONNECT 2400003 | Disconnected |[TE &5+ 247 |E
LTE modem ST S E
%d L=
WWAN _SYSLOG_END 2400001 | Terminating | WWAN & |E
WWAND T AEKT L
TWET
WWAN SYSLOG FIRMWARE 2400007 | Failed to get |+, 55— |E
firmware LDT 57— A
details after M T T
upgrade on ST ey
modem %d 7 V= R
THAvE—
Firmware >
upgrade failed
on modem %d
Firmware
upgrade
successful on
modem %d
Upgrading
firmware
configuration
on modem %d
Upgrading
firmware
image on
modem %d
WWAN _SYSLOG LR DOWN 2400012 | %s%d: 52 K1Y — |E
bringing down | | ¢ & —
T A%
XYy MEY
YLTWET
WWAN SYSLOG LR _UP 2400011 | %s%d: S22 k1YY— |E
bringing up AL —
7 A A%
BLTCWET
WWAN_SYSLOG_MODEM_ACTIVATION 2400039 | Modem EFLDOER |E
activation DOYHE & =
status: %s —
T—H A
(%lu)

w2 I
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G

WWAN_ SYSLOG_MODEM PMODE

2400017

Modem is not
in online mode

Modem is not
in online mode
(tmp: %s
degrees C)
Modem power

state is: %S
(prev: %s)

Modem set to
%s (prev: %s)

Powered off
the modem %d

T AOER
E— DA
T — 4 AR
THAYE—
o

WWAN_SYSLOG_MODEM _STATE

2400034

Modem device
state changed
to %s

ET LDIRKE
WL H Y
L

WWAN_SYSLOG MODEM TEMP

2400037

Modem
temperature
%d degree C:
%s

T LD
LRI

WWAN_SYSLOG_MODEM_UP

2400035

WWAN
cellular%d
modem is back

up

T LR
wmShE L

WWAN_SYSLOG_OMA_DM_DONE

2400041

Modem OMA
DM
configuration
completed

ET LD
OMA-DM i
ENTET LE
L7z

WWAN_SYSLOG_OPER_DOWN

2400014

Cellular%d set
if down

'L T—A
H—T A A
DENEDME 1R
LCnEd

WWAN_SYSLOG_OPER_UP

2400013

Cellular%d set
if up

LT —A
H—T AR
I T3

| IRRE::
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3t #
WWAN SYSLOG PROFILE CHECK 2400030 | Profile %lu LT —7nm |E
with PDP: %s | — - ¢ )1 g
APN: %s
Auth: %s User:
%os
WWAN SYSLOG_REBOOT 2400040 | Cellular%d L5 —F5F |E
modem mode | 2 A3 pg i) L
updated: 73
rebooting; %s | g
reason
WWAN SYSLOG SDK DOWN 2400005 | SDK got V7 o7 |E
terminated: %s | BF& % o |~
DEEREHHE T
LELE
WWAN _SYSLOG SDK UP 2400004 | Connected to |z, 5— > 7 |E
Cellular%dsdk | . v - 7 Bg5
process Xy kDR
REDSTHESL S
L7
WWAN_SYSLOG_SIM_STATUS 2400033 | SIM status SIM 25—%4 |E
changed to: %8 | = |z 75 (L3 )
WEL
WWAN SYSLOG START 2499999 | Starting WWAN 7 |E
WWAND 2 &R L
TWET
WWAN SYSLOG TRACK GW_UP 2400015 | Cellular%d LT —4— |E
gateway %siS | 7 - { |ZF|
reachable FERRE T
BEE : Error (T5—)
Ayt—o BE |Avt—IRA |HHA 22
t
WWAN SYSLOG AUTO PROFILE MISS | 2400031 | Manually configure | . 8572 APN 23R, |E
APN profile for the | 216, 20755 7272 0
data connection Py gL h
PllpCE EHEATL
7z

5% Il
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1
WWAN_SYSLOG_MODEM_DOWN 2400036 | WWAN cellular%d | =5 238t < £ |E
modem went down | _7-
WWAN SYSLOG_MODEM RESET 2400038 | Failed to recover | &5 A~ %2 |E
Cellular %d modem ST CXFERATL
7=
WWAN SYSLOG TRACK GW_DOWN | 2400016 | Cellular%d gateway | =)L 5 —4— F 7 = | E
%s is not reachable | ¢ |- HiZcx 94
UTD Syslog

ROFIZ, LUF @ United Threat Defense (UTD) #HEIC K - TAK S LD syslog A vE—D%
ZT—\‘ Li—é—o

BABRES R T LIBARM Y AT L

Ayt— [ AyvE—UHK s BA 1R1E

>

IPS <DATE-TIMESTAMP> [**] [Hostname: SPEEICFESWTC, IPS | T T —

Activity <SYSTEM_HOSTNAME>] [**] [System_IP: 7S5 —hEFITR INAS
<SYSTEM IP_ADDR>] [**] [Instance_ID: Oy TFTI gV | vy S

<ID_NUM>] [*¥*] <ACTION> [**] [1:21475:4] o .
<DESCRIPTION> [**] [Classification: Ffrst, nr Ay
<CLASSIFICATION TYPE>] [Priority: T-VIORShE
<PRIORITY VALUE>] [VRF: <VRF_ID>] 7

(<PROTOCOL>}
<SOURCE_IP_ADDR>:<SOURCE_PORT NUM>
-=>

<DESTINATION IP ADDR>:<DEST PORT NUM>

URLZ 4 LB YV

Awyt—2 Ayt—OHHK Toi3

~

UTD WebFilter <DATE-TIMESTAMP> [**] [Hostname: <HOSTNAME VALUE>] | Pass
Whitelist [**] [System_IP: <SYSTEM_IP_ADDR>] [**] [Instance ID:
<ID NUM>] [**] Pass [**] UTD WebFilter Whitelist [**] [URL:
<URL>] [VRF: <VRF_ID>] {<PROTOCOL>}

<SOURCE _IP_ADDR>> ->
<DESTINATION _IP_ ADDR>:<PORT_NUM>

B



| &

uTD Syslog [}

Ayt—o

Ayt—OHR

T3

~

UTD WebFilter
Blacklist

<DATE-TIMESTAMP> [**] [Hostname: <HOSTNAME VALUE>]
[**] [System_IP: <SYSTEM_IP_ADDR>] [**] [Instance ID:
<ID_NUM>] [**] Drop [**] UTD WebFilter Blacklist [**] [URL:
<URL>] [VRF: <VRF_ID>] {<PROTOCOL>}

<SOURCE _IP_ADDR>> ->
<DESTINATION _IP_ ADDR>:<PORT_NUM>

Drop

UTD WebFilter
Category/Reputation

<DATE-TIMESTAMP> [**] [Hostname: <HOSTNAME_ VALUE>]
[**] [System_IP: <SYSTEM [P ADDR>] [**] [Instance ID:
<ID_NUM>] [**] Drop [**] UTD WebFilter Category/Reputation
[**] [URL: <URL>] ** [Category: <CATEGORY NAME>] **
[Reputation: <REP_ SCORE>] [VRF: <VRF_ID>] {<PROTOCOL>}
<SOURCE IP_ADDR>> ->

<DESTINATION_IP_ ADDR>:<PORT_NUM>

Drop

TS 55

IAyt—o

Ayt—OmRK

TOo Iy

UTD TLS
Decryption Whitelist

<DATE-TIMESTAMP> [**] [Hostname:

<HOSTNAME_ VALUE>] [**] [System_IP:
<SYSTEM_IP_ADDR>] [**] [Instance ID: <ID_NUM>] [**]
Never-Decrypt [**] UTD TLS Decryption Whitelist [**] [URL:
<URL>] [VRF: <VRF_ID>] {<PROTOCOL>}

<SOURCE _IP_ADDR> ->

<DESTINATION_IP_ ADDR>:<PORT_NUM>

BELRW

UTD TLS
Decryption Graylist

<DATE-TIMESTAMP> [**] [Hostname:

DA

<HOSTNAME VALUE>] [**] [System_IP: X w7

<SYSTEM IP_ADDR>] [**] [Instance ID: <ID NUM>] [**]
Skip-Decrypt [**] UTD TLS Decryption Graylist [**] [URL:
<URL>] [VRF: <VRF_ID>] {<PROTOCOL>}

<SOURCE _IP_ADDR> ->
<DESTINATION_IP_ADDR>:<PORT NUM>

UTD TLS
Decryption Blacklist

<DATE-TIMESTAMP> [**] [Hostname: -

<HOSTNAME VALUE>] [**] [System_IP:
<SYSTEM_IP_ADDR>] [**] [Instance ID: <ID_NUM>] [**]
Decrypt [**] UTD TLS Decryption Blacklist [**] [URL: <URL>]
[VRF:<VRF_ID>] {<PROTOCOL>} <SOURCE IP_ADDR>->
<DESTINATION _IP_ADDR>:<PORT _NUM>

(Decrypt)

w2 I
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UTD TLS <DATE-TIMESTAMP> [**] [Hostname: wE LA
Decryption Category | <HOSTNAME VALUE>] [**] [System_IP:

Never-Decrypt <SYSTEM IP_ADDR>] [**] [Instance ID: <ID NUM>] [**]

Never-Decrypt [**] UTD TLS Decryption Category Never-Decrypt
[**][URL: <URL>] ** [Category: <SSL_CATEGORY_ NAME>]
** [Reputation: <REP_ SCORE>] [VRF: <VRF ID>]
{<PROTOCOL>} <SOURCE IP_ADDR> ->

<DESTINATION_ IP_ADDR>:<PORT NUM>

UTD TLS <DATE-TIMESTAMP> [**] [Hostname: iR
Decryption <HOSTNAME VALUE>] [**] [System_IP:

Reputation Decrypt |<SYSTEM_IP_ADDR>] [**] [Instance ID: <ID NUM>] [**]
Decrypt [**] UTD TLS Decryption Reputation Decrypt [**] [URL:
<URL>] ** [Category: <SSL__CATEGORY_ NAME>] **
[Reputation: <REP_SCORE>] [VRF: <VRF_ID>]
{<PROTOCOL>} <SOURCE _IP_ADDR> ->
<DESTINATION 1P ADDR>:<PORT NUM>

(Decrypt)

UTD TLS <DATE-TIMESTAMP> [**] [Hostname: HED =
Decryption <HOSTNAME VALUE>] [**] [System_IP: X7
Reputation <SYSTEM IP_ADDR>] [**] [Instance ID: <ID NUM>] [**]
Skip-Decrypt Skip-Decrypt [**] UTD TLS Decryption Reputation Skip-Decrypt

[**][URL: <URL>] ** [Category: <SSL_CATEGORY NAME>]
** [Reputation: <REP_SCORE>] [VRF: <VRF ID>]
{<PROTOCOL>} <SOURCE _IP_ADDR> ->
<DESTINATION IP_ ADDR>:<PORT NUM>

UTD TLS <DATE-TIMESTAMP> [**] [Hostname: e
Decryption Category | <HOSTNAME VALUE>] [**] [System IP: (Decrypt)
Decrypt <SYSTEM IP_ADDR>] [**] [Instance ID: <ID NUM>] [**]

Decrypt [**] UTD TLS Decryption Category Decrypt [**] [URL:
<URL>] ** [Category: <SSL. CATEGORY NAME>] **
[Reputation: <REP_SCORE>] [VRF: <VRF ID>]
{<PROTOCOL>} <SOURCE IP_ADDR> ->
<DESTINATION IP_ ADDR>:<PORT NUM>

UTD TLS <DATE-TIMESTAMP> [**] [Hostname: (R=ADIA
Decryption Category | <HOSTNAME VALUE>] [**] [System_IP: X v
Skip-Decrypt <SYSTEM IP_ADDR>] [**] [Instance ID: <ID NUM>] [**]

Skip-Decrypt [**] UTD TLS Decryption Category Skip-Decrypt
[**][URL: <URL>] ** [Category: <SSL__CATEGORY_ NAME>]
** [Reputation: <REP_SCORE>] [VRF: <VRF ID>]
{<PROTOCOL>} <SOURCE _IP_ADDR> ->
<DESTINATION_IP_ ADDR>:<PORT_NUM>

| IRRE::
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Clean File
Signature

<DATE-TIMESTAMP> [**] [Hostname: <SYSTEM_HOSTNAME>]
[**] [System_IP: <SYSTEM_IP_ADDR>] [**] [Instance_ID:
<instance id>] [**] Allow [**] UTD AMP DISPOSITION CLEAN
[**] SHA: <SHA VALUE> Malware: None Filename: <FILENAME>
Filetype: <FILETYPE> [VRF: <VRF_ID>] {<PROTOCOL>}
<SOURCE _IP_ADDR>:<PORT NUM> ->
<DESTINATION_IP_ADDR>: <PORT NUM>

Al
(Allow)

Unknown File
Signature

<DATE-TIMESTAMP> [**] [Hostname: <SYSTEM_HOSTNAME>]
[**] [System_IP: <SYSTEM IP_ ADDR>] [**] [Instance ID:
<instance id>] [**] Allow [**] UTD AMP DISPOSITION
UNKNOWN [**] SHA: <SHA_ VALUE> Malware: None Filename:
<FILENAME> Filetype: <FILETYPE> [VRF: <VRF_ID>]
{<PROTOCOL>} <SOURCE_IP_ADDR>:<PORT NUM> ->
<DESTINATION IP_ADDR>: <PORT NUM>

AT
(Allow)

Malicious File
Signature

<DATE-TIMESTAMP> [**] [Hostname: <SYSTEM_HOSTNAME>]
[**] [System_IP: <SYSTEM _IP_ADDR>] [**] [Instance_ID:
<instance id>] [**] Allow [**] UTD AMP DISPOSITION
MALICIOUS [**] SHA: <SHA VALUE> Malware: None Filename:
<FILENAME> Filetype: <FILETYPE> [VRF: <VRF ID>]
{<PROTOCOL>} <SOURCE_IP_ADDR>:<PORT NUM> ->
<DESTINATION IP_ADDR>: <PORT NUM>

Drop

Threat Grid

Ayt—

Ayt—IHH

ToTay

Retro Clean

<DATE-TIMESTAMP> [**] Allow [**] UTD AMP RETRO
CLEAN [**] SHA: <SHA VALUE> Malware: None Filename:
<FILENAME> Filetype: <FILETYPE>

AT
(Allow)

Retro Unknown

<DATE-TIMESTAMP> [**] Allow [**] UTD AMP RETRO
UNKNOWN [**] SHA: <SHA VALUE> Malware: None
Filename: <FILENAME> Filetype: <FILETYPE>

FFA]
(Allow)

Retro Malicious

<DATE-TIMESTAMP> [**] Drop [**] UTD AMP RETRO
MALICIOUS [**] SHA: <SHA VALUE> Malware: None
Filename: <FILENAME> Filetype: <FILETYPE>

Drop

Retro Error

<DATE-TIMESTAMP> [**] Error [**] UTD AMP RETRO
ERROR [**] SHA: <SHA VALUE> Malware: None Filename:
<FILENAME> Filetype: <FILETYPE>

7 —

File Upload Fail

<DATE-TIMESTAMP> [**] Unknown [**] TG FILE UPLOAD
FAILED [**] SHA: <SHA_ VALUE> Malware: None Filename:
<FILENAME> Filetype: <FILETYPE>

R

1153
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File Upload Success |<DATE-TIMESTAMP> [**] Unknown [**] TG FILE UPLOAD | A<BH
SUCCESS [**] SHA: <SHA VALUE> Malware: None
Filename: <FILENAME> Filetype: <FILETYPE>
File Upload Not <DATE-TIMESTAMP> [**] Unknown [**] TG FILE UPLOAD | <BH
interesting NOT INTERESTING [**] SHA: <SHA VALUE> Malware:
None Filename: <FILENAME> Filetype: <FILETYPE>
File Upload Limit | <DATE-TIMESTAMP> [**] Unknown [**] TG FILE UPLOAD | 4
Reached LIMIT REACHED [**] SHA: <SHA VALUE> Malware: None
Filename: <FILENAME> Filetype: <FILETYPE>
File Upload API Key |<DATE-TIMESTAMP> [**] Unknown [**] TG FILE UPLOAD | A<
Invalid APIKEY INVALID [**] SHA: <SHA VALUE> Malware: None
Filename: <FILENAME> Filetype: <FILETYPE>
File Upload Internal | <DATE-TIMESTAMP> [**] Unknown [**] TG FILE UPLOAD | 1<Bf
Error INT ERROR [**] SHA: <SHA VALUE> Malware: None
Filename: <FILENAME> Filetype: <FILETYPE>
File Upload System | <DATE-TIMESTAMP> [**] Unknown [**] TG FILE UPLOAD | &<BH
Error SYS ERROR [**] SHA: <SHA VALUE> Malware: None
Filename: <FILENAME> Filetype: <FILETYPE>
File Upload Not <DATE-TIMESTAMP> [**] Unknown [**] TG FILE UPLOAD | 4<HH
Supported NOT SUPPORTED [**] SHA: <SHA VALUE> Malware: None
Filename: <FILENAME> Filetype: <FILETYPE>
File Upload <DATE-TIMESTAMP> [**] Unknown [**] TG FILE UPLOAD | £<iH
Whitelisted WHITELISTED [**] SHA: <SHA VALUE> Malware: None
Filename: <FILENAME> Filetype: <FILETYPE>

\}

KWL TS —LETS—LT4—ILFK

| IRRE::

GE)

Cisco 10S XE Catalyst SD-WAN U U — 2 17.13.1a LAF#, Cisco Catalyst SD-WAN O HGE & D— B

P& R-D72891Z, [Controllers] % 7 D4 A [Control Components] ¥ 7 1A SivE Lz,

[Alarms] [l ClL, A— =LA Xy NU—FNOFHIHa L R—r b —HZ 2> THERK
SNTZT T — LT DGR R TEET,

FEAMZ W T,

[ 7T—Lh] B arvzasRLTLLEIN,


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/Monitor-And-Maintain/monitor-maintain-book/m-alarms-events-logs.html#c_Alarms_12333.xml
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