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CHAPTER 1

=S

Cisco Catalyst SD-Routing Cloud OnRamp for Multicloud |%, = % —7"7 4 AWAN % /X7 Y v 7 7
T RICHRLET, ZOAT I IR Y Va—vaid, XTIV I JTORAL L TTA
k2 2 F % % Cisco Catalyst SD-Routing 7 /31 AZ&HT H DI HE T, AWS Transit Gateway
(TGW) Z{ffH L C, SD-Routing” 7 > FH A h&¥HR—hLET, ZNOLOHEEIZLY, 77
YFTNARF, VTV RRY NI I A B =T 2 A R DT TV = a T VAT
EFET, ZOHREIL, CiscolOSXE 17.13.1a V U — AL THAR— h S E T,

\)

Note  (Cisco IOS XE 17.12.1a LAP%, CiscovManage %% Cisco Catalyst SD-WAN Manager ~, CiscovBond
75 Cisco Catalyst SD-WAN Validator ~D 2 iR—F3 > hD T 7 REFN T E Lz,

« AWS G2 B4 2 1% ¥R, on page 1
* Azure il WAN /~7 & Cisco SD-Routing D4i 77, on page 14
» Cisco SD-Routing Cloud OnRamp for Multicloud O #EFEF 7 , on page 22

AWS ## &9 515

NSy M — R oA, VPC AL L IARY NT— U 2B SET AT DI T
HFy NU—T T Vv b NTTT, VPC EZIL VPN ESEZ N T Yy MF— U = A1
4 TXET, VPC & VPN 84O MZRND FT 7 4 v 7 ORMEL—% & L THREL £77,

Cisco SD-WAN Manager =& fr—J ZffH L C, v/F 2 7 U FEREED Cloud OnRamp % i% & ¥
KO T& £7, Cisco SD-WAN Manager DX E Y 4 B — KX, X7 Vw7 730 KT how
FA~DRT oYy M= U oA ORBZHLL, ==L A Xy NT—=TNDTF L F T,

NIV VI RT TV r—varbznbD7 7 r—yaroa—F—Lolokbis A
b LEJ, ZohEIL. Cisco Cloud v—% 1D AWSRITZ A _— K27 Z ¥ K (VPC) TH)

ELET,

Cloud OnRamp for Multicloud (%, D AWS 7 H 7 v N O&HiEEFR— ML TWET,
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wmE |
. SD-Routing 7 /%4 X %{#F L 7= AWS Branch Connect

SD-Routing 7 /34 X Z{&F L = AWS Branch Connect

SD-Routing ~X\— A D 7 Z > F %4~ LT SD-Routing Cloud OnRamp % J& (i3 %354 1%, SD-Routing

NR=ZADRETN—T%N L TEMTIUENRH Y £9, F72. CloudOnRamp #FHiH I k> /L
R—2DOREPHERET D LT, TNZTNDCCT/NA ACLIT v 7 L— &L TT— 7 >
T IR A LV BT THRET DLENH Y £7,

TP TTFTRAAE, BXaTRhRAA N Y =K PRV EALTIZ T RHO
ARANVPCIZHL LET, = VT /34 AL AWS Transit Gateway (TGW) D [HIZ IPSec b > %
ABRBREESNET, 26D hrxE, 77 F VPN £721E VRF 77« v 7 & BGP /L—
TAYT T T4y 7 &fpikLET, BGP 2 LT, 74 XL b TPy = F U =A D0
N—TF 4 VITERERLR L, V=T 4 T T — T VB L1,

S O @ ans

Cisco SD-WAN  Cisco SD-WAN  Cisco SD-WAN
Controllers Manager Validator

Tag Engineering

— WORKLOAD VPCs
|
IPSec Tunnels fl vect B
Branch 0 — TGW ] !
Device -4 (us-westl) ﬁ‘ "
<~ | ] VPC2 i Tag Production
' 1
i
: VPC3
Autonomous/Contreller- |~ e e
Managed Branch Device CGW-us west1 I
Internet
Tag Operations
|
TGW
g:\ﬂ;:: O: (us-west1)
IPSec Tunnels

Autonomous/Controlier-

Managed Branch Device
CGW-us east!

SD-Routing 7 7 > F /34 AZiE, T 74/ FOVRFDHRERETEET, ZDF 7 4/)L h VRF
ZAH LT, SD-RoutingCloudOnRamp 7 7 > FH#H&ia N L vy B/ T&EET, vy EU I
flo> VPN/VRF ZA§iH9 5 Z L 13 T& £ A, SD-Routing ¥V =—3 a3 & & HiZ, SD-WAN
Va—3a D VPN v v B 7 % i TE £7, Cisco SD-WAN & Cisco SD-Routing O [ij
T ORGP A ST ENTEET,

\}

Note 5> F4 1 Mk, 7T 7 RICESTAIEHDO T T F 2 RRA V MERETEET,

SD-Routing 7/\4 X [a] [+ Cloud OnRamp D F) &

SD-Routing Cloud OnRamp |%, ~/vF 27 70 KU —27 71 —%jli U T SD-Routing 7 /31 A & {fi [{]
LCTAWS E72iF Azure IZJER SN2/ 7Y KU —I n— ROEX 27707 77 MG x A — k
LET,
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| wm=

Cloud onRamp (D AR & 14 .

Cloud onRamp M BIE &4

Cloud onRamp D RFIRLAFITIRD LBV TT,

« 7T UFHA MIFREAREDRETHY . AT — X ZEAWIT (In-Sync) Tk 5 UENRH Y
S

« 7T T A MIZ, ROWTNDLDT — RV T A8 ANRUNETT,
* network-advantage

* network-essentials

* network-premier

SA B ANRNE A NEESTH L XIZ, IPSec M RIVERENE SNER AL

o A U H—T = A AIT1E., AWSTGW £ 721X Azure vHub, H A \WMET T F 5 /34 2D NAT H»
HEEARE/ T Y v 7 IPT RLARE D Y THONTWARERHY £3, HVHTHNAT
WrWE . T UF A b E AWS TGW F 7213 Azure vHub OfEIZ F U RV DBTE S v EH
Ao

* SD-Routing 7 7 > F 1%, #EI/N—T2FH L TREMT L0, REITNV—TITBHT H0E
BHYET,

« Cloud onRamp #fig 2l 3% 72 &0 DA HER £ 72 (X HARNYED & % SD-Routing 7 /31 A %
AT 5%, BEAEDT 3o 20BN MM | on page 3B L UNE 7V —7 D AL S
7oV —27 7 —%&AMH L72#i L\ SD-Routing 7 73 A DIENHEH, on page SOE 7 ¥ =
VESHELTIIEIN,

H PREEIH

* Cloud OnRamp 1%, #7225V —Ya O TGW MO ET VU 7 E YR — KL THERA,

SD-Routing 7/34 A TH AWS K& DL E

Z ZCl, SD-Routing 7 /3A ZADOMREZ ENEMT D700 T —7 7 —IZHONWTHH L ET,
« WEAF DT A A DB NHEA

o A7 D BT /S 2D SD-Routing 7 /34 A ~DZ8, 1 L T Cloud onRamp # g D fifi
H

* Cloud onRamp #RE & i 13~ % 72 O DEEAF DR € 7' /L — 7 X — Z D SD-Routing 7 /31 A
DAL

cWEITN—TOAFM I N Y — 2 7 u—%{f ] L7258 L\ SD-Routing 7 /N A A DI N\ HEH

BREDT/NA RADENEM

BEAF DT /3 A 22BN 51203, RO TFIHEZFITLET,
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Procedure

Step 1

Step 2

Step 3

Step 4

BEAE D HET /31 A % SD-Routing 7 734 AZFH) TR F 72138 #H 3 512X, [Onboarding the Devices
Manually] O& 7 ¥ a2 AZEHEH S TO D TSN E T,

E s

I Ay VLT — 2 7a—% ] LT SD-Routing 7 /31 A% JEf 7 5121%. [Onboarding the SD-Routing
Devices Using Bootstrap] ®t& 7 ¥ a3 ZELHEH STV B FIRIZHENE T,

GIE7 =
SD-Routing 7 /NA A% #E 7 —TIZBAET H121%, IROFIEERIT L ET,
Note

FlE1 & 2DT 34 AT, RICETATIZIR O AEEZ M L T DB ERH D £,

e 22— P =L LNZAT— K (admin/admin) Z{FH L TT /A RlZr 74 U LET,

« a2 R7m 7 F T, licenseboot level network-advantage addon dna-advantage =~ > K& i&E L
‘j‘o

s EERA L, T A% Y7 — M LET, Cisco SD-WAN Manager @ [Configuration Devices] T, 7 /3
AARFEIALTWD Z 2R LET,

a) [Cisco IOS XE Catalyst SD-WAN Manager] D A = = —7)>5 ., [Configuration] > [Configuration Groups] > [Add
CLI based Configuration Group] DNEIZEER L £ 7

b) [Add CLIGroup] Ry 77 v 7 XA Tl Ry 7 AT, REIN—T %N LET,

¢) [Solution Type] K v X7 U A &2 U v 7 L, SD-Routing 7 /34 ADY Ja—vaA7ELL
T [sd-routing] Z R L £ 7,

d) [Description] 7 ¢ —/L FIZ, @tHZ AT LET,

e) [Create] %7 U v 7 LET,

[Feature Profiles] % 7 & [Associated Device] ¥ 7 % & Lo LWV E 7 NV —T X—UNRRSNET,

f) Ruv 7% 72U A K5 [Load Running Config from Reachable Device] # 7 U v 7 L, BEEERT DT
INA ADY AT LIPZIEIR L ET, [Preview] T F A bR v 7 ZDOEMIHESWTHRELZMETE ET,

g) [Configuration Preview] 7 ¥ A bR v 7 X{Zm— REINlcifEgx at—L, 7F¥F A7 7 AL LTUR
T ARAE LR

SD-Routing 7 /N A ANZHE TV N—T"%IBINT HI2IE, ROFIHEEZFITLET,

a) [Cisco SD-WAN Manager] ® A ==—7>5, [Configuration] > [Configuration Groups] > [Add Configuration
Group] > [Create SD-Routing Config] & i L F9°,

b) [Name] 7 4 —/V RIZ, @B/ NV—TDHHEANTI LET,

¢) [Description] 7  —/V FIZ, BMHZEZATILET,

d) [Create SD-Routing Config] #2 U v 27 LE 7,
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https://www.cisco.com/c/en/us/td/docs/routers/cloud_edge/c8300/software_config/cat8300swcfg-xe-17-book/managing-the-device-using-vmanage.html#onboarding--the-software-devices-manually
https://www.cisco.com/c/en/us/td/docs/routers/cloud_edge/c8300/software_config/cat8300swcfg-xe-17-book/managing-the-device-using-vmanage.html#onboarding--the-software-devices-manually
https://www.cisco.com/c/en/us/td/docs/routers/cloud_edge/c8300/software_config/cat8300swcfg-xe-17-book/managing-the-device-using-vmanage.html#quick-connect-using-generic-bootstrap
https://www.cisco.com/c/en/us/td/docs/routers/cloud_edge/c8300/software_config/cat8300swcfg-xe-17-book/managing-the-device-using-vmanage.html#quick-connect-using-generic-bootstrap

| wm=

Step 5
Step 6
Step 7

Step 8

e)

f)
g)
h)
i)
i)
k)

REYL—TOBILESNET—H 7 O—EER L3 LU SD-Routing 7/ 31 20kt [

[Configuration Group Created] 7~ > 7' 7 > 7 XA 70/ 78 v 7 AT, [No,IwillDoltLater] &7 a3 > % 7
Uw 27 LET,

[What's Next?] =2 3 = > C, [Go to Configuration Group] %7 U v 7 L%,

WETN—TZOMIZHD [(.)] %7 Y 27 L, [Edit] &R L E T,

[Feature Profiles] CCLI 7'm 7 7 A /L% 7 1 v 7 L., [Unconfigured] % &N L F 7,

[Create New] &7 U v 7 LET,

—HEOBMEANNLET, TFA N7 7 AV E L TR SN TV DR EE a2 — LT i £,
[Save] #27 U w7 LET,

[Associate Devices] %7 U > 7 L, SD-Routing 7 /31 ADH A K~ ID Zi#ER LT, PAEAHT 24T LET,
AT —2 A0V 7 %7 ) v 7 L, BHAMII L2 & 2R LET,
[Configuration] > [Devices] ~<— " T, IKDOifdlZ R L £,

s [Device Status]: 7 /3A AD AT —X AL [InSync] THLHMENRH Y £

* [Managed By]: A7 v 7 4a CHEH L7222 SD-Routing i€ 7 V—7,

AT — 4 A E MRS 5 I21E, show sd-routing connectionssummary =1~ > K& L £ 9,

WETN—TOBEM ENT=T— 70 —%{EMA L1=# L L> SD-Routing T/31 R DENLEH

Procedure

Step 1

Step 2
Step 3
Step 4
Step 5

Step 6
Step 7
Step 8
Step 9
Step 10

BOE T N—T DA E T Y — 7 7 a—% ] L TH LV SD-Routing 7 /31 A Z B AYEMRF 5
WZi%, ROFIHEZFITLET,

[Cisco SD-WAN Manager] ® A = =—7/ 5, [Configuration] > [Configuration Groups] > [Add Configuration Group]
> [Create SD-Routing Config] % 1# L 7,

[Name] 7 4 —/V RiZ, REINV—T DX ENTTLET,
[Description] 7 4 —/L RIZ, BHAEZANTLET,
[Create SD-Routing Config] 27 V v 7 L %7,

[Configuration Group Created] N> 77 v 7 XA 7w 7 78 v 7 AT, [No, [ will Do It Later] 7'~ 3 v % 7
Vw7 LET,

[What's Next?] £ 2 = > C, [Go to Configuration Group] 7 UV v 7 LE T,
WETN—TXHORICHD ()] &2 Y v 27 L, [Edit] ZERL £,

[Feature Profiles] CCLI 7’277 A /L% 7 I v 7 L., [Unconfigured] ZIER L F 7,
[Create New]| &7 U v 7 L7,

HARF R I N—T e LET,

ZORNE, BEIZN—T DOR/NCLL Z R L TWET,

Configurations:

sd-routing

SD-Routing TNA R EDIVSIRAVISR S F ¥ .



. HREISNL—TOBEEBEEINhI=7—Y 70 —%FE/H L= L > SD-Routing T/ R DENEH

Step 11
Step 12
Step 13
Step 14
Step 15
Step 16
Step 17
Step 18
Step 19

Step 20
Step 21

Step 22

Step 23
Step 24

Step 25

organization-name CSRQA20231024
site-id 1

system-ip 4.7.8.9

vbond ip 44.226.182.48

vbond port 12346

wan-interface GigabitEthernetl
|

interface GigabitEthernetl
no shutdown

negotiation auto

ip address dhcp

exit

interface GigabitEthernet2
no shutdown

negotiation auto

ip address dhcp

exit

ip domain lookup

license boot level network-advantage addon dna-advantage
no logging console

[Save] 27 U v 7 LET,

[Associate Devices] > [Associate Devices] DJHIZZ UV v 7 LE T,

[Unassigned] 1%L, UUID % 1 DR L £,

[Save] 27 VU v 7 LET,

ENENDYAT LIP, ¥4 FID, BIOFRA MEMGHLTT A A&7 rEYa =07 TEET,
Next] 27 V7 LET,

[Deploy] #7 U v 7 L,

AT =220V %70y L, BEPKII LT L 2R L ET,

[Configuration] > [Devices] IZF ) L, uuid ® 3 -2D K NIk LT [generate bootstrap] 7 U v 7 L, WAN
A B —T A A% (f: GigabitEthernetl) ZA L TCT— A NT v 7 ZAERLET

UUID ZDOKZH B [(...)] 27 U v 7 L. [Generate bootstrap] 227 U v 7 LE T,

[WAN Interface] 7 4 —/V RIZ, A ¥ —7 = A A4 GigabitEthernetl Z A Jj L, 7— b A 8T v 7 &AL
LET,

T—= P AT T EMEH LT, AWS 2 Y =L DOFNEFND AMIIZ% L T Cisco 8000v A A X v A% Jg
BIL, WANA X —T A RN T Y v 7 IP 2FH 0 B[ TES,

AT —2 A0 7% 7 )y 7 L, BB L2 & 2R LET,
[Configuration] > [Devices] ~2— " C, IROFFMMZ R L 7,

* [Device Status]: 7 /XA AD AT —H A% [InSync] THHUBENRH Y 3

* [Managed By]: A7 v 7 1 TIE L 72 Z 1LE 410 SD-Routing 7% 5E 7 /V— 7",

AT — & A& WERT 5121, show sd-routing connectionssummary =< > K& L £,

. SD-Routing TNA R EDISIR A VISR S F¥
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aws 559 E7ray rotes [

AWS 7S F7hor FOER
AWS 7 F 7 K77 v M ERENRT DI121E, IROTNEICHE > T 2 &0,

Procedure

Step 1 Cisco SD-WAN Manager D A == —7>5, [Configuration] > [Cloud OnRamp for Multicloud] Z %R L &9, Cloud
OnRamp for Multicloud % v ¥ = /R — RO E /R I N FE T,

Step 2 [Setup] ~<A >~ T [Associate Cloud Account] %2 U » 7 L £, [Associate Cloud Account] ~~— L DM ID % A
ELET,

Step 3 [Cloud Provider] 7 4 —/V K C, Ru v 7 Z 7 U X )5 [Amazon Web Services] Z#R L £ 7,
Step 4 [Cloud Account Name] 7 4 —/V RIZ T B U hEEANTJLET,
Step 5 (fE7) [Description] 7 4 —/V RIZEHZ AN LE T,

Step 6 [Use for Cloud Gateway] T, 77D MIZ 77 RF— U = A ZEHNT 25613 [Yes] R L, L2
H13 [No] ZIER L £7,

Step 7 [Login in to AWS With] 7 4 —/L RC, T 2BAFET VEZEIR L £,
[ Key
* |AM Role

[Key] &7 V&N L7254 15, [APIKey] 35 X OV [SecretKey] 7 f —/L R C, TNZENOF—%RELET,
E

[IAM Role] &7 /L % I# P L7235 41X, Cisco SD-WAN Manager 23$¢4it3~ % [External ID] 2] L T IAM 17—
NEERLET, V42 RUICRRINIZAINEID &2 A LT, IAM 72—V OAE 2l ¢ & % [Role ARN]
xR LET,

Cisco I0S XE Catalyst SD-WAN U U —Z 17.4.1a LAf%, 1AM 2 — /L AAERT H1TIE, AWS Rl Y — L%
fif] LT, Cisco SD-WAN Manager N2t 24MBID 2R U O —ICANTHUERH D £3, IROFNHZEHK
TLET,

a. BELED Cisco SD-WAN Manager EC2 A > AZ  AIZIAM 0 — /L& T % v F LET,

1. RU—%EHRTDICE, AWS FF o A2 FOIAM B— LD (2> Y —L) O My 7 25
LTL7ZEV, AWS @ [Create policy] 7 4 % — KT, [ISON]ZZ7 U v 27 L, RO JSON KV 2 — K
Xa AV RNEANTLET,

{

"Version": "2012-10-17",
"Statement": [{
"Sid": "VisualEditorO",
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "*"

SD-Routing TNA R EDIVSIRAVISR S F ¥ .


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html

wmE |

B awsosyr7nos roEm

2.

IAM 2 — L &AE L, TIE 1 TEM LA U > —I23-50 T Cisco SD-WAN Manager EC2 A > A X
ANZT B F T 5 EEIT OV TIE, AWS Security Blog @ [Easily Replace or Attach an IAM Role to an
Existing EC2 Instance by Using the EC2 Console] 7 12 7 &2 &M L T 7Z2&W,

I[\IAO:ach permissions policy] ¥ « > R T, FMH 1 TIEM L7 AWS EHIAR Y o — 2R L £,
Note
ROMERRE >~ SISk,

* AmazonEC2FullAccess

* JAMReadOnlyAccess

* AWSNetworkManagerFullAccess

* AWSResourceAccessManagerFullAccess

AWS IAM 2 — )V OAEDFEAIZ DUV T, [Creating an AWS IAM Role] ZZ LT 72 &0,

b. ~/AFr T REEIENT S AWS 77> FTIAM 0 —/L &2 L £,
1. AWS RF¥ =2 A2 RO IAM o —/LOfE, (2> Y —)v) O ME w7 %258 LT, [Require external ID]

EAATL, FIE2 TAELZAMNEID 20 11T, IAM 2 — Vv Z24E L E9,

O— BN TELZ2—W—Z2 BT A2, AWS RE¥F 2 A s Oor— LEHERY o —D4F (=
V=) DRI ESHLTLLEIN,

[IAMRoles] 7 4 > KT, FIcAZ7u— LT, WOFETERLIZa—1%E227 ) v 7 LET,
[Summary] ¥ 1 > R 7T, E#IIZERIRE 45 [Role ARN] & AE L £,

Note
FIEHT7 CTIAM 2—/L & LCRAEET AV EZBINL725E1E, 20—/ ARNEE AN TEET,

fEHABREAEE L7Z5, [JSON]Z 27 Vw7 L, IRDISON R¥ =oAL hEANLET, BEHENKEE
RIELET,

Note
WDISON R = A b7 A7 FIDIX, Cisco SD-WAN Manager EC2 1 > A X AZJg L TWE

R

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal™: {
"AWS": "arn:aws:iam:: [Account ID from Part 1]:root"

. SD-Routing TNA R EDISIR A VISR S F¥
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| wm=

Step 8

59 rya—rsugEoEs ]

}I

"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"sts:ExternalId": "[vManage provided External ID]"

[AdZ7 V> 7 LET, 777 RT AU MO AZRRETIZEFT 512iE, [Cloud Account Management]
NR=UTL1EZ V7 LET, £z, HEMfTFONTZARANVPCE 7T ERIFI TT RF— Mo = A B
WIGAIE, 29U RT AU NERIBRT AL TEET,

9359 K5 0=\ LR EDHERK

Procedure

Step 1

Step 2
Step 3

Step 4
Step5
Step 6

Step 7

Step 8

AWS O T 0 K7 a— L@ 3 5 12iE, WOFEEZFITLET,

Cisco SD-WAN Manager ® A == —7)>5 . [Configuration] > [Cloud OnRamp for Multicloud] %1% L £,
[Setup] ~A > T [Cloud Global Settings] %~ U v~ 27 L &7, [Cloud Global Settings] 7 « > KU RE/RI N F
R

[Cloud Provider] 7 4 —/V K C. [Amazon Web Services] # R L £ 7,

[Cloud Gateway Solution] K& v 7% 7 U X N7 U w2 LT, [Transit Gateway — Branch-connect] % 41 L
£7

* [Transit Gateway—Branch-connect]: AWS 27 77 RCA U AZ A ENTZ T ¥y NF— DU =A%
AL T, &FZF72SD-RoutingT /31 A% 27 77 FRADOVPCIZELGTEDH L IICLET, 2047V s
> ClX, AWS VPN #4i (IPSec) 7 7' m—F 2l L £,

[Cloud Gateway BGP ASN Offset] 7 4 —/L RIiZ, iz A LET,
[Intra Tag Communication] Z R L £9°, 47 3 >%, [Enabled] F7=1% [Disabled] T3~

[Program Default Route in VPCs into TGW/Core] Z#R L E 7, 47 = >iE, [Enabled] F721% [Disabled] T
£

[Enabled] = 7-1% [Disabled] 22 U 2~ L C. [Enable Periodic Audit] 7 4 —/\ R&H#hE =13 Mmhic LE T,
TEIE A 2T D &, Cisco SD-WAN Manager 13 2 Fifil Z & ICHB)EAEA MU T—LET, ZOHBEE
TINY 7 7T 7 RCEITISN, AL AR— MR ERINET,

[Enabled] & 7213 [Disabled] %7 V » 7 LC. [Enable Auto Correct] 7 « —/V R&EHGRE I3 M L Ed, H
BBIEAT v a v EAMCT S L. EHINARBEN N H—En 57N, R Sh T X ToRE {7
BIEA HEME IE S ET,

SD-Routing TNA R EDIVSIRAVISR S F ¥ .
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Step 9 [Add] £7/=1% [Update] 227V v 7 LE T,

RA R TSAR—F Ry FT—S D

FIHATRe 27 7 DR Y — g T _RTUZHTZ->T, TRTDOTH T hOF A~ VPCZH
HTEFET, FAMVPCHRENPIFOHEIND &, VPCOMBIZX v v a2 L TEITINET,

WA TTANR=F Xy FUT—=7 ZRNT 21203, ROFIEEZFITLET,

Procedure

Step 1 Cisco SD-WAN Manager @ A = =.—7/>, [Configuration] > [Cloud OnRamp for Multicloud] %1% L ¥ 5,
[Discover] @ @ [Host Private Networks] %27 1 »» 27 L &9, [Discover Host Private Networks] 7 f > K72,
A EZ2 VPC DY 2 FRFRIRSE T,

[host VPC] 7 — 7 /VZIFIRDF 0 B 0 £,
VTR Y—=Tar
T N
« A K VPC %
« RA K VPC 4 7
« 777> b ID (Account ID)
« 5 A K VPCID
VI UT, H&E 27 U v 7 LTVPC 2P R ET,
Step 2 [Region] Rry FX 7 URAE27 Y v 7 LT, FFEDY — 3 NTHESWT VPC Zi#R L £,
Step 3 [Tag Actions] Z#2 Y v 7 LC, IRDT 7 arzFITLET,
¢ [Add Tag]: IER L7 VPC 7 V—T74 L, T HD VPCIZRIFHZZ ZffiF LET,
« [Edit Tag]: IR L7 VPC 2 H DX I bRIO X 7IZBITLET,
* [Delete Tag]: %N L7= VPC DX 7 ZHIBR L £,

BHDOBEANVPCEZ 7D NI N—TTEET, AL TOFOTXTOVPCIL, B—D2=v k&
RaaESnEd,

D3I RT— b4 DEKR

IS5 RF— T, I RADRFT Yy FVPC (TVPC) & FS5 Yy RAFA— =
ABAVAZ AN LTZHDTT, 770 K=o oA ZERT DI, ROTIEEZFITLE
7,

. SD-Routing TNA R EDISIR A VISR S F¥
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Procedure

Step 1 Cisco SD-WAN Manager ® A == —7>5, [Configuration] > [Cloud OnRamp for Multicloud] % #4R L ¥ 4,
[Manage] @ RZ& % [Create Cloud Gateway] &~ U »» 7 L £¢, [Manage Cloud Gateway - Create] ¥ o > N/
MERINET,

Step 2 [Cloud Provider] 7 4 —/L K C, Rm w77 U X K5 [Amazon Web Services] Z R L £ 7,

Step 3 [Cloud Gateway Name] 7 4 —/LV NI, 77U RS — oA L2 ANTTLET,

Step 4 (fF7) [Description] 125t & N ) L £,

Step 5 [Account Name] Ku v 77X 7 U A SWHT Dy MAEIERLET,

Step 6 [Region]| K FH 7 URARNH Y —Va U EERLET,

Step 7 [Add] %7 V> 27 LT, BiLWIZI0RF— b= ZERLET,

Y4 ~OESs
770 RTF—= b0 =AY A MG 5123, ROTFIHEFITLET,

Procedure

Step 1 Cisco SD-WAN Manager D A = = —7/>5, [Configuration] > [Cloud OnRamp for Multicloud] % 1%$U L, [Manage]
DK @ [Gateway Management] % 183 L £ 9, [Cloud Gateway] 7 «t > RUNRKRINET, T— 7ML,
JIURTHI R4, ID, VI REAT, "0V M= A bilI7 T NS —bhy oA
DY A RBERSNET,

77U RTF—= b= ATEIC, A PERR, HIBR, EEBSHICEGETE £,

Step 2 HOZ 0 RS—1r =4 T, [(..)1%7 Vw27 L, [Cloud Gateway] % I#R L £,

Step 3 [Attach SD-Routing] 27 V v 7 L £,

Step 4 [Attach Sites] 7 U v 7 L £7,

Step 5 [Next] #7 U v 27 L'£¥, [Attach Sites - Select Sites] ¥ 1 & RUNF/RINET, T —7/WITiE, R L7z
WAN A B =T = A ZAZfFOY A R RRSNET,

Step 6 [Available Sites] 72 H A & 1 DL IR L, £4 5 % [Selected Sites] (IZF8 L £,

Step 7 Next] 27 VU > 27 LET,

Step 8 [Attach Sites - Site Configuration] 7 - > K7 "C, [Tunnel Count] # A JJ L EF, b~ RAFOHHIZ1 ~8 T
T, % B RILVIE 2.5 Gbps OiEIE 2 HR At L E 3,

Step 9 [Attach Sites - Select Interface] 7 4 > RV T, £ vV H—T = A ADFFMEANTILET, ZOA X —T = A

AL, TGW ~D b v RN BRI DO S E T,

Step 10 [Accelerated VPN] 4 7' = > C, [Enabled] ¥ 72! [Disabled] Z 8 L £9°, AWS Global Accelerator %, 7
T U R ~O#H A B 2 DI T B £ T,

SD-Routing TNA R EDIVSIRAVISR S F ¥ .
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Step 11 [Use selected interface as Preferred Path] 4~ 5 > C, [Enabled] ¥ 7= i [Disabled] ##R L 3, ~/LF 7
FURU—r 77— %, BIRLIEWANA U Z—T =2 R&T 74V FRRAEL LGRELET,
Step 12 Next] 27 U 7 LET,
Step 13 [Saveand Exit] %7 U v 7 LET, REVBWINT DL, 7T 0 F T A ANEFICEG SN L E2RT
Ay —UnEIRINET,
Step 14 F IR, AD AT —H AZWERT 5121, show running config =~ > R&H L £7,
Step 15 BED AT —H A FKnd 5121, Cisco SD-WAN Manager D A = = —7)> 5 [Configuration] > [Configuration
Groups] > [Feature Profile] Z#4R L, [View Details] #27 V v 7 L £ 7,
e G OMIL)
I RT—= R 7= AnOYA FEY)YEETIZIE, ROFIHZFEITLET,
Procedure
Step 1 Cisco SD-WAN Manager O A == —7>5 . [Configuration] > [Cloud OnRamp for Multicloud] > [Cloud Gateways]
ZEINLET, 7—7 WX, VI KT AT M4 ID, V9O REAT R0V M= U=A L
BT T RT—= by =ADY XA NPRERIRESNET,
Step 2 HWDZ 70 R7—FroxAT, [..]%227 Y v 7 L, [Cloud Gateway] Z IR L £ 9",
Step 3 [Attach SD-Routing] #27 U v 7 LE 7,
Step 4 [Available Sites] 775 1 DL LD A %84 L, [Detach Sites] 2 Y v 7 LET,
[Are you sure you want to detach sites from cloud gateway?] & \V9 X v EB—U0N T 4 0 RUIZRRINET,
Step 5 OK1 %227 Vv o LET,
779 RS —= R U oA G SN TWDH YA MIDIV S E T,
Step 6 BRIEDAT —H A %RKRT HITIE, Cisco SD-WAN Manager D A == —7/>5, [Configuration] > [Configuration
Groups] > [Feature Profile] %4 L, [View Details] #7 U » 7 L £,
Y4 bDiwE
FA FEHET DI, ROFIHZFETLET,
Procedure
Step 1 Cisco SD-WAN Manager O A == —7>5, [Configuration] > [Cloud OnRamp for Multicloud] > [Cloud Gateways]
ZIERLET, 7—7 ML, 29U KT M4 ID, 29U REAT RT3V Mr—bhuxA L
BT RT— b U= ADY XA NPRERIRESNET,
Step 2 HioDs 70 K=o =AT, [..]%27 Y v 7 L. [Cloud Gateway] Z R L 7,

. SD-Routing TNA R EDISIR A VISR S F¥
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Step 3
Step 4
Step 5

Step 6

Step 7

1vrvregm-s

[Edit Site Details] #7 V v 7 L &7,
[Edit Site Details] # 4 72 7Ry 7 AT, hrRZAHEANLET,
[Accelerated VPN] 7 f —/L REH I EITMN L ET, 77 4/L FTIE, 2D 7 ¢ —/L KiZ [Enabled] (2

o TVET,

[Use Select Interface as Preferred path] 7 4+ —/V RZ AR E7IZ ML ET, 774V FTlE, ZO7 14—
Ri% [Enabled] (272 > TWET,

[Submit] 7 U v 7 LET,

EIH - &

S

Cisco SD-WAN Manager D~ > &' 7 U7 —27 7 —|Z X Y Cisco Catalyst SD-Routing VPN (& 2
A v ) L VPC DG, 38 K TVVPC 5B VPC ~OHL Al REIZ 72 0 F3°, VPCIZ X 7128
WwWTRINET,

)

Note

SD-Routing 7 7 > F T /34 AZIE, T 74N DO VRF DA EHETEET, ZDT 7 4/L h VRF
Z{fifl L T, SD-RoutingCloudOnRamp 7 7 o F#Hia M L Cv v B 7 T&EET, vy U7
f,o> VPN/VRF Z i1+ 5% Z L 1XT& £+ A, SD-Routing /U =—3 3 & & HIZ, SD-WAN
Va—3a O VPN v v B 7 a2 T&E £9, Cisco SD-WAN & Cisco SD-Routing O il

T DG PAFSED ZENTEET,

VAT AMEEGDA T NERERTAE, VTR N A DBHEET A= a DT
TRy B IREHEINET, VIR =R ADRELRDZ) —U a3 VHFAELRLS ThH,
VYO TA T NEANNTEES, 2V -~ T A T MIRES, BiLns 7
URF— b U2 A FE vy B TOEERKRIE SN EXCEHBIENET, VT RS~ U
AMBBRB)—VarTAUVAREZ A END E, v v BT AT RREALDY —T g
TERESNET, RS, 270 8EEESESER) —Varov v B 7y igEs2 52 %
MR H Y, X7 T~ TR Sy RCEBEAINET,

Cloud OnRamp for Multicloud % > ¥ = 78— R C, [Management] ® | @ [Connectivity] %2 U > 7 L
%9, [Intent Management- Connectivity] 7 « > RUNRRREINET, V1> RUIZIE, BEAT—
B AL IRD IR FRRSIVET,

« T AMETTRE

« P l— VAT AERFH

T ATV NEREH

Bk AT NEBIFS

e ATV REBFER (2T —H V)
[Connectivity] 7 « > K7 Cld, IROZ LM TEET,

« BT LT, oL T LR LET,

SD-Routing TNA R EDIVSIRAVISR S F ¥ .



wmE |

B Azure 1578 WAN /1 T & Cisco SD-Routing DS

s T ANVHAIR L Y — |,
CXFESFER) T a DI TR A I L WS R ERE L E T,
¢« VIR = N2 ADBFETEHTRTOY =V g U CHEGmrERLET,

Azure {%*8 WAN /\J & Cisco SD-Routing D44

Cisco Catalyst SD-Routing > U = —3 3 > & Azure il WAN O EIC LY, ~VvTF 27 T 7 RERH
@ Cloud OnRamp 23584t 41, Cisco VPN 77— K 7 = A % Azure il WAN N7 DR > NU—Z7 1]
M7 7 I7AT7 AL L TGRETEET,

ZOBHEICEY, TV MRy FU—2 (VNet) ZAERT 20BN 720 Azure 1)
MWAN T Zf L THRA b VNet #5572 G TE 5720, 770 R —E2ADHHET LN
A I FE T, Azure A WAN X, Microsoft Azure 4 L CIEN B LI OB I N7 T
FNHT T ROEL RT3y FU—F 0 7 —E AT, Azure Lilif5 T& % SD-Routing
TITF TNRA AL L TRETEET, Azure [RENTWNIZ VPN 7F— b U = A ZHERT D
L. XV EHETCILWERES RS, P T Yy N VNet 2T 2158 OME LRHRE o FIFR
NrlksinEd,

Host VNets Host VNets

VMs VMs

VPN Virtual
Gateway WAN Hub

Cisco SD-Routing
Branch Site

Cisco SD-Routing
DC

1R*E WAN /\ T & DL A

SD-Routing 77 > F &7V w7 750 R 77U r—va VHOEGHX. Azure D~ /LVT 7 T
R SD-Routing 7 —72 7 = —® Cloud OnRamp ®—ii & L T Azure A WAN 7 N TrlE iz
Azure VPN 77— b U = A 1T K o> TR SN E T,

. SD-Routing TNA R EDISIR A VISR S F¥
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Azure {718 WAN 47 —2 7a0—oavk—x>

Cisco SD-WAN Manager @ Cloud OnRamp for Multicloud 7 v —{%, HPEF 27 T K —V 9 V|
DOEEAFD VNet Z#iH L, IR L7Z VNet &4 — —L A v T =7 2L TEDH LI L E
T, 2O X H 7T F U A TIEL, CloudOnRamp forMulticloud Z 35 &, LI —RT VY v r s
7 7 K%t & Cisco Catalyst SD-Routing % v b7 — 7 ZfHIZHHATEET,

Cisco SD-WAN Manager DiXE Y A V' — KX, X7V w7 7T R THU Ly NMIEGT D720
Azure i WAN T OB Z HEL LET, o, 2OV 4 F—Kix, XT Vw7 790 RK7T
TV r—=vare A== Xy PI=TADT T FIZNDHXENDT TV r—ard
a—HF—L DM OBL % AEft LEF, CiscoSD-Routing Manager TlE, # 7 &#ffiH LT, 77
FHOP—EADT 74/ VRF&/T Y w2 7530 KA TTANTTF v HOKED VNet
vy B 7 TEET,

VNet ™5 VPN ADT v EVY

Cisco SD-WAN Manager ® A > 7 MNMEHIY —27 7 1 —|%, Cisco SD-Routing D7 7 4 /L ~ VRF
(77 Fxy hU—2) L VNet WL, LT VNet 725 VNet ~D 42 il LT,
SD-Routing & SD-WAN #4t~ v E' 0 7 OM T 2 M TE £ T, SD-WANVPN Z G5 &
SD-Routing VRF 237 7 /L b THENZ 72V £, VNetiX, Cloud OnRamp for Multicloud ® Discover
U—7 7ua—TIERENTZ 7 TRINET, Azure Y —2 3 VW TVNet & 7 2K 5 &, [
U4 7% T 5O VNet 8L VPNIZEE SN T » B Z B HBEIFIC/E S IV E T,

Cisco SD-WAN Manager 23N E&i DA 7 > bMERCETDHE, 77T R — b T = A DFHET D) —
VarDr I RTwy U IREBSNET, VIV RS = NV ANRRDL ) —V 3 UITAE
LR TH, vy B TA T U EANNTEET, vy B IA 0T ME BiLwy 70
RP—=F U= A ElE~ vy B OBERME Shic &L EITfifrsn, ZlsnEd, 77U R
T 0z ANRRDL) —Va T RAZ 2 E i ans &, v~y 74070 b
MENLDY =V a rTRESNET, [, 2 70 BERSESE ) —Yarovy e
VAW EESZDBRIENRDHY, X TEO~ BT T RTERESNNET,

Azure fR7#E WAN 4257 —o 70— avHR—FR 2 b

TITFET =TV T IT TR T ITRANT I T X\ ZHEGTHDDOI T
R7— b7 =A%, Azure [REINT VPN — b U = A AR A T 55mEA TV =7 N TY, Azure
UV —ATN—7"_ Azure {{A] WAN, Azure VPN 7' — k7 = A1 | 35 X O Azure A WAN /7T
R S VET,

JY—RGN—T

TRTODAzure %y T —F 7V VYV —2 3V V—RT)L—FIZf@gL., VYV —RAT)V—7 1% Azure
P72 I a O TFIERENET, Azure 7 77 FZ— b = A DL, Azure A WAN
& Azure A WAN NI Y VYV —Z 7V —TF O FITHERENE T,

L7=moT, Azure 7 77 K7 — b0 = A ZVERT 2BYIOFIIL, VY —ATNV—T%EHT 5
ZLTY,

VY —2R T N—T5ER LT 5, Azure (U WAN Z R CT& £97,

SD-Routing TNA R EDIVSIRAVISR S F ¥ .
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Azure 1R 12 WAN

Azure A WAN IZ, Azure R hU—F U 7 H—EADNy 7 R—2TT, BAFD Azure V Y —
AT N—TDTFIAERESIVE T, Azure AL WAN (Z1E, SARANT NERD Azure UV — T 3 1Z
JELTWAIY , WD Azure [RAANT ZEHOH T ENTEET, Azure ) —Va T L2120
RAENT DIHPNFR—FEINFET,

V= a WD) V=R —TTRIEWAN 2R L7725, IRO AT w7 1E Azure IR AH WAN
NTEERTHZ L TT,
Azure 1R 48 WAN /\TJ

Azure R WAN NT1%, 574V D VREFH A & VPN — 7 = A 8L VNet [H D 2 7
GiAEHUET, WEANATHEREND L, VPNF—F U2 A % Azure X v N U —F 0 7P —1
ANHETEET,

Azure DRIIEEMH

o A R—hESNBHE/NY U —R: CiscolOS XE Catalyst SD-Routing U J — & 17.13.1,
sAzure 7 7 U KT 1w v b O,
cAzure ¥ —47 v h T A ZA~DY T AT Y Fg v,

» Cisco SD- WANManager A =3y MZEHINTWALERHY, Azure T T N %
FRRET 2 72 1T Microsoft Azure & ilifi CTE HZMERH D £,

Azure SD-Routing Cloud OnRamp 0 #l|fR =15

P )=V a r DLIERTED VPN = b U= A 11 2T, L 100 —Va
ICHEEID NVA RXR—AD 7 T 7 RF— U oA R TEE7,

« Cisco SD-WAN Manager Cix, 1 DD U Y —A T N—TFDOHBHFA S ET,

LU=V a I VPNA— R oA ENVAR—ZAD T T R — 7 oA Bl ES
ZlirTcEEEA,

s VPN — b7 = A LRWGHIL, BEEzRITTEEHA, BEIEL, L722<EH 1 D2DONVA
NR—=2Z2DTTT KT = T =2 A DD DHGEITDIREITTEET,

SD-Routing F§ @ Azure 1R %8 WAN /\ T DX

Cisco SD-WAN Manager @ Cloud OnRamp for Multicloud 7V—72 7 v — %Al L T, Azure {RA WAN
T &AER L, Cisco Catalyst SD-Routing 77 > FH A a7 T4 X— Ry U —7 F721THR A
N VNet 7 7V r— a2 ACEHE L E T, Azure (AR WAN AT & BET D213, IROX AT %
FITLET,

. SD-Routing TNA R EDISIR A VISR S F¥
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7 7179 > k& Cisco SD-WAN Manager D ESiE 17 F .

7> k& Cisco SD-WAN Manager O BiE (T (+
7 717 k% Cisco SD-WAN Manager (ZBE#AT T 51213, IROFNEAFIT L £,

Procedure

Step 1 Cisco SD-WAN Manager ® A == —7>5, [Configuration] > [Cloud OnRamp for Multicloud] % #4R L ¥ 9,
Step 2 [Setup] C. [Associate Cloud Account] #7 V v 27 LT,

Step 3 [Cloud Provider] 7 4 —/LV KT, RKu v XU X K5 [Microsoft Azure] iR L £ 77,

Step 4 WEIERAEN T LET,

J4—ILF A AR

Cloud Account Name Azure v 7 AV U7 a VOZFETEANTILET,

Description (optional) THYY NOBMHENN LET, 207 41—V FiX
fFETT,

Use for Cloud Gateway [Yes] iR LT, 7H WL MV F T R — ko=
A EAER L ET . 7 7 4/ kTl [No] VR E 41T
WET,

Tenant ID Azure Active Directory (AD) O ID #AHLET, 7

F 2 M ID & 21 51Z1%, Azure Active Directory
#E) L. [Properties] #7 U v 27 LET,

Subscription ID ZoU—rT7ua—0—fft LTHHT 5 Azure 7
A7 VT arOID#ANLET,

Client ID MEAED Azure 77V r—3a » ID ZANJLET,
Azure AD\CT 7V r—a U EERT D IE 7T
AT 2 NID &R X — A2 PG T D ke E ORI
DNTIE, Azure D RF 2 A M 2B LT X
A

Secret Key 7747 MIDICHEAS T BT RAT— RE N
LETS

Step 5 [Add] 27 U v 7 LET,

JO—N\ILY 59 FEEDEM & E18
Ja—r vy Ty REEBNBLXOEHT 5120, ROFEEEITLET,

SD-Routing TNA R EDIVSIRAVISR S F ¥ .
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Procedure

Step 1
Step 2
Step 3
Step 4
Step 5

Step 6
Step 7

Step 8

Step 9

Step 10

Step 11

Step 12

Step 13

[Cloud OnRamp for Multicloud] 7 1 > K™ C. [Setup] =V 7 @ [Cloud Global Settings] =~ U v 7 L¥ 7,
[Cloud Provider] 7 4 —/L RC, Rr v 7 & 72U A KD [Microsoft Azure] Z 4R L £ 97,

7 a— N VGEESET DI, [Bdi) 227 Y v 7 LET,

7 —NVRERIBINT 512, [Add] 227 U v 7 LET,

[Software Image] 7 4 —/L RC, Azure Virtual Hub TEH T2 WAN = T NS ZADY 7 Ry =7 A A —
TEIBIRLET,

[SKU Scale] 7 4 —/L R T, HEEMIZIESNT, Fry 7 F oA MNLAF—LEBRLET,

[IP Subnet Pool] 7 4 —/L K C, Azure Virtual WAN N7VZAFHTH IP 7Ry b7 — L Zfge LET, ¥
TFx ey F =i, /16 ~ 24 DEPHN O T VT 4 v ADRBETT,

[Autonomous System Number] 7 - —/L R C, fRMNT LD eBGP BT U 7 DI=dIZV T RF—FU =
A BMEHIT 5 ASN 242 L7

[Push Monitoring Metrics to Azure] 7 - —/L K C, [Enabled] ¥ 7= 1% [Disabled] % 4 L £ 9", [Enabled] % i
RI2E, Aure M7 A7 ) 7o a ACEEMS T N7 T 0 R — 0= A A Y v 273 Microsoft Azure
Monitoring Service N — Z /W EARNCIEFE SNLE T, ZADHDA MY v 7id, TXTDNVA R H—|T
%} LT Microsoft Azure |Z & > THE S EATEGE SN ET,

[Advertise Default route to Azure Virtual Hub] 7 ¢ —/V K& FHE T LET, T 74 BT, 2D
7 4 —/)V Rid [Disabled] (272> C\WEF, [Enabled]| 27 V v 27 3+5&, Xy NU—I DA L H—
Z v b 877 4 w273 Cisco Catalyst SD-WAN 7' 7 U F&EHTU XA L7 hEhE T,

[Enabled] = 7213 [Disabled] 2~ V » 7 L. [Enable Periodic Audit] 7 4 —/\ R&H{ R £ 71T R L £ 9,
EWEAR A H T H & Cisco SD-WAN Manager (X 2 R[] Z S ICHBIEE A U AA—LET, ZOHF)
BMEIINy 7 7T 0 RTEITESN, A—FLAR— PR ERIILET,

[Enabled] & 7213 [Disabled] %~ U »» 7 L C. [Enable Auto Correct] 7 4 —/v R&ZH ) FE 21X Mz LE 9,
HEMEIEA 7> a2 AT b, EMREAEN M) T—3nb7-NT, il &z TomlgEn]
ReZe D HEMEIE SV E T,

[Add] 721X [Update] #27 V v 7 LE7,

D9 RT— bz ADIEREERE

Procedure

Step 1

777 R7— k7= A OERIZIE, Azure A WAN N7 £ NT N 2 D0 Cisco VPN 77— k7 =
ADA AL A ETITHRE NS ENE T,

779 R = b U= A 2B L OEIS 5123, ROTFIHEZFTLET,

Cisco SD-WAN Manager ? A = =—7>5, [Configuration] > [Cloud OnRamp for Multicloud] % R L =7,

. SD-Routing TNA R EDISIR A VISR S F¥
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Step 2
Step 3
Step 4
Step 5
Step 6

Step 7

Step 8

Step 9
Step 10

Step 11
Step 12

Step 13

44 rois |

[Manage] C. [Create Cloud Gateway] %7 V v 7 LE7
[Cloud Provider] 7 4 —/V K C, Fr vy 7Z 72U X N [Microsoft Azure] Z 883 L £ 7,
[Cloud Gateway Name] 7 4 —/L K2, 77U K7 — U= DZHENT LET,
(fE&) [Description] 7 4 —/V KiZ, 77U RS — U =A OiHEANTILET,
[Account Name] 7 4 —/V KT, Ra vy FZ T U R E0nE Azure 7T AUV MEEIEIR L £,
() fREFTE 2 Azure 7 h 7> MMX 1 D75 T,

[Region] 7 4 —/LV KT, Fav 7 X7 U R KNpD [Azure] U —V 3 U ZIEIR L 7,

Note
V—=Ya WO VPN F— R A X1 27T, V—Va VPN — =035 5545, HU
V=Y a VIINVA P — RN = A ZETHZ EIXTEEREA,

[Resource Group] 7 4 —/V KT, ey HZ o URXRINEY Y —XT—T%IEINT 5, [Create New]
ZER L ET,

Note

BLWY =R T N—T 5N T D551, BEOTXTOI T RF— T oA ZHIRTH20ERH Y
F9, Fio, WO 2207 ¢ —/L KTH LU Azure A WAN & Azure (RAE WAN 7 ZAERT 5 LA

&) V) \i—a—o

[Virtual WAN] 7 ¢ —/L RC, Ry 7 X7 U A MpD Azure (RA WAN Z3#4R L £ 4, F721%, [Create
New] #7 U » 27 LT, B L\ Azure {40 WAN Z1ER L 77,

[Virtual HUB] 7 4 —/V K C, Fr vy X7 U X EMD Azure IR WAN N7 Z2I# R L 9, £,
[Create New] 27 V v 7 L C, ¥ L\ Azure {4 WAN N7 24 L £,

[Solution Type] 7 4 —/L RC, Ru v F XU A )5 Cisco vHub & VPN Zi#ER L E 7,

[SKU Scale Unit Size] 7 4 —/V R T, Ry 7 X7 U A MNE SKU A7 —/ba=y A4 X&E RN L E
ﬁ‘o

[Add] 227V v 7 LTCVPNZF— U =A ZJEHLET,

Y4 bOESG

Procedure

Step 1

Step 2

779 R = U =AY A FERET DIIE, ROTFMHEZFITLET,

Cisco SD-WAN Manager D A == —7> 5, [Configuration] > [Cloud OnRamp for Multicloud] > [Cloud Gateways]
RERLET, 77—, 29U KT AU NG ID, 27U REAT RV Yy M= DA
LB TR~ T2 DU R BRERINFET,

777 RTF—=R 0o ZTEIZ, A MeRR, HIBR, £33 010 TEET,
HH¥) o7 79 R~ Fo =122 T, [...]#27 Y 7 L, [Cloud Gateway] & I&IR L £,
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Step 3 [Attach SD-Routing] 27 V v 7 L £7,
Step 4 [Attach Sites] 27 U v 7 L E7,
Step5 [Next] 2 Y v 7 L£7, [Attach Sites - Select Sites] ¥ 4 o NUNKRINET, 7T —7 /i, #IR L7

WAN A »Z—T = A 2O A FRFRINET,
Step 6 [Available Sites] 7> & %A F & 1 DL FIER L, £4 5 % [Selected Sites] (ZF L £ 37,
Step 7 [Next] 27 U v 27 LET,

Step 8 [Attach Sites - Site Configuration] 7 4 > K7 C, [Tunnel Count] Z A JJ L E9, b8 1 T, Akl
2.5 Gbps T,
Step 9 [Use selected interface as Preferred Path] 4~ 5 > "C, [Enabled] ¥ 7= i [Disabled] Z##R L 3, ~/LF 7

TURU—I T7a—L, BIRLIZEWANA VX —T oA A% T 74/ bRALE L TRELET,

Step 10 Next] 27 U v 7 LET,

Step 11 [Saveand Exit] #27 U v 7 LET, REVBEINT DL, T F T A ANIEFITEG SN L Z2RT
Ay —URFRINET,

Step 12 TR AD AT —H AZWERT 5121%. show running cofig =~ > R&2fEH L £,

Step 13 BED AT —H A FKend 5I121%, Cisco SD-WAN Manager D A = = —7)> 5, [Configuration] > [Configuration
Groups] > [Feature Profile] Z 4R L, [View Details] #27 V v 7 L £ 7,
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Procedure

Step 1 Cisco SD-WAN Manager D A == —7>5, [Configuration] > [Cloud OnRamp for Multicloud] > [Cloud Gateways]
ZIEIRLET, 7—7 ML, 29U KT M4 ID, 29U REAT RT3y M —bhuxA L
EBIZI T RT—= b U= ADY R NPRERIRINET,

Step 2 Hios 70 K7 =10 =AT, [..]%27 Y v 7 L. [Cloud Gateway] Z R L 9,
Step 3 [Attach SD-Routing] #27 U v 7 LE 7,
Step 4 [Available Sites] 725 1 DU LD A +Zi#R L, [Detach Sites] 22 U v 7 LE T,

[Are you sure you want to detach sites from cloud gateway?] & \V9 A v —U R 0 RUICERREINET,
Step 5 [OK1 %27 U v 7 LET,
779 RS —= R U oA IZEG SN TWDHYA MIPID S E T,

Step 6 WEDAT —H A% RRNT HIZIE, Cisco SD-WAN Manager D A = = —7>5, [Configuration] > [Configuration
Groups] > [Feature Profile] #1## L, [View Details] %7 U v 7 L £,
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Procedure

Step 1 Cisco SD-WAN Manager ® A = =.—7>5 ., [Configuration] > [Cloud OnRamp for Multicloud] % #R L £ 7,
Step 2 [Discover] V—2% 7 12—, [Host Private Networks] =27 UV v 7 L &9,
Step 3 [Cloud Provider] 7 4 —/L K C, [Microsoft Azure] Z 4R L £ 7,
Step 4 [Tag Actions] Ky FX DU 227 ) w7 LT, IROWTNZERL ET,
ul
* [Add Tag]: VNet £721% VNet D7 —7 DX 7 EAFR L £,
* [Edit Tag]: I L7 VNet OEEfFDO X 7 2 EH L E 7,

s [Delete Tag]: B4R L7= VNet DX 7 & HIE L ET,

VNet 2 5 & TS5 0F 2y FJ—9 VRFDI v EVY

Cisco Catalyst SD-Routing % v k7 —2 @ VNet-VRF ~ v V' 7 Z T 51213, IROFNE%E FAT
l/ \‘i —a—o

Before you begin

VNet 735 VREF ~D~ v B 72T DI120E, 1 DE7I3EHD Azure ) — 3 T VNet O
o FEIEBRL, ¥ 728 LET, RIZ. ACXZ7E2HH L TCVNetz~ v B 745577 40
FOVRFZERLET, 1By hOTFZ0FFT7 4 22T 1 ®Y O VNet DB %~ v B 7T
=FE7,

Procedure

Step 1 Cisco SD-WAN Manager O A == —7>5 ., [Configuration] > [Cloud OnRamp for Multicloud] % #4R L ¥ 4,
Step 2 [Intent Management] C. [Connectivity] 7 U v 27 L £,

Step 3 AT NEERTHITIE, [Edit] #27 Y v 7 LET,

Step 4 VRE, BIXOZFHIZEHEAHT 5TV 5D VNet # ZIZxb 52028/ L, [Save] #27 V v 7 LET,

[Intent Management - Connectivity] 7 «f > R IZlX, 77 F VRF L ZN 60N~ v BV 7 T 5H VNet ¥
T OELHAT —F ANERINET, HAIO LIS, SESERRAT—X R HRT 5 OB LB
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NERENET, ErEniz~ b v 7 ZAROBLOWTNEZ Y v 745 & [Mapped]. [Unmapped].
[Outstanding] ¥ » B> 772 & B AT — X ANHRNBF RS NET,

VNet D H A%

Procedure

VNet Z AT LT, fFFEDZ 7D —2 a2 VNOTRTDOY T RA— R = A M CTHEAZ D VNet
ENDTHR—RNFURTEHIENTEET, 77U RS — M7 = A 26T [Auto] 7 3
DR SN TVD VNet DA EHEID Y TTEET, VNet DE D ML, m— KT 077
NTY ZALZFESNTWET, HIBIZIZZ 77 RS — RNV oA ~DVNETDT X v T /[T X >
FREENDTZD, 8T 74y 7 OFWRRETAABEMERH Y £, VNet DFNNT 7
1%, [tagging] X— T, VNET 627 70U R — T = A ~DBIEFAY Y B TERRTEE
T

Step 1 Cisco SD-WAN Manager ® A = =.—7>5, [Configuration] > [Cloud OnRamp for Multicloud] % R L £ 7,
Step 2 [Intent Management] ¥ —2 77 22—, [Rebalance VNETS (Azure)] %7 V v 7 L £,

Step 3 [Cloud Provider] 7 4 —/L K C, [Microsoft Azure] Z 4R L £ 7,

Step 4 [Region] 7 4 —/V RC, Rry X7 URARNpPD [Azure] U —Y 3 U ZIBIRL ET,

Note

Cisco 17.13.1a YU U — R TiL, 1 DDV =V 3 VIIRECTEL VPN T — r U = A13 1 D7 TY,

Step 5 [TagName] 7 4 —/L RC, Ky 7 XU URNNLH 7 E2EINLET,
Step 6 [Rebalance] #7 UV v 7 LE T,

Cisco SD-Routing Cloud OnRamp for Multicloud D14 fE1E%R

WORIZ, ZOFY 2— /LTt L7HREICET 2V ) —X 1 RERLET, ZoORIX, Y7 b
Tx7 YU =AM A U TEHEROYR— EPEANINTLEDY 7 N7 V) —RAET %2R
LTWET, ZORRIL, FFICH 0 B0V 2nlBEo—EDY 7 v =7 J ) —ZXTH Y
A—hrEnhxd,

TT7Yy N7 r— OV R—= I BLOV R YT MU =T A A=V OV R— MIET D 1HREMER
J % ZIE, Cisco Feature Navigator 2] L &4, Cisco Feature Navigator (27 7 & A3 5121,
https://cfong.cisco.com/{ZHE A FEF, Cisco.com DT 77> MILEDH Y FH A,
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Table 1: Cisco SD-Routing Cloud OnRamp for Multicloud 0% 8 1& R

HaEZ J)y—= HERETE

Cisco SD-Routing | Cisco IOS XE U | Cisco SD-Routing Cloud OnRamp for Multicloud /%, =
Cloud OnRamp for |y — 2 17.13.1a | #—7FA4 X WAN %87 U v 7 7 5% RICHHR L%
Multicloud

Fo ZOVNAFI TRV a—vavik, N7y
7 7T R AT7FAKNT T F v % Cisco Catalyst
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DOHEREIZL D, THRA RXT T RTHRAMINTWD
TV = a T I RATEET,
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