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CHAPTER 1

SD-Routing 7/N\A A TODT7 T ) 5r— 3>
INITH+—RUREZRYDY

ZOFETIE, SD-Routing 7/3A ATT 7Y =2 a v DONRT =< AeT=S —F 5TEICO
WTHMLEYT, S THUT AR, RO LBY T,

« ZITHEYy T ESMLET, onpage |
TN =gy RTp—v A E=F—ZHT 51, on page 1

CCTERYYIESRBLET

o) ~ (] — — v

TI)5r— 3 0N\ IT+—IREZAE—IZET B1EHR
TAVr—var N7 = U AE=S— R, A VTV PR ADNT S AE =S —
ERETEDL, fighanicr7v—2U—2o7 T, ZOWEEMNMHTLIE, 7747 BT X
Y R RT—T BT AN, =R TR NIy NE) T EN 2 Y~
DT FVr—ay NI —< L A YT NEALTERRCTEET, ZOHERIT, 77V r—
Ay ORI F = AERIENT DO E T,

TV = a v N T —< U AE=S—E, FFED ST T 4 v 7 OFHITREEZ T D DI
Hansd, fFiressn-#eE .

FIVr—3 0 RIA—I VR EZAYUGOELRaAVET R

cEZAYDTTOATFAIL: TaT A MK, T HA NI LTCHMEILENCT D
TENTED, HRERINC—HEHDO T T 4 v I/ E=F—TF, ZOHREO—HE LT,
SD-Routing /X7 #—< > A 7’1 7 7 A JLIZ, Cisco Catalyst SD-Routing f > % — 7 = A A%l
WTHRNT T4 07T TTH20DT 7Y r—a VBB (ART) £4E€=
H—MNEEND LI/ E L7, SD-Routing /N7 +—~< A I 757 A VIIEL, 4T
MIHSWC AT T4 w7274 NE ) 7T HHAR) O —0R3H 0 £97,

CAVTHRRb: AT =T A ADANI T 747 EWMTI T T 4 7 OWITCT X v F
SNDNT = AF=S—RY =y FITHELET, 27 F X MTE, AR

SD-Routing T/Nf ADE=Z Y45 .



SD-Routing 7/31 RTOT FUr—av R"o+—vvR ¥4y |

B 77— avkor—<oze=4—07—v70-

TOMENDD N T T 4 v T2 =T OHRPEENE S, A X =T =M RZa
TXRAMNTZyFENDE L AN NI T 497 EMN T T4 w720 ENT DO,
Rt 2 2ORY ==y TPMERESNET, P T 74 v 7 E=F—TIRESN TV DITAIC
EOSNWTRY =~ TINTZvFsnd e, FT774 v 7 DF=F—0BHIGSNET,

TI)r— 3 NNITHFA—I VR EZA—DI—H 70—

NI =<V AE=L—F, XAV I b AL F =Ry T I7ERX (DIA) A X —T A ATD
HAPZTEET, E=F VI HWRIL, DIAS VX —T 24 ATEZGEIND N T T4 v 7D
NI =< ATY, TDFE, SEx&Fhshowa~r REMH+A2 LT, £=#Y 7 LTV
HZT7 TV r—va Ol RoRTEET,

FI)Vr—S3 0 N IDA—I R EZARY UG DRTIREM

i PREEIR

» Cisco I0S XE Catalyst SD-Routing 7 /XA ADE/NY 7 ~ 7 =T /73— g > : CiscolOS XE Catalyst
SD-WAN U U —& 17.13.1a

TV r—vary N7 p—<v A ET=X—OHIRFIHTIRO LB TT,

TN r—a s NI xp—v A E=H—|L, SD-Routing 7 /3 AT ART DAL % PR — b
]\/\i—g—o
ZDOVY—ATHEH, 4L b A X —Fy b TZ7EA (DIA) v F VAN HR— KX
nNTnET

RT =< ADEF=H IV TE, IPv4A b T 7 4 v 7 TORYR—FENET, IPv6 b T
T4 ZEE Y AR—=FENTWER AL

TNV r—=var NI =~ AT, T RO AVF 7Y r—a VL
F=H =Y R—FLTWEEA,

APM T END 7 T A~y 3. MK2ODLAY I TAY Y TOIEFFR—KL, 35
PlEDVvA YT T A~y TV R— M LERA,

Cisco SD-WAN Manager Tl&, SD-Routing 7 /34 A APM % #&E T 5722, CLI X—AD
BOE T N—T DHPYR—F SN TWET,

TFIV5—320 NITFHF—I R EZZ—DRTE

DIAAf v HZ—T oA ATT IV r— a0 RIp—v L AEF=F—FHUNZ L, ARTDO +J
T4 97 AN w7 EBE=H—TEET,
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| SD-Routing 734 RTOF7FUH—Sav I+ —I VR EZL YUY
SD-Routing T/3f ATHDT TV 7—23 v RIT+—I VR EZF Y VI DHRE .

DIAM 2B —DITAATHDINIH+—T 2 ADBEML

DL, SD-Routing application-aggregation 7' 2 7 7 f W EFH L T/ T —< U AE=H —D
AT XA NERETDHEERLTCONET, ZOREICEY, ART T 747 AR w7 D
T=H YV TPEIIRY | FFEDOA =T = A AW SN ET

class-map match-any APP PERF MONITOR APPS 0

match protocol
match protocol
match protocol
match protocol
match protocol
match protocol
match protocol
match protocol
match protocol
match protocol
match protocol
match protocol
match protocol
match protocol

class-map match-any APP PERF MONITOR FILTERS

attribute
attribute
attribute
attribute
attribute
attribute
attribute
attribute
attribute
attribute
attribute
attribute
attribute
attribute

application-group
application-group
application-group
application-group
application-group
application-group
application-group
application-group
application-group
application-group
application-group
application-group
application-group
application-group

amazon-group
box-group
concur-group
dropbox-group
google-group
gotomeeting-group
intuit-group
ms-cloud-group
oracle-group
salesforce-group
sugar-crm-group
webex-group
zendesk-group
zoho-crm-group
--- class-map max 2 layer supported, 3 or

more layer class-map not supported for APM feature
match class-map APP_PERF MONITOR APPS 0

ZOHREWTIZ, XTI~ AE=E DAL TFANERETHTEERLET,

performance monitor context APP PM POLICY profile application-aggregation

exporter destination local-controller source NullO

traffic-monitor art-aggregated class-and APP PERF MONITOR FILTERS interval-timeout 300
sampling-interval 100

TORTEHTIE, AV E—T A A TN T —v LV AE=A—DALT IR NEHMT DT

ZRLET,

interface GigabitEthernetl

interface (s)

performance monitor context APP PM POLICY

—

-—-— DIA

SD-Routing /34 ATHDT T U r—a v RTA—TVREZAY Y

A",

Procedure

Step 1

Step 2
Step 3

Step 4

=L =

AN AE

W T N—T T DI, ROTIHZRAT LET,

[Cisco IOS XE Catalyst SD-WAN Manager] ® A = = —7%>6, [Configuration] > [Configuration Groups] > [Add
CLI based Configuration Group] D JEIZIEIRN L F 9,

[Add CLI based Configuration Group] R v 77 v 7 XA 7 a ' /R 7 AT,

RETN—TZ N LET,

[Solution Type] kv v 77X 7 U A &7 U w27 L, SD-Routing 7 /3 ADYV ) 2—a XA 7L LT

[sd-routing] Z 4R L £ 9,

[Description] 7 « —/V RIZHERED R A2 AN LET

SD-Routing T/Nf ADE=Z Y45 .



SD-Routing 7/31 RTOT FUr—av R"o+—vvR ¥4y |

B ovr—avnior—~oxzzs—0mz

Step 5
Step 6

Step 7
Step 8
Step 9
Step 10

Step 11
Step 12

Step 13
Step 14

Next] 27 Vv 27 LET,
[Load Running Config from Reachable Device] K2 > 7 & 7 U R ~&2 7 U > 7 L, FATFERAEIRT 50,
TXARR Y 7 AR CLI 218N L £,

[Savel 27 VU v 27 LET,
REIN—TXORCHD .17V v 7 L, [Edit] Z#IRL £
[Associated Devices] #72 V v 7 LET,

1 DL EDOT A ZAZIEIR L, [Deploy] #7 U w7 LET

Note

TNV r— g R I =<V AE=Z Y TR, R T =~ VA=A —arTXA N a7 AL
Bl 7o —F=H—RNA 0 =T =2 AL SN TWDEEGS, N7 44—~V A T=H— 2 TFHA
N a7 ABLEN T —F =X —DOEEEFR—FLEHA,

[Configuration] > [Configuration Groups] > [Deploy] %7 V v 7 L £
WETN—THORCHD [..] %7 V7 L, [Bdit] IR L CRT7 p—~v L A E=H— T F AL
TuTrAnE == =L T L, A =T A ATHELGLET,

[Deploy] #27 U v 27 LET,

[Save] 27 VU v 7 LET,

FIUG—23 20 INTA—I R EZR—DHER

SD-Routing 73 ADT TV lr—q v N7 —< 2 R F=H —OREEMERT HITIE. show
per formance monitor cache monitor =~ > K&l L 97,

Device#show performance monitor cache monitor APP_PM POLICY-art agg detail format record
Monitor: APP_PM POLICY-art agg
Data Collection Monitor:

CAT-art-aggregated CTX:0 ID:2947958679|2000002 Epoch:0

Max number of records: 675000
Current record count: 7
High Watermark: 13
Record added: 14
Record aged: 7
Record failed to add: 0
Synchronized timeout (secs): 300
FLOW DIRECTION: Output
TIMESTAMP MONITOR START: 14:10:00.000
FLOW OBSPOINT ID: 4294967298
INTERFACE OVERLAY SESSION ID OUTPUT: 0
IP VPN ID: 65535
APPLICATION NAME: layer7 share-point
connection server resp counter: 1477
connection to server netw delay sum: 10822 < --- SND_ samples
connection to server netw delay min: 100
connection to server netw delay max: 103
connection to client netw delay sum: 3559 < --- CND_ samples
connection to client netw delay min: 20
connection to client netw delay max: 198
connection application delay sum: 936

. SD-Routing T/Nf ADE=4L ) 5



| SD-Routing 734 RTOF7FUH—Sav I+ —I VR EZL YUY
FIUr—vay ios—vox 2 =a—onitEs

connection application delay min: 0

connection application delay max: 122

connection responder retrans packets: 2 <---- lost_samples
connection to server netw jitter mean: 0

connection count new: 108 < ---- SND/CND_counts
connection server packets counter: 2018 <---- total samples

Latency (SND ms) SND_ samples/ SND/CND counts
Latency (CND ms) CND_ samples/ SND/CND_counts
Loss ratio = lost samples /total samples

TFITUHr—2 30 NT+#—I R B —DHEEEER

WORIZ, ZOFY 2— /L THHLIEHEICHTH ) ) —2AEHRkE R LET, ZORE, Y7 K
7 YU —RA N A U TEBBEOYR— NBREANSNLEEDO Y 7 =T V) —XETER
LTWET, ZORRIL. FFICH 0 BV 2nllBFEo—EoY 7 =7 J ) —ZXTH Y
A—hrENFET,

TTy b7 A= LD R— FBEO AT VT N =T A A=V O R— MBI 2R EHER
9% 121%. Cisco Feature Navigator Z{{iffl L &9, Cisco Feature Navigator (27 7 & 29 5 (ZIZ,
https://cfong.cisco.com/IZHE A FEF, Cisco.com DT H 72 MILWEH Y X A,

Table1: 7 7)) 7 —2 3 U N7+ —T VR E= 2 —DHEEER

a2 J1)y—=x HEETE R

Cisco SD-Routing 77" |Cisco IOSXE U |77V r— a3 v 7 p—< 2 A E=X —HEEETIL,
Uhr—g 03 Y—2Z1713.1a | A>TV FR_R—=ADNRT =<V AT HX —FRET
T —< AT X%, BENISNT-TL—LT— I RBEAINTVE
A — T, TO7VL—AU—JEfHTBHE FTFA4T b

Y ITA, Ry NIRRT AN, Ry NT—T
v ITARNTTANEZ) T EINEZ RY =2 R
DT TV lr—ay NI F—< A VT ILHA LT
KIRNTEET,

SD-Routing T/Nf ADE=Z Y45 .
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CHAPTER 2

—

SD-Routing 7/\1 X T® Flexible NetFlow 7
T r—2 a2 uaRk

Z M TIE, SD-Routing 7 /34 A T FlexibleNetFlow 7 7' U /77— 3 > O R &2k &35 ki
DWTHMLET, T THUTOARIT, ROEEBY TY,

* Flexible NetFlow 7 7' U - — 3 > O n[#EIZ B9~ 2 1% , on page 7

« SAIE 7 1 —%{fif] L 7= Flexible NetFlow 7 7"V &7 —3 2 > O u HE DO Fi$E 414, on page 8

o il 415, on page 8

* Flexible NetFlow 7 7'V /77— g O] #itE O34 , on page 8

* Flexible NetFlow 7 7"V 77— 2 O A PE O E, on page 9

« SD-Routing 7 734 A T® Flexible NetFlow 7 7'V & — 5 O v PO BERETS R , on page 12

Flexible NetFlow 7 7'!) r—< 3 VDRI R EIZEE T 5 1B

Flexible NetFlow (FNF) [, 7 /3A A& i3 537 v NOGHHERERMIEL 3, WAN 7213
LANA VX —T7 2 A ALDOFNFIX, 77V r—var A7)V ATy (SAIE) %Al
i LC. Cisco SD-Routing 7 /34 AD WAN £721X LAN A V¥ —7 = A AZH)IET LT XTDO b
T4y (NBERBOWT) 2tk LEST, 7TV =T a4 T IV AT
Tu—E, EARNy X —IEREBZ Ty FEFASDHEABEEZRML L ET, SAIE 7 v —i%, fF
DTy NORFEEHHL, ZEOHREGFHNTRLET 20, Xy ML Tr7va vz
FITLET,

\ )

Note FNF(X., WANF7Z(ZLANA > X —T = A ACOLMHTXFET, WANA > X —7 =4 AL LAN
AVHE =T 2 A ZAOWMFIZHEH LRNTLZEW,

7 /XA A C Flexible NetFlow 7 7 U /r—3 2 O[S EZ G T 5121F. RO F1ET Cisco
SD-WAN Manager il L C7 v —7 — XL EHNTHUBERH Y £,

e NRTF—T U AFT=H— AV TEA N T 77 A0 (HERINDHE)

s 7R —TJAR—HFEu—H/ar fhr—TF~

SD-Routing T/Nf ADE=Z Y45 .



SD-Routing 7734 2 T Flexible NetFlow 7 71 #—% 3 v 0 a[#itE |
B saE 70— %0/ L1 Flexible NetFlow 7 771 7 — & 3 L ORI D AT S 4

\)

Note [E/LDFNFE=X—0NH 55T, FFILWWT r—~ RAE=F—%BINTHZ L2k BT 4 —
VU ANDEB LT AT O, MEDOFNFE=4—0D 70—/ AR—F L T7rn—x/
AR—=FEu—Jiary tn—ZI8MLET, ENLSOLHIF, X7+ —~v L AE=HF—2
VTXARNTur A VEMHTEET,

SAIE 7 O—%{§F L 7= Flexible NetFlow 7 7 1) y—< 3
> DA DRI FH

BTk D & B0 T,
¢« T NA A CiscoIOS XE 17.13.1a A A—VHFT L TNDH I & 2R LET,

« Cisco SD-WAN Manager C7 10 —7 — X ELINRH IR >TNWD Z LA MR L ET,

il BR

Jinl

gl&\

BIRFHIEI IR D & B T,

« Cisco SD-WAN Application Intelligence Engine (SAIE) (2 X 2 ELILGGI OANY R —F S E
R

cF T U RO NI TINY a—TFT 4 T R— N ENER A,

e VT HXRANT BT 7 A)LE ENF =7 AR—ZN[E LR 2 H L TWAE4E. show flow
exporter name 2~ > RiZZDH> LD 1 72T 2R R LET,

NI F—RUVAF=H—aVTFAN IO I A VB r—vary ha—F~D 7 a—
T AR—HL, aryTRFANTa Ty A VERTIe—hrary hg—I~D 70— 7 R
K= DONTNPOILE[FATEET, 5 TRWGEIE, Xy heX 7o bLE
—a—O

¢ CLIR—ZADRETN—TDOHNYFR— FEINTWET,

Flexible NetFlow 7 7 5 —< 3 DDA AED B XL

FNRAADALTHXFA NI T 7 A NVEFT7n—2 7 AR—FEFH LT, FNE7T 7Y 7r—33
ORI TEET,

. SD-Routing T/Nf ADE=4L ) 5



| SD-Routing 7734 X T Flexible NetFlow 7 71 ¥ —< 3 » D AR
Flexible NetFlow 7 ') 7 —< 3 VO AR IED R E .

AVTFFARNTAITIFZFANLATLa v 1DRE

IOFTvarEMHATAZLEEBEIMLET, RIZ, TXAATaryTXA NI e 77 A VE
FHLC7e—F =4 EL{EHMNTDHE2RLET,

performance monitor context FNF profile app-visibility
exporter destination local-controller source NullO
traffic-monitor app-visibility-stats

interface GigabitEthernet5
performance monitor context FNF

TNARNE, A F—T A ATEESNDE, 2T 77 A/L%FNF 70 —F=%— |2
LE9,

JA—IHRKR—AB AT a3 20:RE
WIZ, TNRAATT O —2 7 AR—ZEFHL T 7 e —F —ZELKYEZHINT 02 R L ET,

flow exporter fnf-1

destination local controller
export-protocol ipfix

template data timeout 300

option interface-table timeout 300

option vrf-table timeout 300

option application-table timeout 300
option application-attributes timeout 300

flow record fnf-app-visiblility
match routing vrf input

match interface input

match interface output

match application name

collect counter bytes long
collect counter packets long

flow monitor fnf-app-visiblility
exporter fnf-1

cache timeout inactive 10

cache timeout active 60

cache entries 5000

record fnf-app-visiblility

interface GigabitEthernet)5

ip flow monitor fnf-app-visiblility input

ip flow monitor fnf-app-visiblility output
ipvé flow monitor fnf-app-visiblility input
ipvée flow monitor fnf-app-visiblility output

Flexible NetFlow 7 7'\ 7 —< 3 VDA fATED R E

SD-Routing 7 /XA ACFNF 7 7'V r— a »Ou[ it 2580e 3 51213, WOFEEZEITLET,

SD-Routing T/Nf ADE=Z Y45 .



SD-Routing 7734 2 T Flexible NetFlow 7 71 #—% 3 v 0 a[#itE |
. Cisco SD-WAN Manager % 1§ L 7= Flexible NetFlow 7 71) 7 —3 3 U D AR D FEER

Procedure

Step 1 [Cisco IOS XE Catalyst SD-WAN Manager] ™D A == —7>5, [Configuration] > [Configuration Groups] > [Add
CLI based Configuration Group] D FHIZiER L £ 97,

Step 2 [Add CLI configuration Group] N> 77 v 7 XA TV Ry 7 AT, HEITN—T%ENTLET,

Step 3 [Solution Type] K2 7& 7> U A &7 U > 27 L, SD-Routing7 /XA ADV Y a—arHA7ELLT
[sd-routing] Z R L & ﬁ‘

Step 4 [Description] 7 4 —/L RIZHERED R Z AN L £

Step 5 Next] 27 U v 7 LET,
[Feature Profiles] % 7 & [Associated Device] ¥ 7 & e LWV E 7 NV —T X—=UNERRSINET,

Step 6 [Feature Profiles] ¥ 7 3 2 > C, G T 2k EZEBIMLET,

Step 7 [Savel] #27 Vw7 LT, arvy74Xalb—Tar2RHFLET,

Step 8 BRETN—TZORIZHD[(.)] %27V v 7 L, [Edit] ZI&R L ET

Step 9 [Associated Devices] #27 U v 7 LE 7,

Step 10 1 DU EDTF A 2% L, [Deploy] 27 Vv 7 LET
Note
FlexibleNetflow |Z, N7+ —<v A E=F—aTHFA N Ta 77 A VEBL N7 0 —FE=F —NAf ¥ —
Tz AR EN TN DI HE, N7 44—V AE=F—arTXA N Ty A VBRI r—E=
Z—DEFRZYR—FLEEA,

Step 11 [Configuration] > [Configuration Groups] > [Deploy] #7 U v 7 L¥ 3

Step 12 RE T N—THZOBZ DD [(.)] %27 Vv 2 L, [Edit] ZEIRL TR T+ —v R E=H— arTFA b

TaT7yANETR—E= = ER L, A X —T oA RIS LE T,
Step 13 [Deploy]l #7 U » 7 L£7,
Step 14 [Save] 7 VU > 7 LET,

Cisco SD-WAN Manager % {£ f L 7= Flexible NetFlow 7 7!) 5 —< 3 >
D IR DR

FNF 77V r—3 g o Ou M2 R4 2120%. ROFIEEZRITLET,

Procedure

Step 1 Cisco SD-WAN Manager D A = = —7>5 [Monitor] > [Devices] PJEIZIEI L, U A kH 5 SD-Routing 7 /3o
AR ET,

Step 2 LMD ~=A > T, [SAIE Applications] > [Filter] DJIFIZHEEIR L £ 7,
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Step 3
Step 4
Step 5

Step 6
Step 7

Flexible NetFlow 7 7' 1) ¥ —< 3 U D AR DFER .

[Filter By] # A 7 12 77K v 7 AT, VPN Zi#R L £,

[Traffic Source] T, [LAN] F 7213 [Remote Access] T = v 7 Ry 7 A% A A LET,
[Search] # 7V v 7 LT, N L7774 N ZIZHESINWTTr—La— REHRLET,
Zu—Lla— FRERREINET,

[Export] 27 U v 7 LT, 7a—La— REn—hLv a7 Mems 2E—k LEF
[Reset Al #7 U v 7 LT, TRTOMBEZ 4V Z% ULy bLET,

Flexible NetFlow 7 71 7 —< 3 U D AI{R L D FERR

SD-Routing FNF 77U 7 —2 g ORI Z GRS 5720 S 2 AR 2Ry FU—2 A
rY v 7 0BT 512i%. show performance monitor context [profile name] configuration, show
platform sofware td-l database content dta fnf-statistics, I3 & UF show perfor mance monitor context
fnf traffic monitoring app-visibility-statscache =~ > R & L £,

Device #show performance monitor context fnf configuration
|

! Equivalent Configuration of Context fnf !
|

!Exporters

flow exporter fnf-1

description performance monitor context fnf exporter
destination local controller

export-protocol ipfix

template data timeout 300

option interface-table timeout 300 export-spread 0O

option vrf-table timeout 300 export-spread O

option application-table timeout 300 export-spread 0
option application-attributes timeout 300 export-spread 0
|

!Access Lists

!Records and Monitors
|

|

flow record fnf-app-visiblility-v4
description ezPM record

match routing vrf input

match interface input

match interface output

match application name

collect counter bytes long

collect counter packets long

|

!

flow monitor fnf-app-visiblility-v4
description ezPM monitor

exporter fnf-1

cache timeout inactive 10

SD-Routing T/Nf ADE=Z Y45 .
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cache timeout active 60

cache entries 5000

record fnf-app-visiblility-v4

|

!

flow record fnf-app-visiblility-v6
description ezPM record

match routing vrf input

match interface input

match interface output

match application name

collect counter bytes long

collect counter packets long

|

!

flow monitor fnf-app-visiblility-vé
description ezPM monitor

exporter fnf-1

cache timeout inactive 10

cache timeout active 60

cache entries 5000

record fnf-app-visiblility-v6

|

!Interface Attachments

|

interface GigabitEthernet5

ip flow monitor fnf-app-visiblility-v4 input

ip flow monitor fnf-app-visiblility-v4 output
ipv6 flow monitor fnf-app-visiblility-vé input
ipv6 flow monitor fnf-app-visiblility-vé output

Device# show performance context fnf traffic-monitor app-visibility stats cache
Monitor fnf-app-visibility-v4

Cache type: Normal (platform cache)
Cache size : 10000
Current entries: 2
High Watermark: 4
Flows added: 6
Flows aged: 4
- Inactive timeout (10sec) 4
IP VRF ID INPUT INFE INPUT INTF OUTPUT APP Name bytese long pkts long
1 (1) Gi3 Gi5 layer7 share-point 1517476 3277
1 (1) Gi5 Gi3 layer7 share-point 1306568 3463

- —\® N - O
SD-Routing 7/\1 X T® Flexible NetFlow 7 7'!) 7—</ 3
S s, == £
VDA {RMEDHEREEER
WDORIZ, ZOFY 2—/L Tl LIZHEEICET) V—AERERLET, ZOFRF, Y7 b
2T VU —R LAV TEBEOTR— FRBEASNZLEEDOY 7 Y27 VU —RE1T %2R

LCWET, ZOBEIZ, KW BNV RY . ZERUKO—EBO Y 7 vy =7 VY —XTHH
A—hFENLET,
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a > OARME

SD-Routing 7/ X T0D Flexible NetFlow 7 7 1) 7 —> 3 v aiteoactss [

TT 9 b7 A= LD R PRIV AT VT N =T A A=V O R— MIET D REHE
F % I1Z1%. Cisco Feature Navigator 2/ L £, Cisco Feature Navigator (27 7 & 2§ 521X,
https://cfong.cisco.com/{ZHEFA FEF, Cisco.com DT 7> MILEH Y A,

Table 2: SD-Routing 7 /N4 X T® Flexible NetFlow 7 7') r—< 3 U DR #R D BETFHR

BelR

HEER

)—2A

SD-Routing 7 /XA A TD
Flexible NetFlow 7 7" U
r—3a O

Cisco IOS XE U
J—2Z17.13.1a

Flexible NetFlow (FNF) OHEREIL, 7 /31 A &l
T3y bogiEHEREzRME L, FrrrER
TP — 2 VPN Ol i b 97, £,
SD-Routing Application Intelligence Engine (SAIE)
Zffif] LT, CiscoSD-Routing 7 /XA A D VPNO %
WET DT _XCORNT 7 47 b LET,
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SD-Routing 7 /N4 XM 7 O— L X)L Flexible
NetFlow H-7K— ~

ZDOFETIE, SD-Routing 7 /31 A T 11— L ~UL Flexible NetFlow ¥ 78— b Z#% &4 5 Fikic o0
THMLES, ZZTHUMTDHFL, KO LEBY TT,

« 7 11— L ~L Flexible NetFlow {2V T, on page 15

+ SD-Routing 7 /XA A ® Flexible NetFlow € =% VU > 7 D4 A 7, on page 16

« 7 11— L L Flexible NetFlow ?O A5, on page 16

+ 71— L ~L Flexible NetFlow = > 7R— > |, on page 16

+ SD-Routing 7734 A C Flexible NetFlow & = ¥ — %3 %29 % Jjik, on page 17

« 71— L~L Flexible NetFlow % 5% 3E 3 % 72 O O HI 44 F, on page 18

« 71— L)L Flexible NetFlow O (2 B9~ % HilfE FIH, on page 18

« EzPM 7't 7 7 A L&A f] L 72 SD-Routing 7 /3 A A TP 7 1 — L~L FNF D E, on page 18

e 7 —F =X —%fi[f] L7 7 17— L~L Flexible NetFlow D&, on page 19

* Security Unified Logging {Z-2\ T , on page 21

« 7 /NA A TP Security Unified Logging D% & (2 B9~ % il FR 215, on page 21

«EzPM 711 7 7 A )L & f] L 7= SD-Routing 7 /A A T Security Unified Logging D% i, on

page 21

e 7u—E=4%—%ffH L7 SD-Routing 7 /3 A T® Security Unified Logging D&%, on page
22

« SD-Routing 7734 A D 7 11— Ll Flexible NetFlow O %1k, on page 24

28— L AJL Flexible NetFlow [ZDU\T

Flexible NetFlow X, $FEDEMCHDOET KT 7 4 v I Wi RT A —Z & AX <A XT HikiE
ZiBhnd %, J60 NetFlow OLEIERE T4, Flexible NetFlow TlX, FF 7 1 v 7 D =® Dk
WA A ERR U720 . BRI RS = o R =R FEH LT — 2 &7 AR —
N5 ENEHITR ET,

Security Unified Logging (SUL) 727 7 A VL, 77V r—a b~ bB L7 o — L)L)
T T 7 ANMAHET 52T N TOHRE T A — =y P& LTHREL £,
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. SD-Routing 7 /X X @ Flexible NetFlow E=42 1) 5 D41 7

AR 7 u— LUV DFE RN ERWNGSIE, FNFE=Z—I27 77U r— 3 o On[ b2
TXFET, £, 7o —L LD FNFE=X—2HMI LT, 77V r— 3 LYULDERE
EEDX Y ST Y ENTET R TCOT—Z 2R RTHIEHTEET,

LANA > Z—T 2 A4 AFIIWANA VX —T = ZADOWNT NN TT7 a2 — L ~LOn[ ke =4 —
EEHMNZTDHZET, Ny hOZEAIU Y FEBIECTEET, ZHIZXY, LAN 25 WAN ~
DANNIBIOHE T —Z " o7 4w 7 7a—RNEHROTFT—2 O EENRE SN ET,

IPvda BLIOIPv6 712 haLjd, RT3 —< L RAEF=H— a2 TFRANRA U EZ—T A AIZiH
HEnr-%, 7+ THMCRD T, 27 L, XT3 —~< L RAEF=HF T arTRA b
BRETHILET, IPVA7a ba L FEHIZIPv6 72 ha/LOWWT NN EA(NCTLHZ ENTEF
7

SD-Routing 7 /34 X M Flexible NetFlow E=42 1) > 5 D4

47

SD-Routing . kKD 3 FiD FNF £=4% VY o 7 R &EH KR —hLTWET,
« 24 NetFlow 77U & —3 3 o OW Mk
e 71— L L FNF

« Security Unified Logging (SUL)

20— L ~XJL Flexible NetFlow D %) &5

7 —L~YLENF 2G5 L. ORI ERH D F9°,
« 78— L UL FNF |L. B2 LUV OGEHEHR 230t U9,

e 7u—LULFNF §iatid, 427~ ROREFHGHEO 72912 Cisco Catalyst SD-WAN 734743
KXOSD-WAN =4 VY > 7 SN ET,

70— L AL Flexible NetFlow O >/ R—F% > k

Flexible NetFlow [X, W< 223D AN =— g o C—ICfEH LT, T—#x 7 ZAR—FBLXOH
T4y NEFITTE DA K= TR EE T, Flexible NetFlow O = —H—E KD
Z7a—La—KRBLOaryR—xr hOERIZE > T, RO D7 4 Fa—var a
v U REFALC, 2y NI—F T TR ATOT XTI AR—="BIXORINT 7 4 v 7 5H
DO D I F S ERREDERMPHEL TR0 £3,

KH7H—F=H—|Z, Je— La—F, Je—TJAR—F BIOX¥ vz XA TOMEE
DA EDOEEZRETEET, 70— AR—=ZDUKEIPT KL AR ED/IRT A —H 24
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| SD-Routing 7734 X ® 7 B— L AL Flexible NetFlow * 7K—
SD-Routing 7/34 X T Flexible NetFlow € =4 —%H%IZF 5 43% .

L. 7u— o AR—ZEFHTHIT_RTO 7o — F=F — 2o L CHEKICAE SN E
4, Z Z TlX. Flexible NetFlow = i R—F% > hDZ DAL ER A IRAE L £,

«7JO— La—F
Flexible NetFlow Tid, ¥ — 74— /L KL dEd— 7 4 — L RO AELEE L a— R E N

%9, Flexible NetFlow ® L == — R Flexible NetFlow 7 @ — E=4% —|Z# Y K THH, T o—
F=H DN SN Xy v aBNE@mINET,

« JO—IHRF—4A

Ta—TJ AR—ZTIE, 78—F=HF XX v alNOT—FE2VE—F VAT LA (LE X

IIHTE L ORE O 7= DIZ NetFlow 2 L 7 X #FATT 5% —3) I[Z=7 AKR—FLET,
TH—T AR—ZT, AT 4 X2l —a L THOZ T 4T 4 & LTERENE T,
Tu—TJ AR—Z|E, Tu—F=F|IT—F T AR— MR RMET D 0icTr—F
:&K%U%TBMiﬁo@ﬁ@7m%IﬁzﬁM5%W&LT\loikﬁ@ﬁ®7m%
FE=XIZHHTHE, W< DOPDT T AR— %%%%Té’kﬁf%i?‘lo@7m~
T AR—=ZEEHR L, W OO T —F=Z |ZHHT5Z ENTEET,

e JA—EF=H—

71— =% —|LFlexibleNetFlow D 2 > R—R > R THVY, Xy NT—27 T 7 4 v I DE
=XV T RFATDHEDIC, A F—T = AZHEASNET,

Ju—E=4—id, J%%%ﬁﬁwv:%F FTFvaropva—x g AR—% BT
0— E=X =N OA 2 —T 2 A A S NS EXICTHEBIMIZER ST v v o=
TR SNET,

T —TF—=HEFRxy NTV—T 8T T 4w I bUESH, Tr— L :—P@mw74~wP
BEPnonkey 7 f —/L RIZHESWTHEH T a ARl 7r— F=F— F v v =2 ZBINS
nWET,

SD-Routing 7 /31 X T Flexible NetFlow £ =42 —Z# H%fIZ
ERCYRS

7 u— LYV FNF ZHNZT DI, IRD 2 OO HERH Y 9,

«EzPM 7RI 7A4IULDER: 2t o7 e 7y A VB L T7e—La— RaHE
TXBRY IR ETT, EZPM e 7y A VAT AL, 7SV A—2a>on
ik, 7e—rrou bk, BELOPSUL E=# —%2RETXTET,

c JO—F=4—0OFR: Zht. FH7 ok RTd, 7o—La— RaEEKRL, 77U r—
Tarouitt, 7e—1 Lottt BIOSULORr—F /Lo AR—=H |7 AR—
]\ Lij‘o
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B 72— L~ Fexible NetFlow £ 825 5 1= DETIRE 4

27 O0— L~ )L Flexible NetFlow Z:%E3 2 1-ODEIIEEH

Cisco /L'—# T license boot-level advantage Z A ¥NZ T L2 LE N H Y £, ZNITLY, EzPM 7'
7 7 AV CLI R — k&4 HF 5 72 D Network Advantage 237F H AL E 7,

7 00— L X)L Flexible NetFlow D:E EI1ZFH 9 A %|PREIE

WIZ, 7u— L)L FNF #EICHT 2 HIRFIHZ R LET,

« Cisco SD-WAN Manager TlE, CLI X—AZADKE//V—7 CLI 77 L —h, £IECLIT

KAv 77 7 A NEfH LT, SD-Routing 7 /34 AD 7 12— LYK ENA[HETT,

TN = a LB a— L ORI L T, A=y b X —T = A

ADNNIT =2 W T =2t =4—LFEd, =R H—=T A AL T

AR—=RF A H =T 2 ADM T TRESNTWDE G, HL7e—0 7y ME2Mh Y

v hENET,

%ﬁmr7ﬂ_V&”V3*F74—”F%ﬁ%bf7m~%*& %wx&v4f¢5:
LIETEERA, MO T e —L L L a— R 7 4 —)L RRE=X— 2B Sh-s.

PSV F—X A S £ A,

1 ODA L E—T A AT IV — g ORI, 7o — UL ou ik, F7-1% SUL

TR T ANDNTNUNERETETET, AV F—T =2 AZHEHTEXHEPM 77 7 A

U1 FEEE T T,

EzPM 707 7 A JL%Z{EF L 1= SD-Routing 7/\1 XA TD
20— LAXJLENF D:EE

70— LYLENF =4 U > 72T 585 451%. 7 7 4/ k@ Easy Performance Monitor
(EzPM) a7 7 A VZHTE £, Ez2PM O ONWTIE, 2HH2F R LTI EE N,

Ta—L-ULORHMEICIE. T A — g U UL OFEIEIRE T u— L UL OGEH B O
HNEENET, LD, FNFE=XZ—DOT 7Y r—a L On[ 2G4 50

LR 720 £,
Procedure

Step 1 EzPM 70 7 7 A VEAVER L £7,

Device# configure terminal
Device (config) # performance monitor context context name profile flow-level-visibility

Device (config-perf-mon)# exporter destination local-controller source NullO
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Step 2

70—

J0—E=Z4—%{EMAL1=70—LAR)L Fexible NetFlow D:5%E

Device (config-perf-mon)# traffic-monitor flow-level-visibility-stats
Device (config-perf-mon) # end

Device# configure terminal

Device (config)# interface interface-id

Device (config-if)# performance monitor context context-name
Device (config-if)# end

NI F— LV AET=H— AV THXRARNEA, =T oA AZHWHLET,

Device# configure terminal

Device (config)# interface GigabitEthernet interface-id
Device (config-if)# performance monitor context context-name
Device (config-if)# end

E=-4A—%F{FEHLE=70—LAJLFlexible NetFlow

DEI¥

Procedure

Step 1

Step 2

Ju—F=F—%HLT78— L UL FNF #RET AL, WOFEERITLET,

FNF 70— 7 AR —HEZ{EF L C7n—La— FEERLET,

Device# configure terminal

Device (config)# flow exporter
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #

exporter-name

destination local controller
export-protocol ipfix
template data timeout seconds
option interface-table

option vrf-table

option application-table
option application-attributes
exit

IPvd hS 7497 D7a—L~YbEa—D7a—La— RFEERKLET,

Device# configure terminal

Device (config)# flow record flow level visibility ipv4

Device (config-flow-record) # match routing vrf input

Device (config-flow-record) # match ipv4 destination address
Device (config-flow-record) # match ipv4 protocol

Device (config-flow-record) # match ipv4 source address
Device (config-flow-record) # match transport destination-port
Device (config-flow-record) # match transport source-port
Device (config-flow-record) # collect application name
Device (config-flow-record)# collect connection id long
Device (config-flow-record)# collect connection initiator
Device (config-flow-record) # collect counter bytes long
Device (config-flow-record) # collect counter packets long
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Step 3

Step 4

Step 5

Step 6

collect flow end-reason

collect interface input

collect interface output

collect ipv4 dscp

collect timestamp absolute first
collect timestamp absolute last
collect transport tcp flags

end

Device (config-flow-record
Device (config-flow-record
Device (config-flow-record
Device (config-flow-record
Device (config-flow-record
Device (config-flow-record
Device (config-flow-record
Device (config-flow-record

) #
) #
) #
) #
) #
) #
) #
) #

IPv6 N7 7 47 D70 —LLE=2—D7a—La— REERLET,

Device# configure terminal

Device (config) # flow record flow level visibility ipvé6
Device (config-flow-record) # match routing vrf input

Device (config-flow-record match ipv6 destination address
Device (config-flow-record) # match ipvé protocol

Device (config-flow-record) # match ipvé source address
Device (config-flow-record) # match transport destination-port
Device (config-flow-record) # match transport source-port
Device (config-flow-record) # collect application name
Device (config-flow-record) # collect connection id long
Device (config-flow-record)# collect connection initiator
Device (config-flow-record) # collect counter bytes long
Device (config-flow-record) # collect counter packets long
Device (config-flow-record) # collect flow end-reason
Device (config-flow-record) # collect interface input
Device (config-flow-record) # collect interface output
Device (config-flow-record) # collect ipvé dscp

Device (config-flow-record) # collect timestamp absolute first
Device (config-flow-record) # collect timestamp absolute last
Device (config-flow-record) # collect transport tcp flags
Device (config-flow-record) # end

) #
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)

TR —F =X —FHMMILT, IPEA N T 74w I DFRy NT—T 8T T 4 v 7 D70 —L~LOu[ %5
ITLET,

Device# configure terminal

Device (config)# flow monitor fnf-flow-level-visiblility-v4
Device (config-flow-monitor)# exporter fnf-1

Device (config-flow-monitor) # record flow level visibility ipv4
Device (config-flow-monitor)# end

Tu—F =X —EH{MILTC IPv6 b T 7 4 v I DXy NIT—T T T 4w 7 D7 a—L~YLOn[ %5
ITLET,

Device# configure terminal

Device (config)# flow monitor fnf-flow-level-visiblility-vé
Device (config-flow-monitor)# exporter fnf-1

Device (config-flow-monitor)# record flow_ level visibility ipvé6
Device (config-flow-monitor)# end

Tu—F=HF =AU B —T oA AZHEALET,

Device# configure terminal

Device (config)# interface GigabitEthernetl

Device (config-if)# ip flow monitor fnf-flow-level-visiblility-v4 input
Device (config-if)# ip flow monitor fnf-flow-level-visiblility-v4 output
Device (config-if)# ipv6é flow monitor fnf-flow-level-visiblility-v6 input
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Device (config-if)# ipv6 flow monitor fnf-flow-level-visiblility-v6 output
Device (config-if)# end

What to do next

SD-Routing 7 /34 A TH T B —L~YLF —HDE=H —

Security Unified Logging [Z DUV T

Security Unified Logging Zflifl 45 &, V=0 _X—AD7 7 A4 T 74—/ & IPS, URL-F, AMP
7 EDHEFBYIEBEREO r VT — 2 A TEE T, IO OKEIZ, T ey 7 Skt b

T4 7, BE. AN EREAY 27 OHESS, BET oA — N e ha
FRET TV = arTORN I T4 v 7 FERd Ry v ar ey vyl L= Va8 BT
WAL B ET,

SUL 78 7 7 AT T R_RTOT7Ta—1LUL7 4 — )L RBREENTWABTD, SUL7D774’/I/
NI TICEH I TCWAEEIE., 7a—Lb - VvOufitts A v 2 —7 =4 AEHT 2051 H
D FEHA, SULIL, IPv4 & IPv6 Ol D7 e haLzdR—kLET,

T /34 X T Security Unified Logging D% E (ZF8 9 % # R
I,E

Jinl

i)

TNA AT SUL #2755 6 OHIRFIHITRD L0 TT,

-Tf)&Hyaymiﬁ@(%%mw)%7m OufEZe Y MO ENE 72 7 7 A L NER
méﬂf“é SN am7m774W%&mL&wT<téwo_h%@30@7m77
A ik, &@m%ﬁ%@@#ét WA EICHHBI TH D DBERH Y 17,

e WAIICSUL L a— R 7 4 — L REMHL T —F=F —2 DRI A AT A LIFTE
FH A, BMRSUL L a— K7 4 —)L RRE=F—1ZBMEN=54. PSVF—Z i34
SNFEHF A,

o BEF EOFIRIC LY, SULE=X—ZH T MOBRENET D720, 774/ FTIESUL %
LANBLUOWAN A v X —T = A ZADOWFIZHEHTALENH Y F4,

EzPM 707 7 A4 )L%Z{EF L 1= SD-Routing 7/\1 A TD
Security Unified Logging D :%E

SD-Routing 7 /3 AT SUL Zi% €T 286G, IRD 2 DOHENRER SN TNET,
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Procedure

Step 1 EzPM 70 7 7 A VERELET,

Device# configure terminal

Device (config) # performance monitor context context name profile security-unified-logging
Device (config-perf-mon) # exporter destination local-controller source NullO

Device (config-perf-mon)# traffic-monitor sul-fnf-config

Device (config-perf-mon) # end

Step 2 NI F =RV AEF=ZH— AV TXANEA L H—T = A AZHEHLET,

Device# configure terminal

Device (config)# interface interface-id

Device (config-if)# performance monitor context context-name
Device (config-if)# end

What to do next

SD-Routing 7 /34 A T Security Unified Logging 7 —# D& =4 —

J20—E=42—%{EMH L= SD-Routing 7/ X TD

Security Unified Logging D iz E

Jua—F=HF—%H L TSUL % €T DI, MOFIHEZEITLET,

SUMMARY STEPS

1. SULO 7 —=7 ZAR—ZZEH LET,

2. Ju—La—KRERELET,

3. SULO7 e —FE=F—%HILET,

4, Tu—F=R—F A B —T oA ATHWHLET,
DETAILED STEPS
Procedure

Step 1 SUL D7 v —x 7 ZAR—H ZAER LET,

Device# configure terminal

Device (config)# flow exporter sul-1

Device (config-flow-exporter)# destination local controller
Device (config-flow-exporter)# export-protocol ipfix
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Device (config-flow-exporter)# option interface-table

Device (config-flow-exporter)# option vrf-table

Device (config-flow-exporter)# option application-table
Device (config-flow-exporter)# option utd-category-table
Device (config-flow-exporter)# option utd-file-type-table
Device (config-flow-exporter)# option application-attributes
Device (config-flow-exporter)# option c3pl-class-table
Device (config-flow-exporter)# option c3pl-policy-table
Device (config-flow-exporter)# option fw-zone-pair-table
Device (config-flow-exporter)# option fw-zone-table

Device (config-flow-exporter)# option fw-proto-table

Device (config-flow-exporter)# option utd-drop-reason-table
Device (config-flow-exporter)# option sdvt-drop-reason-table
Device (config-flow-exporter) # exit

Step 2 7ur—La— RzRELET,

Device# configure terminal

Device (config)# flow record sul-sul-monitor-vi4

Device (config-flow-record) # match routing vrf input

Device (config-flow-record match ipv4 protocol

Device (config-flow-record match ipv4 source address

Device (config-flow-record match ipv4 destination address
Device (config-flow-record match transport source-port
Device (config-flow-record match transport destination-port
Device (config-flow-record collect ipv4 dscp

Device (config-flow-record collect transport tcp flags
Device (config-flow-record collect interface input

Device (config-flow-record collect interface output

Device (config-flow-record collect flow cts source group-tag
Device (config-flow-record collect flow cts destination group-tag
Device (config-flow-record collect counter bytes long
Device (config-flow-record collect counter packets long
Device (config-flow-record collect timestamp absolute first
Device (config-flow-record collect timestamp absolute last
Device (config-flow-record collect application name

Device (config-flow-record collect flow end-reason

Device (config-flow-record collect connection initiator
Device (config-flow-record collect connection id long
Device (config-flow-record collect ulogging fw-zp-id
(config-flow-record collect ulogging fw-zone-id-array
(

(

(

(

(

(

(

(

(

(

(

(

(

(

(

(

(

(

(

(

(

(

) #

)

)

)

)

)

)

)

)

)

)

)

)

)

)

)

)

)

)

)
Device )

config-flow-record)# collect ulogging fw-class-id

)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)

Device
Device (config-flow-record collect ulogging fw-policy-id

Device (config-flow-record collect ulogging fw-proto-id

Device (config-flow-record collect ulogging fw-action

Device (config-flow-record collect ulogging fw-src-ipv4-addr-translated
Device (config-flow-record collect ulogging fw-dst-ipv4-addr-translated
Device (config-flow-record collect ulogging fw-src-port-translated
Device (config-flow-record collect ulogging fw-dst-port-translated
Device (config-flow-record collect ulogging utd-ips-pri

Device (config-flow-record collect ulogging utd-ips-sid

Device (config-flow-record collect ulogging utd-ips-gid

Device (config-flow-record collect ulogging utd-ips-cid

Device (config-flow-record collect ulogging utd-urlf-url-hash

Device (config-flow-record collect ulogging utd-urlf-url-category
Device (config-flow-record collect ulogging utd-urlf-url-reputation
Device (config-flow-record collect ulogging utd-urlf-app-name

Device (config-flow-record collect ulogging utd-amp-dispos

Device (config-flow-record collect ulogging utd-amp-filename-hash
Device (config-flow-record collect ulogging utd-amp-file-type

Device (config-flow-record collect ulogging utd-amp-file-hash

Device (config-flow-record collect ulogging utd-amp-malname-hash

Device (config-flow-record collect ulogging utd-drop-reason-id

#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
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Device (config-flow-record
Device (config-flow-record
Device (config-flow-record
Device (config-flow-record

( )# collect ulogging sdvt-drop-reason-id

( )# collect ulogging utd-ips-policy-id

( )# collect ulogging utd-ips-action-id

( )# collect ulogging utd-urlf-policy-id

Device (config-flow-record)# collect ulogging utd-urlf-action-id

Device (config-flow-record)# collect ulogging utd-amp-policy-id

Device (config-flow-record)# collect ulogging utd-amp-action-id

Device (config-flow-record)# collect ulogging utd-urlf-reason-id

Device (config-flow-record)# collect ulogging flow-direction

Device (config-flow-record)# collect ulogging fw-user-name

Device (config-flow-record)# collect ulogging fw-src-ipvé6-addr-translated
Device (config-flow-record)# collect ulogging fw-dst-ipvé6-addr-translated
Device (config-flow-record) # end

Step 3 SUL D7 u—F=X—%HGLET,

Device# configure terminal

Device (config)# flow monitor sul-sul-monitor-v4

Device (config-flow- monitor)# exporter sul-1

Device (config-flow- monitor)# record sul-sul-monitor-vi4
Device (config-flow- monitor)# end

Step 4 THR—FE= A U H—T oA AT L ET,

Device# configure terminal

Device (config)# interface GigabitEthernetl

Device (config-if)# ip flow monitor sul-sul-monitor-v4 output
Device (config-if)# end

What to do next

SD-Routing 7 /3 A A T® Security Unified Logging 7 —# D& =4 —

SD-Routing 7 /34 XM 7 O— L /L Flexible NetFlow D&
hit

Cisco SD-WAN Manager Zf§iJI] L T7 12— LUV ENF 2 32T 51203, ETRESN— T 24E
L, ISR TFIREFITLET,

RRET IL— T DIER

BE T N—T AT DI ROTFIHZFATLET,

Procedure

Step 1 Cisco Catalyst SD-WAN Manager D A = =— 5, [Configuration] > [Configuration Groups] D NEIZER L,
[Solution] K2~ 7 & 7 ) X hH 5 [SD-Routing] V' U =—3 3 &I L £,
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Step 2 [Create Configuration Group] 27 V v 7 L, XA 7 VR v 7 ATHH L&l & N7 L. [CLI Configuration
Group] # 1% L T [Create] 7 U v 7 LE 7,

Step 3 [Load Running Config from Reachable Device] K12 v 7 X U X b, T34 ZA&#IR L ET,
Step 4 CLI 7° [Config Preview] 7 ¥ a3 v ice—R&hi 6, [Save] 227 U v 7 LET,

TINA ZADEE T ERET IV — T DRE

TS ZAOFGE & BIEANT TR 21213, ROTIHEFITLET,

Procedure

Step 1 BEIN—TZOMIZHD () Z7 V7 L, [Edit] IR L ET,

Step 2 [Deployment] A > C, [Add] %27 V v 7 L, BE#A[IT 5T A ZZEIRL 7,
Step 3 1 DL EDT A ZA%IER L, [Deploy] 7 U v 7 LET,

Step 4 [Save] 27 U v 7 LET,

—

SD-Routing 7 /N f ATHOIA—LARILT—EDE=_S—
FNA ADFEEIP, Bigs el — b, SELIPARED 7o — L~ LR EZ R EB L T2 —
T 5121, MOFEEETLET,

Procedure

Step 1 Cisco SD-WAN Manager M A = = —7>5 [Monitor] > [Devices] DJIEIZEER L, U A FH 5 SD-Routing 7 /34
AN L E T,
Step 2 JEfll D1 T, [SAIE Applications] > [Filter] DJEIZIER L £,

Step 3 [Filter By] #A 7 11 Z'7R v 7 AT [VPN] Z 4R L, [Search] %727 U v 7 LT, R L7174 L FIZHSNT
Zu—la— REHRRLET,

Step 4 [Export] #27 Vw27 LT, 7u—Lba—Razua—H )T AT LI AR—KLET,

SD-Routing 7 /34 X T® Security Unified Logging T— 2 DE=4 —

TNA ATSUL T —X %=X —F5I121F, ROTFINEEZEITLET,
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Procedure

Step 1 Cisco SD-WAN Manager ® A = = —7> [Monitor] > [Devices] DJIEIZER L, U A FH>5 SD-Routing 7 /34
Az ERLET,

Step 2 LD~ A 5, [Connection Events] > [Filter] OIEIZIER L 97,

Step 3 [Filter By] # A 7 12 Z'7R v 7/ A C[VPN] Z#4 L, [Searchl| Z 7 U v 7 LT, R L7 4 L FIZHSNT
7o—La— REBRRLET,
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CHAPTER 4

SD-Routing /31 A TD/NT Y k¥ TF

ZOFETIEL, SD-Routing 7 /31 AT/ y ¥ X 7 F ¥ @B T 2 HEICOWTHIFLES, =
ZTHMT AN, KD EBY T,

o Ny N¥ ¥ T ¥ 2OV T, on page 27

« X7y MR ¥ 7T v OFBEE, on page 27

* SD-Routing D737 v k% v 7T v OI%RER i , on page 29

INTY RN TFw[2DUNT

Ny bRy T F v HREAE TS &, SD-Routing T/NA AD NT T 4 v T XY T F ¥ LTH
rT&xFEd, BIRLZVRF TH—F v MMy Z—T oA AZBEIRTHZ LT, "y by
Fy&lfTcEEd, £/2, BEILIPT FLA, SEEIPT FLA, LA Y4 7o haLFeshk
EERIRETDHILET, Ui bT 74 v 7 74V EZERETEET,

INTY XY TF v DETE

AR

BRI

« Cisco IOS XE Catalyst SD-Routing 7 /3 ZADIg/NY 7 b7 =7 73— 3 ;. Cisco I0S XE Catalyst
SD-WAN U U — & 17.13.1,

* [Administration] > [Settings] ~<—3 TT — & A b U — ARH /> TNDZ L EHER L E T,

HIRHIFHIZR D LB T,
e« xDSL (ATM/A —H %y h A v Z—T A A) [T R—FENTWEHA,
e A AF I IR T Vv A A H—T A AL, FlexVPN TOHYR— hENET,
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N—=T Ry A =T =2 A AT R—F SN THEEA

‘BDIBIXORLAF¥2EFP/Y—ERA AL AZ LA E—T oA AT R—F IR TWNER
oo

Ny F XY TFVYDEE

Ny "Ry T F Y EHRET DR, ROFHEEFITLET,
Procedure

N

Step 1 Cisco SD-WAN Manager @ A = = —7>5 [Monitor] > [Devices] DJEIZEEIR L £ 7,

Step 2 T A A& IR T HI21E, [Hostname] 5| TT A A% %7 U w7 LET,

Step 3 Z£~XA T [Troubleshooting] 2~ U v 7 L. [Packet Capture] %7 U v 7 LET,

Step 4 [VPN] 7 4 =)L RTC, A v X —T =2 A% T4 NHE Y 7T 57280 VPN ZiER L £7,

Step 5 [Interface corresponding tothe VPN] 7 4 —/L RTC, "Fry NaXx ¥ I F v 34—y MM —T A A%
HEIRL £,

Step 6 (L) [Traffic Filters] #27 Vv 27 LC, BT 5 774 v 7 OB EXF YT F X THIICT 4V E =K
ELET, ZHAUTKY, Ry N =7 OAMDBEIRS L, FFED/NT y FOSTREGITRY £,
a) [SourceIP] 7 4 —/L RIZ, "Fr vy haXx T F ¥ T 5734 ADEFEIRIPT RLUAEZATILET,
b) [Destination IP] 7 4 —/L KiZ, N7y hEXY T F ¥ T 5T/ ZADWHIP T RLAEZALLET,
¢) [Source Port] 7 4 —/L RIZIE 5 IGAR— FESEA LET,
d) [Destination Port] 7 ¢ —/L RIZ5i AR — M SEANTI LET,

Note
EAEICAR— P ESESEAR— NI, e Fad 6 (TCP) £7213 17 (UDP) OGSO S E+,

e) FIIWARZ U EHFH L TRARZ 4 VX E{HMI L, BEHEITCIP N T 747 EWETP N T 7 407D
Wiz 7 g B 7 LUET,

Step 7 [Start] 27 V v 27 LET,
Cisco SD-WAN Manager (%, 8 SN/ 7 4 VEZZFHLTAT v bOF ¥ FF v ZRIGLET,

Step 8 [Force Stop] £721I ¥ A LT U MA T a v ZMHLT, ~Xry My 7 Fx 2fFILbT&E7, £7-. 5MB
DNNTy Nexx T7Fx 358, Ty bRy 7 F I FAFICIELET,

Step 9 [Download] 7 A4 2% 27 Vv 7 LT, Nry X ¥ T Fx 77 ANEVATAIF T m—RLET,
Note
Ny bRy I F ¥ et AOFETHIL, [PacketCapture] X— T E EHFH L=V, X—IUNOLBH LD L
WTL7ZEWY,
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SD-Routing D/ v k& ¥ TF v DI#EEIFER

RORIZ, ZOTY 22—V THY LIHEIZHT DY U —2AREZR LET, ZORE, Y7 b
V=T VY= FLA U TERBEOY R— FREASNIZLEDY 7 by =TV ) =R 21T Z2mR
LTWEY, TOMAIE, FHTH D B0 RY . ZhUBEO MDY 7 hy =27 V) —=ATHH
R—h SN ET,

TT7y b7 A= BOYR— b BLIOV AT YT N =T A A=V OV R— M AR ERER
95121, Cisco Feature Navigator Z /] L £, Cisco Feature Navigator (27 7 & 29 5 1Z1%,
https://cfong.cisco.com/{Z A FF, Cisco.com DT 7Y MILEH Y FH A,

Table 3: SD-Routing M /X7y k3 v TF ¥ OHEETHR

HaeZ 1)) —= AR

SD-Routing ™ /3% b |Cisco IOS XE U U —Z | ZOBREZ M+ &, WITHIPV6 b T 7 4 v

Xy 7Ty 17.13.1a 7 5 —4H %% v 7F % LT SD-Routing 7 /31 A
DEGeE VT TN a—TF 4 VT HE T =
VERETEET,

SD-Routing T/Nf ADE=Z Y45 .
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SD-Routing /31 ATy h¥ v TFv |
. SD-Routing /347 k& v TF ¥ DHEEETER
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CHAPTER 5

SD-Routing 7/ 1 A THRE TR k

ZDOHFTIE, SD-Routing 7 /34 A THET A F&BOET HIHEZOVWTHBI LE S, T 2 THil
THNEIZ, RO LEBY TT,
« WET X MZBF 2159, on page 31
< HELT A S DORFIHEFAT, on page 31
o A U H—Xy NEET A N DT, on page 31
« Cisco SD-WAN Manager % f# /| L 7= SD-Routing 7 /XA A COMET A MM 5 HEEET R, on
page 33

th [ — — B E &

HETR MBI 51ER
A B —F v NEET A b: Cisco SD-WAN Manager |+ v U — 27 #E%2 7 A ~ LEJ, Cisco
SD-WANManager |%, 7 /3 A% 27 747 MrA M LTHREL, iperf3 h— —% U E£— h
A FELTIRELET, iperf3 —"—=D P 7 LR (£FIF FAAL 4D ER— MBS EIRE
TEET,

WET A2 F Tl BETCT A A BIBIR E 1335 E L7z iperf3 — "=~ 7T v 71— Rl ¥
L iperf3 = N—NELEEITLT A A~DX T u— RHEAZHIE L ET,

EE TR DRIESEY

HWEET 2 MTIE, #—5 Y FFAL ZADTF AL ARA MR BRETT, $72, T—F AU —24
EANCT HBERH Y ET, T—F AN —LZHMTT DHITIEL, [Settings] ~— I ITHEH) L,
[Settings] > [Data Stream] % 4R L F 9,

A3 —3y MEETAX FDRIT
MET A N EFITT DI, ROFIHEFITLET,
1. Cisco SD-WAN Manager ® A = = —7>5 [Monitor] > [Devices] DNHIZER L £ 7,
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2. TONA AEEIRT HI21E, [Hostname] 4| TT /A A% %7 ) v 7 LET,
Ji~3A T [Troubleshooting] 27 V v 7 L £,

> »w

[Connectivity] 483k C, [Speed Test] 7 U v 7 L £,
5. k&fwELET,

s [Source Interface]: Fu v X7 U R RNND, B—R)VT /A ZADIEFEITCA VH—T =
A RZIERLET,

* [Destination Device]: K7 v 7% 7 U A hiD [Internet] &1 # R L F 77,

o [iPerf3 Server]: (A7 a ) RAAL U HBEITiPerf3 — =D 1P 7 KL A% IPv4 &
KXTATLET,

s [ServerPortRange]: (A 7>z ) — N—KR— MEITHR— MEHEZAILET, =&
ZIE. 5201, 5210, F721F 5201 ~ 5205 72 £ T,
6. [StartTest] 227 Vv 7 LET,
HET A POKRPELRSNET,

?F— TA K a)ﬁEFIIL.‘
HET A MANIEFITIATSND & [Speed Test] ~—VITRDFAB RSN ET,
s FA ORI, BET A NOERNEREINET,
« 7y 0%, RATEUE U7 SR T O &5 R A L E T

Ty — FHEZRET 258, 7y MIEEILT /S A5 iPerf3 Y — —|Zik (5 &
M. REIEICT A A5 DTG E 2 %5 LET,

Hyroa— REZIET D546, 237 v M iPerf3 Y — "= HLIE{E LT A ATEfE &
M. FESET /3 RITIEAE 0 D IERIGE = %5 LE T,

RETAMDOBED NS I a—T a9
WORIZ, BETFTAND RN T TNy a—TF 4 V7 ERE R LET,

Table4: FS TS a—TFT 405 o+ YA

e EZ N DIRAMGIREE

iperf —/N\—7 FLZADERIZEKEL | DNS r— =Ry DT A ZTHEIE S AL TN N,
LELE Ty VT NA ATEEE Z 72 DNS $—/3—71 5 iperf —
N R TEEE A,
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Cisco SD-WAN Manager % {7 L 7= SD-Routing 7/ 2 TOEET 2 <+ 2ieetsn [

T5—1EH

EZ N BHIRAMGIRE

RETRA MDY —N—[CEETEZE
TA

ST A N — =0 ping IZKRMLE LTz, =y IFA
A A TP I EE T X E A,

iPerf 25472 b R —LIZHE
HGTEFEHA: JY—RADN—EMIC
FRTEEEA

WET A M —_R=CLHETEETA, T7BRIL, T2
T AHIEY 2 N (ACL) OWHERIZE>TT7ry 7 T
LATREME N BV £,

iPerf2 5472 b —N—T3E5
TEFEEA

iPerf3 — _—i%, 22—V —{FEOR— FEILT 7 1V
FAR—F 5201 TF A F —E 22 L TOEFEA,

FRARTT—: EETR M
T

BAR U7 IRE I R 7235056 T A ADHET X M & FAT L
TWLH72D, LT X MERIETE £ A

FALRTS—; Y=/ —REOH
HEYIZKB L E LT

TS AN = NRER DY EE A,

[ 5E: SD-Routing 7 /34 AT CLI 2~ REFIT L,
SD-Routing filfl#4i % 7 V 745 &, MMk TE £
ﬁ—o

BETRAMEYy a2 A4 LT
FMZHYFELS

-
—

BT A P IBOMUNICIERIZE T LEFATL,
ik, #ET A F A2 SD-Routing 7734 A M Cisco
SD-WAN Manager ~O il il 5t & 2k > 72 728 T o L v] gt
NV ET,

Cisco SD-WAN Manager % {&f L 7= SD-Routing
DIRET A MZET HEETE

—

TINA AT

3y

ROFIZ, ZOFY 22—/ THY LIEMEEICHT LY U —AERERLET, ZORE, Y7
V=7 UU—=A A U TERBEOY R— FREASNIZLEDY T by =7 U U =721 &R
LTWET, TOMRIEL. FFHCW 0 8720 RY . T UEO—EDY 7 by =7 U V=2 THY

N—hSET,

TI7y R —LDOYR—FBLRV AT VYT N 2T A A—=VOWR— MIET HHEHREBER
J"%IZIE, Cisco Feature Navigator Z{{H] L &4, Cisco Feature Navigator (27 27 & 23 5121,
https://cfong.cisco.com/{ZHE A FEF, Cisco.com DT 77> MILEDH Y EH A,
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SD-Routing 7/31 ATOEET R + |
Il cisco SD-WAN Manager % {8 L 1= SD-Routing 7/ R TOEET R BT BHEIER

Table 5: Cisco SD-WAN Manager % {3 L 1= SD-Routing 7 /N4 A TOERE T X + BT B HEEER

*g%ﬁlé% IJ IJ —XI|EHE$& Eﬁi. Hﬁ

HJET A R Cisco IOS XE 17.13.1 | Cisco SD-WAN Manager Zffifl]4 2% &, T34 2 &
iPerf3 h— "—fDFx v b T — 7 E AT RE 220
Wiz HE TEET, WET X FTIEH, BFETTA
A AMBIEIET A A~DT v T ua— RBIOF D
ru— ROMELRE LET,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
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