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User obtains username and password for accessing
cisco.com and the necessary privileges for downloading
an |08 image from cisco.com (not required for a
download from a nor-Cisco server)

L4

User configures the SSL cedificate for the Cisco server
{applicable only for a download from Cisco)

!

User specifies the Cisco 105 image (including kecation
from a non-Cisco server) using the interactive mode or
multiple CLI er single CLI mode for a download from a
Cisco or non-Cisco server

'

AUM locates the specified image in the Cisco or
non-Cisco server

Sufficient space
reclaimed?

ﬂ//;:uto-Upgra::Ie Manager then Yes
checks the secondary storage to N\‘
ensure that there is enough

o

AUM performs a disk-cleanup to reclaim space in
secondary storage, based on the users request. The
disk-cleanup can be automatic or interactive

¥

AUM downloads the
image to RAM,
verifies and upgrades
the image

Mo

ALM completes the image download from the Cisco or
non-Cisco server to the secondary storage device,
verifies and upgrades the image. Note: The usercan
optionally schedule image download

'

AUM sends user status email (if configured)

zaod1
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5. [Certification Path] # 7% 27V v 7 L¥ T, # 7ITTGEHETF = — U BNERRINET,

6. CAGEHEZZNZTHER L C [View Certificate] 27 Y v 7 LE 3, ZhICL V., FEHED
A TRT U 0 RUBRFRRINET,

7. FORENTAEAEY 4> RO O [Details] # 7 %1% L C, [CopytoFile] %2 V v 7 L£7,
kY, FFAEOT S ZAR— b T4 F— RREE £,

8. FEAHE% Base-64 f5 5L T7 7 1 /L (cisco.cert 72 &) ITHRIFL T,
9. cisco.cert 7 7 A /L& AEMRTHE, W—F EZHET DI OICHERGEET — X 25 L

£7,
FIEDHE
1. enable
2. configure terminal
3. crypto pki trustpoint name
4. enrollment terminal
5. revocation-check none
6. exit
7. cryptocaauthenticate name
FlED A
ARV REEEFET7IV3 Y B
AT 71 |enable FiHE EXEC E— REBAC L E T,
1 - e NRATU—RKEANLET (FEREINEHE) .
Router> enable

. Cisco 10S Auto-Upgrade Manager 0 5% &



I Cisco 10S Auto-Upgrade Manager D% €

Cisco 10S Auto-Upgrade Manager D 5% % .

AU RFERETIVa Y
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ATv T2

configure terminal

1

Device# configure terminal

Ja—\)ar7 4 Xalb—vay T— NEh
L\i‘jﬁo

ATvT3

crypto pki trustpoint name

1

Device (config) # crypto pki trustpoint
cisco_ssl cert

PGER (CA) #ZES L. CANTIAIRA LV h v
T4¥al—Yary EB— FEBEBLET,

ATV

enrollment terminal

1

Device (ca-trustpoint)# enrollment terminal

a2 Y = UR RICREAEFERZFR L, BITSH
TAEAET — 2 K BICANTEDH L O L E
‘é‘o

ATy Th

revocation-check none

1 -

Device (ca-trustpoint)# revocation-check none

SERHEOWER N MLE W E ZIEE L E T,

ATvT6

exit
1 -

Device (ca-trustpoint) # exit

CANIAINRA Y a7 4 F¥Fz2lb— gy F—
KEkTL, ZJu—ybary74Xalb— g
ET—FIZED £,

R 7717 cryptocaauthenticate name CAOH CEAFYIELIRFT 5 2 L T, CARL—
5l - 2k LCREES VE T
Device (config) # crypto ca authenticate
cisco_ssl cert
- E |
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FIRDOHE

Cisco 10S Auto-Upgrade Manager % i EJ HI21E, IROIEEEZFEITLET,

enable
configure terminal

autoupgradeidaurl url

apwbd-=

autoupgrade disk-cleanup {crashinfo | core|image| irrecoverable}

autoupgrade status email {recipientemail-address | smtp-server name-address}
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ATy T

enable
B

Router> enable

¥i#E EXEC T=— F&EADIZ L £,
e NRATU—KREANLET (TEREINEHE)

ATy T2

configure terminal

1

Device# configure terminal

Ja—\)Lar7 4 Xalb—i gy ®— NeBith
L\i‘jﬂo

ATvT3

autoupgrade disk-cleanup {crashinfo| core|image|
irrecover able}

1

Device (config) # autoupgrade disk-cleanup crashinfo
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ATv74

autoupgradeidaurl url

1 -

Device (config) # autoupgrade ida url
https://www.cisco.com/cgi-bin/new-ida/locator/
locator.pl

Cisco I0S Auto-Upgrade Manager (2 &> TA A —
A orm— RERPEE IND, www.cisco.com E
TEEL TWA Y AP — =D URL Z#E L
i —a_o

GE) ZOFNEE, F7 44 O URL RNERE

SIEBERICETLETT,

ATy Th

autoupgrade status email {recipientemail-address |
smtp-server name-address}

1

Device (config) # autoupgrade status email
smtp-server smtpserver.abc.com

=R NEDAT —H AEBAA—NVDmAo LI 5E
FA =T FLALEFEET—R—2RELE
ﬂ—o

Ciscol0S YV 7 bz 7 A A=A HraO—FK

CiscolOS V7 b7 =27 A A—=T % AadD Web VA b (www.cisco.com) E721X R 2 LISk
DY ==Xy m— KT 512E, ZOFEEEZFATLET,

FIRDEE

1. enable

2. upgradeautomatic getversion {ciscouser nameusernamepasswor dpasswordimageimage | url}
[athh:mm | now | inhh:mm] [disk-management {auto | confirm | no}]
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ARV RFEEETIVa Y

=)

ATy 71 |enable FitE EXEC E— FEAMZLE T,
i - e NAU—REZANLET (FERENTZHE)
Router> enable

R 7w 7 2| upgrade automatic getversion www.cisco.com F 72T A T LSO — 3=

{ciscouser nameuser namepasswor dpasswordimageimage
[ url} [athh:mm| now | inhh:mm] [disk-management {auto
| confirm | no}]

1 -

Device# upgrade automatic getversion
tftp://abc/tom/c3825-adventerprisek9-mz.124-2.XA.bin|
at now disk-management auto

EHEA A=V EF T n—RFLET,

3 LUWLCiscol0S Y I bz 7 A A—CEFERAL-IL—2D)O—FK

FIEOHE

F IR D FH

HLWCiscolOS V7 M7 =27 A A=V FEHALCL—Z %) n— R4 51203,

ZZCEAY

LIEREZFITLET,
1. enable
2. upgradeautomatic runversion [athh:mm | now | inhh:mm]

ARV RFFEERTIVa Y

=)

ATy 7 1|enable FiHE EXEC E— FE AT LET,
I c NAT—=REANLET ERSINTHE)
Router> enable

2w 72 |upgrade automatic runversion [athh:mm| now | HLnA A=V TL—H%EVu—RKLET,

inhh; mm]
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ARV RFEREET7TOVa Y ]3]

{5 GE) F72. upgradeautomaticgetversion ==~
Y REMEH LT, #H LW CiscolOS V7

Device# upgrade automatic runversion at 7:30 }\ rj;;j’ A R »4‘:/“-(\\}]/,43 7&‘ U a— ]\

THZEHTEET, 2L,
upgradeautomaticgetversion =~ > K%
AL T TIZCiscolOS V7 h 7 =7
AA—VEXa— KL ThrHHLE
/¥, upgradeautomaticrunversion =t~ >/
REfERLTL—2% ) n— NI H0E
WY ET,

Ciscol0S Y D bz 7 A A—=ND)O—FOEYEL

BEDCiscolOS V7 F U 2T A A=AV a—) 7 &) a— RERD I,
TOEEEFEITLET,

WORMTA A=) e—RERVETZ ENTEET,
cN—FEVu—RTEHL) AT a—1 T ENTELN 5 ThRWES,
N HEF LA RA—DIZT v T T L— R L7aWNEA,

FIRDHE
1. enable
2. upgradeautomatic abortversion
FIED ¥
ARV KRFERRETI a3 Y B#J
AT w71 |enable Rt EXEC E— REHIZ L E T,
fi « NATU—READLET FERENTEHE)
Router> enable
AT 72 |upgrade automatic abortversion CiscolOS V7 Ny =T A A=V DT v 77 L—NR
1 EIDHELET,
Device# upgrade automatic abortversion
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DNS H—/\—DIP 7 FLADEEE : fl

Cisco I0S Auto-Upgrade Manager % #% &9 D HiIC, /—4 ETDNS #—_—DIP 7 R L A& %
ETAHLERHY ET, ZNHO—HDOA R h T, L—F Tping 2~y REFETT5E
I, IPT RLAODRDVICARA My A TEET, V—#% ETDNSH—"—DIPT R
ABERE LA, »A2D Web A b (www.cisco.com) (ZIEFIZ ping TEX AL HICD F
T, DT 7 alilE, V= ERA U E—Fy MR SN TWA Z L bR TE £,

Wiz, =% ETDNS = "—D P 7 KL AZFRET 5614~ LET, DNS —/3—0 IP
T RV AZBRE LTk, www.cisco.com ([ZIEHZ ping TE 25 L 512720 77,

configure terminal

ip domain name mycompany.com
ip name-server 10.2.203.1
end

ping www.cisco.com

SRANLDF I A—FDT=HD SSLEBAZEDEETE : 4l

Cisco 10S Auto-Upgrade Manager Z i L T A 2D Web A hnb A A=V & X7 — R
FTLHHNZ, V=% LTy RapY—"—0 SSLAEHELRET L2 LENH Y £7,

WIZ, SSLAEBEEZZRTET HHI 2R LET,

configure terminal
crypto pki trustpoint cisco _ssl cert
enrollment terminal
revocation-check none
exit
crypto ca authenticate cisco ssl cert
!Enter the base 64 encoded CA certificate and end this with a blank line or the word
quit
. !The console waits for the user input. Paste the SSL certificate text and press Return.

!Trustpoint 'cisco ssl cert' is a subordinate CA and holds a non self signed cert
!Trustpoint 'cisco ssl cert' is a subordinate CA.
!but certificate is not a CA certificate.
'Manual verification required
!Certificate has the following attributes:
! Fingerprint MD5: 49CE9018 COCC41BA 1D2FBEA7 AD3011EF
! Fingerprint SHAl: A88EAAS5SD 73D63CB7 BF25197B 9C35ED97 023BB57B

)

% Do you accept this certificate? [yes/no]: yes
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Trustpoint CA certificate accepted.
% Certificate successfully imported

Cisco 10S Auto-Upgrade Manager M%7 : 15l

Iz, /v—4# [T Cisco I0S Auto-Upgrade Manager % i & D614~ L £ 7,

configure terminal

autoupgrade disk-cleanup crashinfo

autoupgrade ida url https://www.cisco.com/cgi-bin/new-ida/locator/locator.pl
autoupgrade status status email smtp-server

ZTDMDSEERH

RODIETIL, Cisco I0S Auto-Upgrade Manager O BiHEEEHZ DWW TR L £ 77,

EpER=
BEEIE B YZaTFILEA LI

Cisco I0OS Auto-Upgrade Manager =2~ > K : 5242 | [Cisco I0S Configuration Fundamentals
pawy ML, 2~y RE— K, 22~ N |Command Reference]
& T 74V~ HEHTA RT A2 BILOW

Cisco /L—% T®D DNS DX E ['Configuring DNS on Cisco Routers] 77 =
AN J—h

T —LT T T L—FR BREE o a— 1O —AL T v X7 L—F

2

Z |24k

|-
L

MB mMIB®D! >y

7 BIRLET Ty b7+ —2A, CiscolOS V) —R, BLOT7 4—Fx &y MZBET A
L [MIBZELTHYr— KT 521, D URL IZH 5 Cisco MIB Locator %/ L &
j—O

http://www.cisco.com/go/mibs
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RFC

RFC | 514 ~IL

|-

SRADTYIZANLHYR—F

& EA >y

2@V FR— N Web A FTlE., 3% =ao |http://www.cisco.com/cisco/web/support/index.html
BWECT 7 /) m Y=l T L T T a—
T A TIZBELTCWERET AL 91T, v==
TARY =L LD ETHEERA T4
U Y=RERME L TOET,

BHEWORGOEX 2 U T ¢ IFHSOBAIT
# ANF3 57T, Cisco Notification Service
(Field Notice 725 7 27 2 A) | Cisco Technical
Services Newsletter, Really Simple Syndication
(RSS) 74— F7p EOAFEY — B AITIMA
TEET,

VAaDYR— K Web¥A FOY— T
T 24 BFX. Cisco.com D2 —H ID B L
/\OX ]7b— ]‘\‘75‘)‘%‘%‘(:‘#0

Cisco 10S Auto-Upgrade Manager O 5E15R

WORIZ, ZOFY 2 —/L Tt LTBERRICEET 2V U —AHERLET, ZoRIZ, V7
Fx27 VU —Z2 M A U THEEEDOYR— IR EAINZLEEOY T hyeT VY —RAT2
JERLTWET, TOBEIL. FRCH 3720 RY . ZhEo—EDY 7 b7 VY —
ATHHR—FENET,

7Ty b7 A —LOPR—FBLOV RV T N 2T A A=V OV R— MIBET 2 15HR 2 K
FF HITIL, Cisco Feature Navigator Z ] L &7, Cisco Feature Navigator {Z7 27 & 24 5 (2
%, www.cisco.com/go/cfn I8 L £4°, Cisco.com DT BV > MINLEH D £ A,

Cisco 10S Auto-Upgrade Manager M 5% .


http://www.cisco.com/cisco/web/support/index.html
http://www.cisco.com/go/cfn

B ==

Cisco 10S Auto-Upgrade Manager D% %€ |

% 1: Cisco 10S Auto-Upgrade Manager O 4RE1E 4R

AR

Haes J1)—=x

Cisco I0S 12.4(15)T

aifg;lggrade Cisco IOS XE
& Release 3.9S

Cisco 10S Auto-Upgrade Manager #1425 &, # L\ Cisco
0SA A—VHIEEL, ¥Vrmr—KLT, 7y 7/ L— KT
DIZODHMIRA L Z =T = A APFIATEDL LS IR, Y
TR T A A—=VDOT v 77— R Tk ANk n
*7,
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IDA or Cisco server -- Intelligent Download Application

Cisco 10S -- Cisco Internetworking Operating System
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