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FIEDOHE
1. enable
2. configureterminal
3. ROVTNNZEFITLET,
* parameter-map type inspect parameter-map-name
* parameter-map typeinspect-global
4. zone-mismatch drop
5. end
FIED
ARV RFERERTIVaY El:y
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Bl c RAT—REANLET (FRENEES)
Device> enable
R T 72 | configureterminal Ja—s L ar7 4 Xal—ray E— e
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Device (config) # parameter-map type inspect pmapl
or
Device (config) # parameter-map type inspect-global
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Device (config-profile) # end

B

B 7 —suE



| v—oF—5u=
v—orx—smanxes [

V— A —BEDREDH

Bl = F—BUNEDHRTE

WORFITIL, V' —r R —FUIEEREN /N T A —# < v 7 pmap-fw I[ZX L THRNIC 72>
TWET,

! Configuring zones

Device (config) # zone security private
Device (config-sec-zone) # exit

Device (config) # zone security public
Device (config-sec-zone) # exit

Device (config) # zone security internet
Device (config-sec-zone) # exit

! Attaching zones to interfaces

Device (config) # interface GigabitEthernet 0/1/5

Device (config-if)# ip address 172.16.1.1 255.255.255.0
Device (config-if) # zone-member security private

Device (config-if)# no shutdown

Device (config-if)# exit

Device (config) # interface GigabitEthernet 0/1/6

Device (config-if)# ip address 209.165.200.226 255.255.255.0
Device (config-if)# zone-member security public

Device (config-if)# no shutdown

Device (config-if)# exit

Device (config) # interface GigabitEthernet 0/1/1

Device (config-if)# ip address 198.51.100.1 255.255.255.0
Device (config-if)# zone-member security internet

Device (config-if)# no shutdown

Device (config-if)# exit

!Configuring the Zone Mismatch Handling feature
Device (config) # parameter-map type inspect pmap-fw
Device (config-profile) # zone-mismatch drop

Device (config-profile) # exit

!Configuring class maps

Device (config)# class-map type inspect match-any internet-traffic-class
Device (config-cmap) # match protocol tcp

Device (config-cmap) # match protocol udp

Device (config-cmap) # match protocol icmp

Device (config-cmap) # exit

! Configuring policy maps and class matching

Device (config) # policy-map type inspect private-internet-policy
Device (config-pmap) # class type inspect internet-traffic-class
Device (config-pmap-c)# inspect pmap-fw

Device (config-pmap-c) # exit

Device (config-pmap) # class class-default

Device (config-pmap-c) # drop

Device (config-pmap-c)# exit

Device (config-pmap) # exit

! Configuring zone pairs

Device (config)# zone-pair security private-internet source private destination internet
Device (config-sec-zone-pair)# service-policy type inspect private-internet-policy
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Device (config-sec-zone-pair)# end
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