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Device (config-if)# ip address 10.1.1.1
255.255.255.252

R — B L O e 7 — R —F ¢ VR BE
ThLHILENRDY £7,

A7y 75 | exit A VB =T A AREE—REKT L, Fu—rL
i - REE— RIZREY £7°,
Device (config-if)# exit
A7 76 |interface type number AE—T A AEREL, A X —TxA A2
i - Y74 X alb—Yary T— REBBLET,
Device (config)# interface VirtualPortGroup 1 . Virtua]PortGroup A HE—=T AR %%ﬁﬁ L=E
R
DAV =T A RE, T—HNT T4
WA S ET,
25w 71 |ipaddressip-address mask A B =Tz A ADTT7A <V IPT FLAERE
Bl - LET,
Device (config-if)# ip address 192.0.2.1 cZDIPT RLAZ, Ay hU—2Z1Zx L
255.255.255.252 — N R Z iy N N
TN—T 4 T RETHLULENDH Y 7,
«IP7 FL T, #REND 192.0.2.030 DY 7
Xy M BHEIV Y THENET,
RATwv S8 |exit AV H—Tz2fA AT 4Fal—vayET—FK
%l - PERTL, ZJu—ary 7 4 FXFal—ig s E—
Device (config-if)# exit FIZRY £
AFw 79 |virtual-service name A= T T — R ERE L, R —EARE
Bl T FIZAY £,
Device (config) # virtual-service UTDIPS e name 518X, (Ao T F Y —E R Ew%kBI9
DD S o amBiss T,
A5y 710 |profileprofile-name (FAFvay) VI—RFa7r A LERELE
Bl To U Y—ATET A NEBRELRVEE, (U8
Device (config-virt-serv) #profile high ‘]j__ EA &i? 7j:}1/ ]\ & U y_XT 4 T/f/l/%{ﬁ
HLTT 774 7fbshvEd, T7v a3 d, low,
- medium, high, ¥ X O multi-tenancy T3, (=/b
Device (config-virt-serv) #profile multi-tenancy FFF hE— ]\@j}%/a\ (CiSCOCSRlOOOV@Z}) .
profile multi-tenancy 2% R&EEET D HLEN
b0 ET,
X5 w711 |vnicgateway VirtualPortGroup interface-number PR =a T T — 2Oy V=7 A 7 —

1 -

Device (config-virt-serv) # vnic gateway
VirtualPortGroup 0

TZxAAH—FK WNIC) DF—+TxAf A H—
T oA AEMER L, WIC F—h T =Af {2 F—
T2 A ABFER— N TN —T I~ BT LT,
AR — B A D yNIC B EE— FIZAD 7,

Snort IPS .
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SnortIPS |

ARV FFEREETIVa Yy

S

e ZDavy RTHEHEINIA LV F—T oA A
X, PIE3 THRELIZA VX —T = ATHD
VENRHY ET, Zoawr NE, FHAMT
HENALA v Z—T oA A~y LT LE
R

AT 712 |guestip addressip-address (A7var) WICH =K T =Af A4 =T xA
i - ADTARYWICT FLAZRELET,
Device (config-virt-serv-vnic)# guest ip address o () FJE 17 THE L7 vnic
10.1.1.2 management gigabitethernet0 =~
Y RRRE SN TVRNGHICD
HIDavy RERELET,
ATwv 13 |exit A —E 2D VNIC ET— F&f&T L,
R P—EAREE— FIZEY £,
Device (config-virt-serv-vnic)# exit
25w 714 |vnicgateway VirtualPortGroup interface-number = 7P —ERADWIC ¥— bV xA A
B - Z—T7 =2 A AR L, WNIC 7 —F T =A A
v o . H—T 2 A AEFBR— NI NV—TIZv v 7L
evice (config-virt-serv)# vnic gateway . e .
VirtualPortGroup 1 T, IWEP—EZADVNICHET— KIZAY £9°,
cZOavy RTERENDLA =T oA A
[E. PHE6CRIE LA v 5 —7 = ATh D
MERHY T, ZDa~<r RiX, Snort/d=>—
PRI T74 w7 DE=F ) 7T D048
aVT Y —E RO, L HF—T o A~
Y LET,
A7y 715 |guestip addressip-address WICY — kT A B —T x4 ADH A K VNIC
Bl - T RLAERELET,
Device (config-virt-serv-vnic)# guest ip address
192.0.2.2
ATwv 16 |exit B —EAD WIC BEET— FZ#KT L, K&
Bl P ARET— FIZRY £
Device (config-virt-serv-vnic)# exit
AT 717 |vnic management GigabitEthernet0 (473 a2 ) GigabitEthernet { > % —7 = A A%

&1

Device (config-virt-serv)# vnic management
GigabitEthernetO

. Snort IPS

WNIC & A v X —T =2 AL LTHELET,

o WHLA X —T = A AL, VirtualPortGroup -{
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| SnortiPs
snortips oo a— iz

AV RFERETI3 Y EL:Y

* vnic management GigabitEthernet0 =~ > N %
HELRWEGATX, FIE 12 THE L guest
ipaddress =~ > RZRET HLENH Y £

D

AT w718 |guestip addressip-address (A7 ar) WICHERA L X —T A ADT A
Bl - FWNICT FLR2AZBRELET, 20T FLRIE,
Device (config-virt-serv-vnic)# guest ip address ”é,r’ﬁ/( 3/5‘\—7 :1:/( AE £ (\)\ GigflbitEthemetO E&Hﬂiﬂ

209.165.201.1 ERICY 7Ry NNICHDLILERH Y £,

ATy 19 |exit FARY—E 2D WIC RET— Fafk T L, RHE
Bl F—EARIEE— FICRY £
Device (config-virt-serv-vnic)# exit

X5 720 |activate A= T TP —E RIS VA =L ENTT 7Y
Bl - r—=varxET7 7T 47 LET,
Device (config-virt-serv)# activate

ATv7 2 |end (A — B AREE— R T L, BFHEEXECE—
Bl NS

Device (config-virt-serv)# end

SnortIPS O~ O0—/\)LEEE

FBHIZESNWT, BABIE AT A (IPS) TR AME T AT A (IDS) OB % 7 17—
NV ERFA VA —T 2 A ATHRELET, TOX AT EFEITLT, T35 AL TIPS %
Ja— N JIERELET,

)

GE)  Zma—rntn) BT, HELTHAETRTOA U F—T = A TEITEN TS SnortIPS
FEWRLET,

FIEDHE

enable

configureterminal

utd threat-inspection whitelist

generator id generator-id signatureid signature-id [comment description]
exit

utd engine standard

logging {host hostname | syslog}

threat-inspection

®NO O A WN A

Snort IPS
I .-_



B srorirsoyo—uz

9. threat {detection | protection }

SnortIPS |

10. policy {balanced | connectivity | security}

1. whitdlist

12. signatureupdate occur-at {daily | monthly day-of-month | weekly day-of-week} hour minute
13. signatureupdate server {cisco | url url } [username username [password password]]
14. logginglevel {alert | crit | debug|emerg|err | info | notice| warning}

15. exit
16. utd

17.  redirect interface virtualPortGroup interface-number

18. all-interfaces
19. enginestandard
20. fail close

21. exit
22. end
FIED ¥
ARV RFERETIVaY B#
RATwv 1 |enable Rt EXEC E— RE AR LET,
i e MAT—=REANLET ERINTHS) .
Device> enable
RFw 72 |configureterminal T a— N VEEE— REBG L ET,
11
Device# configure terminal
RF w73 |utdthreat-inspection whitelist (A7 ay) UTDF#FAY A FOREE— REH
15“ : @Jﬂ: Lijﬁo
Device (config)# utd threat-inspection whitelist
X w74 |generator id generator-id signatureid signature-id BALAID #HFAY R NIETRTALIICHRELE
[comment description] +,
Bl - B4 DT, HHTBUERDHET T— Fhb
Device (config-utd-whitelist)# generator id 24 =1 [:"_.’C\\g( iwg‘*o
signature id 24245 comment traffic from
branchofficel . %ﬁd}i@%ﬁ D i{f%&/\dgf% ij—o
TR Y A MTBEMT 20EN B HEAID Tk
2. ZOFEELBREYIRLET,
ATy TH | exit UTD #FAlU A FOREE—FEKT LT, /r—
Bl SSABEE— FICRY £,

Device (config-utd-whitelist) # exit
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snotips oz n— iz [l

AV RFERETI3 Y EL:Y
RT w76 |utdenginestandard e BB (UTD) #EdEr YU 25E L, UTD
Bl - BT DU DOREE— FIZAD E77,
Device (config)# utd engine standard
RFw 771 |logging {host hostname | syslog} P —RADBRBA v E—TDOuX T EFHNLE
i) kK
Device (config-utd-eng-std) # logging host
syslog.yourcompany.com
A5 w 78 |threat-inspection Snort T2V DBBRRIAERTE LE T,
i
Device (config-utd-eng-std) # threat-inspection
RTwv 79 |threat {detection | protection } BISRA E T RA IES A7 4 (IPS) % Snort
i - TUVVOBEE-RELTRELET,
Device (config-utd-eng-std-insp)# threat e 7 7 # /)L MNZdetection T4,
protection
RABINT AT A (IDS) Z#FHET HIC
detection ¥—U— RK&ZHELET,
A7 710 |policy {balanced | connectivity | security} Snort 2Py DEF )T 4R —FFELE
i : iE
Device (config-utd-eng-std-insp) # policy security] e F 74V NDORY I —FTF T 3 1% balanced
‘(:‘ﬁ—o
25w F11 | whitelist (A7 ar) UTD = Y TR ) 2 N & HR)
15“ : @C Liﬁ—o
Device (config-utd-eng-std-insp) # whitelist
R w 712 |signatureupdate occur-at {daily|month|y. BADOFEHEE T A—FEHZELET, ZOHE
day-of-month | weekly day-of-week} hour minute 25T, FHTOEHICEL OFEHMN R H—&
i nET,
Device (config-utd-eng-std-insp)# signature update
occur-at daily 0 0
X w713 |signatureupdateserver {cisco|urlurl} [username |ZBLFEHH— "ONRTA—FEFHZELET, —A

username [password password]]

1 -

Device (config-utd-eng-std-insp)# signature update
server cisco username abcd password ciscol23

DM CELTH T A—FERETHLERDH Y
F9, BLDEHIZ Cisco.com AT 251X

=L AT — F’Elj}?“éﬁ\%ﬁ‘%@i@—
BALOHEHIIE — I NY— BT HGEE

P RREICFESN T = LA T — M”:?
TEET,

Snort IPS .
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SnortIPS |

ARV FFEREETIVa Yy

S

25w 714 |logginglevel {alert|crit|debug|emerg|err |info| | o/ L~ LAaH8hc LET,
notice | warning}
1
Device (config-utd-eng-std-insp) # logging level
emerg
ATy 15 |exit UTDHEHET > U DRREE— REK T LT, /r—
Bl SAVREE— FICRY £
Device (config-utd-eng-std-insp) # exit
RTwv 716 |utd Wa &R (UTD) ZA%Z L, UTD &RiEE—
15'] : ]\‘\&:]\ D i—g—o
Device (config)# utd
AT w 717 |redirectinterface virtualPortGroup interface-number | (43 g >) VirtualPortGroup A > % —7 = A %
Bl - VAV FLES, 23T =% b T T4y
Device (config-utd)# redirect interface 7 A/I):? 7 =2AATT, IO A =T = R
virtualPortGroup 1 TR IE L/f;ﬁlz‘i}%/ﬁ\\ A ‘/5’*‘7:C4’?<li§@ﬁﬁu”j?§
NET,
ZF7w 718 |al-interfaces FNRAZADTRTOLAFYIA L HZ—T =2 AT
il - UTD % E L £
Device (config-utd)# all-interfaces
AT w719 |enginestandard MAEB#E (UTD) =2 Y r 23 E L, i
i - YVUVDRET— RICAD T,
Device (config-utd)# engine standard
27w 720 |fail close (A7 ay) UTD = P CEENEAE L2
Bl - BIATHT 7 v a v BERLET, 774V hOF
Device (config-engine-std) # fail close 7\\:/ 503/&17 Ib—/l/j‘h—7 ://C—a“’ 7 ::*\—/1/7 e
AATvaid, UTD = U CEENREAE L
BAIllT X TOIPS £721XIDS h 77 4 v 7 & R
ny S LET, T AA—T AT a sEEH
T5&, UTD = VU EENRAE LG T
NTOIPSE/IEXIDS N T 7 4 v 7 ZFFAILET,
ATFyvT2 |exit BT D UDREET—REKRT LT, Zre—UL
ﬂm . %%ﬁ?qu— FIZED 357ro
Device (config-eng-std) # exit
RATv7 22 |end UTD R EE— REK T LT, Za— L@ EE—
15'] : ]\\\G:E D iﬁ—o

Device (config-utd) # end
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Snort IDS F2EN1M 45 A—/\)L

snortins gm0 s o—rsnsz

SR

ax &

GIRIZEDWT, BABSIES AT A (IPS) E2EEBEARMY AT A (IDS) HitExd 7 o —L
LNV EFIA A =T oA AL TRELET, /10X —T A AT LIZIDS ZRET D
12X, OB A7 2FETLET,

FIEDHE
1. enable
2. configureterminal
3. interface type number
4, utd enable
5. exit
6. MEPKLERTXTOASN L Z—T A AT, FIH3I -5 2V IKELET,
7 utd threat-inspection whitelist
8. generator id generator-id signatureid signature-id [comment description]
9. exit
10. utd engine standard
11. logging {host hostname | syslog}
12. threat-inspection
13. threat {detection | protection }
14. policy {balanced | connectivity | security}
15. whitelist
16. signatureupdate occur-at {daily | monthly day-of-month | weekly day-of-week} hour minute
17. signatureupdate server {cisco| url url} [username username [password password]]
18. logginglevel {alert | crit | debug|emerg|err | info | notice| warning}
19. exit
20. utd
21. redirect interface virtualPortGroup interface-number
22. enginestandard
23. fail close
24. exit
25. end
F gD F%H
ARV KRFERETIVaY B#)
RTwv 1 |enable it EXEC E— RE AL ET,
Bl AU —FRE AN LET (ERSNEESR) .
Device> enable
25w 2 |configureterminal Jau—N)L a7 4 FXal—ay T— REHB

1 -

Device# configure terminal

LET,

Snort IPS .



B sronnsgmoso— e

SnortIPS |

ARV FFEREETIVa Yy

S

AT w73 |interfacetype number AV HE—T 2 A AEREL, AV H—T = A2
i - Y74 X2l —var T— REBBLET,
Device (config) # interface gigabitethernet 0/0/0

AT w74 |utdenable A BB (UTD) 28R LET,
£l -
Device (config-if)# utd enable

ATvF5 et AV H =T 2 A ARET— N T L, Tr—r
15'] . EQH/:E’:E‘# F‘L:E @ iﬁ—o
Device (config-if)# exit

ATYT6 |REPLERTSTOAL o F =T 2 2T, FH |-
3 -5 &ML ET,

2w 77 |utdthreat-inspection whitelist (A7 a) UIDFFA U A FOREE— REH
15“ : g‘_j”: LiTo
Device (config) # utd threat-inspection whitelist

AT w78 |generator id generator-id signatureid signature-id BALHIDEZFHFAIV AN TRARTHLIICHEL
[comment description] +,
Bl B4 DI, IS BUERHDT T— b
Device (config-utd-whitelist)# generator id 24 :Itf»—??%:jﬁﬁ’
signature id 24245 comment traffic from . - O: .
branchofficel B DELID ZHETEET,

cFFA U A MIRRTOMENDHHELID Z L
2. ZOFIEZ#Y KL ET,

ATFwv 9 |exit UTD #F A U A hOBREET— AT LT, Ju—
- FVEREE— RIZRYD £,
Device (config-utd-whitelist) # exit

Z7 v 710 |utd enginestandard MEHBPG#H (UTD) fRiE= V285 L, UTD
Bl - BRAET L DU ORGET — FICAD £,
Device (config)# utd engine standard

A7 w711 |logging {host hostname | syslog} 10Sd syslog ~DEER A vE—V DX v /i
15“ : ;Zj-]a: Liﬁ—o
Device (config-utd-eng-std) # logging syslog

R T w 712 |threat-inspection Snort = ¥ DB AT E L E T,

1 -

Device (config-utd-eng-std)# threat-inspection

. Snort IPS



| SnortiPs

snortins gm0 s o—rsnsz

ARV FFEREETIVa Yy

E:)

R T7w 713 |threat {detection | protection } BRBH L F T2 IR AMEN S AT & (IDS) % Snort
i - T —OBEE—-FE LTRELET,
Device (config-utd-eng-std-insp)# threat detection AR ABSIE 2T A (IPS) R TET AT,

protection ¥—7U — RZ&#&E L£7,

AT 714 |policy {balanced | connectivity | security} Snort EoH—DEFXF2VTF 4 RY —ZHELE
i 7o
Device (config-utd-eng-std-insp) # policy balanced|

2T w715 |whitdist (FA7var) v I74v7OFFAY X AT
15'] . L/jz—g—o
Device (config-utd-eng-std-insp) # whitelist

A w716 |signatureupdateoccur-at {daily | monthly BADOFEFME AT A—XERELET, ZORE
day-of-month | weekly day-of-week} hour minute AD LT, FHTOECEL OFEFRN R H—&
11 ET,
Device (config-utd-eng-std-insp)# signature update

occur-at daily 0 0

R w711 |signatureupdateserver {cisco|urlurl} [username |24 FEgt— DO/ F A —F EJ/ELET, PF—N
username [password password]] D TELFH /T A — 5 ZIRET DLENRD Y
1 - F9, BHDOEHI Cisco.com i T 55513,
Device (config-utd-eng-std-insp)# signature update| :l_"j-% ENAY— b%]\ﬁj‘é%‘gﬁ)&) U iﬁ‘o

server cisco username abcd password ciscol23 | B OHEFFIZT — LY —_EHHTHBEEL.
PR EIIESNT =YL LR T — REHE
TEET,

AT 718 |logging level {alert |crit |debug|emerg|err [info| | w2/ L~LiaHEhic LET,
notice | warning}
i
Device (config-utd-eng-std-insp) # logging level
crit

ATy 19 |exit UTDAEHET VU OFEE— R T LT, Za—
- SNILVREE— NIZREY £79°,
Device (config-utd-eng-std-insp) # exit

AFy720 |utd MEHEBGE (UTD) A% L, UTD &REE —
1§| : Fﬂ:]\ D i‘a—o
Device (config) # utd

AFw 721 |redirectinterface virtualPortGroup interface-number | (43 = ) VirtualPortGroup A > % — 7 = A A

1 :

UL L7 MLET, ZHUET—% VT T 4w
J AR =T 2 ATT, ZOA L HF—T A A

Snort IPS .
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B 77752800z r0%x

aAv U RFERET7TIVaY EL:Y
Device (config-utd) # redirect interface %Eﬁffbf;b \%/El\ e V&"‘7I41!?§1§@]*ﬁﬂjé
virtualPortGroup 1 A
nET,
AT w J22 |enginestandard OB (UTD) = Y 2% E L, fEEr
5l - LYY DRET— FIZAY £,
Device (config-utd) # engine standard
RATwv 723 |fail close (A7 ayv) UTD > VU CEENEA L

AATHIT /v a v BERLET, T 740 MOF
Tra AT =N A =TT, T a—
XA 7 va0E, UTD = P U CEmENRAE LT
AT _RTOIPS £/21XIDS b7 7 4 v 7 & R
a7 LET, Tz—NA—T AT a s mER
T5HE, UTD = v VU UNIEENEAE LI GAICT
RTOIPSEILIDS T 7 ¢ v 7 HFFAI LET,

1 -

Device (config-engine-std) # fail close

ATy T24 |exit BT U DOREE— REKTLT, Ze—1
Bl - RiEE— FICRED 7,
Device (config-eng-std) # exit

ATy 725 |end MET— REKT L, EXEC E— RIZEY £7,
1

Device (config-utd) # end

TOT4TEELZD) A FDRT

T U T 4 T I B, SnortIDS /X IPSIZEBUCH T AT 7 v a v EETTH LD ICHERT
HHDTT, VT T4 T INTITT 4 TREBLZDOWTNNE —FLTZ5A. Snort 27 F X
IDSE—KRKTCT7 79— hr2 M) =L, IPSE—FRThrT7 74 v 7% Fuy 7 LET,

utd threat-inspection signature active-list write-to bootflash: filename=~ > RiX, 777 1 772
BLHDYV AN, TIT 4 T0EA, FuyT7EL BLOT 7—  EBADORHEOY < —
ZFRRLET,
AVTTDEEMZE=421) 29 51=H0 Quality of Service (QoS)
[¢] ~ = |
™Y —DEETE
AYTFOEENEE=Z ) VT HEREET 0 —TREN T T 4 v 7 L— b TREERT

72U & 91T, Quality of Service (QoS) RV v —%FRHET DI L2 BEIO L ET,

FIEDOHE

1. ip access-list extended {acl-name | acl-number}

. Snort IPS
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SUFFOERMEE=SY 25T B 1= D Quality of Service (008) KL —n%E [

2. sequence-number permit protocol source source-wildcard destination destination-wildcard
[precedence] [tos tos tos] [log] [time-rangetime-range-name | [fragments]

exit

class-map { [type inspect match-all ] | [match-any] } class-map-name
match access-group { access-group | name access-group-name}

policy-map policy-map-name
class {class-name | class-default
. priority level level
10. exit
11.  interface type number

3
4
5.
6. exit
7.
8
9

12. service-policy [ history | {output} policy-map-name | type control control-policy-name]

13. end

FIED ¥
ARV EFEREETIVa Yy EL:Y

RATFw 1 |ipaccesslist extended {acl-name | acl-number} VEACL=Z > 7 4 ¥ a2l —Y gy EF— FZEWC
Bl - LET, CLIFEEACL a7 4 Falb—a v
beus . . . T— REBBLET, Z0F— FTIE, HBhod

evice (config)# ip access-list extended § R
health probes accesslist TOa~xy RRBIEOILRT 78 A Y 2 MIEH S
NnET,

AFw F2 |sequence-number permit protocol source source-wildcard | 4, gfifsf & IP 7 7 & 2 U & k &— F T permit A7 —
destination destination-wildcard [precedence] [tos tos FAV REEELET, 207272 U X Tl
tos] [log] [time-rangetime-range-name ] [fragments] permit 25— k X > k2N LTV E T8,
i - IR AT — N A2 FONEFIZISE LT, deny 27—
Device (config-ext-nacl)# 10 permit udp any eq kA b ﬁ)%*ﬂﬂlﬁﬁﬁ éhé EIT%E‘TTB HY iﬁ‘o
3367 any eq 3367

ATFv 3 |exit WHEACL a7 4 X2l —i gy B— REKT
Bl - L. Zu—)L a7 4FXalb— 3y F—RiZ
Device (config-ext-nacl)# exit R

AT w74 |class-map { [type inspect match-all | | [match-any] } BT 227 7 A =~y 7O4HTZRE L, QoS 7 7
class-map-name Awy T AT 4 Xal—arE— REBL
11 £
Device (config)# class-map match-all
health probes cmap

X w 5 |match access-group { access-group | name FTRTO7y ML TN —ET AL 7

access-group-name}

1 :

Device (config-cmap) # match access-group name
health probes accesslist

D, 7 TAYy T O—BIEELRELET,

Snort IPS .
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B - 750EREE=5Y 25T 5100 Quality of Service (008) 1) & — D5

ARV FFEREETIVa Yy

S

ATy 76 |exit VI A%y S ar74Xal—varE— ek
- TL,. Ze— b ary74Falb—var EF—F
Device (config-cmap) # exit “:E%K)jiiro
AT w771 |policy-map policy-map-name =2 RY =% ET LD 1 DL EDA
i - V=T A RITHEA RN Y v — <y T EAE
Device (config) # policy-map health probes pmap Wifl ﬂiﬂ%_—LE L/‘ QOS 25 U veNy T Ay A ﬂF:L
L—yay B— RERIBLET,
5w T8 |class {classname class-default 05 ADKY —ERET BN, AV T —DfE
R FETRR L1257 7 ADARIEIET D0, (—
Device (config-pmap) # class health probes cmap k; class-default 7 7 A O& @{iﬂ 6) ?: AN ]\&
TFAERELTHD, RIv—~vy T ar7 ¥z
L—va ' —REBLET,
AT w79 |priority level level RESNTETIAFVT 4 LYV TRT T 4 w7
B - 7 TRCTTAFT T 4 &2EDETET,
Device (config-pmap) # priority level 1 s TTAFT VT 4 7T AIZEYETHNEL
NERZ D Z A L ES, Azh2afEiE, 1 (S
FNART) Fioix2 URESENENL) T3, 774
VM1 T,
ATy 10 |exit R —~wyTar7 i Fal—varE— %
- MTL, Zu—)Lary7 4 Xal—y gy E—
Device (config-pmap) # exit FIZRY iﬁ—o
A7y 711 |interface type number AVB—T 2 f AEREL, A VX —T = A2
- Y74 F¥alb—varyEw—REBLET,
Device (config)# interface VirtualPortGroup 1 * VirtualPortGroup - > % —7 = A A TRELFE
R
DAV E =T ARIE, T—H T T 47
WS ET,
ATvT12 SerViCG-POIiCY[hiSFOTﬂ {output} policy-map-name|type | /KU > — ~ v 7% 7 T AIHES LET, @HSHh
control control-policy-name] Y —E A KY — -~ (policy-map =~ K
B EHEN LCIER) 04T 4RMCIRK 40 X7 E
Device (config-if)# service-policy output T®£§&$%€H§T£T% ij‘o
health probes pmap
RATwv 713 |end AV H =Tz AT 4Fal—varyET—FK
Bl - ZHET L. FiME EXEC E— FIZRY £,

Device (config-if)# end
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{5 : VirtualPortGroup f >3 — 7 14 A B LV REYS—EXDHKTE

Device# configure terminal

Device (config) # interface VirtualPortGroup 0
Device (config-if)# ip address 10.1.1.1 255.255.255.252

Device (config-if)# exit

Device (config) # interface VirtualPortGroup 1

Device (config-if)# ip address 192.0.2.1 255.255.255.252
Device (config-if)# exit

Device (config)# wvirtual-service UTDIPS

Device (config-virt-serv)# vnic gateway VirtualPortGroup 0
Device (config-virt-serv-vnic) # exit

Device (config-virt-serv)# vnic gateway VirtualPortGroup 1
Device (config-virt-serv-vnic)# guest ip address 192.0.2.2
Device (config-virt-serv-vnic) # exit

Device (config-virt-serv)# wvnic management GigabitEthernetO
Device (config-virt-serv-vnic) # guest ip address 209.165.201.1
Device (config-virt-serv-vnic) # exit

Device (config-virt-serv) # activate

Device (config-virt-serv-vnic) # end

Bl - B A)Y—XTO7 7/ ILDETE

Device# configure terminal

Device (config)# wvirtual-service UTDIPS

Device (config-virt-serv)# no activate

Device (config-virt-serv)# end

Device# wvirtual-service uninstall name UTDIPS
Device# configure terminal

Device (config) # wvirtual-service UTDIPS

Device (config-virt-serv) # profile medium
Device (config-virt-serv) # end

Device# wvirtual-service install name UTDIPS package:utd.ova
Device# configure terminal

Device (config) # virtual-service UTDIPS

Device (config-virt-serv) # activate

Device (config-virt-serv) # end

51 : SnortIPS 45 A —/\JLERTE

Wiz, TARARAETREAB AT (IPS) 270 — UIRET BHZRLET,

Device# configure terminal

Device (config) # utd engine standard

Device (config-utd-eng-std) # threat-inspection
Device (config-utd-eng-std-insp) # threat protection
Device (config-utd-eng-std-insp) # policy security

Snort IPS
I .“
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Device (config-utd-eng-std) # exit
Device (config) # utd

Device (config-utd) # all-interfaces
Device (config-utd) # engine standard
Device (config-utd-whitelist) # end
Device#

Bl : 4203 —T 4R ED Snort IPS IREDERTE

WIZ, £ ¥ —TxA AT LI Snort R ARE T AT A (IDS) ZRET HHlERLE
ﬁéo

Device# configure terminal

Device (config)# utd engine standard
Device (config-utd-eng-std) # threat-inspection
Device (config-utd-eng-std-insp) # threat detection
Device (config-utd-eng-std-insp) # policy security
Device (config-utd-eng-std) # exit

Device (config) # utd

Device (config-utd) # engine standard

Device (config-eng-std) # exit

Device (config) # interface gigabitethernet 0/0/0
Device (config-if)# utd enable

Device (config-if)# exit

Bl : A INO R VR —DIARETIMNNYOV KA R —D 1A
ADWEATHOVRF ZEAL 7= UTD DERE

Device# configure terminal
Device (config)# vrf definition VRF1

Device (config-vrf)# rd 100:1
Device (config-vrf route-target export 100:1
Device (

(

) #
config-vrf)# route-target import 100:1
Device (config-vrf) #

route-target import 100:2

Device (config-vrf)# address-family ipv4

Device (config-vrf-af) # exit

|

Device (config-vrf) # address-family ipvé6

Device (config-vrf-af)# exit

|

Device (config-vrf-af)# vrf definition VRF2
Device (config-vrf)# rd 100:2

Device (config-vrf)# route-target export 100:2
Device (config-vrf)# route-target import 100:2
Device (config-vrf)# route-target import 100:1

|

Device (config-vrf)# address-family ipv4

Device (config-vrf-af)# exit

|

Device (config-vrf) # address-family ipvé6

Device (config-vrf-af)# exit

|

Device (config-vrf)# interface VirtualPortGroup0
Device (config-if)# ip address 192.0.2.1 255.255.255.252
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Bl: AVNDU A VB—TIARETI NI RA B —T 24 ADWEATOH VRF 2 L 1= UTD DERE .

Device (config-if)# no mop enabled
Device (config-if)# no mop sysid

|
Device
Device
Device

Device
|

config-if
config-if
config-if
config-if

interface VirtualPortGroupl

no mop enabled
no mop sysid

) #
) #
) #
) #

Device (config-if)# interface GigabitEthernet0/0/2
Device (config-if)# vrf forwarding VRF1

Device (

Device (config-if-vrf)# ipv6 address A000::1/64

|
Device
Device
Device

Device
|

config-if)# interface GigabitEthernet0/0/3
config-if)# vrf forwarding VRF2

config-if-vrf)# ipv6 address B000::1/64

Device (config-if-vrf)# router bgp 100

Device (config-if-vrf)# bgp log-neighbor-changes
|
Device
Device
Device

Device
|

config-vrf)# address-family ipv4 vrf VRF1
config-vrf-af)# redistribute connected
config-vrf-af)# redistribute static
config-vrf-af)# exit

Device (config-vrf)# address-family ipv6 vrf VRF1
Device (config-vrf-af)# redistribute connected
Device (config-vrf-af)# redistribute static
Device (config-vrf-af)# exit

|

Device (config-vrf)# address-family ipv4 vrf VRF2
Device (config-vrf-af)# redistribute connected
Device (config-vrf-af)# redistribute static
Device (config-vrf-af)# exit

|
Device
Device
Device

Device
|

config-vrf)# address-family ipvé vrf VRF2
config-vrf-af)# redistribute connected
config-vrf-af)# redistribute static
config-vrf-af)# exit

Device (config) # utd

Device (config-utd)# all-interfaces
Device (config-utd) # engine standard
Device (config-utd) # exit

Device (config)# utd engine standard

Device (config-utd-eng-std) # logging syslog

Device (config-utd-eng-std) # threat-inspection
Device (config-utd-engstd-insp)# threat protection
Device (config-utd-engstd-insp)# policy security
Device (config-utd-engstd-insp) # exist

Device (config-utd-eng-std) # exit

|

Device (config)# virtual-service utd

Device (config-virt-serv)# profile low

Device (config-virt-serv)# vnic gateway VirtualPortGroup0
Device (config-virt-serv-vnic)# guest ip address 192.0.2.2

Device (config-virt-serv)# vnic gateway VirtualPortGroupl
Device (config-virt-serv-vnic)# guest ip address 192.0.2.6

Device (config-virt-serv-vnic)# exit

(
(
(
(
Device (config-virt-serv-vnic)# exit
(
(
(
Device (config-virt-serv)# activate

ip address 192.0.2.5 255.255.255.252

config-if-vrf)# ip address 192.1.1.5 255.255.255.0

config-if-vrf)# ip address 192.1.1.5 255.255.255.0
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UTD Snort IPS Drop Log

2016/06/13-14:32:09.524475 IST [**] [Instance ID: 1] [**] Drop [**]
[1:30561:1] BLACKLIST DNS request for known malware

domain domai.ddns2.biz - Win.Trojan.Beebone [**]

[Classification: A Network Trojan was Detected]

[Priority: 1] [VRF_ID: 2] {UDP} 11.1.1.10:58016 -> 21.1.1.10:53

5] : 10S Syslog DOX > 5 DEKRTE

WIZ, THRAADu T L)L & LCTI0S syslog DR ¥ 7 &% ET 562~ L E
jAO

Device# configure terminal

Device (config)# utd engine standard

Device (config-utd-eng-std) # logging syslog

Device (config-utd-eng-std) # threat-inspection
Device (config-utd-engstd-insp) # logging level debug
Device (config-utd-eng-std-insp) # end

Device#

Bl FREPROTH—N~ADOAX VT DERE

wROBNE, PREFR O 7 —_"~DOu X T OREHFELZRLTHNET,

Device# configure terminal

Device (config) # utd engine standard

Device (config-utd-eng-std-insp) # logging host syslog.yourcompany.com
Device (config-utd-eng-std) # threat-inspection

Device (config-utd-eng-std-insp)# logging level info

Device (config-utd-eng-std-insp) # end

Device#

5 : Cisco U—/\M L DEBRBHDERTE

WOHNE, Cisco V—"IOLBLOLH AHET D HEERLTWET,

Device# configure terminal

Device (config)# utd engine standard

Device (config-utd-eng-std) # threat-inspection

Device (config-utd-eng-std-insp) # signature update server cisco username CCOuser password
passwdl23

Device (config-utd-eng-std-insp) # end

Device#

)

GE) DNSACisco M— "B LEFL T o0— RTAHALSCEREINTWAZ L AL
S
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Bl A—AILY—I\DoDEREFDRTE

ROBNL, B =TI NY =P EBLOEH 2R ET 2 HEEZ R L TVET,

Device# configure terminal
Device (config) # utd engine standard
Device (config-utd-eng-std) # threat-inspection

Device (config-utd-eng-std-insp) # signature update server url http://192.168.1.2/sig-1.pkg

Device (config-utd-eng-std-insp) # end
Device#

Bl . BBEREFDHE

ROBNT, F—"THBELEHERET 2 HEEZRLTVET,

Device# configure terminal
Device (config)# utd engine standard
Device (config-utd-eng-std) # threat-inspection

Device (config-utd-eng-std-insp) # signature update occur-at daily 0 O
Device (config-utd-eng-std-insp)# signature update server cisco username abcd password

ciscol23
Device (config-utd-eng-std-insp) # end
Device#

Bl FRINKOEBLDEHFDET

ROBNT, SESERTETFH TELETHTLHEZRLTOVET,

Device# utd threat-inspection signature update

PO = "RELFZ U — 50, BFEOY— \BEZHH L TRESIZH
R 7= NEHRERIF LET, Zhb0avr Rk, ROBEZHEH L TFE)

CEALEHBETSNET,

Device# show utd engine standard threat-inspection signature update status

Current signature package version: 2983.4.s
Current signature package name: UTD-STD-SIGNATURE-2983-4-S.pkg
Previous signature package version: 29.0.c

Last update status: Successful

Last successful update time: Mon Aug 7 02:02:32 2017 UTC
Last successful update method: Manual

Last successful update server: cisco

Last successful update speed: 3022328 bytes in 25 secs
Last failed update time: Mon Aug 7 01:53:21 2017 UTC
Last failed update method: Manual

Last failed update server: cisco

Last failed update reason: ('Connection aborted.', gaierror (-2,
known'))

Last attempted update time: Mon Aug 7 02:02:32 2017 UTC
Last attempted update method: Manual

'Name or service hnot

Snort IPS .
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Last attempted update server: cisco

Total num of updates successful: 1
Num of attempts successful: 1

Num of attempts failed: 3

Total num of attempts: 4

Device# utd threat-inspection signature update server cisco username ccouser password
passwdl23

Device# utd threat-inspection signature update server url http://192.168.1.2/sig-1.pkg

Bl . EAHFA) X FDEKRE

WOBNL, BAOFHAY A MERES D HEERLTVET,

Device# configure terminal

Device (config) # utd threat-inspection whitelist

Device (config-utd-whitelist)# utd-whitelist)# generator id 1 signature id 23456 comment
"traffic from client x"

Device (config-utd-whitelist)# exit

Device (config)# utd engine standard

Device (config-utd-eng-std) # threat-inspection

Device (config-utd-eng-std-insp) # whitelist

Device (config-utd-eng-std-insp) # end

Device#

\)

CE) AU R ROBAID BNRESND L, Snort (70 —0R7 7 — F Ry 772 LTF

NARAZBBTEDHEIICLET,

7O T 4 TEERDRTH
Bl AR S—2@EALT I T« THBRORT

Device# utd threat-inspection signature active-list write-to bootflash:siglist connectivity
Device# more bootflash:siglist connectivity

Signature Package Version: 2982.1.s
Signature Ruleset: Connectivity
Total no. of active signatures: 581
Total no. of drop signatures: 452
Total no. of alert signatures: 129

For more details of each signature please go to www.snort.org/rule docs to lookup

List of Active Signatures:
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<snipped>

Bl : NS URADENTI=R) O—FFRALETI T4 THBLADORT

Device# utd threat-inspection signature active-list write-to bootflash:siglist balanced
Device# more bootflash:siglist_balanced

Signature Package Version: 2982.1.s
Signature Ruleset: Balanced

Total no. of active signatures: 7884
Total no. of drop signatures: 7389
Total no. of alert signatures: 495

For more details of each signature please go to www.snort.org/rule docs to lookup

List of Active Signatures:

<snipped>

Bl : X)) T4 R)O—%FHALET VT4 THEBRADERT

Device# utd threat-inspection signature active-list write-to bootflash:siglist_security
Device# more bootflash:siglist security

Signature Package Version: 2982.1.s
Signature Ruleset: Security

Total no. of active signatures: 11224
Total no. of drop signatures: 10220
Total no. of alert signatures: 1004

For more details of each signature please go to www.snort.org/rule docs to lookup

List of Active Signatures:

<snipped>

5 S 7 Snort IPS X FE D FER
WDa<vy REERALT, BTN T TNy a—T 47 LET,

FIRDOEE

enable

show virtual-service list

show virtual-service detail

show service-insertion type utd service-node-group

show service-insertion type utd service-context

show utd engine standard config

show utd engine standard status

show utd engine standard threat-inspection signature update status

NSO A WN S
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ATvT3

9. show utd engine standard logging events

10. clear utd engine standard logging events

11.  show platform hardware gfp active feature utd config
12. show platform software utd global

13. show platform software utd interfaces

14. show platform hardware gfp active feature utd stats
15. show utd engine standard statistics daq all

enable
1 -

Device> enable
FHE EXEC E— REFMC L E T,
e RATU—FREANLET (EEREINEZHR) &

show virtual-service list
RIS —rRAarT7F EoT_RTOT IV r—2a3 DA A N—IVDAT—H AR R LET,
1 -

Device# show virtual-service list

Virtual Service List:

Name Status Package Name

UTDIPS Activated utdsnort.1l 0 1 Sv2982 XE 16 3.20160701_131509.0va

show virtual-service detail

FTNA AR — R TFIA VA M= NLEINTWET N r—raAlloTEREIND Y V—
AuEFRRLET,

1 -

Device# show virtual-service detail

Device#show virtual-service detail
Virtual service UTDIPS detail

State : Activated
Owner : I0sd
Package information
Name : utdsnort.l 0 1 SV2982 XE 16 3.20160701 131509.ova
Path : bootflash:/utdsnort.l 0 1 SV2982 XE 16 3.20160701 131509.ova
Application
Name : UTD-Snort-Feature
Installed version : 1.0.1 SV2982 XE 16 3
Description : Unified Threat Defense
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Signing

Key type

Method
Licensing

Name

Version

Detailed guest status

Cisco development key
SHA-1

Not Available
Not Available

climgr
logger

Status Uptime # of restarts
UP 0Y Ow 0D 0: 0:35 1
UP 0Y Ow 0D 0: 0: 4 0
UP 0Y Ow 0D 0: 0: 4 0

snort_1
Network stats:

eth0: RX packets:43, TX

ethl: RX packets:8,

Coredump file(

packets: 6

TX packets:6

s): lost+found

Activated profile name:
Resource reservation

Disk
Memory
CPU

Attached devices

Type

Disk
Serial/she
Serial/aux
Serial/Sys
Serial/Tra
Watchdog

11

log
ce

Network interfaces

MAC addres

54:0E:00:0
A4:4C:11:9
A4:4C:11:9
A4:4C:11:9

Guest interf

Interface: e

ip address:
Interface: eth

S

ace

th2
48.0.
1
47.0.

None

736 MB
1024 MB
25% system CPU

Name Alias
ieobc 1 ieobc
dp 1 0 net2
dp 1 1 net3
mgmt 1 mgmt
_rootfs
/opt/var
/opt/var/c
serial0
seriall
serial2
serial3
watchdog-2
Attached to interface
02 ieobc 1
8D VirtualPortGroupO
8C VirtualPortGroupl
8B mgmt 1
0.2/24
0.2/24

ip address:

Guest routes

Address/Mask

sa® snorties mEowR ]
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74

0.0.0.0/0 48.0.0.1 eth2
0.0.0.0/0 47.0.0.1 ethl
Resource admission (without profile) : passed
Disk space : 710MB
Memory : 1024MB
CPU : 25% system CPU
VCPUs : Not specified

show service-insertion type utd service-node-group
P—ER )= RIN—TDAT—H A%eFRLET,
1 -

Device# show service-insertion type utd service-node-group

Service Node Group name : utd sng 1
Service Context : utd/1
Member Service Node count : 1

Service Node (SN) : 30.30.30.2

Auto discovered : No

SN belongs to SNG : utd sng 1

Current status of SN : Alive

Time current status was reached : Tue Jul 26 11:57:48 2016

Cluster protocol VPATH version : 1

Cluster protocol incarnation number : 1

Cluster protocol last sent sequence number : 1469514497
Cluster protocol last received sequence number: 1464
Cluster protocol last received ack number : 1469514496

show service-insertion type utd service-context
AppNav B XU —E X/ — Rt a—%2RR-LET,
{1 -

Device# show service-insertion type utd service-context

Service Context : utd/1

Cluster protocol VPATH version : 1

Time service context was enabled : Tue Jul 26 11:57:47 2016
Current FSM state : Operational

Time FSM entered current state : Tue Jul 26 11:57:58 2016
Last FSM state : Converging

Time FSM entered last state : Tue Jul 26 11:57:47 2016
Cluster operational state : Operational

Stable AppNav controller View:
30.30.30.1

Stable SN View:
30.30.30.2

Current AppNav Controller View:
30.30.30.1

Current SN View:
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ATvT6

ATy 17

30.30.30.2

show utd engine standard config
EHBBE (UTD) OFREEZFRLET,
{5

Device# show utd engine standard config

UTD Engine Standard Configuration:
Operation Mode : Intrusion Prevention
Policy : Security

Signature Update:

Server : cisco

User Name : ccouser

Password : YEX"SH\fhdOeEGaOBIQAIcOVLgaVGf

Occurs-at : weekly ; Days:0 ; Hour: 23; Minute:
Logging:

Server : IOS Syslog; 10.104.49.223

Level : debug

Whitelist Signature IDs:
28878

show utd engine standard status

UTD = PV DAT—Z AR LET,
i) :

Device# show utd engine standard status
Profile : High

System memory

Usage : 8.00 %

Status : Green

Number of engines : 4

Engine Running CFT flows Health Reason

50

Engine (#1): Yes 0 Green None
Engine (#2): Yes 0 Green None
Engine (#3): Yes 0 Green None
Engine (#4): Yes 0 Green None

Overall system status: Green

Signature update status:

Current signature package version: 2983.4.s
Last update status: Successful

Last successful update time: Mon Aug 7 02:02:32 2017 UTC
Last failed update time: Mon Aug 7 01:53:21 2017 UTC

Last failed update reason: ('Connection aborted.',
Next update scheduled at: None
Current status: Idle

gaierror (-2,

sa® snorties mEowR ]

'"Name or service not known'))
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ATw 78 showutd enginestandard threat-inspection signature update status
BUAHEH T OB ADAT—H A TR LET,
{1 -

Device# show utd engine standard threat-inspection signature update status

Current signature package version: 2983.4.s
Current signature package name: UTD-STD-SIGNATURE-2983-4-S.pkg
Previous signature package version: 29.0.c

Last update status: Successful

Last successful update time: Mon Aug 7 02:02:32 2017 UTC
Last successful update method: Manual

Last successful update server: cisco

Last successful update speed: 3022328 bytes in 25 secs
Last failed update time: Mon Aug 7 01:53:21 2017 UTC
Last failed update method: Manual

Last failed update server: cisco

SnortIPS |

Last failed update reason: ('Connection aborted.', gaierror (-2, 'Name or service hnot known'))

Last attempted update time: Mon Aug 7 02:02:32 2017 UTC
Last attempted update method: Manual
Last attempted update server: cisco

Total num of updates successful: 1
Num of attempts successful: 1

Num of attempts failed: 3

Total num of attempts: 4

Next update scheduled at: None

ATw 79  show utd engine standard logging events
Snort B Hr—mb0R AR N EFRRLET,
i
Device# show utd engine standard logging events

2016/06/13-14:32:09.524475 IST [**] [Instance ID: 1] [**] Drop [**] [1:30561:1]
BLACKLIST DNS request for known malware domain domai.ddns2.biz -
Win.Trojan.Beebone [**] [Classification: A Network Trojan was Detected] [Priority:
[VRF_ID: 2] {UDP} 11.1.1.10:58016 -> 21.1.1.10:53

2016/06/13-14:32:21.524988 IST [**] [Instance ID: 1] [**] Drop [**] [1:30561:1]
BLACKLIST DNS request for known malware domain domai.ddns2.biz -
Win.Trojan.Beebone [**] [Classification: A Network Trojan was Detected] [Priority:
[VRF_ID: 2] {UDP} a000:0:0:0:0:0:0:10:59964 -> b000:0:0:0:0:0:0:10:53

AT w710 clear utd engine standard logging events

1

Device# clear utd engine standard logging events

Snort t Y —nb0ou AR 2T T LET,

AT w711 show platform hardware qfp active feature utd config

. Snort IPS
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P—b R/ — ROEFHEICETIHEHREFRLET,
Bl -

Device# show platform hardware qfp active feature utd config

Global configuration

NAT64: disabled

SN threads: 12

CFT inst_id 0 feat id 1 fo id 1 chunk id 8
Context Id: 0, Name: Base Security Ctx
Ctx Flags: (0x60000)

Engine: Standard

SN Redirect Mode : Fail-open, Divert
Threat-inspection: Enabled, Mode: IDS
Domain Filtering : Not Enabled

URL Filtering : Not Enabled

SN Health: Green

AT w712  show platform software utd global
UTD BNANZ 2o TS A v H—T oA A RN LET,
fi

Device# show platform software utd global

UTD Global state

Engine : Standard

Global Inspection : Enabled

Operational Mode : Intrusion Prevention
Fail Policy : Fail-open

Container techonlogy : LXC

Redirect interface : VirtualPortGroupl

UTD interfaces
All dataplane interfaces

AT w713  show platform software utd interfaces
TRTOA o FZ =T = A ACHT DIERER I LET,
fi

Device# show platform software utd interfaces

UTD interfaces
All dataplane interfaces

AT 714 show platform hardware qfp active feature utd stats
T =47 L —r 0 UTD fiaHElaE £m LET,
f

Device# show platform hardware gfp active feature utd stats
Security Context: Id:0 Name: Base Security Ctx

Summary Statistics:
Pkts entered policy feature pkt 228

Snort IPS
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Drop Statistics:

Service Node flagged flow for dropping

Service Node not healthy

General Statistics:

Non Diverted Pkts to/from divert interface

Inspection skipped - UTD policy not applicable

Policy already inspected

Pkts Skipped - L2 adjacency glean

Pkts Skipped - For Us

Pkts Skipped - New pkt from RP
Response Packet Seen

Feature memory allocations
Feature memory free

Feature Object Delete

Service Node Statistics:
SN Health: Green

SN down

SN health green

SN health red

Diversion Statistics

redirect

encaps

decaps

reinject

decaps: Could not locate flow
Redirect failed, SN unhealthy

Service Node requested flow bypass drop

show utd engine standard statistics daq all
=R T L —rOTFT—ZE (DAQ) DffitEMAEFR RL £,

1

Device# show utd engine standard statistics dag all

IOS-XE DAQ Counters (Engine #1):

Frames received

Bytes received

RX frames released

Packets after vPath decap
Bytes after vPath decap
Packets before vPath decap
Bytes before vPath decap
Frames transmitted

Bytes transmitted

Memory allocation

Memory free

Merged packet buffer allocation
Merged packet buffer free

VPL buffer allocation
VPL buffer free
VPL buffer expand

. Snort IPS
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31083

48
62

32913
48892
2226

67
102
891
891
891
863

85
47
13

2226
2226
2298
2250
72
62
48

SnortIPS |



| SnortiPs

VPL buffer merge
VPL buffer split
VPL packet incomplete

VPL API error
CFT API error
Internal error
External error
Memory error
Timer error

Kernel frames received
Kernel frames dropped

FO cached via timer
Cached fo used
Cached fo freed

FO not found

CFT full packets

VPL Stats (Engine #1):

o o

o O O O O o

o o

o O O O o

Cisco Prime CLI 7> 7L — + % {&F L 7= Snort IPS D& A .

Cisco Prime CLI 7> J L — +Z{E A L 7= Snort IPS D E A

CiscoPrime CLI 7 > 7' L — 2 L T, SnortIPSAZ TR EYa =07 F 52 LN TEE
¥, CiscoPrime CLI 7 > 7' L — F 2+ 2 &, SnortIPSHEAZAELICTnE Y a =0 /T
¥, CiscoPrime CLI 7 7' L' — F & Snort IPS A DT n ¥ g = ZIEMT 5121F, &’

ATy T

ATvT2
ATvT3

ATv74
ATvT5

DFNAZFEITLET,

VAT ALATIITSNTODIOSXEN—=V a NHET 5 Prime 7 7L — b2 Y 7 by =7 DA H—
R_X=Upb Xy rm—RLET,

ZDT 7 ANVPEM ST DIEE TR L £,

Prime 7>% . [Configuration] > [Templates] > [Features and Technologies] DNEIZ# TN, [CLI Templates] % 38R L
£

[Import] #27 V v 7 LET,
T L= DA VIR — N7 3V F &3 L, [Select Templates] #27 U v 27 LC, gL v u—K
LT o7 —haBRLTA A —FLET,

KD Snort IPSCLLI 7> 7L — X £,

« Copy OVA to Device : ZD7 L — M & LT, Snort IPSOVA 7 7 A VEZNL—F DT 7 A LT A

ThZAE—LET,

eDelete OVA : ZDOTF > L — 2 LT, 2 —1L7 Snort IPSOVA 7 7 A L &E)L—RZ DT 74 )L

AT LINGHIERL £

Snort IPS .
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« Dynamic NAT : A 53 v 7 NAT (v hU—27 7 L AZEH) NERENTRESNTEY ., Snort
HS£@4/& T2 A AP FHICERETHMLEND D NAT B EZEIRT L7207 7 AU A M &fF
ATA8481F. 2oF 7 Lr— MR LET,

« Dynamic NAT Cleanup : Z D7 > 7' L— h % LT, Snort IPS ® NAT & EAZHIFRL 7,

* Dynamic PAT : BgEENCTH A+ v 7 PAT (R— F7 RL AZEH) NEREINTEY, Snort IPS FHL
A HF =T 2 A RAIPHICEFTTHMLEDSH D PAT BHZEIRTH-DICT7 782U 2 N+ 55
Hlx. ZoF T — AR LET,

* Dynamic NAT Cleanup : Z D7 > 7 L— M &M H LT, Snort IPS @ PAT XEZHIFR L £7°,

« IP Unnumbered : 27 7L — h &2 L T, Snort IPS BLOIP H 572 L DOE A LB/ —
EXERELET,

« IP Unnumbered Cleanup : Z D7 > 7' L— M & LT, IP &5 7 L T iE S 4172 Snort IPS FHEA
H—Tx A ZA&HIFRLET,

» Management Interface : Snort IPS EHL N7 7 4 v 7 DN—T 4 Y TV AT LERA VX —T = A A
(GigabitEthernet0 72 &) ZfEH T 5581L, 207 7L — AL ET,

« Management Interface Cleanup : ZD7 /'L — b 2fEH LT, Snort IPSEEL N7 7 ¢ v 7 HN—T 4
VT DIEDICRESNTZ VAT MEBLA o Z—7 = A A (GigabitEthernet0 72 &) ZHIFRL £,

* Static NAT : 2D > 7 L— hZffifl LT, Snort IPS 3 L OBELFDO#) NAT O A VB A8t —
ERAEHRELET,

« Static NAT Cleanup : ZD7 7' L— F & LT, §#H) NAT OE A TERIE S 4172 Snort IPS ZHIIER L
i‘j‘o

« Upgrade OVA : D7 > 7L — h&H LT, SnortIPSOOVA 7 7 A VT v 77 L—RKLET,

I0x 3> TF DT

Z Z TlX. Cisco 1000 ) — AP —E 2SI L —% (ISR) TP UTD 5L+ 572
@D . Cisco I0x 3 LN I0Ox ~D UTD OFATFIZHOWTHIA L E 9, Cisco IOx Tl Cisco IOS &
Linux OS DWHlABDLEINTRY, Ze&fomsnry NU—7 2FB L $7,

Cisco IOx [ZTDULVT

CiscolOx (%, EFEXERCisco7T v b7+ —AIZBIFBEFT 7Y r— a i —Enz
—BEMOHDHRAT 4 I REERMET AT SV~ a3 Ty N T — AT, ZDT
Ty N7 —AF, Ry NT—F o T F R —F 4 7 AT L (CiscolOS) &A—T7 > —
ADT Ty b7+ —2 (Linux) AL, Xy NI =27 LOBRAZLT TV r—aveA
VE =T A RAERBLET,
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FEY—EzavFrmsIx~07 v TTL—F |

R —E R a7 HET A ZAORIEEREE T, (R~ > (VM) | (R —E R %
Flidar s e bInEd, fMEr—tv 2 arFFRNIZT7 PV r— g v VA =L T
EFETd, ZOT TV = ai0d, T, ADFRV—TF 4 T VAT AOEEY—E R a
YTFTNTEEILES, 77U —a i3, JEET ova 2RO tar 7 7 A /L To 5 Open
Virtual Application (OVA) & LTSI ET, OVA Ny r—IE, a~v U RIS vDAf v
B =Tz A% LTT A AL VA M—vSi, AbahEd, #—7 71— Cisco
TITA T, YR T FTRNICEATE LT U r— 3 v O—fITT,

UTD OVA # 7R A T 57 DI SN AR — 2 a7 FDA 7T A NI 7 F xid,
Cisco 1100 >V —XISR Tixxtfis L TWER A, BIFE, UTDIIME O 2> 7 FIZxf s L TnE
9, 7272 L. OVA =27 FHEBEI Cisco IOS XE Gibrafilter 16.10 @V VU — 2 CiIxfhis L TV E
TN, FRLEEDO ) U — 2 TERHS L T ER A,

RES—EXaAVTFHFHILI0XADTY TSI L—F

ATy T

ATvT2

ATvT3

OVA 7 7 A Wi, AB~ vV DIEME STz T4 A M=)V N—Va v aEhd—7
MRAET — 714 7 (Open Virtualization Archive) T9°, Snort IPS |[ZfRfE= T FH— R L L
THEHATEET, ZOOVA 77 A NVET /A AZH 7 a— KL, virtual-serviceinstall CLI
EHHLTYH—ERAZA VA M= VT HMERLY £7,

UTDIOX A > 7 A T 7 F v DE4A. I0Ox X—AD OVAIZIOXxCLI =2~ R&E2FEHLTA
VAR—=NLET, £ A M= T AR, Fr— ULEEE— FTIOXBREZME L F1,

I0x X—ZAD OVA XL TAR 7 7 A )V EMEEINE T, X =2V T 4 T A8 A0fHE L7z Cisco
IOSXE A A=V ZFEHATHIVENHY ET, OVA 77 A NVDA LA =L HIZ, BF2 ]
TATA B ANTF 27 ZN, FTA BV ADFELWESIZZ T —NREINET,

AR —E AMB 10x I T FHIT v 77 L— R332k, ROFEEFEITLET,

no activate

1

Device# configure terminal

Device
Device
Device
Device

(config)# virtual-service utd
(config-virt-serv)# no activate
(config-virt-serv)# exit
(config) # no virtual-service utd

R~ 2= R— 2R —ERADA LV AX AT VT 4 TN LET,

show virtual-servicelist

1

Device# show virtual-service list

AP —E R TFIZA VA= N ENTNDETRXTOT S r—va vV DAT—F A ERRLET,
WY — AL VAR ANRET VT 4 T2 TND I EaflER LET,

virtual-service uninstall name virtual-service instance

1 -

Snort IPS .
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Device# virtual-service uninstall name utd
FAE~ R =y R—=ADREY — AL VAF A% T A A h—/L LEF, show virtual-service list
Av Y REFETLELEEI, IR —EAAL VU AZ U ARFRRENRNWZ & 2R LET,
ATy T4 iox
15“ .

Device# configure terminal
Device (config)# iox
Device (config)# end

IOxXBRBE % 71— LR EE— RCHMG L £,
AT w75  app-hosting install appid name package bootflash: <tarfile>
{1 -

Device# app-hosting install appid UTD package bootflash:utd.tar
Device#

lox X—AD OVAtar 7 7 A NVETNA A2 —LTA YA M=V LET,

ATw 76  show app-hosting list

fi

Device# show app-hosting list

App id State
UTD DEPLOYED
Device#

A VAN NDAT =B AEFRLET, 77V r—varBRESNTWAD Z EZ2MRLET,
ATw 771 app-hosting activate appid name

fi

Device# app-hosting activate appid UTD

FNAALEDIOX RXR—ADTAR 77 A NET 7T 4 712 LE T,

AT 78 show app-hosting list
{1 -

Device# show app-hosting list
App id State

UTD ACTIVATED

Device#
TITAN—=2a VDAT—EANRKERENET, TH V=2 a N7 774 7o T0H I e%x
MR L £
RATw 79 app-hosting start appid name
fl

Device# app-hosting start appid UTD
Device# show app-hosting list | in UTD
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ATy 710

10x D

[0x X— A D OVA Bt L £ 7,
show app-hosting list
{5

Example:
Device# show app-hosting list
App id State

UTD RUNNING

Device#

BB AT —H R EFR I LET, 7TV r—2a U BEFTENTNWDLZ L 2R LET,

10x D E%5E 51

10x OEEW &2 RIZRLET,

Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Device (config) # iox

Device (config)# interface VirtualPortGroupO

Device (config-if)# no shutdown

Device (config-if)# ip address 192.0.2.1 255.255.255.252
Device (config-if)# exit

Device (config)# interface VirtualPortGroupl

Device (config-if)# no shutdown

Device (config-if)# ip address 192.0.2.5 255.255.255.252
Device (config-if) # exit

Device (config) # app-hosting appid utd

Sl |

Device (config-app-hosting) # app-vnic gateway0 virtualportgroup 0 guest-interface 0

Device (config-app-hosting-gatewayO) # exit

Device (config-app-hosting) # app-vnic gatewayl virtualportgroup 1 guest-interface 1
Device (config-app-hosting-gatewayl) # guest-ipaddress 192.0.2.6 netmask 255.255.255.252

Device (config-app-hosting-gatewayl) # exit

Device (config-app-hosting) # app-resource package-profile custom
Device (config-app-hosting) # start

Device (config-app-hosting) # exit

Device (config) # exit

Device

SnortIPSD S T a—F4

S T4 v DNEREINLL

e 77 4 v 73S ERY A,
EZOoNBEE IR —EANT 7T 4 TR0 TWRWAREMENH D 97,

(
(
(
(
(
(
(
(
(
(
Device (config-app-hosting-gateway0) # guest-ipaddress 192.0.2.2 netmask 255.255.255.252
(
(
(
(
(
(
(
(
#
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fi@Ri% showvirtual-servicelist =~ RZFEH LT, (KBS —EARNT 7T 4 TR oT05
MEIMEBHEERLET, WIZ, a~r FoEiflzrLET,

Device# show virtual-service list

Virtual Service List:

Name Status Package Name

snort Activated utdsnort.l 0 1 SVv2982 XE 16 3.20160701 131509.ova
EZBNBEE FHESNIA V¥ —7 = A 2T, HAHENE (UTD) 23ARIC/2->T
WARWATREMER & D £,

figiki% show platform softwareutd global =~ > K&fiH LT, A > ¥ —7 = A ATUTD N F
72 o TWVDENE I D EERELET,

Device# show platform software utd global

UTD Global state

Engine : Standard

Global Inspection : Disabled

Operational Mode : Intrusion Prevention
Fail Policy : Fail-open

Container techonlogy : LXC

Redirect interface : VirtualPortGroupl
UTD interfaces

GigabitEthernet0/0/0

EZZONBFEE —ERA /) — RPRIEFEIZEMEL TWARWAREENRH D 97,

fizski% show platform hardwareqfp activefeatureutd config =~ > K&fH L T, +—t 2 /) —
ROAREEDR TN E S nEfER L E T,

Device# show platform hardware gfp active feature utd config

Global configuration

NAT64: disabled

SN threads: 12

CFT inst_id 0 feat id 0 fo id 0 chunk id 4
Context Id: 0, Name: Base Security Ctx
Ctx Flags: (0x60000)

Engine: Standard

SN Redirect Mode : Fail-open, Divert
Threat-inspection: Enabled, Mode: IDS
Domain Filtering : Not Enabled

URL Filtering : Not Enabled

SN Health: Green

EZONBREEA Snort OV RANT I T 4 TR TR WRREMERH D £,
fi@iki% showvirtual-servicedetail 2~ > RZ M LT, Snort7’ 2R BB L TWDHNE D M
PR L ET,

Device# show virtual-service detail

Virtual service UTDIPS detail
State : Activated
Owner : I0Sd
Package information
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Name : utdsnort.l 0 1 Sv2982 XE 16 3.20160701 131509.ova
Path : bootflash:/utdsnort.1 0 1 SV2982 XE 16 3.20160701 131509.ova
Application

Name : UTD-Snort-Feature

Installed version : 1.0.1 SV2982 XE 16 3

Description : Unified Threat Defense
Signing

Key type : Cisco development key

Method : SHA-1
Licensing

Name : Not Available

Version : Not Available

Detailed guest status

Process Status Uptime # of restarts
climgr UpP 0y Ow 0D 0: 0:35 1
logger UpP 0y Ow 0D 0: 0: 4 0
snort 1 Up 0Y Ow 0D 0: 0: 4 0

Netwo;k stats:
ethO: RX packets:43, TX packets:6
ethl: RX packets:8, TX packets:6

Coredump file(s): lost+found

Activated profile name: None
Resource reservation

Disk : 736 MB
Memory : 1024 MB
CPU : 25% system CPU

Attached devices

Type Name Alias
NIC ieobc 1 ieobc
NIC dp 1 0 net2
NIC dp_ 1 1 net3
NIC mgmt_1 mgmt
Disk _rootfs

Disk /opt/var

Disk /opt/var/c
Serial/shell serial0
Serial/aux seriall
Serial/Syslog serial?
Serial/Trace serial3
Watchdog watchdog-2

Network interfaces

MAC address Attached to interface
54:0E:00:0B:0C:02 ieobc_ 1
A4:4C:11:9E:13:8D VirtualPortGroup0
A4:4C:11:9E:13:8C VirtualPortGroupl
A4:4C:11:9E:13:8B mgmt_ 1

Guest interface

Interface: eth?2

ip address: 48.0.0.2/24
Interface: ethl

ip address: 47.0.0.2/24

Snort IPS
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Guest routes

Address/Mask Next Hop Intf.
0.0.0.0/0 48.0.0.1 eth?2
0.0.0.0/0 47.0.0.1 ethl

Resource admission (without profile) : passed

Disk space : 710MB
Memory : 1024MB
CPU : 25% system CPU
VCPUs : Not specified

EZZbNBDEEA AppNav N RV T 7T 4 Tl o TWRWATREMENRH Y £,

f#iR% show service-insertion type utd service-node-group 3 & UF show service-insertion type utd
service-context 2~ > RZEEHA LT, AppNav h U RN T VT 4 T/ o TWHNE 9k
R LET,

figiRsx RIZ. show service-insertion typeutd service-node-group =~ > RO IHIZ R L £,

Device# show service-insertion type utd service-node-group

Service Node Group name : utd sng 1
Service Context : utd/1
Member Service Node count : 1

Service Node (SN) : 30.30.30.2

Auto discovered : No

SN belongs to SNG : utd sng 1

Current status of SN : Alive

Time current status was reached : Tue Jul 26 11:57:48 2016

Cluster protocol VPATH version : 1

Cluster protocol incarnation number : 1

Cluster protocol last sent sequence number : 1469514497
Cluster protocol last received sequence number: 1464
Cluster protocol last received ack number : 1469514496

@Rk IRIZ, show service-insertion type utd service-context =~ > RO %2R~ L E T,

Device# show service-insertion type utd service-context

Service Context : utd/1

Cluster protocol VPATH version : 1

Time service context was enabled : Tue Jul 26 11:57:47 2016
Current FSM state : Operational

Time FSM entered current state : Tue Jul 26 11:57:58 2016
Last FSM state : Converging

Time FSM entered last state : Tue Jul 26 11:57:47 2016
Cluster operational state : Operational

Stable AppNav controller View:
30.30.30.1

Stable SN View:
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30.3

0.30.2

Current AppNav Controller View:

30.3

0.30.1

Current SN View:

30.3

Device# show platform hardware gfp active feature utd stats

Secu

0.30.2

sroasrmeLze [

EZLNBEE NG 74 v IV DAT—FADTF —F S L— 2 UTD#HEHE R AR L E T,
T 7 4w MEREINZWGAS, BEBIOESG SNy bofiiE oz £
T BMENRErUAOYE. NT 7 4 v ZHEREDTOITE Y, Snort & —F 7 —#
TNy FEFHEFELTOET,

fizski% show platform hardware gfp activefeatureutd stats =~ > K&HL T T 7 4 v 7 D
AT —H AR LET,

rity Context: Id:0

Summary Statistics:
Active Connections
TCP Connections Created
UDP Connections Created

Pkts

Pkts

Pkts

Pkts

Pkts

entered policy feature
entered divert feature
slow path
Diverted

Re-injected

ERDEHFIHEEEL RO

Cisco h—# LAY 7 o= THEAG (BSD : Borderless Software Distribution) H—/ 375
DEL TR L TWOERA,

EZoNBRE SESEREBICLVBAOTRIRKRLIZAREERHY £4, KEICE
HOEFR LT 2/l LE 5,

fi#iR% show utd enginestandard threat-inspection signatureupdatestatus =< > K& H L T,
RBICELOEFIRE LB AR R LE T,

Device# show utd eng standard threat-inspection signature update status
Current signature package version: 29.0.c
Current signature package name: default
Previous signature package version: None

el

Name: Base Security Ctx

Last

update status: Failed

Last successful update time: None

pkt
byt
pkt
byt
pkt
byt
pkt
byt
pkt
byt

29

712910

80
3537977
273232057
3229148
249344841
712990
45391747
3224752
249103697
3224746
249103373
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Last successful update method: None
Last successful update server: None
Last successful update speed: None

Last failed update time: Thu Jan 11 13:34:36 2018 PST

Last failed update method: Manual

Last failed update server: http://172.27.57.252/UTD-STD-SIGNATURE-2983-1-S.pkg
Last failed update reason: [Errno 113] No route to host

Last attempted update time: Thu Jan 11 13:34:36 2018 PST
Last attempted update method: Manual
Last attempted update server: http://172.27.57.252/UTD-STD-SIGNATURE-2983-1-S.pkg

Total num of updates successful: 0
Num of attempts successful: 0

Num of attempts failed: 1

Total num of attempts: 1

EZONBREEA FAA L R—ALV AT (DNS) DELSRESNTWVERA,

i@k show running-config |i name-server =~ > R&iH L T, F—L P — Ot 2F R L
£7

Device# show run | i name-server

ip name-server 10.104.49.223
EZONDREA VAT LALT— =P ERRAT — ROMAEDOEOLIIT R L E L
7=

fRRE BLHNN T —VOF 7 a— RIZIELWVIRGEHEREFEA L L 2/l LET,

O—AIIY—/\DNLDEBZDOEFHHAHERE L AR LN
BEE o — LT — XIS DOBL O FNPMEEE L 720,

E£2 5NBEE il ORBOBE « W4h7e A% — A — HTTP £ 721X HTTPS O 2% L
*9,

fERE m—HAFy o o— RERAE L THITP £33 =7 HTTP (HTTPS) MREE S
TWAZ L aMERLET,

EZAONBERE EOKMOME  ARTEZIT T —EANRH T,

BiREz m— ANV —NIFRESNTFAMELIZIP 7 FUARELWZ 2R LE T,
EZONDERE REOKRMOIN  FBIEERAAT SN TVEE A

fRRE v — BV HTTP £ 721X HTTPS — R OFBGEHE RS AT SN TND Z L 2R L E T,
EZNBRA HEDORIOIE : 77 A NDBROND FH A,

Rk ANLEBAT7 7 ANVAELIZURL BDIELWT & &gl LE T,
EZONBEE REOKRMOHEME : ¥ 7o — BB L THET,
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10sd Systog ~n o £ s L [

fRRE
cUHIDZEA DX Y v — FRICELEHROB/BAMT T T —NREL TRV E ) 2 fE
RBLET,

CELWEBANy S —=UMEARETH S Z & 2R L £

» R VTN ~
10Sd Syslog ~D O > J h\HEEE L Z2 LY
R9RE 10Sd syslog ~D 1 ¥ > 7 3HERE L 72\,
EZONBEEA syslog ~Dr X 7%, HEEBBLE (UTD) ORRE TITRETE £
A/O
fEiRkx UTDREZF/RNL, syslog ~DEF VI PRHREINTND Z & 2fERT 5121, show
utd engine standard config =~ > K&l L 7,

Device# show utd engine standard config
UTD Engine Standard Configutation:
Operation Mode : Intrusion Prevention

Policy : Security

Signature Update:

Server : cisco

User Name : ccouser

Password : YEX"SH\fhdOeEGaOBIQAIcOVLgaVGf

Occurs-at : weekly ; Days:0 ; Hour: 23; Minute: 50
Logging:

Server : IOS Syslog; 10.104.49.223

Level : debug

Whitelist Signature IDs:
28878

f@gikixk UTD = ¥ DA Xy hu /2R T 5I121%, kO show utd engine standard logging
events 2~ RZfEH L 7,

Device# show utd engine standard logging events

2016/06/13-14:32:09.524475 IST [**] [Instance ID: 1] [**] Drop [**] [1:30561:1]
BLACKLIST DNS request for known malware domain domai.ddns2.biz -

Win.Trojan.Beebone [**] [Classification: A Network Trojan was Detected]

[Priority: 1] [VRF_ID: 2] {UDP} 11.1.1.10:58016 -> 21.1.1.10:53
2016/06/13-14:32:21.524988 IST [**] [Instance ID: 1] [**] Drop [**] [1:30561:1]
BLACKLIST DNS request for known malware domain domai.ddns2.biz -

Win.Trojan.Beebone [**] [Classification: A Network Trojan was Detected] [Priority: 1]
[VRF_ID: 2] {UDP} a000:0:0:0:0:0:0:10:59964 -> b000:0:0:0:0:0:0:10:53

NERG—NA~ADOF T HHERE L %Ly

M@ SN — " ~ou X 7R L THEEA,

Snort IPS
I .“



B vozugzsioy

UTD EH4fT &

SnortIPS |

E£ZbNBEEA LY — 3T Syslog WEITIN TWRWATREMER H Y £,

fRiRiE  syslog 1 — 3B Y — RTEITINTWNENE I D EHERLET, AT —FA%EFR
RTBITIE, AR — A" TR a< > RERELET,

ps -eaf | grep syslog

root 2073 1 0 Aprl2 ? 00:00:02 syslogd -r -m

£z ONBER HAZEE (UTD) @ Linux = > 57 (LXC : Linux Container) & #4if
P — N O N KDL T WD RN H Y £,

fRRE BHA X —T oA ZAPDINE syslog — "~ AR L £ T,

TINYYD

ZffF & 53 Z1%, Unified Threat Defense (D~ /L F 7 F > M L TWET, KT
Ny T OBRESTFEDFANZONTL, LLFESRLTIZE 0,

hipyAmwweRocombnt siddostoueste i inpxeJses 000 bookhimibesk ACSHBROGBAHIADCBBDEF7ADDXERSI31

Snort IPS (ZRH9 A F DD EEH

EEEN
EEEE X=aT7ILEA L
I0S 2~ K ['Cisco 10S Master Command List, All Releases] [#<75

tFxF2U7 1 av R + [Cisco I0S Security Command Reference: Commands A to CJ [5%
At

['Cisco 10S Security Command Reference: Commands D to LJ
E¥i

[Cisco 10S Security Command Reference: Commands M to R ]
[J7H]

[Cisco 10S Security Command Reference: Commands S to ZJ [5%

7]
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