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VRF-Aware IPsec DR E 5%

v 3 S N SN =

EeitXF—1U VT DETE
b —1U 7%, FaidH 5 —3 L O Rivest, Shamir, and Adelman (RSA) ABF—D U R
¥ hUT9, CiscolOS —# EiZiE, 0L EDOF—Y U 7 E2FETEET,

FIEDHE
1. enable
2. configure terminal
3. crypto keyring keyring-name [vrf fvrf-name]
4. description string
5. pre-shared-key {addressaddress[mask] | hostname hostname} key key
6. rsa-pubkey {addressaddress| name fgdn} [encryption | signature]
7 address ip-address
8. serial-number serial-number
9. key-string
10. text
1. quit
12. exit
13.  exit
FIED ¥
ARV KRFERETIVaY B
RTwv 1 |enable it EXBEC E— REHZIZ L E T,
i ¢ NMAT—REANLET (FERINTEHE)
Router> enable
X 5w F2 |configure terminal Jua—)ary7 4 ¥al— gy ET— K&tk
11 LETS
Router# configure terminal
RTwvF3 |cryptokeyring keyring-name [vrf furf-name] X—U 7 D4HTE LT keyring-name & f57E L T
Bl - FoUTEERL, VT aryFal—
var E—RFEEBLET,
Router (config)# crypto keyring VPN1 . ({fj‘%) vrif ¥—7— KRB L0 fvrf-name%l%(
L. % — YU > 7% Front Door Virtual Routing and
Forwarding (FVRF) (234 > FanbZ %
BHLET, u—h T RARA 2 FAFVRF
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getx—yvronzt [

ARV FFEREETIVa Yy

E:)

NICHLHE. =V v THOF—RNBR N
FT9, vif ZRELRWEGA, =V 7037
02—/ U U RENET,

AT w74 |desription string (ER) =V ZIZBT 5 11703 T,
1 -
i -
Router (config-keyring)# description The keys
for VPN1
ATy 5 |preshared-key {addressaddress[mask]|hostname | (L&) 7 RLAE72 IR A MIZE T, Faiidk
hostnarme} key key fEr— R LET,
1 -
Router (config-keyring)# pre-shared-key address
10.72.23.11 key VPN1L
2FvT6 rsa—pubkey {addressaddress| namefqdn} [encryption| ({£3Z) 7 RL 2 F7-213HR X F4IZ L > TRSA A
| signature] Bl —Z2E&FK L, rsapubkey 27 4 ¥z L — 3
1 v B REBIRLET,
Router (confio-keyring) b - « 7T a Dencryption ¥ —U — R Tl ¥—
outer (config-keyrin rsa-pubkey name . i
host .vpm.com e PUEALOT- IR SN D = & MEE Sh &
R
« A3 D signature ¥ —U — R Tl F—
W7 =F XY IERESND Z LN EESILE
T T 7 AN T, F—FZ 7 =F ¥ HICHE
MEnx7d,
ATy 771 |address ip-address ({£#) RSALAF—DIP 7 RLAZEHLE
11 - kK
Router (config-pubkey-key)# address 10.5.5.1
AT w78 |serial-number serial-number (EE) BHF—OV I TAERSERELET, |
Bl HOMBEAE Y | MEHIRTT
Router (config-pubkey-key) # serial-number 1000000
ATy 79 |key-string ARF—ZERTHOOTFA N T— R& Btk
1 - LETS
Router (config-pubkey-key)# key-string
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B sawve soo7 4 LomE

aAv U RFERET7TIVaY EL:Y
ATy 710 |text NRF—ZIEELET,
i GE) ZOFIETEMTELARF—IT1 D
EITT,
Router (config-pubkey)# 00302017 4A7D385B
1234EF29 335FC973
2Ty 711 |quit NRF— 3T 4 Fal—Tar T—FEKTL
11 £
Router (config-pubkey)# quit
AT v 12 |exit F—U o/ ary7 s Xal—vary ®—FRIREY
1 - EE
Router (config-pubkey)# exit
RTw 13 |exit Ja—nN)arZ 4 Xal—vary E—RIRED
15'] : iﬁ—o
Router (config-keyring) # exit#

ISAKMP 7O 277 A JLDKRTE

ISAKMP 710 7 7 A JLiX, —#HOET DA v H—F v b F—H (IKE) 7=—X 1 BIW

IKE 7 =z—X15HEDPVART MY TY, ISAKMP 7 77 AL Clix, IKE 7 =—X 1 BN
Tx— RSP, F—TT7IF7A4 7, FTARKRA R, ETDID, BLUNXAUTHAAA
VARNREDT AT LINTEEINET, CiscolOS L—% EiZid, 0LLEDISAKMP 717 7
ANVERETEET,

\}

GE) =M OEERERE (CA) ~D T 7 v 7 GRREBXOBEM. F/mid, FEAERZY 2 b
(CRL) HUf$H) . Z721% Lightweight Directory Access Protocol (LDAP) H—/3—~®D | Z
7 4v7 (CRLEUGH) # VREZN L TA—T 4 v VT HMENH LS. N T A RRAL >
MZvrf 2~ RZBEMT20ERHY £3, BMLARWEGSE, N 749277 74080
N—T 4T T—TNEHERLET,

70Ty AMITIOULED R T A MKRA U ERRESNTWARNWGES, L—XHNDT T
DRTARKA Y EBERAESNT, ET7OFEAEOCHENPRITENET IKEA AV E—
REFIFIT7=F %50 . 1 2L ED R T A MRA LV FRBEEINTWAEES, F11b
DRTARMRAL U MEFMERASNET,
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\)

ISAKMP 7’07 7 1 LD E .

GE)  IKEZBAHT 21 —% L IKEERIGET D/—F D b T A MRA & FREITEWVITHFRAY T
%éz‘gﬁ‘&’) D iﬂ— 71 (l: Z_ j: RSA ./7 %'VH %"ﬂ:kg—t‘o\mu uﬁ%iﬁ?m@m/c/l/“—& (IKE
AA v F—F) TiL, CERT-REQ A B — FOEEFERZ, Fa— )L ar7 4 XFal—3
VHATERSINTE T AMRA U IMEHESN TV DEERHY 3, LrL, TOL—FT
1%, FEAFEOMERDOTZOIZ ISAKMP 7'u 7 7 A VN TEFRINIZ F T A MARA » FOHIRRY
AZMPERAENTWDEERHY £79, 7 (IKE OFREM) 25, FT7 A MRA  FRIRE
N—B DT a—r )L YR NNIZFIET D0, JREL—2 D ISAKMP 7' 1 7 7 A JLVINIZIZAFTE
LARWGEEZ N T2 L9 ICRESNL TV DG, Lo ETESSET (7L, B
GL—ZIZXoT, ISENLV—FDTa— )L a7 4 Fal—a WO M TARRA Y IR
ik S TV WG RIE, £ OREHFITRGES N ET) .
>
FIEDHE
1. enable
2. configureterminal
3. crypto isakmp profile profile-name
4. description string
5. vrf ivrf-name
6. keepalive seconds retry retry-seconds
7 self-identity {address|fgdn| user-fqdn user-fqdn}
8. keyring keyring-name
9. catrust-point {trustpoint-name}
10. matchidentity {group group-name|addressaddress[mask] [fvrf] | host host-name | host domain
domain-name | user user-fqdn | user domain domain-name}
11. client configuration address {initiate | respond}
12. client authentication list list-name
13. isakmp authorization list list-name
14. initiate mode aggressive
15. exit
FIIE D
ARV RFERETI3Y EL:Y
A7y 71 |enable FiHE EXEC E— R AT L £ T,
i e MAT—=REANLET (FRINTEHA) .
Router> enable
5w 2 |configureterminal JTa— )L a7 4 X2 lb—3ay B— FEELG
15“ : Lij‘o

Router# configure terminal
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ARV FFEREETIVa Yy

S

RFw 73 |cryptoisakmp profile profile-name Internet Security Association and Key Management
1 Protocol (ISAKMP) 7'& 7 7 A /L& EFK L, isakmp
' IuaZrANar7 4 ¥al—var ET—F2H
Router (config)# crypto isakmp profile vpnprofile ﬁé[/jziro
ATw 74 |description string ({F&) ISAKMP 7’1 7 7 A O 1 {TO#A % 15
15“ : E L/i‘j‘o
Router (conf-isa-prof)# description configuration|
for VPN profile
A7y 75 |vrf ivrf-name ({LE) IPsec k> /L% Virtual Routing and
B - Forwarding (VRF) A > AZ L A lZ~ v 7 LE
j‘o
Router (conf-isa-prof)# vrf VENI G¥) VRF /%, Security Policy Database
(SPD) ODBADI=DD~ v F 7D
OV 7 ZiZH720 9, VRF R
ISAKMP 711 7 7 A VN THRE SN T
W WA IPsec b > K /LD IVRF
. DO FVRF LR CIZ72 0 £77,
AFw 6 |keepalive seconds retry retry-seconds (fERE) 77— F o =A% LT, DeadPeerDetection
Bl - (DPD) A v E—=YDOET ~OREEZFA LET,
cERLBWES, F— MU =A TIEIm—L
Router (conf-isa-prof)# keepalive 60 retry 5 ay 74 ¥al— g ‘/’Tﬁ?ﬁlﬁfﬁﬁ éﬂi‘j—o
« seconds : DPD X vtE— OB, fEETE
% #PHIX 10 ~ 3600 £ T,
s retry retry-seconds : DPD A v &— U N1 T —
[l olelma D, U T AHOBMEIRETE S
FPHIX 2 ~ 60 BT,
RFwF1 |sef-identity {address|fqdn| user-fqdn user-fodn} ({EE) v—H/VIKEICE-»T, UE—F ETIC

1 :

Router (conf-isa-prof)# self-identity address
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ISAKMP 7’07 7 1 LD E .

ARV FFEREETIVa Yy

E:)

e user-fqdn : FEE S NIMEEZEH L E 7,

RTv S8 |keyring keyring-name (EE) 7 =— X1 23— v 7%
5l - FEiE L £
| | CF—Y TR LAV, Za— UL —
Router (conf-isa-prof)# keyring VPNL ﬁgééﬁiﬁﬁ;ﬁi§zlif7fo
ATy 79 |catrust-point {trustpoint-name} (f£#) Rivest, Shamir, Adelman (RSA) FERE
B - ERGRT BT h T A NEA v M EIRE LET,
. . *ISAKMP 711 7 7 A LINT T & haRA > b
T e o e HHEE ST B BE, Ciol0S 5
TRESNTNDTRTO FT R PFEA L 28
AEAE ORI SN E T,
R T 710 |matchidentity {group group-name|addressaddress | R4 &5 747 FIKEDID Zf5E L £,

[mask] [fvrf] | host host-name | host domain
domain-name | user user-fqdn | user domain
domain-name}

1 -

Router (conf-isa-prof)# match identity address
10.1.1.1

 group group-name : group-name & ID % A 7
ID KEY_ID #f& L £, £72. group-name
LEE4 (DN) Offfk—=v ~ (OU)
74— FERELET,

+ address address [mask] furf : address & 1D % A
7°ID_IPV4_ADDR Z# & L 4, Mask5 |4
FHLT, 7 FLAOFHEZEE T ET,
furf 512 Ti%. 7 KL A2 Front Door Virtual
Routing and Forwarding (FVRF) (ZH 5 Z &%
BELET,

» host hostname : hostname & ID % - 7°ID_FQDN
rRELET,

* host domain domain-name : domain-name %,
KA A 40 domain-name &R U IP % A 7
ID FQDN A LET, Zoa~vy REfEH
LT, RALSVHADOTRTORA NERAELE
7

e user username: username & ID # A 7
ID USER FQDN #HA& L £,

e user domain domainname : R A A U4 M
domainname & —#3 2% ID # A 7
ID USER FQDN %#MBA& L E7,
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B xonz
aAv U RFERET7TIVaY B#)

Z 5w 711 |client configuration address {initiate | respond} UEE) T— FERERBERMGT 50, T— NRE
Bl BRI T B AHE LE T,
Router (conf-isa-prof)# client configuration
address initiate

AT w712 |client authentication list list-name (ﬁi‘) Extended Authentication (XAUTH) 23t
1 - CVE—FN T4 T7 2 MeRBiET DDA T

%,6 AAA GERE, FFF], 7O T4 27)

Router (conf-isa-prof)# client authentication
list xauthlist

Z 5w 713 |isakmp authorization list list-name (LE) 7=—X1F—BLVOZDMD AV OXT
W“ . %xf:ﬁ‘éﬁ@@% b4 D — 7muu ‘ﬁ__/<o
Router (conf-isa-prof)# isakmp authorization list]
ikessaaalist

A7 714 |initiate mode aggressive UEE) 77 vy 7 ®— RHBERGLET,
i - HRELARWEA, IKEICE-T, AV T—

RAZSHDN B S E T,

Router (conf-isa-prof)# initiate mode aggressive

ATy 715 |exit Jua—sYbar7 4 Fal—var E—RIREY
1 - S
Router (conf-isa-prof)# exit

RDIEE

fEE~ v 7 ki

155 ISAKMP 7’12 7 7 A VDR E

(10 ~—2) TR ET,

EB2Ty T EIZBITAHISAKMP 70771 I)LDERTE

ISAKMP a7y A V%, 7 UT k <y 7z
IV EDIVRFIZ, VPN N5 7 4 v 7 OBRAKRICEL 2 2 LTS E T,
IVRF NEFE L2 WEA . IVRFIZFVRE CRICICAVES, 2V s~y 7k

77 A4V EIZ
D ISAKMP 7' &2 7 7 A W R ET HITIL,

4r & HREIIC

77~y ETISAKMP 70 7 7 A VR ET DRI, —HF

ZIT> TR LENDH Y £7,
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FIRDEE

F IR D %

enable
configure terminal

set isakmp-profile profile-name
exit

apwDbd=

KED = —X1%3vT—vavacmgRazenassas

cryptomap map-name isakmp-profile isakmp-profile-name

AR NFEERTIVa Y

=)

AT w1 |enable FiHE EXEC £ — FEHAMT L ET
i - e NAU—REANLET ERESNTHD)
Router> enable

R T 72 |configure terminal Jua— L ar7 4 Xal— gy ®— ek
15'] : ]\/\gﬁ‘g—o
Router# configure terminal

R7 73 |cryptomap map-name isakmp-profile (EE) 7 V7 b ~v7 &y I Internet Key
isakmp-profile-name Exchange and Key Management Protocol (ISAKMP) ~°
il - R 7 ANVEEEL, VT vy T ar7 4 ¥a

L—varE—RNEBsLET,
Lg) # i - i o e
Rigizioéiirelflg) crypto map vpnmap isakmp-profile « ISAKMP ~ 11 77/])/1/ﬂi\ IKE Q@qu_fjﬁﬁﬁ é
NET,

AT 74 |setisakmp-profile profile-name LE) VI 74w o327 VT h~y T =R

Bl - E—B LIEBRICEEHT S ISAKMP 7' 1 7 7 A L% 15
ELET,

Router (config-crypto-map)# set isakmp-profile
vpnprofile

AT 75| exit Jua—s)ar7 4 Xal—yary ET— IR
i) ESE

Router (config-crypto-map)# exit

KEZ 1 —X 13T T—> 3 VRICHGRFBEZ BHRT /T

IKE 7 =—X 1 23> — g I XAUTH 2 8321213, nocryptoxauth =< > R4 ff

HALET, Unity 7 747 > b OYEER

—;«O

RENARE2A . nocryptoxauth 2~ > RZ2EH L F
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FIEDHE

1. enable

2. configure terminal

3. nocryptoxauth interface
FIED

VRF :23; IPSec |

ARV KRFERRETY VY

=)

AT v 71 |enable
B -

Router> enable

it EXEC E— FE Az LET,
e NRAT—=REZADLET (ERENTEHR) .

R w 72 |configure terminal

1 -

Router# configure terminal

Ja—)L a7 4 X alb—gy B— RaBith
]\/iﬁ—O

X 7 3 |nocryptoxauth interface

1 -

Router (config)# no crypto xauth ethernetO

A B —T A ADIPT R AZ55 LT HERD
XAUTH ## £ 2 EH L £3, 774/ b TlE, IKE
I L > T, XAUTH 22BN B SE T,

VRF-Aware IPsec DFE:R

VRE-Aware IPsec DR E Z MR T D101, kD show a2~ REFEHALET, 256D show =
v RIZE- T, BREBRB L X2 T4 7Yz —v a2 (SA) #RR-TEFET,

2. show cryptoipsecsa [map map-name address|identity | interface interface| peer [vrf furf-name]

FIEDHE
1. enable
address| vrf ivrf-name] [detail]
3. show cryptoisakmp key
4. show cryptoisakmp profile
5. show crypto key pubkey-chain rsa
FIED F¥H

aAvY RFERIEFT7IIY

=)

AT w71 |enable
{1

Router> enable

¥i#E EXEC T— F&EADIZ L £,
e NRATU—KREANLET (TEREINEHE)
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txayss7vvi—varnsur |

AU RFERETIVa Y

B8

R T 72 |showcryptoipsecsa [map map-name address|identity | Hi7E D SA 12 L » THA S DR EDRRETFA] L
| interface interface | peer [vrf fvrf-name] address|vrf | & 4-
ivrf-name] [detail ]
{5
Router# show crypto ipsec sa vrf vpnl

R T 73 |show cryptoisakmp key FTRTCOF—Y I/ BIOZOHAEAT—%2 &
15“ : %i—“ Li—g—o

s ZDavw s REMFEHLT, 2V M=V

Router# show crypto isakmp key %&ﬁ%ﬁﬁ%@ Liﬁ—o

R T 7 4 |show cryptoisakmp profile FTRTCOISAKMP 7' 12 7 7 A VB L OZE DR EE —
15“ : %i‘%i—\‘ LiTo
Router# show crypto isakmp profile

Z 5w 7 5 | show crypto key pubkey-chain rsa N—ZIFAFSNTND, ET DRSANHF—%2FK

1 -

Router# show crypto key pubkey-chain rsa

RLET,

A REAF—DFRTOF U BN
TH LIRS ET,

X1 T4 7V IT—230D0)7

KD clear 22 RIZL>T, SA2 7 U T TXFET,

FIEDHE

F IR D FH

1. enable

2. clear cryptosa [counters| map map-name | peer[vrf furf-name] address | spi address {ah | esp}

spi | vrf ivrf-name]

ARV RFERERTI VA Y

=)

ATy 71 |enable ¥ EXEC E— FEZ AN LET,
i « MR —REANLET (FRENEHA)
Router> enable

R 72 |clear cryptosa [counters| map map-name| peer[vrf |IPsecSA #27 V7 L%,

furf-name] address | spi address {ah | esp} spi | vrf
ivrf-name]
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ARV RFERETIVa Y

B8

1

Router# clear crypto sa vrf VPN1

VRF-Aware IPsec D cS5 JIL S a—F 4 208

VRF-Aware [Psec D b7 7V a—7 4 7 &7 HI2IE, RO debug 2~ REEH L ET,

FIEDHE
1. enable
2. debug cryptoipsec
3. debug cryptoisakmp
F gD F%H

ARV RFERERTIVa Y

E:)

AT w71 |enable
1 -

Router> enable

ke EXEC E— K2 B L ET,
e RATU—FRKEANLET (ERENEZHE) .

R 772 | debug crypto ipsec
51 -

Router# debug crypto ipsec

IPEXx=YT7 ¢ (Psec) A X FERRLET,

R w 7 3 | debug crypto isakmp
1 -

Router (config) # debug crypto isakmp

IKEWZETAA v E—VRRRFLUET,

VRF-Aware IPsec M7 /Xy {5

RIZ . VRF-aware IPsec ZREDY > T T FH 1R LET,

IPsec PE

Router# debug crypto ipsec

Crypto IPSEC debugging is on

IPSEC-PE#debug crypto isakmp

Crypto ISAKMP debugging is on

IPSEC-PE#debug crypto isakmp d

purging SA., sa=6482B354, delme=6482B354

04:31:28: ISAKMP (0:12):

04:31:28: ISAKMP: Unlocking IKE struct 0x63C142F8 for declare sa dead(), count 0

IPSEC-PE#debug crypto isakmp detail
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Crypto ISAKMP internals debugging is on

1

VRF-Aware IPsec 07/ {5l .

received packet from 10.1.1.1 dport 500 sport 500 Global (N) NEW

,P.2.F

peer port 500

0

Checking ISAKMP transform 1 against priority 1 policy

=0

IPSEC-PE#

IPSEC-PE#

IPSEC-PE#

04:32:07: ISAKMP: Deleting peer node by peer reap for 10.1.1.1: 63C142F8
04:32:55: ISAKMP cookie gen for src 172.16.1.1 dst 10.1.1.

04:32:55: ISAKMP cookie 3123100B DC887D4E

04:32:55: ISAKMP cookie gen for src 10.1.1.1 dst 172.68.1.

04:32:55: ISAKMP cookie AA8F7B41 49A60ES88

04:32:55: ISAKMP cookie gen for src 172.16.1.1 dst 10.1.1.

04:32:55: ISAKMP cookie 3123100B DBC8E125

04:32:55: ISAKMP cookie gen for src 10.1.1.1 dst 172.16.1.

04:32:55: ISAKMP cookie AA8F7B41 B4BDB5B7

04:32:55: ISAKMP (0:0):

SA

04:32:55: ISAKMP: local port 500, remote port 500

04:32:55: ISAKMP: hash from 729FA94 for 619 bytes

04:32:55: ISAKMP: Packet hash:

64218CCO: B91E2C70 095A1346 9.

64218CD0: OEDB4CA6 8ARA46784F B314FD3B 00 .[L&.FxO.};.
04:32:55: ISAKMP cookie gen for src 10.1.1.1 dst 172.18.1.1
04:32:55: ISAKMP cookie AA8F7B41 F7ACF384

04:32:55: ISAKMP cookie gen for src 10.1.1.1 dst 172.18.1.1
04:32:55: ISAKMP cookie AA8F7B41 0C07C670

04:32:55: ISAKMP: insert sa successfully sa = 6482B354

04:32:55: ISAKMP (0:13): processing SA payload. message ID =
04:32:55: ISAKMP (0:13): processing ID payload. message ID

04:32:55: ISAKMP (0:13): peer matches vpn2-ra profile

04:32:55: ISAKMP: Looking for a matching key for 10.1.1.1 in default
04:32:55: ISAKMP: Created a peer struct for 10.1.1.1,

04:32:55: ISAKMP: Locking peer struct 0x640BBB18, IKE refcount 1 for
crypto_ikmp config initialize sa

04:32:55: ISAKMP (0:13): Setting client config settings 648252B0
04:32:55: ISAKMP (0:13): (Re)Setting client xauth list and state
04:32:55: ISAKMP (0:13): processing vendor id payload

04:32:55: ISAKMP (0:13): vendor ID seems Unity/DPD but major 157 mismatch
04:32:55: ISAKMP (0:13): vendor ID is NAT-T v3

04:32:55: ISAKMP (0:13): processing vendor id payload

04:32:55: ISAKMP (0:13): vendor ID seems Unity/DPD but major 123 mismatch
04:32:55: ISAKMP (0:13): vendor ID is NAT-T v2

04:32:55: ISAKMP (0:13) Authentication by xauth preshared

04:32:55: ISAKMP (0:13):

04:32:55: ISAKMP: encryption AES-CBC

04:32:55: ISAKMP: hash SHA

04:32:55: ISAKMP: default group 14

04:32:55: ISAKMP: auth XAUTHInitPreShared

04:32:55: ISAKMP: life type in seconds

04:32:55: ISAKMP: life duration (VPI) of 0x0 0x20 0xC4 0x9B
04:32:55: ISAKMP (0:13): atts are acceptable. Next payload is 3
04:32:55: ISAKMP (0:13): processing vendor id payload

04:32:55: ISAKMP (0:13): vendor ID seems Unity/DPD but major 157 mismatch
04:32:55: ISAKMP (0:13): vendor ID is NAT-T v3

04:32:55: ISAKMP (0:13): processing vendor id payload

04:32:55: ISAKMP (0:13): vendor ID seems Unity/DPD but major 123 mismatch
04:32:55: ISAKMP (0:13): vendor ID is NAT-T v2

04:32:55: ISAKMP (0:13): processing KE payload. message ID =
04:32:55: ISAKMP (0:13): processing NONCE payload. message ID
04:32:55: ISAKMP (0:13): processing vendor id payload

04:32:55: ISAKMP (0:13): vendor ID is DPD

04:32:55: ISAKMP (0:13): processing vendor id payload

04:32:55: ISAKMP (0:13): vendor ID seems Unity/DPD but major 175 mismatch
04:32:55: ISAKMP (0:13): vendor ID is XAUTH

04:32:55: ISAKMP (0:13): processing vendor id payload

04:32:55: ISAKMP (0:13): claimed IOS but failed authentication
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04:32:55: ISAKMP (0:13): processing vendor id payload

04:32:55: ISAKMP (0:13): vendor ID is Unity

04:32:55: ISAKMP (0:13): Input = IKE MESG_FROM PEER, IKE AM EXCH

04:32:55: ISAKMP (0:13): Old State = IKE READY New State = IKE R _AM AAA AWAIT

04:32:55: ISAKMP cookie gen for src 11.1.1.1 dst 172.16.1.1
04:32:55: ISAKMP cookie AA8F7B41 7AE6ELDF

04:32:55: ISAKMP: isadb _post process list: crawler: 4 AA 31 (6482B354)
04:32:55: crawler my cookie AA8F7B41 F7ACF384
04:32:55: crawler his cookie E46E088D F227FE4D

04:32:55: ISAKMP: got callback 1
04:32:55: ISAKMP (0:13): SKEYID state generated
04:32:55: ISAKMP: Unity/DPD ID: vendor_ id payload:

next: 0xD, reserved: 0x0, len 0x14
04:32:55: ISAKMP: Unity/DPD ID payload dump:
63E66D70: 0D000014 e
63E66D80: 12F5F28C 457168A9 702D9FE2 74CC0100 .ur.Egh)p-.btL..
63E66D90: 00 .
04:32:55: ISAKMP: Unity/DPD ID: vendor_ id payload:

next: 0xD, reserved: 0x0, len 0x14
04:32:55: ISAKMP: Unity/DPD ID payload dump:
63E66D90: 0D000014 AFCAD713 68ALlF1CY9 6B8696FC ..../JW.h!gIk..|
63E66DA0O: 77570100 00 wiW. ..
04:32:55: ISAKMP (0:13): constructed NAT-T vendor-03 ID
04:32:55: ISAKMP (0:13): SA is doing pre-shared key authentication plus XAUTH using id
type ID _IPV4 ADDR
04:32:55: ISAKMP (13): ID payload

next-payload : 10

type : 1
addr : 172.16.1.1
protocol : 17
port : 0
length : 8

04:32:55: ISAKMP
04:32:55: ISAKMP
04:32:55: ISAKMP
04:32:55: ISAKMP
AG_INIT EXCH
04:32:55: ISAKMP (0:13): Input = IKE_MESG_FROM AAA, PRESHARED KEY REPLY
04:32:55: ISAKMP (0:13): Old State = IKE R AM AAA AWAIT New State = IKE R AM2
04:32:55: ISAKMP cookie gen for src 172.16.1.1 dst 10.1.1.1

04:32:55: ISAKMP cookie 3123100B D99DA70D

04:32:55: ISAKMP cookie gen for src 10.1.1.1 dst 172.16.1.1

04:32:55: ISAKMP cookie AA8F7B41 9C69F917

13): Total payload length: 12
0:13): constructed HIS NAT-D
0:13): constructed MINE NAT-D
0:13) : sending packet to 10.1.1.1 my port 500 peer port 500 (R)

04:32:55: ISAKMP: isadb _post process list: crawler: 5 21FF 1 (6482B354)
04:32:55: crawler my cookie AA8F7B41 F7ACF384
04:32:55: crawler his cookie E46E088D F227FE4D

04:32:55: ISAKMP cookie gen for src 172.16.1.1 dst 10.1.1.1
04:32:55: ISAKMP cookie 3123100B 00583224
04:32:55: ISAKMP cookie gen for src 10.1.1.1 dst 172.16.1.1
04:32:55: ISAKMP cookie AA8F7B41 C1BOO6EE

04:32:55: ISAKMP: isadb _post process list: crawler: 5 21FF 1 (6482B354)
04:32:55: crawler my cookie AA8F7B41 F7ACF384
04:32:55: crawler his cookie E46E088D F227FE4D

04:32:55: ISAKMP (0:13): received packet from 10.1.1.1 dport 500 sport 500 Global (R)
AG_INIT EXCH

04:32:55: ISAKMP: hash from 7003A34 for 132 bytes

04:32:55: ISAKMP: Packet hash:

64218CCO0: D1202D99 2BB49D38 Q -.+4.8
64218CD0: B8FBBIBE 7CDC67D7 4E26126C 63 8{1>|\gWNg&.1lc
04:32:55: ISAKMP (0:13): processing HASH payload. message ID = 0
04:32:55: ISAKMP:received payload type 17

04:32:55: ISAKMP (0:13): Detected NAT-D payload

04:32:55: ISAKMP (0:13): recalc my hash for NAT-D

04:32:55: ISAKMP (0:13): NAT match MINE hash
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04:32:55: ISAKMP:received payload type 17
04:32:55: ISAKMP (0:13): Detected NAT-D payload
04:32:55: ISAKMP (0:13): recalc his hash for NAT-D
04:32:55: ISAKMP (0:13): NAT match HIS hash
04:32:55: ISAKMP (0:13): processing NOTIFY INITIAL CONTACT protocol 1
spi 0, message ID = 0, sa = 6482B354
04:32:55: ISAKMP (0:13): Process initial contact,
bring down existing phase 1 and 2 SA's with local 172.16.1.1 remote 10.1.1.1 remote port
500
04:32:55: ISAKMP (0:13): returning IP addr to the address pool
04:32:55: ISAKMP cookie gen for src 10.1.1.1 dst 172.16.1.1
04:32:55: ISAKMP cookie AA8F7B41 05D315C5
04:32:55: ISAKMP cookie gen for src 172.16.1.1 dst 10.1.1.1
04:32:55: ISAKMP cookie 3123100B 041A85A6
04:32:55: ISAKMP (0:13): SA has been authenticated with 10.1.1.1
04:32:55: ISAKMP: Trying to insert a peer 172.16.1.1/10.1.1.1/500/, and inserted
successfully.
04:32:55: ISAKMP: set new node -803402627 to CONF_ XAUTH
04:32:55: IPSEC(key_engine): got a queue event...
04:32:55: ISAKMP (0:13): sending packet to 10.1.1.1 my port 500 peer port 500 (R) QM IDLE

04:32:55: ISAKMP (0:13): purging node -803402627

04:32:55: ISAKMP: Sending phase 1 responder lifetime 86400

04:32:55: ISAKMP (0:13): Input = IKE MESG_FROM PEER, IKE AM EXCH

04:32:55: ISAKMP (0:13): Old State = IKE R AM2 New State = IKE Pl COMPLETE
04:32:55: ISAKMP cookie gen for src 10.1.1.1 dst 172.168.1.1

04:32:55: ISAKMP cookie AA8F7B41 25EEF256

04:32:55: ISAKMP: isadb _post process list: crawler: 9 27FF 2 (6482B354)
04:32:55: crawler my cookie AA8F7B41 F7ACF384
04:32:55: crawler his cookie E46E088D F227FE4D

04:32:55: ISAKMP (0:13): Need XAUTH

04:32:55: ISAKMP (0:13): Input = IKE_MESG_INTERNAL, IKE PHASE1 COMPLETE
04:32:55: ISAKMP (0:13): Old State = IKE Pl COMPLETE New State =

IKE XAUTH AAA START LOGIN AWAIT

04:32:55: ISAKMP cookie gen for src 10.1.1.1 dst 172.16.1.1

04:32:55: ISAKMP cookie AA8F7B41 2CCFA491

04:32:55: ISAKMP: isadb_post process_list: crawler: B 27FF 12 (6482B354)
04:32:55: crawler my cookie AA8F7B41 F7ACF384
04:32:55: crawler his cookie E46E088D F227FE4D

04:32:55: ISAKMP: got callback 1

04:32:55: ISAKMP: set new node -1447732198 to CONF_XAUTH
04:32:55: ISAKMP/xauth: request attribute XAUTH USER NAME V2
04:32:55: ISAKMP/xauth: request attribute XAUTH USER_PASSWORD V2

04:32:55: ISAKMP (0:13): initiating peer config to 10.1.1.1. ID = -1447732198
04:32:55: ISAKMP (0:13): sending packet to 10.1.1.1 my port 500 peer port 500 (R)
CONF_XAUTH

04:32:55: ISAKMP (0:13): Input = IKE MESG FROM AAA, IKE AAA START LOGIN
04:32:55: ISAKMP (0:13): Old State = IKE XAUTH AAA START LOGIN AWAIT New State =
IKE XAUTH REQ SENT

04:33:00: ISAKMP (0:13) retransmitting phase 2 CONF_XAUTH -1447732198
04:33:00: ISAKMP (0:13) incrementing error counter on sa: retransmit phase 2
04:33:00: ISAKMP (0:13): incrementing error counter on sa: retransmit phase 2
04:33:00: ISAKMP (0:13) retransmitting phase 2 -1447732198 CONF_XAUTH

04:33:00: ISAKMP (0:13): sending packet to 10.1.1.1 my port 500 peer port 500 (R)

CONF_XAUTH
04:33:03: ISAKMP cookie gen for src 172.18.1.1 dst 10.1.1.1
04:33:03: ISAKMP cookie 3123100B 124D4618
04:33:03: ISAKMP cookie gen for src 10.1.1.1 dst 172.18.1.1
04:33:03: ISAKMP cookie AA8F7B41 B0C91917

04:33:03: ISAKMP: isadb_post process list: crawler: B 27FF 2 (6482B354)
04:33:03: crawler my cookie AA8F7B41 F7ACF384
04:33:03: crawler his cookie E46E088D F227FE4D

04:33:03: ISAKMP cookie gen for src 172.18.1.1 dst 10.1.1.1
04:33:03: ISAKMP cookie 3123100B 0E294692

VRF 5238 IPSec .



VRF 234 IPSec |
. VRF-Aware IPsec O 57\ 451

04:33:03: ISAKMP cookie gen for src 10.1.1.1 dst 172.18.1.1
04:33:03: ISAKMP cookie AA8F7B41 091A7695

04:33:03: ISAKMP: isadb_post process _list: crawler: B 27FF 2 (6482B354)
04:33:03: crawler my cookie AA8F7B41 F7ACF384

04:33:03: crawler his cookie E46E088D F227FE4D

04:33:03: ISAKMP (0:13): received packet from 10.1.1.1 dport 500 sport 500 Global (R)
CONF_XAUTH

04:33:03: ISAKMP: hash from 7292D74 for 92 bytes
04:33:03: ISAKMP: Packet hash:

64218CCO: 84A1AF24 5D92B116 L/81.1.

64218CD0: FC2C6252 A472C5F8 152AC860 63 | ,bRSrEx.*H C

04:33:03: ISAKMP (0:13): processing transaction payload from 11.1.1.1. message ID =
-1447732198

04:33:03: ISAKMP: Config payload REPLY

04:33:03: ISAKMP/xauth: reply attribute XAUTH USER NAME V2

04:33:03: ISAKMP/xauth: reply attribute XAUTH USER_PASSWORD V2

04:33:03: ISAKMP (0:13): deleting node -1447732198 error FALSE reason "done with xauth
request/reply exchange"

04:33:03: ISAKMP (0:13): Input = IKE MESG_FROM PEER, IKE CFG REPLY

04:33:03: ISAKMP (0:13): Old State = IKE XAUTH REQ SENT New State =

IKE XAUTH AAA CONT_LOGIN AWAIT

04:33:03: ISAKMP cookie gen for src 10.1.1.1 dst 172.18.1.1

04:33:03: ISAKMP cookie AA8F7B41 A1B3E684

04:33:03: ISAKMP: isadb_post process_list: crawler: B 27FF 12 (6482B354)
04:33:03: crawler my cookie AA8F7B41 F7ACF384
04:33:03: crawler his cookie E46E088D F227FE4D

04:33:03: ISAKMP: got callback 1

04:33:03: ISAKMP: set new node 524716665 to CONF_XAUTH

04:33:03: ISAKMP (0:13): initiating peer config to 10.1.1.1. ID = 524716665
04:33:03: ISAKMP (0:13): sending packet to 10.1.1.1 my port 500 peer port 500 (R)
CONF_XAUTH

04:33:03: ISAKMP (0:13): Input = IKE MESG_FROM AAA, IKE AAA CONT_LOGIN

04:33:03: ISAKMP (0:13): Old State = IKE XAUTH AAA CONT_LOGIN AWAIT New State =
IKE XAUTH_SET SENT

004:33:03: ISAKMP cookie gen for src 172.18.1.1 dst 10.1.1.1

04:33:03: ISAKMP cookie 3123100B 5C83A09D

04:33:03: ISAKMP cookie gen for src 10.1.1.1 dst 172.18.1.1

04:33:03: ISAKMP cookie AA8F7B41 2BEBEFD4

04:33:03: ISAKMP: isadb _post process list: crawler: B 27FF 2 (6482B354)
04:33:03: crawler my cookie AA8F7B41 F7ACF384
04:33:03: crawler his cookie E46E088D F227FE4D

04:33:03: ISAKMP cookie gen for src 172.18.1.1 dst 10.1.1.1
04:33:03: ISAKMP cookie 3123100B DAOOA46B
04:33:03: ISAKMP cookie gen for src 10.1.1.1 dst 172.18.1.1
04:33:03: ISAKMP cookie AA8F7B41 FDD27773

04:33:03: ISAKMP: isadb_post process_list: crawler: B 27FF 2 (6482B354)
04:33:03: crawler my cookie AA8F7B41 F7ACF384

04:33:03: crawler his cookie E46E088D F227FE4D

04:33:03: ISAKMP (0:13): received packet from 10.1.1.1 dport 500 sport 500 Global (R)
CONF_XAUTH

04:33:03: ISAKMP: hash from 7292A34 for 68 bytes
04:33:03: ISAKMP: Packet hash:

64218CCO0: 5034B99E B8BAS31F P49.8:5.

64218CD0: 6267B8BD F3006989 DC118796 63 bg8=s.i.\...c

04:33:03: ISAKMP (0:13): processing transaction payload from 11.1.1.1. message ID =
524716665

04:33:03: ISAKMP: Config payload ACK

04:33:03: ISAKMP (0:13): XAUTH ACK Processed

04:33:03: ISAKMP (0:13): deleting node 524716665 error FALSE reason "done with transaction"
04:33:03: ISAKMP (0:13): Input = IKE MESG_FROM PEER, IKE CFG_ACK

04:33:03: ISAKMP (0:13): 0ld State = IKE_XAUTH_SET_SENT New State = IKE_P1 COMPLETE
04:33:03: ISAKMP cookie gen for src 10.1.1.1 dst 172.18.1.1

04:33:03: ISAKMP cookie AA8F7B41 EOBBS50E9

04:33:03: ISAKMP: isadb _post process list: crawler: 9 27FF 2 (6482B354)
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27FF 2 (6482B354)

27FF 2 (6482B354)

500 sport 500 Global (R)

27FF 12 (6482B354)

1.1. ID = -1639992295

27FF 2 (6482B354)

04:33:03: crawler my cookie AA8F7B41 F7ACF384

04:33:03: crawler his cookie E46E088D F227FE4D

04:33:03: ISAKMP (0:13): Input = IKE_MESG_INTERNAL, IKE PHASE1 COMPLETE
04:33:03: ISAKMP (0:13): 0ld State = IKE_P1 _COMPLETE New State = IKE_P1 COMPLETE
04:33:03: ISAKMP cookie gen for src 172.18.1.1 dst 10.1.1.1

04:33:03: ISAKMP cookie 3123100B 7794EF6E

04:33:03: ISAKMP cookie gen for src 10.1.1.1 dst 172.18.1.1

04:33:03: ISAKMP cookie AA8F7B41 CO35AAES

04:33:03: ISAKMP: isadb_post process_list: crawler: 9

04:33:03: crawler my cookie AA8F7B41 F7ACF384

04:33:03: crawler his cookie E46E088D F227FE4D

04:33:03: ISAKMP cookie gen for src 172.18.1.1 dst 10.1.1.1

04:33:03: ISAKMP cookie 3123100B F1FCC25A

04:33:03: ISAKMP cookie gen for src 10.1.1.1 dst 172.18.1.1

04:33:03: ISAKMP cookie AA8F7B41 31744F44

04:33:03: ISAKMP: isadb_post process_list: crawler: 9

04:33:03: crawler my cookie AA8F7B41 F7ACF384

04:33:03: crawler his cookie E46E088D F207FE4D

04:33:03: ISAKMP (0:13): received packet from 10.1.1.1 dport

QM IDLE

04:33:03: ISAKMP: set new node -1639992295 to QM IDLE

04:33:03: ISAKMP: hash from 7293A74 for 100 bytes

04:33:03: ISAKMP: Packet hash:

64218CCO: 9D7DF4DF FE3A6403 Pt _~:d.
64218CD0: 3F1DIC59 C5D138CE 50289B79 07 ?..YEQ8NP (.y.

04:33:03: ISAKMP (0:13): processing transaction payload from 10.1.1.1. message ID =
-1639992295

04:33:03: ISAKMP: Config payload REQUEST

04:33:03: ISAKMP (0:13): checking request:

04:33:03: ISAKMP: IP4_ADDRESS

04:33:03: ISAKMP: IP4_ NETMASK

04:33:03: ISAKMP: IP4_DNS

04:33:03: ISAKMP: IP4_DNS

04:33:03: ISAKMP: IP4_NBNS

04:33:03: ISAKMP: IP4_NBNS

04:33:03: ISAKMP: SPLIT INCLUDE

04:33:03: ISAKMP: DEFAULT DOMAIN

04:33:03: ISAKMP (0:13): Input = IKE MESG_FROM PEER, IKE CFG_REQUEST
04:33:03: ISAKMP (0:13): Old State = IKE Pl COMPLETE New State =

IKE CONFIG AUTHOR AAA AWAIT

04:33:03: ISAKMP cookie gen for src 10.1.1.1 dst 172.18.1.1

04:33:03: ISAKMP cookie AA8F7B41 BO2EODG67

04:33:03: ISAKMP: isadb _post process _list: crawler: C

04:33:03: crawler my cookie AA8F7B41 F7ACF384

04:33:03: crawler his cookie E46E088D F227FE4D

04:33:03: ISAKMP: got callback 1

04:33:03: ISAKMP (0:13): attributes sent in message:

04:33:03: Address: 10.2.0.0

04:33:03: ISAKMP (0:13): allocating address 10.4.1.4

04:33:03: ISAKMP: Sending private address: 10.4.1.4

04:33:03: ISAKMP: Sending DEFAULT DOMAIN default domain name: vpn2.com
04:33:03: ISAKMP (0:13): responding to peer config from 10.1.

04:33:03: ISAKMP (0:13): sending packet to 10.1.1.1 my port 500 peer port 500 (R) CONF_ADDR
04:33:03: ISAKMP (0:13): deleting node -1639992295 error FALSE reason ""
04:33:03: ISAKMP (0:13): Input = IKE MESG_FROM AAA, IKE AAA GROUP_ATTR
04:33:03: ISAKMP (0:13): Old State = IKE CONFIG AUTHOR AAA AWAIT New State =
IKE P1 COMPLETE

04:33:03: ISAKMP cookie gen for src 172.18.1.1 dst 10.1.1.1

04:33:03: ISAKMP cookie 3123100B 881D5411

04:33:03: ISAKMP cookie gen for src 11.1.1.1 dst 172.18.1.1

04:33:03: ISAKMP cookie AA8F7B41 6FD82541

04:33:03: ISAKMP: isadb_post process_list: crawler: 9

04:33:03: crawler my cookie AA8F7B41 F7ACF384
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04:33:03: crawler his cookie E46E088D F227FE4D
04:33:03: ISAKMP cookie gen for src 172.18.1.1 dst 10.1.1.1
04:33:03: ISAKMP cookie 3123100B 8A94C1BE

04:33:03: ISAKMP cookie gen for src 10.1.1.1 dst 172.18.1.1
04:33:03: ISAKMP cookie AA8F7B41 F3BA766D

04:33:03: ISAKMP: isadb_post process list: crawler: 9 27FF 2 (6482B354)
04:33:03: crawler my cookie AA8F7B41 F7ACF384

04:33:03: crawler his cookie E46E088D F207FE4D

04:33:03: ISAKMP (0:13): received packet from 10.1.1.1 dport 500 sport 500 Global (R)
QM IDLE

04:33:03: ISAKMP: set new node 17011691 to QM IDLE

04:33:03: ISAKMP: hash from 70029F4 for 540 bytes

04:33:03: ISAKMP: Packet hash:

64218CCO: AFBA30B2 55F5BC2D /:02U0u<-
64218CD0: 3A86B1CY9 OO0D2F5BA 77BEF5589 07 :.1TI.Ru:w?U..

04:33:03: ISAKMP (0:13): processing HASH payload. message ID = 17011691
04:33:03: ISAKMP (0:13): processing SA payload. message ID = 17011691
04:33:03: ISAKMP (0:13): Checking IPSec proposal 1

04:33:03: ISAKMP: transform 1, ESP_AES

04:33:03: ISAKMP: attributes in transform:

04:33:03: ISAKMP: encaps is 1

04:33:03: ISAKMP: SA life type in seconds

04:33:03: ISAKMP: SA life duration (VPI) of 0x0 0x20 0xC4 0x9B
04:33:03: ISAKMP: SA life type in kilobytes

04:33:03: ISAKMP: SA life duration (VPI) of 0x0 0x46 0x50 0x0
04:33:03: ISAKMP: authenticator is HMAC-SHA

04:33:03: ISAKMP (0:13): atts are acceptable.
04:33:03: IPSEC(validate proposal request): proposal part #1,
(key eng. msg.) INBOUND local= 172.18.1.1, remote= 10.1.1.1,

local proxy= 0.0.0.0/0.0.0.0/0/0 (type=4),

remote proxy= 10.4.1.4/255.255.255.255/0/0 (type=1),

protocol= ESP, transform= esp-aes esp-sha-hmac,

lifedur= 0s and 0Okb,

spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0x2
04:33:03: IPSEC(kei_proxy): head = ra, map->ivrf = vpnl, kei->ivrf = vpn2
04:33:03: IPSEC(kei_proxy): head = ra, map->ivrf = vpn2, kei->ivrf = vpn2
04:33:03: IPSEC(validate transform proposal): transform proposal not supported for
identity:

{esp-aes esp-sha-hmac}
04:33:03: ISAKMP (0:13): IPSec policy invalidated proposal
04:33:03: ISAKMP (0:13): Checking IPSec proposal 2
04:33:03: ISAKMP: transform 1, ESP_AES

04:33:03: ISAKMP: attributes in transform:

04:33:03: ISAKMP: encaps is 1

04:33:03: ISAKMP: SA life type in seconds

04:33:03: ISAKMP: SA life duration (VPI) of 0x0 0x20 0xC4 0x9B
04:33:03: ISAKMP: SA life type in kilobytes

04:33:03: ISAKMP: SA life duration (VPI) of 0x0 0x46 0x50 0x0
04:33:03: ISAKMP: authenticator is HMAC-SHA

04:33:03: ISAKMP (0:13): atts are acceptable.
04:33:03: IPSEC(validate proposal request): proposal part #1,
(key eng. msg.) INBOUND local= 172.18.1.1, remote= 10.1.1.1,

local proxy= 0.0.0.0/0.0.0.0/0/0 (type=4),

remote proxy= 10.4.1.4/255.255.255.255/0/0 (type=1),

protocol= ESP, transform= esp-aes esp-sha-hmac,

lifedur= 0s and 0Okb,

spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0x2
04:33:03: IPSEC(kei_proxy): head = ra, map->ivrf = vpnl, kei->ivrf = vpn2
04:33:03: IPSEC(kei_ proxy): head = ra, map->ivrf = vpn2, kei->ivrf = vpn2
04:33:03: ISAKMP (0:13): processing NONCE payload. message ID = 17011691

04:33:03: ISAKMP (0:13): processing ID payload. message ID = 17011691

04:33:03: ISAKMP (0:13): processing ID payload. message ID = 17011691

04:33:03: ISAKMP (0:13): asking for 1 spis from ipsec

04:33:03: ISAKMP (0:13): Node 17011691, Input = IKE MESG FROM PEER, IKE QM EXCH
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04:33:03: ISAKMP (0:13): Old State = IKE QM READY New State = IKE QM SPI_STARVE
04:33:03: IPSEC(key_engine): got a queue event...
04:33:03: IPSEC(spi_response): getting spi 2749516541 for SA
from 172.18.1.1 to 10.1.1.1 for prot 3
04:33:03: ISAKMP: received ke message (2/1)
04:33:04: ISAKMP (13): ID payload
next-payload : 5

type : 1
addr : 10.4.1.4
protocol : 0
port : 0

04:33:04: ISAKMP (13): ID payload
next-payload : 11

type : 4
addr : 0.0.0.0
protocol : 0
port 0

04:33:04: ISAKMP (0:13): sending packet to 10.1.1.1 my port 500 peer port 500 (R) QM IDLE

04:33:04: ISAKMP (0:13): Node 17011691, Input = IKE MESG FROM IPSEC, IKE SPI_REPLY
04:33:04: ISAKMP (0:13): Old State = IKE QM SPI STARVE New State = IKE QM R QM2
04:33:04: ISAKMP cookie gen for src 172.18.1.1 dst 10.1.1.1

04:33:04: ISAKMP cookie 3123100B 93DE46D2

04:33:04: ISAKMP cookie gen for src 10.1.1.1 dst 172.18.1.1

04:33:04: ISAKMP cookie AA8F7B41 088A0ALl6

04:33:04: ISAKMP: isadb_post process list: crawler: 9 27FF 2 (6482B354)
04:33:04: crawler my cookie AA8F7B41 F7ACF384
04:33:04: crawler his cookie E46E088D F227FE4D

04:33:04: ISAKMP cookie gen for src 172.18.1.1 dst 10.1.1.1
04:33:04: ISAKMP cookie 3123100B A8F23F73
04:33:04: ISAKMP cookie gen for src 10.1.1.1 dst 172.18.1.1
04:33:04: ISAKMP cookie AA8F7B41 93D8D879

04:33:04: ISAKMP: isadb _post process list: crawler: 9 27FF 2 (6482B354)
04:33:04: crawler my cookie AA8F7B41 F7ACF384

04:33:04: crawler his cookie E46E088D F227FE4D

04:33:04: ISAKMP (0:13): received packet from 10.1.1.1 dport 500 sport 500 Global (R)
QM IDLE

04:33:04: ISAKMP: hash from 7290DB4 for 60 bytes

04:33:04: ISAKMP: Packet hash:

64218CCO: 4BB45A92 7181A2F8 K4Z.g."x

64218CD0: 73CC12F8 091875C0 054F77CD 63 sL.x..u@.0wMc

04:33:04: ISAKMP: Locking peer struct 0x640BBB18, IPSEC refcount 1 for stuff ke
04:33:04: ISAKMP (0:13): Creating IPSec SAs

04:33:04: inbound SA from 10.1.1.1 to 172.18.1.1 (f/i) 0/ 2
(proxy 10.4.1.4 to 0.0.0.0)
04:33:04: has spi OxA3E24AFD and conn_id 5127 and flags 2
04:33:04: lifetime of 2147483 seconds
04:33:04: lifetime of 4608000 kilobytes
04:33:04: has client flags 0x0
04:33:04: outbound SA from 172.18.1.1 to 10.1.1.1 (£/1) 0/ 2 (proxy
0.0.0.0 to 10.4.1.4
04:33:04: has spi 1343294712 and conn_id 5128 and flags A
04:33:04: lifetime of 2147483 seconds
04:33:04: lifetime of 4608000 kilobytes
04:33:04: has client flags 0x0
04:33:04: ISAKMP (0:13): deleting node 17011691 error FALSE reason "quick mode done
(await) "

04:33:04: ISAKMP (0:13): Node 17011691, Input = IKE MESG FROM PEER, IKE QM EXCH
04:33:04: ISAKMP (0:13): Old State = IKE QM R QM2 New State = IKE QM PHASE2 COMPLETE
04:33:04: IPSEC(key_engine): got a queue event...
04:33:04: IPSEC(initialize sas): ,
(key eng. msg.) INBOUND local= 172.18.1.1, remote= 10.1.1.1,
local proxy= 0.0.0.0/0.0.0.0/0/0 (type=4),
remote proxy= 10.4.1.4/0.0.0.0/0/0 (type=1),
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04:
04:
04:
04:
04:

04:33:53:
04:33:54:

VRF-Aware IPsec 0)

protocol= ESP,

lifedur= 2147483s and 4608000kb,
spi= OxA3E24AFD(2749516541), conn_id= 5127, keysize= 0, flags=
04:33:04: IPSEC(initialize sas): ,

(key eng. msg.)

OUTBOUND local= 172.18.1.1,

local proxy= 0.0.0.0/0.0.0.0/0/0 (type=4),
remote proxy= 10.4.1.4/0.0.0.0/0/0 (type=1),

protocol= ESP,

lifedur= 2147483s and 4608000kb,
spi= 0x50110CF8(1343294712), conn_id= 5128, keysize= 0, flags=
IPSEC (kei proxy): head = ra, map->ivrf
IPSEC (kei proxy): head = ra, map->ivrf

33:04:
33:04:
33:04:
33:04:
33:04:
(sa)

sa_trans= esp-aes esp-sha-hmac,
04:33:04:
(sa)

sa_

(
IPSEC (rte_mgr): VPN Route Added 10.4.1.
IPSEC (add mtree): src 0.0.0.0, dest 10.
IPSEC (create_sa): sa created,

dest= 172.18.1.1, sa prot= 50,
sa_spi= OxA3E24AFD(2749516541),

IPSEC (create_sa): sa created,

sa_dest= 10.1.1.1,

sa_prot= 50,

sa_spi= 0x50110CF8(1343294712),

sa_trans= esp-aes esp-sha-hmac,

ISAKMP (0:13):
ISAKMP (0:13): purging node 17011691

&% 7 1l

{5 - #%#9 IPsec-to-MPLS VPN

4
4

transform= esp-aes esp-sha-hmac ,

remote= 10.1.1.1,

transform= esp-aes esp-sha-hmac,

vpnl, kei->ivrf
vpn2, kei->ivrf
255.255.255.255
.1.4, dest port 0

sa_conn_id= 5127

sa_conn_id= 5128
purging node -1639992295

VRF :23; IPSec |

0x2

0xA

= vpn2

= vpn2

via 10.1.1.1 in vpn2

DY T Tk, IPsec b FRbZ MPLS VPN IC~ vy B 7T HRET 4 v I RERRLT
WET, ZOFTEICEY ., IPsec /LA MPLS VPN, [VPN1] Bk
VI ENET, IPsec bR EE, TN RT YU I HaA LV H—T 2 A A ETH

TLET,

IPsec PE DE%E

ip vrf vpnl

rd 100:1

route-target export
route-target import

ip vrf vpn2

rd 101:1

route-target export
route-target import

crypto keyring vpnl

crypto keyring vpn2

100:
100:

101:
101:

pre-shared-key address

pre-shared-key address

crypto isakmp policy 1

encr aes
authentication pre-share
group 14

|
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crypto isakmp profile vpnl

vrf vpnl

keyring vpnl

match identity address 172.16.1.1 255.255.255.255
|

crypto isakmp profile vpn2

vrf vpn2

keyring vpn2

match identity address 10.1.1.1 255.255.255.255

|

crypto ipsec transform-set vpnl esp-aes esp-sha-hmac
crypto ipsec transform-set vpn2 esp-aes esp-sha-hmac
|
crypto map crypmap 1 ipsec-isakmp

set peer 172.16.1.1

set transform-set vpnl

set isakmp-profile vpnl

match address 101
crypto map crypmap 3 ipsec-isakmp

set peer 10.1.1.1

set transform-set vpn2

set isakmp-profile vpn2

match address 102

|

interface Ethernetl/1

ip address 172.17.1.1 255.255.0.0

tag-switching ip

|

interface Ethernetl/2

ip address 172.18.1.1 255.255.255.0

crypto map crypmap

|

ip route 172.16.1.1 255.255.255.255 172.18.1.2
ip route 10.1.1.1 255.255.255.255 172.18.1.2
ip route vrf vpnl 10.2.0.0 255.255.0.0 172.18.1.2 global
ip route vrf vpn2 10.2.0.0 255.255.0.0 172.18.1.2 global
|

255.255 10.
255.255 10.

255.255

access-list 101 permit ip 10.1.0.0
.0 255.255

0.0. 2.0.0 0.0.
access-list 102 permit ip 10.1. 0.0. 2.0.0 0.0.

VPN1 A IPsec Customer Provided Edge (CPE) %%

crypto isakmp policy 1

encr aes

authentication pre-share

group 14

crypto isakmp key vpnl address 172.18.1.1
|

!

crypto ipsec transform-set vpnl esp-aes esp-sha-hmac
|

crypto map vpnl 1 ipsec-isakmp

set peer 172.18.1.1

set transform-set vpnl

match address 101

|

interface FastEthernetl/0

ip address 172.16.1.1 255.255.255.0
crypto map vpnl

|

interface FastEthernetl/1

ip address 10.2.1.1 255.255.0.0
|
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access-list 101 permit ip 10.2.0.0 0.0.255.255 10.1.0.0 0.0.255.255
|

VPN2 & IPsec CPE &7

crypto isakmp policy 1
encr aes

authentication pre-share
group 14

|

crypto isakmp key vpn2 address 172.18.1.1
|

!
crypto ipsec transform-set vpn2 esp-aes esp-sha-hmac
|
crypto map vpn2 1 ipsec-isakmp

set peer 172.18.1.1

set transform-set vpn2

match address 101

|

interface FastEthernet0

ip address 10.1.1.1 255.255.255.0

crypto map vpn2

|

interface FastEthernetl

ip address 10.2.1.1 255.255.0.0

|

access-list 101 permit ip 10.2.0.0 0.0.255.255 10.1.0.0 0.0.255.255

{5 : RSA B§=1t Z {£ A L 7= IPsec-to-MPLS VPN

& DOFITIE, RSA KBk Z# ] L7~ [Psec-to-MPLS VPN i E 4~ LE T,
PE/L—5 X E

ip vrf vpnl

rd 100:1

route-target export 100:1

route-target import 100:1

!

crypto isakmp policy 10

authentication rsa-encr

!

crypto keyring vpnl

rsa-pubkey address 172.16.1.1 encryption
key-string
305C300D 06092A86 4886F70D 01010105 00034B00 30480241 O0DBF381 00DDECCS
DC4AA490 40320C52 9912D876 EB36717C 63DCA95C 7ESECO02A 84F276CE 292B42D7
D664F324 3726F4E0 39D33093 ECB81B95 482511A5 F064C4B3 D5020301 0001
quit

!

crypto isakmp profile vpnl

vrf vpnl

keyring vpnl

match identity address 172.16.1.1 255.255.255.255

!

crypto ipsec transform-set vpnl esp-aes esp-sha-hmac

!

crypto map crypmap 1 ipsec-isakmp
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set peer 172.16.1.1

set transform-set vpnl

set isakmp-profile vpnl

match address 101

|
interface Ethernetl/1

ip address 172.17.1.1 255.255.0.0
tag-switching ip

|
interface Ethernetl/2

ip address 172.18.1.1 255.255.255.0
crypto map crypmap

|

ip route 172.16.1.1 255.255.255.255 172.18.1.2
ip route vrf vpnl 10.2.0.0 255.255.0.0 172.18.1.2 global
|

access-list 101 permit ip 10.1.0.0 0.0.255.255 10.2.0.0 0.0.255.255

VPN1 F IPsec CPE &%

crypto isakmp policy 10
authentication rsa-encr
|
crypto key pubkey-chain rsa
addressed-key 172.18.1.1 encryption
key-string
3082011B 300D0609 2A864886 F70D0101 01050003 82010800 30820103 0281FB0O
C90CC78A 6002BDBA 24683396 B7D7877C 16D08C47 E00C3C10 63CF13BC 4E09EA23
92EB8A48 4113F5A4 8796C8BE AD7E2DC1 3B0742B6 7118CE7C 1BOE21D1 AA9724A4
4DT74FCEA 562FF225 A2B11F18 E53C4415 61C3B741 3A06E75D B4F9102D 6163EE40
16C68FD7 6532F660 97B59118 9C8DE3ES5 4E2F2925 BBB87FCB 95223D4E AS5E362DB
215CB35C 260080805 17BBELEF C3050E13 031F3D5B 5C22D16C FC8BLEC5 074FO07A5
DO50EC80 7890D9C5 EC20D6FO0 173FE2BA 89F5B5F9 2EADCOA6 D461921E 3D5B60016
ABB8B6B9 E2124A21 93FO0E4AE B487461B E7F1F1C4 032A0BOE 80DC3E15 CB268EC9
5D76B9BD 3C78CB75 CE9F68C6 484D6573 CBC3EB59 4B5F3999 8F9D0203 010001
quit
|
crypto ipsec transform-set vpnl esp-aes esp-sha-hmac
|
crypto map vpnl 1 ipsec-isakmp
set peer 172.18.1.1
set transform-set vpnl
match address 101
|
interface FastEthernetl/0
ip address 172.16.1.1 255.255.255.0
crypto map vpnl
|
interface FastEthernetl/1
ip address 10.2.1.1 255.255.0.0
|

access-list 101 permit ip 10.2.0.0 0.0.255.255 10.1.0.0 0.0.255.255
|

5] : RSA >4 —F v Z{E A L 7= IPsec-to-MPLS VPN

W’DIZ, RSA 7 =F ¥ Z{HH L 7= IPsec-to-MPLS VPN iR EZ R L £,
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PE/L— 45 E%TE

ip vrf vpnl

rd 100:1

route-target export 100:1

route-target import 100:1

|

crypto ca trustpoint bombo

enrollment url http://172.31.68.59:80

crl optional

|

crypto ca certificate chain bombo

certificate 03CO

308203BF 308202A7 A0030201 02020203 C0O300D06 092A8648 86F70D01 01050500
quit

certificate ca 01

30820379 30820261 A0030201 02020101 300D0609 2A864886 F70D0101 05050030
quit

|

crypto isakmp profile vpnl

vrf vpnl

ca trust-point bombo

match identity address 172.16.1.1 255.255.255.255
|

crypto ipsec transform-set vpnl esp-aes esp-sha-hmac
|

crypto map crypmap 1 ipsec-isakmp

set peer 172.16.1.1

set transform-set vpnl

set isakmp-profile vpnl

match address 101

|

interface Ethernetl/1

ip address 172.31.1.1 255.255.0.0

tag-switching ip

|
interface Ethernetl/2

ip address 172.18.1.1 255.255.255.0

crypto map crypmap

|
ip route 172.16.1.1 255.255.255.255 172.18.1.2
ip route vrf vpnl 10.2.0.0 255.255.0.0 172.18.1.2 global
|

access-1list 101 permit ip 10.1.0.0 0.0.255.255 10.2.0.0 0.0.255.255
|

VPN1 FH IPsec CPE %5

crypto ca trustpoint bombo
enrollment url http://172.31.68.59:80
crl optional
|
crypto ca certificate chain bombo
certificate 03BF
308203BD 308202A5 A0030201 02020203 BF300D06 092A8648 86F70D01 01050500
quit
certificate ca 01
30820379 30820261 A0030201 02020101 300D0609 2A864886 F70D0101 05050030
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quit
|
crypto ipsec transform-set vpnl esp-aes esp-sha-hmac
|
crypto map vpnl 1 ipsec-isakmp
set peer 172.18.1.1
set transform-set vpnl
match address 101
|
interface FastEthernetl/0
ip address 172.16.1.1 255.255.255.0
crypto map vpnl
|

interface FastEthernetl/1
ip address 10.2.1.1 255.255.0.0
|

access-list 101 permit ip 10.2.0.0 0.0.255.255 10.1.0.0 0.0.255.255
|

{51 : IPsec Remote Access-to-MPLS VPN

RIZ. IPsec Remote Access-to-MPLS VPN i@ & /R LE T, TDOREICL Y., IPsec k2 RN
MPLS VPN (Z~w v B 7 ENFE T, IPsec Fo R, VTN TV v TR 42 —T <
AALETHKRTLET,

PE/L—5&E

aaa new-model
|
aaa group server radius vpnl
server-private 10.1.1.1 auth-port 1645 acct-port 1646 timeout 5 retransmit 3 key vpnl
|
aaa group server radius vpn2
server-private 10.1.1.1 auth-port 1645 acct-port 1646 timeout 5 retransmit 3 key vpn2
|
aaa authorization network aaa-list group radius
|
ip vrf vpnl
rd 100:1
route-target export 100:1
route-target import 100:1
|
ip vrf vpn2
rd 101:1
route-target export 101:1
route-target import 101:1
|
crypto isakmp profile vpnl-ra
vrf vpnl
match identity group vpnl-ra
client authentication list vpnl
isakmp authorization list aaa-list
client configuration address initiate
client configuration address respond
crypto isakmp profile vpn2-ra
vrf vpn2
match identity group vpn2-ra
client authentication list vpn2
isakmp authorization list aaa-list
client configuration address initiate
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client configuration address respond

VRF 234 IPSec |

crypto ipsec transform-set vpnl esp-aes esp-sha-hmac
crypto ipsec transform-set vpn2 esp-aes esp-sha-hmac

|
crypto dynamic-map vpnl 1
set transform-set vpnl
set isakmp-profile vpnl-ra
reverse-route
|
crypto dynamic-map vpn2 1
set transform-set vpn2
set isakmp-profile vpn2-ra
reverse-route
|
|

crypto map ra 1 ipsec-isakmp dynamic vpnl
crypto map ra 2 ipsec-isakmp dynamic vpn2

|
interface Ethernetl/1

ip address 172.17.1.1 255.255.0.0
tag-switching ip

|

interface Ethernetl/2

ip address 172.18.1.1 255.255.255.0

crypto map ra
|

ip local pool vpnl-ra 10.4.1.1 10.4.1.254 group vpnl-ra
ip local pool vpn2-ra 10.4.1.1 10.4.1.254 group vpn2-ra
|

Cisco Network-Based IPsec VPN Solution D |[H/N\— 3 oD 7 v J

—\\

Site-to-Site %

—k

Cisco Network-Based IPsec VPN Solution UV U — & 1.5 |23} % VRF-Aware IPsec #HE Cid. BEAF
DHREEFLEETAMLENRNHY FT, ROV FABETIL. BHFEOFREICH L TITHOLERH

HEEEZRLET,

EDNTvITTL—F

ROFEETIL. [H/3— 3 > D Network-Based IPsec VPN Solution 7> & Cisco Network-Based IPsec

VPN Solution J U — 2 1.5 ~® Site-to-Site Z

IB/S— < 3 > O Site-to-Site X F
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crypto isakmp key VPNl address 172.21.25.74
crypto isakmp key VPN2 address 172.21.21.74

crypto ipsec transform-set VPNl esp-aes esp-sha-hmac
crypto ipsec transform-set VPN2 esp-aes esp-sha-hmac

|
crypto map VPNl 10 ipsec-isakmp
set peer 172.21.25.74

set transform-set VPNl

match address 101
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crypto map VPN2 10 ipsec-isakmp
set peer 172.21.21.74

set transform-set VPN2

match address 102

interface FastEthernet0/0.1
encapsulation dotlQ 1 native

ip vrf forwarding VPN1

ip address 172.21.25.73 255.255.255.0
crypto map VPN1

interface FastEthernet0/0.2
encapsulation dotlQ 2 native

ip vrf forwarding VPN2

ip address 172.21.21.74 255.255.255.0
crypto map VPN2

#/\— 3 D Site-to-Site %

wIZ., [A U Site-to-Site 7% E . Cisco Network-Based IPsec VPN Solution V U —2 1.5 Y U = —
var~T I —REnNAA—=TarERLET,

)

GE) 22o0F%—V V7 5aERTHLENRDHY £9, VRF-Aware Upset HRETlX, IKE @ —H /L =
RARA > B2 VRE NIZIEE L TW A A, §—% VRF (ZBEAT A MNERH D F97,

crypto keyring VPN1-KEYS vrf VPN1
pre-shared-key address 172.21.25.74 key VPN1
|

crypto keyring VPN2-KEYS vrf VPN2
pre-shared-key address 172.21.21.74 key VPN2
|
crypto ipsec transform-set VPNl esp-aes esp-sha-hmac
crypto ipsec transform-set VPN2 esp-aes esp-sha-hmac
|
crypto map VPNl 10 ipsec-isakmp
set peer 172.21.25.74
set transform-set VPNl
match address 101
|
crypto map VPN2 10 ipsec-isakmp
set peer 172.21.21.74
set transform-set VPN2
match address 102
|
interface FastEthernet0/0.1
encapsulation dotlQ 1 native
ip vrf forwarding VPN1
ip address 172.21.25.73 255.255.255.0
crypto map VPN1

interface FastEthernet0/0.2
encapsulation dotlQ 2 native

ip vrf forwarding VPN2

ip address 172.21.21.74 255.255.255.0
crypto map VPN2
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crypto isakmp client configuration group VPN1-RA-GROUP
key VPN1-RA

pool VPN1-RA

|

crypto isakmp client configuration group VPN2-RA-GROUP
key VPN2-RA

pool VPN2-RA

|

crypto ipsec transform-set VPN1-RA esp-aes esp-sha-hmac
crypto ipsec transform-set VPN2-RA esp-aes esp-sha-hmac
|

crypto dynamic-map VPN1-RA 1

set transform-set VPNI1-RA

reverse-route
|

crypto dynamic-map VPN2-RA 1

set transform-set VPN2-RA

reverse-route
|
!

crypto map VPN1 client authentication list VPN1-RA-LIST
crypto map VPN1 isakmp authorization list VPN1-RA-LIST
crypto map VPNl client configuration address initiate
crypto map VPNl client configuration address respond
crypto map VPNl 10 ipsec-isakmp dynamic VPN1-RA
|

crypto map VPN2 client authentication list VPN2-RA-LIST
crypto map VPN2 isakmp authorization list VPN2-RA-LIST
crypto map VPN2 client configuration address initiate
crypto map VPN2 client configuration address respond
crypto map VPN2 10 ipsec-isakmp dynamic VPN2-RA
|

interface FastEthernet0/0.1
encapsulation dotlQ 1 native

ip vrf forwarding VPN1

ip address 172.21.25.73 255.255.255.0

crypto map VPN1
|

interface FastEthernet0/0.2

encapsulation dotlQ 2 native

ip vrf forwarding VPN2

ip address 172.21.21.74 255.255.255.0

crypto map VPN2

HFN—Ca3vDUE—FTIERERE
WDA VAR LATE, Ty 77 Lb—REbH A, ROBEEZEETLHZ E2HRELE
RS

crypto isakmp client configuration group VPN1-RA-GROUP
key VPN1-RA
pool VPN1-RA
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|
crypto isakmp client configuration group VPN2-RA-GROUP
key VPN2-RA
pool VPN2-RA

|

crypto isakmp profile VPN1-RA
match identity group VPN1-RA-GROUP
client authentication list VPN1-RA-LIST
isakmp authorization list VPN1-RA-LIST
client configuration address initiate
client configuration address respond
|
crypto isakmp profile VPN2-RA
match identity group VPN2-RA-GROUP
client authentication list VPN2-RA-LIST
isakmp authorization list VPN2-RA-LIST
client configuration address initiate
client configuration address respond
|
crypto ipsec transform-set VPN1-RA esp-aes esp-sha-hmac
crypto ipsec transform-set VPN2-RA esp-aes esp-sha-hmac
|

crypto dynamic-map VPN1-RA 1

set transform-set VPNI1-RA

set isakmp-profile VPN1-RA
reverse-route

|

crypto dynamic-map VPN2-RA 1

set transform-set VPN2-RA

set isakmp-profile VPN2-RA
reverse-route

|

crypto map VPNl 10 ipsec-isakmp dynamic VPN1-RA
|

crypto map VPN2 10 ipsec-isakmp dynamic VPN2-RA
|

interface FastEthernet0/0.1
encapsulation dotlQ 1 native

ip vrf forwarding VPN1

ip address 172.21.25.73 255.255.255.0
crypto map VPN1

|

interface FastEthernet0/0.2
encapsulation dotlQ 2 native

ip vrf forwarding VPN2

ip address 172.21.21.74 255.255.255.0
crypto map VPN2

Site-to-Site & ) E— b 7V L ADBREDHAELEDT v TIL—F

RO ETIL, IH/3— 3 D Network-Based IPsec VPN Solution 7> & Cisco Network-Based IPsec
VPN Solution U U —Z 1.5 ~® Site-to-Site 5 LNV E— ~ T 7 EAFREDT v 77 L— FiZdh
BB W AR LUET,

[B/N— 3 0D Site-to-Site B LU ) E— ~ PO EADERTE

crypto isakmp key VPN1 address 172.21.25.74 no-xauth
crypto isakmp key VPN2 address 172.21.21.74 no-xauth

|

crypto isakmp client configuration group VPN1-RA-GROUP
key VPN1-RA
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pool VPN1-RA
|

crypto isakmp client configuration group VPN2-RA-GROUP
key VPN2-RA
pool VPN2-RA

crypto ipsec transform-set VPNl esp-aes esp-sha-hmac
crypto ipsec transform-set VPN2 esp-aes esp-sha-hmac

crypto ipsec transform-set VPN1-RA esp-aes esp-sha-hmac
crypto ipsec transform-set VPN2-RA esp-aes esp-sha-hmac

crypto dynamic-map VPN1-RA 1
set transform-set VPN1-RA
reverse-route

crypto dynamic-map VPN2-RA 1
set transform-set VPN2-RA
reverse-route

crypto map VPNl client authentication list VPN1-RA-LIST
crypto map VPNl isakmp authorization list VPNI-RA-LIST
crypto map VPNl client configuration address initiate
crypto map VPNl client configuration address respond
crypto map VPNl 10 ipsec-isakmp

set peer 172.21.25.74

set transform-set VPN1

match address 101

crypto map VPNl 20 ipsec-isakmp dynamic VPN1-RA

crypto map VPN2 client authentication list VPN2-RA-LIST
crypto map VPN2 isakmp authorization list VPN2-RA-LIST
crypto map VPN2 client configuration address initiate
crypto map VPN2 client configuration address respond
crypto map VPN2 10 ipsec-isakmp

set peer 172.21.21.74

set transform-set VPN2

match address 102

crypto map VPN2 20 ipsec-isakmp dynamic VPN2-RA

interface FastEthernet0/0.1
encapsulation dotlQ 1 native

ip vrf forwarding VPN1

ip address 172.21.25.73 255.255.255.0
crypto map VPN1

interface FastEthernet0/0.2
encapsulation dotlQ 2 native
ip vrf forwarding VPN2

ip address 172.21.21.74 255.255.255.0
crypto map VPN2

#]/8—2 3 >0 Site-to-Site LUV E—FT7HERADETE
TOBREET ST L— RTAHVLERLY 9,

\}

CGE)  Site-to-Site X EIZ XAUTH BN ARE2EAS . XAUTHRER L TISAKMP a7 7 A L ZHE L
9, VE— b 77 B ARTIZT XAUTH BN LEREA. XAUTH Y CTISAKMP 712 7 7 A
NWEHRELET,
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crypto keyring VPN1-KEYS vrf VPN1
pre-shared-key address 172.21.25.74 key VPN1
|

crypto keyring VPN2-KEYS vrf VPN2
pre-shared-key address 172.21.21.74 key VPN2
|

crypto isakmp client configuration group VPN1-RA-GROUP
key VPN1-RA
pool VPN1-RA

crypto isakmp client configuration group VPN2-RA-GROUP
key VPN2-RA
pool VPN2-RA

crypto isakmp profile VPN1
keyring VPN1-KEYS
match identity address 172.21.25.74 VPN1

crypto isakmp profile VPN2
keyring VPN2-KEYS
match identity address 172.21.21.74 VPN2

crypto isakmp profile VPN1-RA

match identity group VPN1-RA-GROUP
client authentication list VPN1-RA-LIST
isakmp authorization list VPN1-RA-LIST
client configuration address initiate
client configuration address respond

crypto isakmp profile VPN2-RA

match identity group VPN2-RA-GROUP
client authentication list VPN2-RA-LIST
isakmp authorization list VPN2-RA-LIST
client configuration address initiate
client configuration address respond

crypto ipsec transform-set VPNl esp-aes esp-sha-hmac
crypto ipsec transform-set VPN2 esp-aes esp-sha-hmac

crypto ipsec transform-set VPN1-RA esp-aes esp-sha-hmac
crypto ipsec transform-set VPN2-RA esp-aes esp-sha-hmac

crypto dynamic-map VPN1-RA 1
set transform-set VPN1-RA
set isakmp-profile VPN1-RA
reverse-route

crypto dynamic-map VPN2-RA 1
set transform-set VPN2-RA
set isakmp-profile VPN2-RA
reverse-route

crypto map VPNl 10 ipsec-isakmp

set peer 172.21.25.74

set transform-set VPNl

set isakmp-profile VPN1

match address 101

crypto map VPNl 20 ipsec-isakmp dynamic VPN1-RA

crypto map VPN2 10 ipsec-isakmp
set peer 172.21.21.74

set transform-set VPN2

set isakmp-profile VPN2
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match address 102

crypto map VPN2 20 ipsec-isakmp dynamic VPN2-RA
|

interface FastEthernet0/0.1
encapsulation dotlQ 1 native

ip vrf forwarding VPN1

ip address 172.21.25.73 255.255.255.0
crypto map VPN1

|

interface FastEthernet0/0.2
encapsulation dotlQ 2 native

ip vrf forwarding VPN2

ip address 172.21.21.74 255.255.255.0
crypto map VPN2
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WD a~y RPEANEZIIAE S VE Lz, address, catrust-point, client
authentication list, client configur ation address, cryptoisakmp profile, crypto
keyring, crypto map isakmp-profile, initiate-mode, isakmp authorization
list, keepalive (isakmp profile), keyring, key-string, match identity, no crypto
xauth, pre-shared-key, quit, rsa-pubkey, self-identity, serial-number, set
isakmp-profile, show crypto isakmp key, show crypto isakmp profile, vrf,
clear crypto sa, crypto isakmp peer, crypto map isakmp-profile, show crypto
dynamic-map, show cryptoipsec sa, show cryptoisakmp sa, show crypto map
(IPsec),
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CA : Certification Authority (FEFE/R) . CA LT VX VG EERITTH T 07 1 (BRI
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dead peer : HETE <> IKE 7,

DN : Distinguished Name G#il4) . A—7 v VAT LA v 2 —axrar (OSIT 4 L7
RV (X500) ) WO NY D, Za— Ui iElid 5 481CT,
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WA AT RE 72 AR — B B b AT AT,
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