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FlED#HE
1. enable
2. configureterminal
3. crypto pki trustpoint name
4. ocsp url wurl
5. eku request attribute
6. match eku attribute
7. revocation-check methodl [method2 [method3] ]
8. exit
9. exit
10. show cry pki counters
FED F#
ATV REEET7TI 3 Y H&Y
AFwvF1 |enable ¥EHE EXEC E— RE2FMC L E T,
B L SAU—FREANLET (ERSNEHE) .
Device> enable
AFwF2 |configureterminal Ju—s L ar7 4 Xalb—ar ®— FaBth
15'] : Li—g—o
Device# configure terminal
AFw 73 |cryptopkitrustpoint name FZARMKRA Y FBIORESNTARIZES L
- CT.CANFAPMRA Va7 4 Fal— gy
— K Ly
Device (config)# crypto pki trustpoint msca t F %fﬁﬂﬁu L/§£Tr°
AT 74 |ocspurl url url 31U, BT A FABA U RREEHERT — & X
- F v TExAHLEHITOCSP — 3 —D URL %

Device (ca-trustpoint)# ocsp url
http://ocsp-server

1 :

Device (ca-trustpoint)# ocsp url
http://10.10.10.1:80

&1

Device (ca-trustpoint)# ocsp url
http://[2001DB8:1:1::2]:80
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eku request attribute
11

Device (ca-trustpoint)# eku request ssh-client

SEEBEICISE LT eku attribute #3700 5 L 5 (12 Bsk
LEY, Z0ERIT, PKIZIA T FTHRELE
e, BERIRIZ CA VP — NI E ENET,

attribute 51U IZRONT NN EIEETE £7,
* client-auth
* code-signing
* email-protection
* ipsec-end-system
* ipsec-tunnel
* ipsec-user
* ocsp-signing
* server-auth
* time-stamping
* ssh-server

« ssh-client

ATvT6

match eku attribute

1 :

Device (ca-trustpoint)# match eku client-auth

FEE L7 JBIEDSRE ENICAAE L, O RRGEEDS RHL
L7256 DI, PKUIE TAEAELHRFETE £7

attribute 51U IZRONWT NN EIEETE £7,
* client-auth
* code-signing
* email-protection
* ipsec-end-system
* ipsec-tunnel
* ipsec-user
* ocsp-signing
* server-auth
* time-stamping
* ssh-server

« ssh-client
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ARV RFERETI3Y EL:Y
Z 5w F7 |revocation-check methodl [method2 [method3]] | (fLi) ZEBHEDO LG AT —Z 25 F = v 7 LE
11 7o
. . . scrl : CRLICE» CREAEATF = v 7 LET,
Device (ca-trustpoint)# revocation-check ocsp none :_%Lﬁ§5§j7:flb/}‘UDZf;fi//E >/7?7f0
enone : GEAEDT = v 7 ZHE L F 5,
socsp : OCSP #—NIZ Ko CikHEEAF = v 7
LET,
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ATy S8 |exit CAFNTAIRA v FPar74¥al—yar F—
. KEKTL, ZJe—L a7 4 F¥al—vay
EF—FIZEY £,
Device (ca-trustpoint) # exit
ATv79 |exit FiME EXEC E— RIZEY £7,
i
Device (config)# exit
RTw 710 |show cry pki counters LEE) TXAADPKI I v X EFrLET,

51

Device# show cry pki counters
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enable
configureterminal

ip http server

crypto pki server cs-label
eku request attribute

exit

exit

show crypto pki counters
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AT w71 |enable it EXEC E— RZAMIC L ET,
i) 1. NAU—FRZADNLET FERINTEHE) .
Device> enable

25 7 2| configure terminal Jr—rL me T 4 Fa —a v T KB
{5 LETS
Device# configure terminal

A7y 73 |ip http server THHO Y AT 5O HTTP — "% A F—T7 L2 L
i) EXR
Device (config)# ip http server

25 7 4| crypto pki server cs-abel BB — DT EER L, AT — 3
i T4 Falb—varyEF—FehmlLET,

GE) FH)TRSA ¥ — X7 AR LT2GE,
Device (config) # crypto pki server server-pki cs-label %|§&tiﬁ?‘_ fﬂ770)45ﬁﬁ2:‘*§ﬁ7f
HILENRHY £T,
ATy 75 |ekurequest attribute AL HEE L7z eku attribute 2 560 5 K 9 12 B3R

1 -

Device (cs-server) # eku request ssh-server

LET,
attribute 5| ZUZIZR O WT NN EFBETE ET,

* client-auth

* code-signing

* email-protection
* ipsec-end-system
* ipsec-tunnel

* ipsec-user

* ocsp-signing

* server-auth

* time-stamping

* ssh-server

* ssh-client

OCSP IEERT—T) vy .



B ocspiszzs—7u s soema

0CSPiEERT—FU >y |

AU RFERET7TIV3 Y B#
R Ty 76 |exit cs-server I 7 4 X2 lb— g EB—REKT L,
Bl - Ja—s\ )y ar74¥al—var E—RICREY
5
Device (cs—-server)# exit
ATy 7| exit FiHE EXEC £— RIZE D £,
1 -
Device (config) # exit
R T 7 8| show crypto pki counters L&) TAADPKIA T v B EERLET,
1 -
Device# show crypto pki counters

1

IZ. show crypto pki counters ® i 141~ L %97,

Device# show crypto pki counters

PKI Sessions Started: 0
PKI Sessions Ended: 0

PKI Sessions Active: 0
Successful Validations: O
Failed Validations: 0
Bypassed Validations: 0
Pending Validations: 0O
CRLs checked: 0

CRL - fetch attempts: 0
CRL - failed attempts: 0
CRL - rejected busy fetching:

OCSP - fetch requests: 0
OCSP - received responses: 0
OCSP - failed attempts: 0
OCSP - staple requests: 0O

AAA authorizations: 0

0
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RFC [X.509 Internet Public Key Infrastructure Online Certificate Satus Protocol - OCSPJ
2560
RFC ['Online Certificate Satus Protocol (OCSP) Extensions to IKEV2]
4806
RFC ['Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL)
5280 | profile]
RFC [X.509v3 Certificates for Secure Shell Authentication]
6187
RFC [Transport Layer Security (TLS) Extensions. Extension Definitions]]
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