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IPsec #{#FH L7=GRE > FRJL

Generic Routing Encapsulation (GRE) kY pr/bid, & X E & IPSec LA OE THEH I E
T ZAUE, IPSec B IPVO~ /L FF ¥ A L3y A AR— KL THWRNWZOHTT, ZhiZX
D, A4 FI v 7 V=T 47 71 ha)L)3IPSec VPN % v b U — 7R CTIEL<HEREL £
A, GRE > R/UEIPVO v /L TFF ¥ A MEHAR— ML TNDLTD, XA FIv7 v—TF 4
v 7' 7ma hajN%kGRE b U RARRHTIITCEES, ¥4 FIv s v—FT 47 Fabhan
23 GRE b v R/VEH TRRE SN TWBEEIL, IPSec Z# ] L T GREIPv6 /L FF ¥ & h /%
7y MEEFETEET,

IPSec (X, 7 U7 b v 7 EIE b 2 UR#EZEMA L CGRE N7 v hERFE(LTE £,

WTIOHETS. GRE 7 7L DE ﬁ% Z. IPSec K5 S5 b ZFATTH L O ITHREINE

T, 7V b=y T EHEHL TWEEEIE, BEE{LAGRE kv N7y NHOT D kN
Y RWEA LA —T oA AZHEASNE T, bR REESH L TV DA, BEEEN
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WO, WA H—T 2 A A LTIV v~y P 5FEH LT, GREN RV A X —T =
A AREH T —ZICADRE L ENT= "y hERLET, v MI, BB L0 7+
MEBBREN TS, 77 TFARME LTIPSEEICELNE T,
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VT b=y T HREMM LIgE & b xRN e L a0 BB RE 2 LRI
RLET,

«IPSec 7 UV 7 b v . WA X —T oA RAZEHEIT O, Ny BWELAL
H—T 2 A AZBLTIREIND EEWTF v ENET, TORELT, 7y MITT
IZ GRE b v RIVNTH T B LENLTOET,
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H1)Tr<wTEFERLT- IPvAGRE EEELEZHD IPv6 DEETE

FIRDEE

enable

configureterminal

ipv6 multicast-routing

ipv6 unicast-routing

interface type number

ipv6 address {ipv6-address/prefix-length | prefix-name sub-bits/prefix-length}
tunnel mode {aurp | cayman | dvmrp | eon | gre | gre multipoint | greip | greipv6 | ipip
[decapsulate-any] | ipsecipv4 | iptalk | ipv6 | ipsecipv6 | mpls| nos|rbscp}
tunnel source {ip-address | ipv6-address | interface-typeinterface-number }

9. tunnel destination {hostname | ip-address | ipv6-address}

10. exit

11. cryptoisakmp policy priority

NOOAWN

o

IPvd GRE F > R JLIREEFRZ R D IPV6 .
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12. authentication {rsa-sig| rsa-encr | pre-share}

13. hash {sha| md5}
14. group {1]2|5}

15. encryption {des| 3des| aes 192 | aes 256}

16. exit

17.  cryptoisakmp key enc-type-digit keystring {address peer-address [mask] | ipv6
{ipv6-address/ipv6-prefix} | hostname hostname} [no-xauth]

18. cryptoipsectransfor m-set transform-set-name transforml [transform2] [transform3] [transformé]

19. accesslist access-list-number [dynamic dynamic-name [timeout minutes]] {deny | per mit}
protocol source source-wildcard destination destination-wildcard [precedence precedence] [tos
tos] [time-range time-range-name] [fragments] [log [word] | log-input [word]]

20. crypto map [ipv6] map-name seq-num [ipsec-isakmp [dynamic dynamic-map-name | discover |

profile profile-name]]

21. set peer {hosthame [dynamic] [default] | ip-address [default]}
22. set transform-set transform-set-name [transfor m-set-name2...transfor m-set-name6]

23. match address[access-list-id | name]

24. exit
25. interface type number

26. crypto map map-name [redundancy standby-group-name [stateful]]

27. end
FEDEHM
OV RFERIFETIVa Y By
ATwv 71 |enable ¥iHE EXEC £— RE2HMC L E T,
1 - e NMATU—REANLET (FRENTEHE) .
Router> enable
25w 2 |configureterminal Ja—nN)ary 74 Xal—v gy F— REElG
51 LET.
Router# configure terminal
AT w73 |ipv6 multicast-routing N—BDFTRTDIPV6 KA v H—T = A AT
Bl - Protocol Independent Multicast (PIM) & < /LF % ¥
Router (config)# ipv6 multicast-routing A MY Xﬂ‘_*ﬁm (MLD) #fFH L=~V FFx
ARNN—=T 4 T HEHENILT, v FFx A b
A A LET,
e ZDa~vy Rk, IPv6 /L FF v A h &t H
LTWAOGEIZOBLAMLET, IPv6 =
Xy A REZHEHLTWAEHAX, Zoa~v R
ALV E T ELERDH Y 7,
AT w74 |ipv6unicast-routing IPV6 2=F ¥ A N T—4 77 AOEREEFHCL

1 -
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ARV FFEREETIVa Yy
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Router (config) # ipv6 unicast-routing

RTF w5 |interface type number R FV A B =T 2 f AR L OEFERTE L.,
Bl - A —=TxAA A AT 4 Falb—arE—F
Router (config) # interface tunnel 10 %Egﬁﬁﬁl/ﬂfifo
AFwT6 |ipv6 qddrm;{ipv6-addr$s/prefix-length| prefix-name | [Py O—f17e 7L 7 4 v 7 RIZESWT IPv6 7
sub-bits/prefix-length} FLRAZBRIEL, A2 % —7 = A AIZHBT 5 PG
5 - WA A R —T W LET,
Router (config-if) # ipv6 address 0:0:0:7272::72/64
AFw 1 |tunnel mode {aurp|cayman |dvmrp |eon|gre(gre | ko gL A v X —T7 = A ZADH T MELE— K&
multipoint | greip | greipv6 | ipip [decapsulate-any] | e LS,
ipsecipv4|iptalk |ipv6|ipsecipv6 | mpls|nos|rbscp}
1 :
Router (config-if) # tunnel mode gre ip
AT w8 |tunne source {ip-address|ipv6-address| Ry A B =T oA ADEETLT KL A&
interface-typeinterface-number } EFLET,
1 -
Router (config-if)# tunnel source ethernet0
X w79 |tunnel destination {hostname|ip-address|ipv6-address} | k> L A X2 —T = A4 ZADFEHEEEE L ET,
1 -
Router (config-if) # tunnel destination 172.16.0.12
ATy 710 |exit Ao B =T xAf A AT 4F¥alb—gr F—F
R ERTL, Zm— 3 bar 7 Xalb—va -
Router (config-if) # exit RiZRY ij—o
RT w711 |cryptoisakmp policy priority A H—=Fy b F— T AF =Y (IKE) RV
4 - —HTEHFERLTC,ISAKMP R > — 27 0¥
Router (config) # crypto isakmp policy 15 b—va s ' ]\ %Eﬁﬁé\ Li‘é‘o
ARV —FFEL, BT TAFV T4 REW
R —%pRLET, priority 5IEEIMEVIE
EL BRIENAEL 720 9,
RTw 712 |authentication {rsa-sig|rsa-encr | pre-share} IKE R U > —NORBFESFREREELET,
Bl srsa-sig¥ — U — N & rsa-encr F— U — NI IPv6
Router (config-isakmp-policy)# authentication THYR—FENFEFA,
pre-share
AT w713 |hash {sha| md5} IKERY —HNDO Ny 7T RAEREL
51 £
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Router (config-isakmp-policy) # hash md5

A7 714 |group {1]2]5} IKE RV > —WNETD D-H 7 /— 7 Ok Bll% 5 %
1§| : ?Eﬁi—’bi‘j—o
Router (config-isakmp-policy)# group 2
R w715 |encryption {des|3des|aes192 | aes 256} IKE RY o —NORERZALT LV ITY RAEEELE
1 - EE
Router (config-isakmp-policy) # encryption 3des
ATw 16 |exit ISAKMP R ¥ — a7 4 Xal—v gy T—F
i - ERTLC, Zm— b ar7 s F¥al—vay
— K L
Router (config-isakmp-policy)# exit t F %f@ﬁﬁn[/EE7fo
AT 717 |cryptoisakmp key enc-type-digit keystring {address | i RAEF —2HE L £,
peer-address [mask] | ipv6 {ipv6-address/ipve-prefix} |
hostname hostname} [no-xauth]
1 :
Router (config) # crypto isakmp key cisco-10
address 172.16.0.12 255.240.0.0
AT w718 |cryptoipsectransform-set transform-set-name oo 27—ty FEERELET,
transforml [transform?2] [transform3] [transformd4]
i -
Router (config) # crypto ipsec transform-set myset0
ah-sha-hmac esp-3des
T w719 |accesslist accesslist-number [dynamic dynamic-name | JiEIP 7 72 U X &2 EZELFT,
[timeout minutes]] {deny | permit} protocol source
source-wildcard destination destination-wildcard
[precedence precedence] [tos tos] [time-range
time-range-name] [fragments] [log [word] | log-input
[word]]
1 :
Router (config) # access-1list 110 permit gre host
192.168.0.16 host 172.16.0.12
AT w720 |crypto map [ipv§] map-nameseq-num [ipsec-igakmp HLWIZ VP~ 2 MV EER T T 7 A
[dynamic dynamic-map-name | discover | profile NEER L, 2V b~y ary 4 Falb—s
profile-name]] v E®— FERBLET,
51
Router (config) # crypto map mymap 10 ipsec-isakmp
AT v T 21 |setpeer {hostname[dynamic] [default] |ip-address | 7 J 7 | <~ v 7" =2 |k U NO IP Security (IPsec)

[default]}
1 :
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ko3 LAREE £ 6 LT IPva GRE iE 2 L2 0> v 0 [

AT RERETIVa Y

E:)

Router (config-crypto-map) # set peer 10.0.0.1

Z 5w 722 |settransform-set transform-set-name IV TN~y ) CHEMAARER R T A
[transform-set-name2...transfor m-set-name6] Tx—hty FEEELET,
1 -
Router (config-crypto-map) # set transform-set
mysetO

25w 723 | match address [access-list-id | name] JVTF N~y NUDYEET 7 BA YA %
15[] . ?E‘H/:E’l/ij—o
Router (config-crypto-map) # match address 102

ATy TS24 |exit VT hwyFar7 4 ¥Fal—varyE— N
- MTL, Zu—2)Lary7 4 Xal—v gy E—
Router (config-crypto-map) # exit FIZRY £9%

RTw 725 |interfacetype number A B =T 2 A RALFBGHEIEEL, A1V F—TxA
- AarZ4Xal—varyE— RefhLET,
Router (config) # interface ethernet 1

R T w726 |cryptomap map-name [redundancy EHEFBOIVT T By FET T AT
standby-group-name [stateful]] KA —T A AL ET,
1
Router (config-if)# crypto map mymap

AFwvF21 |end A B —TxAf A ALy T 4FXal—gr F—F
Bl - ZFET L. FFME EXEC E— NIZR Y %7,

Router (config-if) # end

co R IJLIREZ(E AL T- IPvAGRE FEE1LEZH D IPv6 DERTE

FIRDEE

enable

configure terminal

ipv6 multicast-routing

ipv6 unicast-routing
cryptoisakmp policy priority

hash {sha|md5}
group {125}

©ENSDOHRWN A

=y
°

exit

authentication {rsa-sig| rsa-encr | pre-share}

encryption{des|3des |aes [aes 192 |aes 256}

IPvd GRE F > R JLIREEFRZ R D IPV6 .
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11.  cryptoisakmp key enc-type-digit keystring {address peer-address [mask] | ipv6
{ipv6-address/ipv6-prefix} | hostname hostname} [no-xauth]
12. cryptoipsectransform-set transform-set-nametransforml [transform?2] [transform3] [transformé]

13. cryptoipsec profile profile-name

14. set transfor m-set transform-set-name [transform-set-name2...transfor m-set-nameg]

15. exit
16. interface type number

17. ipv6address {ipv6-address/ prefix-length | prefix-name sub-bits/prefix-length}

18. tunnel mode {aurp | cayman | dvmrp | eon | gre| gre multipoint | greip | greipv6 |
ipip[decapsulate-any] | ipsecipv4 | iptalk | ipv6 | ipsec ipv6 | mpls| nos| rbscp}

19. tunnel source {ip-address| ipv6-address | interface-type interface-number }

20. tunnd destination {hostname | ip-address | ipv6-address}

21. tunnel protection ipsec profile name [shared]

22, end

F IR D

ARV EFEREETIVa Yy

E:)

AT v 71 |enable
1 -

Router> enable

¥ikE EXEC E— 2B LET,
e NR2AT—REAHLET (FEERENEZHE) .

X5 w72 |configure terminal

1 -

Router# configure terminal

ra—r\)Lar7 4 X¥al—ay T— Riith
Liﬁ‘o

X w73 |ipv6 multicast-routing
£l

Router (config)# ipvé multicast-routing

N—F DT XTDIPv6 XS A v F—T = A LT
Protocol Independent Multicast (PIM) & < /LT % ¥
A K~ URAF—#H (MLD) Zfif L7z~ F %~
AMN—=T 4 T HEHENILT, vAFFx AL
Rk a B LET,

s ZDawy RiE, IPV6 /L FFx A M &M
LTWDLEBIZDOHAT L ET, IPv6 2=
Xy AMEEHALTHDEHAE, Zoa~vr
EHNMCTHMLETH Y A,

Z 5w 74 |ipv6 unicast-routing
i -

Router (config) # ipv6 unicast-routing

IPV6 2=F ¥ A N T—H T T LADEEEZFAHIL
ij_o

XFw 75 |cryptoisakmp policy priority
i -
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Router (config)# crypto isakmp policy 15

RV —FF I BLT T4V T o B@m0ARY
v—&R LET, priority SIEMEAMEVIT Y, B
ERr 23 < 72 0 F97,

X5 w6 |authentication {rsa-sig|rsa-encr | pre-share} A E—Fy N F—2 I AF Y (IKE) RV
i - V—NORBRELS & fRE L £,
Router (config-isakmp-policy) # authentication ersa-sigx¥x—v— R t rsa-encr ¥ — U — R|ZIPv6
pre-share THR—FENFHA,

RTw 1 |hash {sha|md5} IKEARY v —NDONy a2 TAITY RAEREL
15'] : ij_o
Router (config-isakmp-policy)# hash md5

ATwv78 |group {1]2]5} IKE &V & —WN#TO D-H 7 )L—7F ORI & 5%
{;“ : *EH/ZE’ L/i—g«o
Router (config-isakmp-policy)# group 2

RT w79 |encryption{des|3des |aes|aes 192 |aes 256} IKE R YU > —NOBZT VY ALEHELE
1§| : j"o
Router (config-isakmp-policy)# encryption 3des

ATw 10 |exit ISAKMP RV v — a7 4 Fal—var E—FK
Bl EMTLET, HVT, /R—SL 307
Router (config-isakmp-policy)# exit b—=va T FCRY i‘@_o

AT 711 |cryptoisakmp key enc-type-digit keystring {address | a4 RGEF —2HE L £,
peer-address [mask] | ipv6 {ipv6-address/ipve-prefix} |
hostname hostname} [no-xauth]
1 -
Router (config) # crypto isakmp key cisco-10
address 172.16.0.12 255.240.0.0

R w712 |cryptoipsectransform-set transform-set-name KNSRI —A Ty NEEHREL, L— X 5K
transforml [transform2] [transform3] [transform4] IbFFv AT F—h a7 Fal— g F—
i - RIZLET,
Router (config) # crypto ipsec transform-set myset0

ah-sha-hmac esp-3des
R 5w 713 |cryptoipsec profile profile-name 2 DD IPsec /L— % D 1Psec s BALIZfEH &b

51

Router (config) # crypto ipsec profile ipsecprof

IPsec /XT7 A—H #EFK LT, IPsec 727 7 A )L
Ay 7 4 X2 lb—arET— RERBLET,
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AT 714 |set transform-set transform-set-name gV N~y = MY CHEHARER TR
[transform-set-name2...transfor m-set-name6] Tx—hty FEEELET,
1 :
Router (ipsec-profile) # set transform-set mysetO

ATy 15 |exit IPsec 777 A/Vary7 4F¥al—yarE—F
- ERETL, ZJu—arry s Fal—ia s E—
Router (ipsec-profile) # exit FIZRY £

RTw 716 |interfacetype number R R A B—T 24 ZABLOERSEHRE L,
- A HB =T xaARAaryT 4 Fal—rarE—FK

v

Router (config)# interface tunnel 1 Pl L £9

R7 w717 |ipv6address {ipve-address/ prefix-length | prefix-name| { > % — =7 = A 212K 4 THH TS IPv6 v
sub-bits/prefix-length} RT—J %fREL, A4 —7 = A AT IPv6 LB
1 A X—T M LET,
Router (config-if) # ipvé address
3ffe:b00:c18:1::3/127

A5 w 718 |tunnel mode {aurp | cayman | dvmrp |eon |gre|gre |GREIPv6 k> * a5 E LE,
multipoint | greip | greipv6 | ipip[decapsulate-any] |
ipsecipv4|iptalk | ipv6|ipsecipv6 | mpls|nos|rbscp}
51
Router (config-if) # tunnel mode gre ip

ZFw 719 |tunnel source {ip-address|ipv6-address|interface-type| o k)L £ o X —T = f ZADEETLT RLAFE -
interface-number } EETEA v o —T A R S A T EH/BRITEL
1 £7
Router (config-if) # tunnel source 10.0.0.1

R Fw 720 |tunnd destination {hostname|ip-address|ipv6-address} | K> )L A ¥ — T = A ADFEHLET L AE 1T
i - RAMERELET,
Router (config-if) # tunnel destination 172.16.0.12

RT w721 |tunnel protection ipsec profile name [shared] RNy A B —Tx A A% Psec 717 7 A VI

51

Router (config-if)# tunnel protection ipsec
profile ipsecprof

. IPv4 GRE F > )LIRFEFZE D IPV6
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ELET, ZOfEIL, cryptolPsecprofilename
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AR RFEREEFT7TIVa Y S

A —T A A TIPsect vy a v ZIFTE
HE Ty £9,

GE) IPsec 7’12 7 7 A VD b R ALH#EE T
BT L5550, T oA &—
T A A%y %y NE DT HMLEEN
b ET, BERKLHLIEL, brx
NEEE T TEH AT H2HLERH Y

£7,
AFv 722 |end Ao B =T A A AT 4Fal—gy F—F
Bl - EH#T L. FiME EXEC £ — FIZRY £,

Router (config-if) # end

IPv4 GRE ~ > == JLIREEFREH D IPv6 O 5% TE 151

2T k<yTEFERL-IPVAGRE ESLZHD IPv6 )% E

Router> enable

Router# configure terminal

Router (config) # ipv6é multicast-routing
Router (config) # ipv6é unicast-routing

Router (config) # interface tunnel 10

Router (config-if) # ipvé address my-prefix 0:0:0:7272::72/64

Router (config-if) # tunnel mode gre ip

Router (config-if) # tunnel source ethernet0

Router (config-if)# tunnel destination 172.16.0.12

Router (config-if) # exit

Router (config)# crypto isakmp policy 15

Router (config-isakmp-policy)# authentication pre-share

Router (config-isakmp-policy)# hash md5

Router (config-isakmp-policy)# group 2

Router (config-isakmp-policy)# encryption 3des

Router (config-isakmp-policy) # exit

Router (config) # crypto isakmp key cisco-10 address 172.16.0.12 255.240.0.0
Router (config) # crypto ipsec transform-set myset0 ah-sha-hmac esp-3des
Router (config) # access-list 110 permit gre host 192.168.0.16 host 172.16.0.12
Router (config) # crypto map mymap 10 ipsec-isakmp

Router (config-crypto-map) # set peer 10.0.0.1

Router (config-crypto-map) # set transform-set mysetO

Router (config-crypto-map) # match address 102

Router (config-crypto-map) # exit

Router (config) # interface ethernetl

Router (config-if) # crypto map mymap

Router (config-if) # end

IPvd GRE F > R JLIREEFRZ R D IPV6 .
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MR ILIRFEZ (A L 7= IPvd GRE BES1LIEH D IPv6 D ERTE I

RIZ, IPVAGRE k> /L ETlIPsec b v RNRELAHET DBl %2R LET, IPv6 v /LT F ¥ X
ML= 4 > 71X, ipv6 multicast-routing =2~ > K& L THIC L £,

Router> enable

Router# configure terminal

Router (config) # ipv6é multicast-routing

Router (config) # ipv6é unicast-routing

Router (config) # crypto isakmp
Router (config-isakmp-policy) #
Router (config-isakmp-policy) #
Router (config-isakmp-policy) #
Router (config-isakmp-policy) #
Router (config-isakmp-policy) #
Router (config) # crypto
Router (config) # crypto

Router (ipsec-profile) #
Router (ipsec-profile) #

exit
isakmp

exit

Router (config) # interface tunnel 1

Router (config-if) #
Router (config-if) #

(
(
(
(
(
(
(
(
(
Router (config) # crypto
(
(
(
(
(
(
(
(
(

tunnel mode gre ip

policy 15

authentication pre-share
hash md5

group 2

encryption 3des

key cisco-10 address 172.16.0.12 255.240.0.0
ipsec transform-set mysetO0 ah-sha-hmac esp-3des

ipsec profile ipsecprof
set transform-set mysetO

ipv6é address 3ffe:b00:c18:1::3/127

tunnel protection ipsec profile ipsecprof

)
Router (config-if) # tunnel source 10.0.0.1
Router (config-if)# tunnel destination 172.16.0.12
Router (config-if) #
Router (config-if) # end
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http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipv6/configuration/xe-3s/ipv6-xe-36s-book.html
http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
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http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
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