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1. enable
2. configureterminal
3. vrf-definition vrf-name
4. address-family ipv6
5. exit-address-family
6. exit
7 parameter-map type inspect parameter-map-name
8. sessions maximum & > ¥ 3
9. exit
10. ipv6 unicast-routing
11.  ip port-map appl-name port port-numlist list-name
12. ipv6 accesslist access-list-name
13. permitipv6 any any
14. exit
15. class-map typeinspect match-all class-map-name
16. match access-group hame access-group-name
17. match protocol protocol-name
18. exit
19. policy-map typeinspect policy-map-name
20. classtypeinspect class-map-name
21. ingpect [parameter-map-name]
22. end
FIED ¥
ARV KRFERETIVaY B
RATwv 1 |enable M EXEC — R& B L £ 7,
i « NRT—READLET @ERSNZHE) .
Device> enable
25w 72 |configureterminal Jua—sr)varyr 4 Xalb—vay E— NaeBlth
11 LETS
Device# configure terminal
RTw 73 |vri-definition vrf-name Virtual Routing and Forwarding (VRF) /\—7 ¢ > 7
i - T=INA AL ARE L, VREAZ T (1 F 2
— N — K Ly
Device (config)# vrf-definition VRF1 v vay }\ %Fﬁﬁn bij—o
AFv 74 |addressfamily ipvé VRE7 FL A 773 a7 4Xal—3 gy
Bl - T RZflta LT, IRmEPVe T KL A T LT 4y
Device (config-vrf)# address-family ipvé6 IAEIRET Oy v a EBGELET,
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Device (config-vrf-af)# exit-address-family P\%Eﬁﬁﬁn[/ﬂi7fo
ATy 76 |exit VRF 27 4 Xal—Yary ET—FR&2K&TLT,
Bl - sua— ) ary7 4 Xalb—y gy T— Neth
Device (config-vrf) # exit LET.
25w F71 |parameter-map typeinspect parameter-map-name | 7 5 A 7 % /L) F S IURE S A F 8T A —
Bl - By Tl AT 7V ATBET 5 LEVME,
Device (config) # parameter-map type inspect ?/1)57‘701\\ %@{m®/27}_0& LC&#}T‘VC% 6J:
ipv6-param-map INZL, NIRA—HE T XA THEI T (K=
L—yay E— RetaLET,
ATw 78 |sessonsmaximum kv g e RXT FICHIERRE R R RE v v 3 vk
- X ELET,
Device (config-profile) # sessions maximum 10000
ATy 79 |exit NRIGA—B < T EATHEA L 7 (Fal—a
1 : VE—REKTL, Ju—L a7 X2 l—
N > — K N
Device (config-profile) # exit vas R {/Fﬂlﬁﬁu Lij«o
AT w710 |ipv6unicast-routing IPv6 =% ¥ A b 7T —% 77 LOWEEFHL
11 £
Device (config) # ipv6é unicast-routing
X w711 |ip port-map appl-name port port-numlist list-name  [[pv6 7 72 =2 br—/L U X (ACL) %1{#fH
i - LCR=NT7TV r—varfiivy s (PAM)
Device (config)# ip port-map ftp port 8090 list %EEEALI/Eter
ipvé-acl
AT 712 |ipv6 access-list accesslist-name IPv6 77 AU A bZEFEL, IPV6 77 EA U A
R harzaFalb—var - FelmlLET,
Device (config)# ipv6 access-1list ipvé6-acl
AT 713 |permitipv6 any any IPv6 7 7 & A U A MIFFAIRIFE2RE L ET,
11
Device (config-ipvé6-acl) # permit ipvé6 any any
ATy 14 |exit IPV6 77 EAYAR Y7 4 Fal— g T—
Bl - REETL, ZJe—L a7 4 F¥al— g

Device (config-ipv6-acl)# exit
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RTF v F15 |classmap typeinspect match-all class-map-name TV = a Y HEORESA T I TFTA~ T

Bl - ZMERLL, QS 7V T A w7 ary T 4 Fal—
N N — K Ly
Device (config)# class-map type inspect match-all w3 T }\%Esﬁﬁulzji7fo
ipv6-class

25w 716 |match access-group name access-group-name HE LI ACL 2 _— 22 Y 5 A < v Ik LT —
. A RE LE T,
Device (config-cmap) # match access-group name
ipvé-acl

X 2117 | match protocol protocol-name BEanz7a haiEksx, 792 <7D
15“ . #ﬁ%zﬁ%%ﬁg Li—j_o
Device (config-cmap) # match protocol tcp

ATw 18 |exit QSV A~y ar7 4 ¥al—grEF—F
- PRTL, ZJu—Nary 7 4 FXal—g s E—

~ N

Device (config-cmap) # exit }\%%Bﬁﬁn L/§57r°

AT v 719 |policy-map typeinspect policy-map-name 7a b aLEEORES AT R — <y T EAE
- KL, QSHRY v—=v T a7 Fal—3

R e Ly

Device (config)# policy-map type inspect . b %f%ﬁﬁu L/ji7fo
ipvé-policy

AT w720 |classtypeinspect class-map-name T arDIATRHRERD VT T4y I TA
i - EHEL. QSKIv—~vv T /IR a7y

>3 — N NI Ly

Device (config-pmap) # class type inspect Falb—vars R %Eﬂﬁu Liﬁ}
ipvé-class

AT w721 |inspect [parameter-map-name] AT —=RIN Ny N A VAT Vg VA R
15 - TN LET,
Device (config-pmap-c)# inspect ipv6-param-map

AFvJS22 |end QS RV v —~v T IVTAar74Xal—3
Bl - Y= REfRT L, FitE EXEC T— F&2BllG L %

Device (config-pmap-c)# end

S
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TV T =T THERRIE, Ry AN (Ry 7 ABNLEE, 77 AT Ur—ty
var T—7NEREERLET) . T 74/ N VRE, BXOVRFHEALOT 74T 74 —/b
oL g NIRETEET, 7/ by o7 o= FTHRENEIET A%, 77 A4 T U+ —/b
ol ardT Ly T o=V B Re =Y Ty N ARET AL ENDH Y F

T
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Ky 2807 ILye I 1—svs0EE |

TrAT U=y arOT7 Ly T 2= PEBETHITIE, ROVEEEFELT

£,

Ry D RBEDTILY LT I—O VT DERE

Ry 7 AL, 77 AT U=ty aryT—7 AR ) ERTY, parameer-map
typeinspect-global =~ > RIZHE< T RTORENA v 7 ATHEHA SN ET,

FIEDHE
1. enable
2. configureterminal
3. kowInroavr REANLET,
* parameter-map type inspect-global
* parameter-map typeinspect global
4. per-box max-incomplete number aggressive-aging high {value low value|percent percent
low percent percent}
5. per-box aggressive-aging high {value low value| percent percent low percent percent}
6. exit
7 parameter-map type inspect parameter-map-name
8. tcp synwait-time seconds [ageout-time seconds]
9. end
10. show policy-firewall stats global
Flgn
ARV RFEREETOIVaY B#Y
RATvF1 |enable ¥ EXEC E— REZ AR LET,
i - e MATU—REZANLET ERSNhTHE) .
Device> enable
25w 72 |configureterminal Juau—) a7 4 FXal—g )y ET— RERHE
11 LET,
Device# configure terminal
ATV T3 | ROWThrOavr REALET, R LEWEBIOZ A L7 T D7 r—r3L N

* parameter-map typeinspect-global
* parameter-map typeinspect global
11
Device (config)# parameter-map type inspect-global

Device (config) # parameter-map type inspect global]

IPV6 7747 04— LTORBREY—ERBEREDOHLEE SV V—REBDOHYKR—

TA=E =y THEREL, "TA—E vy HA
7@@3/74%nv~yay%~F%%ﬁbi
TO

o U U —RZHD T, parameter-map type
inspect-global =~ > K & parameter-map type
inspect global =2~ > KA PHR—FEnEd,
B Da~y Fe IR ET 5 2 L
TEEH A,

" M
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B «ozzmorsLyer—sorone

ARV FFEREETIVa Yy

S

* parameter-map typeinspect-global =2~ > K%
RETHELAIEL, FIE4E FIESZ A 7L
TLIEENY,

GE) parameter-map typeinspect-global =~
v REBRET DAL, per-box =2

TA4FXalb—varBNPR—rEnE
A, ZHUE, T7HNFTTRTO
per-box 2> 7 4 F o b—3 3 TR
TOT77AT UA—vEy v a sl

AEndizoTd,

RFw 74 |per-box max-incomplete number aggressive-aging |7y A 7T U —NLtviar FT—7NAHNDON—T
high {value low value|percent percent lowpercent| y——~> v g0 FRBIOT /Ly~ =—
percent} Vrs L= R ERELET,

i
Device (config-profile)# per-box max-incomplete
2000 aggressive-aging high 1500 low 1200

ATy 75 |per-boxaggressve-aging high {value low value| |fat v ar 07 /Ly v T ==V 0 JiilRE %
percent percent low percent percent} E LFET,
i
Device (config-profile) # per-box aggressive-aging

high 1700 low 1300

ATy 76 |exit WNIA=B <y T I TR LT 4 Falb—T3

B - VE—RERTL, Fe—_ a2y 4 X a2 l—
N N — K N
Device (config-profile) # exit VT ]\%Eﬁﬁubi—g—(’

RFwF 1 |parameter-map typeinspect parameter-map-name | i L X VME, XA AT U b BLRZ OO
il - inspect 7 7 ¥ a3 VNIBET 58T A — X O X
v . ) . ATNRNTA=L =y THEREL, WNTA—LF< v

evice (config) # parameter-map type inspect pmapl R . \ .
AATHEaL T 4 Falb— gy T REfth
LET,
XF v F8 |tcp synwait-time seconds [ageout-time seconds] tyvark Rny 7 TAHNC, TCP &y v a

&1

Device (config-profile)# tcp synwait-time 30
ageout-time 10

ISHESTARRRIZ 72 2 D 2 D PR 2 F5E L £

T T T =T NA R =TIV o
Tete. B iV TCP #it D SYN R 2 A ~ —
W, T 7 AN ENOREFHLT—TT U MR
WUty hERET, ZOHITIE, BN XA
LT T T LETI0MHET 2ROV, &
HHWTCP D Z A 2T 0 M 10 BT E
SINFET, HRSRY +—F—~—7 & FE5

B P67 A 7O —LTOREEY —ERGEREOHLE LU Y —REEOHKR— b
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FIrLrREDTF Ly T 1—ovin%E [

AV RFERETI3 Y EL:Y
EL TV T 2= ST 4 =T
(2720 £
RFv79 |end WNIA=B =y THIATHREA LT 4 Falb—T3
B - VB REMT L, $iHE EXEC T— R&BtG L £
Device (config-profile) # end kL
RT v 710 |show policy-firewall stats global Ja—s ) T 7 AT 7 r—REHE R A RN L E
i) EE
Device# show policy-firewall stats global

FTIH#ILEVREDT7 I LYy T I—0DERTE

max-incomplete aggressive-aging command, it applies to the default VRF. i

SR
FIEDHE
1. enable
. configureterminal
3. KOWTNILOa~ 2 REATNLET
* parameter-map type inspect-global
* parameter-map typeinspect global
4. max-incomplete number aggressive-aging high {value low value | percent percent low
percent percent}
5. session total number [aggressive-aging high {value low value|percent percent low percent
percent} ]
6 exit
7 parameter-map type inspect parameter-map-name
8. tcp synwait-time seconds [ageout-time seconds]
9. end
10. show policy-firewall statsvrf global
Flgn e
ARV EFEREEFT7TOVa Y B#Y
RATvF1 |enable ¥ EXEC E— REZ AT LET,
Bl e MAU—RZ AN LET FERENT5HH)
Device> enable
A5 wJ2 |configureterminal rTa— ) a7 4 X2 lb—3ay EB— NEEG
11 LET,

IPV6 77 1 794+ —LTOREHES—ERPEREOHLEES LUV V—REBDYR—+ [
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B 7o+ rwrorsLyeiz—voroms

ARV FFEREETIVa Yy

S

Device# configure terminal

ATV T3 | ROWThhrOa~vr REASLET B LEWVEBIOZ A LT T DT —r391 X
- parameter-map type inspect-global 2}~&3y7?ﬁﬁbjﬁéj_%7yz&4
« parameter-map typeinspect global ;*ﬁﬁ: Y74 Fal—var - FefnlE
i - O]] e
Device (config) # parameter-map type inspect-global * VU= ALHESNT, parameter-map type
beos ik e . . e clobal inspect-global =~ > R & parameter-map type
evice (config) # parameter-map type inspect globa inspect global =3 F7AHH— kS ET
INDlFOa~y Re—fCRET S Z &
TEEHA,
* parameter-map typeinspect-global =~ > K%
RETHHEE, FESZAX Yy 7L TLEE
AN
GE) parameter-map typeinspect-global ==~
v RERET H5E 1T per-box =2
TA4FXalb—varBN¥R—rEnE
A, ZHUE, T7HNVFTTRTO
per-box 2> 7 4 F o b—3 3 TR
TOT77AT U —E vy a sl
HAEhs7=dTT,
ZXF w74 |max-incomplete number aggressive-aging high IN=TF =T T AT Ir— vy arDbk
{value low value | percent percent low percent REBLIOT 7Ly 2 JHIRARE L E
percent} +
i -
Device (config-profile) # max-incomplete 3455
aggressive-aging high 2345 low 2255
RFw 75 |sessontotal number [aggressive-aginghigh {value #8774 7 74— v g VOAFFHIRE IO
low value|percent percent low percent percent}] |7 'L o7 =—U L FHIBEREL T,
i
Device (config-profile) # session total 1000
aggressive-aging high percent 80 low percent 60
ATv76 |exit WNIA=B vy T BATHEA L T4 Falb—a
i - VE—REKTL, Ju— a7 X2 b—
Device (config-profile) # exit varE®— FEfBLET,
RFw 77 |parameter-map typeinspect parameter-map-name B L XM, XA LT Y b, BIOZFomo

51

Device (config) # parameter-map type inspect pmapl

inspect 7 7 ¥ = VIZBET 58T A — X OfRAE X
ATRIRA=B~ Y TEHREL, W"TA—F~v T
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WEEEDT Ly T I—svsnnE [

AR RFEREEFT7TIVa Y

E:)

BATHREa 74 X2 — gy T— REG
L/i—g—o

AT w78 |tcp synwait-time seconds [ageout-time seconds] tyvarE eyl T5H0IC, TCPEy v a v
i - DIENCIRRBIC 22 D DA DRI 25 E L £ 7,
Device (config-profile)# tcp synwait-time 30 T TV T = TN R —T T
ageout-time 10 T-#%. Hch i\ TCP 0D SYN i 7 A ~—
D, T 7 AN I BREREEHT—TT U R
WUy hanET, ZOFITIE, Bns A
L7 U NTHETI0MRFET2RDVIC, &
HIWTCPHERD X A L7 7 F 3 10 FPIZERE
INFET, BNR T A — 2 —~—7 % a5
LTy T 2= NI T =T
2720 ET,
AFwv7S9 |end WRIRA—B 2y T HATREA L T Fal—T 3
i - v E— R&fT L, FiHE EXEC £— R&Bith L%
Device (config-profile) # end TO
R w710 |show policy-firewall statsvrf global Ja—N)LVRF 77 A T U+ —/L AR —#3%

51

Device# show policy-firewall stats vrf global

FRLET,

VRF ﬁﬁll:o)?b“ Ly :/7\ T——< :/7“0)5&}%

FIEOHE

1. enable

2. configure terminal

3. ip vrf vrf-name

4. rd route-distinguisher

5. route-target export route-target-ext-community

6. route-target import route-target-ext-community

7 exit

8. parameter-map typeinspect-vrf vrf-pmap-name

9. max-incomplete number aggressive-aging high {value low value | percent percent low
percent percent}

10. session total number [aggressive-aging {high value low value |percent percent low
percent percent}]

1. alerton

12.  exit

13. &KoOWTnnOa~vr RE AL LET,
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* parameter-map type inspect-global
* parameter-map type inspect global

14. vrf wvrf-name inspect vrf-pmap-name

15. exit

16. parameter-map typeinspect parameter-map-name
17. tcpidletime seconds [ageout-time seconds]
18. tcp synwait-time seconds [ageout-time seconds]

19. exit

20. policy-map typeinspect policy-map-name
21. classtypeinspect match-any class-map-name

22. inspect parameter-map-name
23. end

24. show policy-firewall statsvrf vrf-pmap-name

FIEDEFH
ARV EEEEFET7Ia Y B

RATwv 71 |enable FiME EXEC E— REAICLET,
i - e NRAT—REANLET (ERINTHD) .
Device> enable

RTwF2 |configureterminal sa—s ) ary 74 ¥al—3 gy EB— REBkE
1 - LETS
Device# configure terminal

AFw 73 |ipvrf vrf-name VRFA VAR AZEHRL, VRFaZ V7 4 F 2l —
i - vary E'— REHBLET,
Device (config)# ip vrf ddos-vrfl

R w74 |rd route-distinguisher VRF A v A B v AD)— FikRl+ (RD) ZHEEL
15'] : iﬁ—o
Device (config-vrf)# rd 100:2

RTFw 75 |routetarget export route-target-ext-community JL— N EZ =4y MNMEEaIa2=7 1 Z{/EK L. /L—
Bl - TAvIERES =7y F VPNILRa 2 2 =T ¢
Device (config-vrf)# route-target export 100:2 (Lx7 AR b L/357f0

RAFw 76 |routetargetimport route-target-ext-community J— K Z—Fy MEEaI=2=7 ¢ Z/EK L., ¥—
Bl - 7y b VPNIER I I 2 =7 A b A—T 4 71
Device (config-vrf)# route-target import 100:2 oA oAb LETS

ATy ST |exit VRF 27 4 Fal—ar B—RaTLT,
i - Ju—r)L ar 7 4 Xab—v gy B— FEBth

Device (config-vrf) # exit

LEJ,
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WEEEDT Ly T I—svsnnE [

ARV FFEREETIVa Yy

E:)

ATy 78 |parameter-map typeinspect-vrf vrf-pmap-name VRF RS A 7 RTA—=H vy TEREL, /37

45 - A= T A TR 74 F a2l —3g
— K Ly

Device (config) # parameter-map type inspect-vrf ® b %f%ﬁﬁul/jfifo
vrfl-pmap

RFw 79 |max-incomplete number aggressive-aging high N—T F—F i arD ERBLIOT Ly
{value low value | percent percent low percent 7 T FHIRERE LET,
percent}
i -
Device (config-profile) # max-incomplete 2000
aggressive-aging high 1500 low 1200

ATy 710 |sessiontotal number [aggressive-aging {high value|fat v v a VIR L O v v a LT 57 7
low value |percent percent low percent percent}] | L o7 = — 0 ZHIRAZRE L4,
- Sl v VHIBRIE. MR E 23— v
Device (config-profile) # session total 1000 51_\‘/& Lf%&ﬁz“(é& ij‘o
aggressive-aging high percent 80 low percent 60

RTwv 711 |aerton AT —=NTN Ry NA VAR g DT 77—

: N AvE—=VDary—VEReE A F—T ML

i -
Device (config-profile) # alert on ji?fo

AT 12 |exit NIA—B =T REATHREA T 4 Fal—Ta
i YE—-REKTL, Jua— b ar7 4 Falb—

< N — K Ly

Device (config-profile) # exit VT R %Eﬂﬁubi—io

ATYTB | RONTIhDa~vy REANLET, TU—=INVNTA=L Xy TEREL, NTA—

* parameter-map typeinspect-global
* parameter-map typeinspect global
£
Device (config) # parameter-map type inspect-global]

Device (config) # parameter-map type inspect global]

BT B THREI L T 4 Fal— g F—
FEBRIEL £ 9,

o U U —RTHAD T, parameter-map type
inspect-global =~ > R & parameter-map type
inspect global ==~ > RAYHR— kS Ed,
BT DOavy Rae—fEICRET D2 Lk
TEEHA,

parameter-map type inspect-global =~ K%
RETDHEIE, FIH14 2 A%y 7 LT
é l/ \O
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B wetorsLverz—sovnzE

MRS —EAPEREOMLL S VY V—REBOYHR—+ |

ARV FFEREETIVa Yy

S

GE) parameter-map typeinspect-global =~
v RERET DAL, per-box =
T4 X2 —Ta BN R—bMENE
Hh, ZhiE, 774V FTTRTO
per-box 27 4 ¥ =2 b— 3 URT
RTCDOT7AT U —/ty a3l

WHEND72HTT,
RFw 714 |vrf vrf-name inspect vrf-pmap-name IRFTA—K% < FIZVRF &34 > RLET,
1
Device (config-profile)# vrf vrfl inspect
vrfl-pmap
ATy 15 |exit WIA=B =y T I TR T4 Fab—T g
ol - L E—FEKTL, Fr—bar 7 Fal—
Device (config-profile)# exit va s Ee ]\%Bﬁﬁé\bij—o
AT 716 |parameter-map typeinspect parameter-map-name P LEWE, 242707 M, BELOZEOMOD
5l - inspect 7 7 ¥ g VNIBHET 58T A —FZ Ol S
Device (config) # parameter-map type inspect pmapl A7 /\17 A—I= e 7\%§£E L/‘ /\07 A=I= >
A THREI 74X alb—var B— NeBth
Li—g—o
25w 717 |tepidletime seconds [ageout-time seconds] TA RVRIEED TCP £ v v a v DF A LT 7 b,
i - BXOTCP Ry a7 /Ly T m—
Device (config-profile)# tcp idle-time 3000 7 U bR & ROE L E T
ageout-time 100
2T v 718 |tcp synwait-time seconds [ageout-time seconds] tyvarze ey 74500, TCPEy v a v
Bl ISHESTARIEIC 72 5 D & A5 T 2 A FRE L £ T,
Device (config-profile)# tcp synwait-time 30 T T VLT = TN R —T TR D
ageout-tine 10 b B L TCP BERED SYN F#I 5 ~—
R T 7 AN RINOREFRHT—TT T MR
WUty hahEd, ZOfITIE, #Ens A
LT NTHETI0RMFETLIRDVIC, &
HEHWTCPEERD X A LT U A 10 FPIZRRE
SNET, #ERNRY +—F—~—27 2 TS
EL TV T 2= T 4 =T
(2720 £,
AT T8 |exit RIRA—=H 2y T HATHFEAL 7 4 Fal— =
i - VE—FREKTL, Ju—)L a7 X2 b—

Device (config-profile) # exit

vay E®—REREBLET,
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Ir479 =L tyiarnT—sus 7o roEE

ARV FFEREETIVa Yy E]:g]

AT 720 |policy-map typeinspect policy-map-name 7Ta haVEEORES AT R v— vy TEAE
i - A L. QoS RIS —~w a7 4F¥a2l—3

N N VA

Device (config) # policy-map type inspect ddos-fw - ® b %f%ﬁﬁu L/jf?fo

R T w72 |classtypeinspect match-any class-map-name TIvarvORETRGERDNT T 4T (VT
Bl - A) HHEL, QSHI v—~vv T I TR ar

o) — N — R Ly

Device (config-pmap) # class type inspect match-any A Falb—varst R %"Eﬁﬁm Lij—o
ddos-class

RF w722 |inspect parameter-map-name NG R FDAT— KTy b A VA
B - Xy varET 4 =7 M LET,
Device (config-pmap-c)# inspect pmapl

AFv723 |end QSAKRY v—~vw T VTR a7 4Fal—3
B - V= REMT L, $HE EXEC T— F&BiiG L %
Device (config-pmap-c)# end Tro

R w724 |show policy-firewall statsvrf vrf-pmap-name VRF L~YL R S— T 7 A4 T 74— )LEEHER A
15'] : 2%7]——“ L/iﬁ—o
Device# show policy-firewall stats vrf vrfl-pmap

il

Iz, show policy-firewall statsvrf vrfl-pmap =~ > ROHAFI 2R L ET,

Device# show policy-firewall stats vrf vrfl-pmap

VRF: vrfl, Parameter-Map: vrfl-pmap
Interface reference count: 2

Total Session Count (estab + half-open):
Total Session Aggressive Aging Period Off,

Half Open
Protocol Session Cnt Exceed
All 0 0
UDP 0 0
ICMP 0 0
TCP 0 0
TCP Syn Flood Half Open Count:

TJ7A4AT794A—=ILEYSa>DI—S0F 7D

OI
Half Open Aggressive Aging Period Off,

Exceed: O
Event Count: 0

80,

Exceed: 116
Event Count: 0

=1 =]

63 AE

ICMP, TCP. £72I1ZUDP 7 7 A 7T U — kv alD—V 07T 7 MaRETEET,
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B 7vr—rtevvavoz—vorryronE

FlaD#EE
1. enable
2. configureterminal
3. &kowFnroavr Rz ANLET,
* parameter-map type inspect-global
* parameter-map type inspect global
4 vrf vrf-name inspect vrf-pmap-name
5 exit
6. parameter-map type inspect parameter-map-name
7 tcp idletime seconds [ageout-time seconds]
8 tcp synwait-time seconds [ageout-time seconds]
9. exit
10. policy-map typeinspect policy-map-name
1. classtypeinspect match-any class-map-name
12. inspect parameter-map-name
13. end
14. show policy-firewall statsvrf vrf-pmap-name
=3[k 2 i
ARV RFERRTO Y E]:g]
ATw 71 |enable FibE EXEC E— RZAMIC L E T,
Bl : e NAT—RE AN LET ERENTHE) .
Device> enable
5w F2 |configureterminal ra—sY ar 74 Xab—3ay ®— FeBkh
1§|] : L/i‘a—o
Device# configure terminal
ATVT3 |[ROWThrDOa~vr REATLET, Ta—rN RTA—=E 2y THEREL, /NTA—
; B2y T AATHREI L 74 Fal— a3 T—
* parameter-map typeinspect-global
FZzBith L £,

* parameter-map typeinspect global
Bl - o U U —R|ZFESUW T, parameter-map type
inspect-global ==~ > K & parameter-map type
inspect global ==~ > RAYHR— kS Ed,
INGWEGOa~y Re—fEICRET DI LI
TEEH A,

Device (config) # parameter-map type inspect-globall

Device (config) # parameter-map type inspectgloball

parameter-map type inspect-global =~ K%
BRETHHAE, FIE4Z AR LT EE
AN
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Ir479 =L tyiarnT—sus 7o roEE

ARV FFEREETIVa Yy

E:)

GE) parameter-map typeinspect-global =~
v REBRET H5E 1L, per-box =
T4 F¥ 2L —2a DY R—bMENE
i, 2L, 774 FTTRTO
per-box =27 4 ¥ = b— 3 UNT
RTCDOT77AT U —/Ltw a1l

WHEND728HTT,
RXFw 74 |vrf vrf-name inspect vrf-pmap-name IRFTA—K% < FIZVRF &34 > RLET,
1 -
Device (config-profile)# vrf vrfl inspect
vrfl-pmap
ATy S5 | exit WIA=B =y T I TR T4 Fab—T g
1 - VE-RERTL, SR 3y T 4 Fa b
Device (config-profile)# exit va s Ee ]\%Bﬁﬁé\bij—o
AT 76 |parameter-map typeinspect parameter-map-name B LEVWME, 144577 8, BEOZOMOD
5l - inspect 7 7 ¥ a VNIBHE T 58T A —FZ Ol S
Device (config) # parameter-map type inspect pmapl A7 /\17 A—S= e 7\%§£E L/‘ /\07 A—I= >
ATt 7 4 Xalb— gy T— K&tk
Li—g—o
25 w77 |tepidletime seconds [ageout-time seconds] A RARED TCP v > a v DE A LT 5 b
i - BLOTCP v a7 vy T =07
Device (config-profile)# tcp idle-time 3000 7 U MR & BOE L E T
ageout-time 100 « £7-. tepfinwait-time 2~ REZRETH &
# T (FIN) ZZ#a3 7 7 A4 7 U+ —/LCTHiH &
NI=HBIZTCP vy v a VEEHTLIREMOR
SERETEZET, £7iL tep synwait-time =
~NURERETLHE, BEyiarERNey ST
BHENZ TCP & v ¥ a U NHESDIRREIZ 72 D D %
R 2R AR E CE £ 7,
Z35 w78 |tcp synwait-time seconds [ageout-time seconds] Yyvark ey 7T ARNC, TCPE v oy

1 -

Device (config-profile)# tcp synwait-time 30
ageout-time 10

ISHESTARTEIS 72 5 D 2 s DR 2 E L £

T IV T =V TN R =TI D
&L bl TCP #2#5i D SYN Fifé & A ~—
D, T T AN NI ORREE ST — T U MR
Wty hERET, ZOHITIE, RN FA
LT MTLHETI0ORMHEST IRV IC, &
HEWTCPHERED ¥ A L7 7 RIS 10 IR E
SNET, PR Y +—F —~—27 & T[ED
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AU RFERERETIVa Y BHY
EL T Ty T 2=V TR, R =TI
0 ET,
25w T9 |exit WIA—E T AL TR T Fal—Ta
K YE-RERTL, 77— a3y (X alb—

va Y E— ]\\‘%Eﬁﬁébi—a«o

Device (config-profile) # exit

X7 w710 |policy-map typeinspect policy-map-name o b A EEORE S AT EY e - TEAE
£l ML, QSAHRI v—~wyFar7Xalb—3

v E—RFERMLET,

Device (config)# policy-map type inspect ddos-fw

X w711 |classtypeinspect match-any class-map-name T aryDETRHBLERDBNT T4 v T 7T A

R ZEEL. QSR v —~v S 7T R a7

' >4 —< N N Ly

Device (config-pmap) # class type inspect match-any] Falb—var< R %Eﬁﬁu Li‘a—"
ddos-class

AT w712 |inspect parameter-map-name WRIRA—=BE Y TDAT— TNy b A VA
i - RyvarETF 4 =7 MILET,
Device (config-pmap-c)# inspect pmapl

ATv 713 |end QS ARV =<y 7 /IR ar74¥al—s
B - Y= REMT L, FtE EXEC T— F&2BllG L %
Device (config-pmap-c)# end 7r°

R w 714 |show policy-firewall statsvrf vrf-pmap-name VRF L~V R o— T 7 A T o 4 — L EHER %
15'] : %ZT—“ ]\/\iﬁ_o

Device# show policy-firewall stats vrf vrfl-pmap

il
Iz, show policy-firewall statsvrf vrfl-pmap =~ > RO HAF 25~ L £,

Device# show policy-firewall stats vrf vrfl-pmap

VRF: vrfl, Parameter-Map: vrfl-pmap
Interface reference count: 2
Total Session Count (estab + half-open): 270, Exceed: 0
Total Session Aggressive Aging Period Off, Event Count: 0

Half Open
Protocol Session Cnt Exceed
All 0 0
UDP 0 0
ICMP 0 0
TCP 0 0
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I7 479t - A~k L—kE=ayv508%E [

TCP Syn Flood Half Open Count: 0, Exceed: 12
Half Open Aggressive Aging Period Off, Event Count: O

TJ7A4T7 94 —ILAR M L—FEZRYDTDERTE

FIEDHE
1. enable
2. configureterminal
3. parameter-map type inspect-zone zone-pmap-name
4. alert on
5. threat-detection basic-threat
6. threat-detection rate fw-drop aver age-time-frame seconds average-threshold
packets-per-second burst-threshold packets-per-second
7 threat-detection rate inspect-drop average-time-frame seconds average-threshold
packets-per-second burst-threshold packets-per-second
8. threat-detection rate syn-attack average-time-frame seconds average-threshold
packets-per-second burst-threshold packets-per-second
9. exit
10. zone security security-zone-name
11.  protection parameter-map-name
12. exit
13. zone-pair security zone-pair-name source source-zone destination destination-zone
14. end
15. show policy-firewall stats zone
F gD F¥H
ARV KRFERETIVaY B#)
A7y 71 |enable FrkE EXEC E— R AL ET,
il « NRT—READLET (@ERSNHE) .
Device> enable
RFw 72 |configureterminal ra—)ar7Z4Xal—ay ET— N2
1 - LET
Device# configure terminal
RT3 |parameter-map typeinspect-zone zone-pmap-name | —URENRT A —4 v v TEFREL, T A—

1 :

Device (config)# parameter-map type inspect-zone

zone-pmapl

BT HEALTHREI L T 4 Fal— g F—
FEBRIEL £ 9,
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B 7or—narvr—rzEzsus08%

ARV FFEREETIVa Yy

S

RTFw 74 |aerton V=T HART— R TIN RT b A RS
%l - arPTIT—hAvg—VYDar Y —)ERE
Device (config-profile)# alert on ¢?gﬁL:IJE£7r°
sloga~r FEHEHTLHE, 77— hor¥
7 % Syslog £/ dm#e #— (HSL) OV
INICERETEET,
ATw 75 |threat-detection basic-threat V= DR R E L E T,
1
Device (config-profile)# threat-detection
basic-threat
RATFw 76 |threat-detection rate fw-drop averagetime-frame T7AT U4 —)V Ravy 7 A OB kL —
seconds average-threshold packets-per-second FEBELET,
burst-threshold packets-per-second )
« threat-detectionrate =~ > K& 5% E T D RI1IC,
- threat-detection basic-threat =~ > K& & EJ
Device (config-profile) # threat-detection rate %)i§§gb§§)w ji?f
fw-drop average-time-frame 600 average-threshold °
100 burst-threshold 100
2w 7 |threat-detectionrateinspect-drop average-timeframe| 7 > A 7 o 4 — L A L AT L g L _"—ZAD K v
seconds average-threshold packets-per-second TARY MIET &R L — P ERELE T,
burst-threshold packets-per-second
151 -
Device (config-profile)# threat-detection rate
inspect-drop average-time-frame 600
average-threshold 100 burst-threshold 100
X w78 |threat-detection rate syn-attack average-time-frame | TCP SYN W4 X O EKBH L — FERE L
seconds average-threshold packets-per-second £,
burst-threshold packets-per-second
11
Device (config-profile)# threat-detection rate
syn-attack average-time-frame 600
average-threshold 100 burst-threshold 100
RTvFS9 |exit WIA=B =TI TR T4 Fab—Tg
11 VE—REKTL, Fr—\Lar7 4 Fal—
N ~ — I
Device (config-profile)# exit vasE R %Eﬁﬁn Li‘a“’
R T 710 |Zzonesecurity security-zone-name X2 VT V= aERL, EX2 VT VY —

&1

Device (config)# zone security public

varZ4F¥al—ary EB—REHEBLET,
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Ry ZBEON—TH—T 1y aviiRozE [

ARV FFEREETIVa Yy

E:)

AT 711 |protection parameter-map-name S GENRT A= vy TS =T B v TF
Bl - L, Y=Y BENRT A= vy T TRESH T
. | | Bite R — Tl L E T
evice (config-sec-zone) # protection zone-pmapl
ATy 12 |exit XV T Y= ar7 4 Fal—varE—
. KEH&TL, ZJe—L a7 4 F¥al—vag
— R N
Device (config-sec-zone) # exit T F %fgﬂﬁul/if7fo
R w713 |zOne-pair security zone-pair-name source source-zone| > —> X7 E{ERk L. EX 2 U5 4 V' —r Ry o
destination destination-zone VT4 X2l —i gy B— REBEBLET,
il -
Device (config)# zone-pair security private2public
source private destination public
A7y 714 |end X2 VT = X7 a7 ¥Fal—vay
Bl - T— FEMT L, BHEEXECE— FEBItALET,
Device (config-sec-zone-pair) # end
R w715 |show policy-firewall stats zone S LAYLTORY — T A T T 4 — VR E

51

Device# show policy-firewall stats zone

fHmEFRILET,

> \ s 1 O R : =JL =
Ry RBEDIN—TF—T 2y a UFRDERE
Ry 7 AL, 77 AT U4 —vEyiaryT—7LEEE W) EWRTYT, parameter-map
typeinspect-global ==~ & RIZHi< T RTORENR v 7 ZZH#EH I ET,

FIEDEE

1. enable
2. configureterminal

3. RowFnroa~vr FEATLET
* parameter-map typeinspect-global
* parameter-map typeinspect global

alert on

per-box max-incomplete number
session total number

end

show policy-firewall stats global

®No oA

o
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B« oxston—or—7 £y avsRoEE

FIED A
AT RFEREIT7IIY B#

AT w71 |enable HrtE EXEC E— REZAIIC LET,
1 - e NMATY—REANLET (FEERENTEHE)
Device> enable

R T 72| configureterminal ya—sL ary7 4 ¥al—vay E— REHb
5 - LETS

Device# configure terminal

ATV T3 | ROVTIDO A~y REALET, B LEWVER IO XA LT U O T a—r 087
AP 2y THEREL, NTA—L T AT

* parameter-map type inspect-global .
BEary 74 Fal—varE— REMBLET,

* parameter-map typeinspect global
Bl - « U U —R|ZHASWT, parameter-map type
inspect-global =~ > N & parameter-map type
inspect global ==~ > RB3HHR—bhInEF, =
oM FDa~y Ne—fICRET D2 LIET
TEHA,

Device (config) # parameter-map type inspect-global

Device (config) # parameter-map type inspect global

parameter-map typeinspect-global =~ N %
RETHHEEIE, FIES BLOFIE6 2 A% v
TLTLTEE N,

Gx) parameter-map type inspect-global ==~
v RERET DAL, per-box =
T4 X2l —Ta B R— hENES
o ZHUE, T4V FTTRTO
per-box =27 4 Fa b — g BT
TOT7 7 AT U=ty a

ENHHTT,

AT w74 |aerton AT—=hIN Ry N A VAT 3 DT T —
Bl - M RAytE—=y0ary—LVERrEAF—T M LE
Device (config-profile) # alert on ?ro

R T 75 | per-box max-incomplete nurmber TIAT U=y a T T DT F—
fAi TR DI KRB R E LE T,
Device (config-profile) # per-box max-incomplete
12345

AT 76 |session total number TrATIA—Iyary T—TLOEiHE Y
i - Vo VHIRERE LET,

Device (config-profile) # session total 34500
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VRERE/S A —4 Ty TRON—T4+—Tv £y aviiRozz [

AU RFERETIVa Y

B8

27y 71 |end RIA—E T I THREIL T 4 Fal—3
i - v E®— NER&T L, Kl EXEC £— R&Blla L %
Device (config-profile)# end R

ATy 7 8 |show policy-firewall stats global Ta—r ) T 7 AT 7 d—AREHE R A R R L E

1

Device# show policy-firewall stats global

j‘o

VRERRE/INS A—A Ty THROIN—IA =Tty a iHBRNOETE

FIEDHE
1. enable
2. configureterminal
3. parameter-map typeinspect-vrf vrf-name
4. alert on
5. max-incomplete number
6. session total number
7 exit
8. XkowFhnroa<wr REALLET,
* parameter-map type inspect-global
* parameter-map typeinspect global
9. alert on
10. vrf wrf-name inspect vrf-pmap-name
1. end
12. show policy-firewall statsvrf vrf-pmap-name
FlD 4
ARV EFEEEFT7IV3 Y B#
AFw 71 |enable FikE EXEC E— REA L E T
K e NMAT—REANLET (FERINTEHE) .
Device> enable
5wy F2 |configureterminal = ar7 4 F¥ab—vay - ek

&1

Device# configure terminal

L/i—a—o

IPV6 7747 04— LTORBREY—ERABEREOHLEES SV V—REBDOHYKR— F .



IPV6 77 4 794 —LTORREY —EABEREOHLEE LU Y—REEOSR—+ |
B vz sx—s<vTRON—TF—TY £y a vEBORE

ARV RFERETI3Y EL:Y

AT w73 |parameter-map typeinspect-vrf vrf-name VRF RN TA—H vy TEBREL, RNTA—H
- vy T AT T 4 X2 —vary EF—FR

’ L

Device (config) # parameter-map type inspect-vrf %Egﬁﬁul/jfifo
vrfl-pmap

ATw74 |aeton AF—RIN Ry AU ART 3 DT F—
Bl - M AyE—YDary—AFKREAFX—T L
Device (config-profile) # alert on ji?ro

RAF w75 | max-incomplete number VRF 2L D—T F—F U D KA/ E L
i) =7
Device (config-profile) # max-incomplete 2000

AT 6 |sessiontotal number VRF Ofgt v a UHIREZRE L 7,
1 -
Device (config-profile)# session total 34500

ATy TT |exit NITA=G =T IATREA L T4 Falb—T g
i - YE—FEKTL, o= a7 4 Fab—

Ya v E'E— FEEBLET,

Device (config-profile) # exit

ATvT8 | koOWFNrDa<vwr REANTLET, PR LEWVMEBLIOZ A LT 7 O T a—3L R
TA—H 2T HREL, XNTRA—H T XA
a7 X2l —vary B— REBEBLE
TO

o J U —X|ZHS\W\ T, parameter-map type
inspect-global =~ > F% 723 parameter-map
typeinspect global ==~ > KDOWF )%
TEET, Zhblifoa~y Fa—HICHE
THZEIITEERA,

* parameter-map typeinspect-global
* parameter-map typeinspect global

i -
Device (config) # parameter-map type inspect-global

Device (config) # parameter-map type inspect global

parameter-map typeinspect-global =~ > K%
RET H%EIE. FIH10 2 A%y 7 LT
Sy,

GE) parameter-map typeinspect-global =~
v RERET H56E 1L per-box =
T4 X2l —va BN R—bhInE
HFh, ZHUEX, T 74N FTTRTO
per-box =27 4 F¥=b— 3 N T
RCOT AT I =y gl
BWHINA72HTT,
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so— TP SN 75y kiiRoRE [

ARV FFEREETIVa Yy

E:)

AFv79 |aeton AT—=RINRTy N A AT a v DT T—
i - M AyE—=VOar Y= VFIREA =TI
Device (config-profile) # alert on EE??O

AT w710 |vrf vrf-name inspect vrf-pmap-name Ta— N RFG A=K < FICVREE A KL
1§| : ij—o
Device (config-profile)# vrf vrfl inspect
vrfl-pmap

AFv 71 |end NIA=B =y T AL T T Fal—a
B - V= REMT L, $E EXEC T— F&BitG L %
Device (config-profile)# end 7r°

R w712 |show policy-firewall statsvrf vrf-pmap-name VRF L~V R o— T 7 A 7 o 4 — Vi eHER %

1 -

Device# show policy-firewall stats vrf vrfl-pmap

FRLET,

RS ™ — > E =
4 a—/\JLTCPSYN 75 v FHIEBDERTE
FIEDHE
1. enable
2. configure terminal
3. koWwWFhrDavwr RE AN LET,
* parameter-map typeinspect-global
* parameter-map typeinspect global
4. alerton
5. per-boxtcp syn-flood limit number
6. end
7. show policy-firewall statsvrf global
FIEDEEHE
IV N3 i = A7 B#
AT w1 |enable F#HE EXEC E— REAHMZ L £ 7
fil e NMAT— R AN LET (ERINTHE) .
Device> enable
A Fy 72 |configure terminal sra—sr L ar7 4 Xal— gy T— Rl
15“ : Liﬁ—o
Device# configure terminal
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B so—tersn o5y FaROEE

ARV REEEFET7IVa Y B
ATy T3 | ROV a~r FEANLET, THa—rN)V RTGA—=E 2y THRFEEL, /NT A—
* parameter-map type inspect-global & N yz FATREZ LT AR b2y T
* parameter-map type inspect global Fapihe L £,
Bl - o U U —R|ZHS T, parameter-map type
Device (config) # parameter-map type inspect-global mspect-global AV }\ift B parameter_—map
Device (config) t type i t global typeinspect global =~ > ROWFINEFEET
evlice (conri arameter—-ma e lnspec opa —
T Lo e SET. CNLEHOavY FE—fHICRET
HZllFTEEHA,
* parameter-map typeinspect-global =~ > K%
BRETDHHEIL, FIHS 22Xy 7L TLEE
U,
G¥) parameter-map type inspect-global =~
v RERET DAL, per-box =
TA4FXalb—varNR—rENnFEH
o TR, T 74NV FTTRTO
per-box 2> 7 4 F 2 b—T a3 URTAR
TOTZ7 AT U —Ey g A
SNDHT-HTT,
AT 74 |aerton AF—=RTN Ry b A AR DT F—
- M AyE—TDary ) —NForEAF—T VI LE
Device (config-profile) # alert on iro
R T 75 |per-boxtcp syn-flood limit  number B LU SYN 234 k@ SYN Cookie fLFRZ kU 77—
15 - THTCP N—7 =T v arrOzHRL
Device (config-profile) # per-box tcp syn-flood EET%O
limit 500
AFw 76 |end NIA=B T ZALTREa L 74 Falb— g
i - v B RERT L, $5HE EXEC T— N&BliA L %
Device (config-profile)# end ?ro
R T w 77 | show policy-firewall statsvrf global UEE) Z7ua— 2 )LVRF 7 7 AT U4 —)LRY 3 —

1 -

Device# show policy-firewall stats vrf global

DATF—HE A Fr LET,

cFETATCP N—7 F—F v vy arn¥k
bElavr FHEAOCERRSNET,

1

Wiz, show policy-firewall statsvrf global =~ > FOHAHl &2~ L £9,
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Device# show policy-firewall stats vrf global

Global table statistics
total session cnt:
exceed cnt:
tcp half open cnt:
syn_exceed cnt:

o O O O

TJ7A4AT794—IL)Y—REEDHETE
A\

GE) T =NV RT A = <y 1L, —F LTI, ZFa—\ Vv )b—F 4T RAAL
THEMNZRY 97,

FIEDHZE
1. enable
2. configure terminal
3. parameter-map type inspect-vrf vrf-pmap-name
4, session total number
5. tcp syn-flood limit  number
6. exit
7 parameter-map type inspect-global
8. vrf wvrf-name inspect parameter-map-name
9. exit
10. parameter-map typeinspect-vrf vrf-default
1. session total number
12. tcp syn-flood limit number
13. end
FIED %
AU RFERIETOIVa Y B#
ATy 71 |enable FiME EXEC E— REAMTLET,
i e MATU—RZANLET FERENTZHE)
Device> enable
RFwF2 |configure terminal su— L Ay 7 4 ¥ ab—i gy E— Re Bt

B - LEY,

Device# configure terminal

RTwF3 |parameter-map typeinspect-vrf vrf-pmap-name VREREX A T TG A =4~y THHFEEL, /X7
- AP 2T IATREA T 4 Fal—T gy
T—FZBBLET,

Device (config) # parameter-map type inspect-vrf
vrfl-pmap

IPV6 7747 04— LTORBREY—ERABEREOHLEES SV V—REBDOHYKR— F .



IPv6 77470 4+—ILTDS

B o 79r—nvv—zemon

MRS —EAPEREOMLL S VY V—REBOYHR—+ |

ARV FFEREETIVa Yy

S

RFwF4 |session total number Ty L DREERBRELET,
11 -
Device (config-profile) # session total 1000

RXFw 75 |tcp syn-flood limit number HLWSYN 47 v~ FOFEI# (SYN) Cookie #LFE %
%l - NI T=FLTCP =T A =Ty a D
Device (config-profile) # tcp syn-flood limit 2000 %EﬁmKEIngjro

ATy e |exit NIA=B =y T EA T T 1 Fal—a
11 VE—REKTL, Fr—\Lar7 4 Fal—

N N N YN

Device (config-profile)# exit vasE ]\%Bﬁﬁnbi‘d‘o

AT w71 |parameter-map typeinspect-global Ta—rN RTGA—=F 2 TEHREL, NTA—
i - BT AL THREI LT 4 X2l —varE—

> L

Device (config) # parameter-map type inspect-global] }\%%Bﬁﬁn L/gier

RFw 78 |vrf vrf-name inspect parameter-map-name VRE /8T A —& = v 13 v FLET,
11
Device (config-profile)# vrf vrfl inspect
vrfl-pmap

ATvT9 |exit WNIA—E T IA TR T Fal—Tg
il - YE=FEKTL, ZJu—rb a7 4 Fab—

N > — K N

Device (config-profile) # exit varsE k%ﬁﬁﬁﬁnbi’fo

AT 710 |parameter-map typeinspect-vrf vrf-default T T ANV NDVRFREL A T RTA—H ~ v T %
15“ : EQH/:E_’ L/iﬁ‘o
Device (config) # parameter-map type inspect-vrf
vrf-default

XF w711 |session total number Ty la Ly OBRBERELET,

&1

Device (config-profile) # session total 6000

* VRF &S A TRNT A —F <y THEIOS
2 —/ NN T A— &< 7 I session total =
~ U RERETEET, VREMRES A 737
A —H < v 7T sessontotal 2~ K& FRE
T5HE. VREFREX A TRTGA =L~
ey va UBnEEMTONET, T r—UL
RFG A —F < 7HIZ sessiontotal =~ K%
FETLHEA., Zoa~wr Rix/a— L L—
TH4VT RALICHEASNET,
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aAvYRFERET7TIIY E]:p]
AT w712 |tcp syn-flood limit  number H LUWSYN /Y4 R SYN Cookie LB A R U 4 —
Bl - THTCP N—7 A =Ty arOzEHRL

ijﬂo

Device (config-profile) # tcp syn-flood limit 7000

ATv 713 |end WNIGA—R 2 T RATHEI L 7 4 Fal—
B - Y E|— R&fT L, FiHE EXEC E— F&Blth L%
7,

Device (config-profile)# end

IPv6 7 7 A4 704+ —ILTOREES—ERBEREDR
EBLEVY)Y—REBOYER— FOEZEH

BI:IPV6 77 AT 0+ —ILDRE

Device# configure terminal

Device (config) # vrf-definition VRF1

Device (config-vrf) # address-family ipvé

Device (config-vrf-af)# exit-address-family

Device (config-vrf) # exit

Device (config) # parameter-map type inspect ipv6-param-map
Device (config-profile) # sessions maximum 10000

Device (config-profile) # exit

Device (config) # ipv6é unicast-routing

Device (config)# ip port-map ftp port 8090 list ipvé-acl
Device (config)# ipvé access-list ipvé6-acl

Device (config-ipvé6-acl) # permit ipv6é any any

Device (config-ipvé6-acl) # exit

Device (config) # class-map type inspect match-all ipvé6-class
Device (config-cmap) # match access-group name ipvé-acl
Device (config-cmap) # match protocol tcp

Device (config-cmap) # exit

Device (config) # policy-map type inspect ipvé6-policy
Device (config-pmap) # class type inspect ipvé6-class
Device (config-pmap-c)# inspect ipv6-param-map

Device (config-pmap-c)# end

Bl : 2747 9x—IL Yy a3 DTILYL T I—U0DETE

Bl Ry Y REEDT I Ly LT I—C 0T ORE

Device# configure terminal

Device (config) # parameter-map type inspect global

Device (config-profile) # per-box max-incomplete 2000 aggressive-aging 1500 low 1200
Device (config-profile)# per-box aggressive-aging high 1700 low 1300

Device (config-profile) # exit
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B s sotLrRFOFILYLT I-So T 0RE

Device (config) # parameter-map type inspect pmapl
Device (config-profile)# tcp synwait-time 30 ageout-time 10
Device (config-profile) # end

Bl: FIHILEVRFDT I Ly T I—SU T ORE

Device# configure terminal

Device (config) # parameter-map type inspect global

Device (config-profile) # max-incomplete 2000 aggressive-aging high 1500 low 1200

Device (config-profile)# session total 1000 aggressive-aging high percent 80 low percent
60

Device (config-profile) # exit

Device (config) # parameter-map type inspect pmapl

Device (config-profile)# tcp synwait-time 30 ageout-time 10
Device (config-profile) # end

Bl : VRFEEDT7 I Ly T I—OUTDERE

Device# configure terminal

Device (config)# ip vrf ddos-vrfl

Device (config-vrf)# rd 100:2

Device (config-vrf)# route-target export 100:2

Device (config-vrf)# route-target import 100:2

Device (config-vrf) # exit

Device (config) # parameter-map type inspect-vrf vrfl-pmap
Device (config-profile) # max-incomplete 3455 aggressive-aging high 2345 low 2255
Device (config-profile) # session total 1000 aggressive-aging high percent 80 low percent
60

Device (config-profile) # alert on

Device (config-profile) # exit

Device (config) # parameter-map type inspect global

Device (config-profile) # vrf vrfl inspect vrfl-pmap

Device (config-profile) # exit

Device (config) # parameter-map type inspect pmapl

Device (config-profile)# tcp idle-time 3000 ageout-time 100
Device (config-profile)# tcp synwait-time 30 ageout-time 10
Device (config-profile) # exit

Device (config) # policy-map type inspect ddos-fw

Device (config-pmap) # class type inspect match-any ddos-class
Device (config-pmap-c) # inspect pmapl

Device (config-profile) # end

Bl: 2747 94—y a>DI—S05 7 MDETE

Device# configure terminal

Device (config-profile) # exit

Device (config) # parameter-map type inspect global

Device (config-profile) # vrf vrfl inspect vrfl-pmap

Device (config-profile) # exit

Device (config) # parameter-map type inspect pmapl

Device (config-profile)# tcp idle-time 3000 ageout-time 100
Device (config-profile)# tcp synwait-time 30 ageout-time 10
Device (config-profile) # exit

Device (config) # policy-map type inspect ddos-fw

Device (config-profile) # class type inspect match-any ddos-class
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Device (config-profile) # inspect pmapl
Device (config-profile) # end

Bl: D27A4AT794A—IL AR L—FEZRYDTDETE

Device> enable

Device# configure terminal

Device (config) # parameter-map type inspect zone zone-pmapl

Device (config-profile)# alert on

Device (config-profile) # threat-detection basic-threat

Device (config-profile) # threat-detection rate fw-drop average-time-frame 600
average-threshold 100 burst-threshold 100

Device (config-profile) # threat-detection rate inspect-drop average-time-frame 600
average-threshold 100 burst-threshold 100

Device (config-profile) # threat-detection rate syn-attack average-time-frame 600
average-threshold 100 burst-threshold 100

Device (config-profile) # exit

Device (config) # zone security public

Device (config-sec-zone) # protection zone-pmapl

Device (config-sec-zone) # exit

Device (config) # zone-pair security private2public source private destination public
Device (config-sec-zone-pair)# end
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Device# configure terminal

Device (config) # parameter-map type inspect global
Device (config-profile) # alert on

(config-profile)# per-box max-incomplete 12345
(

(

Device )
config-profile)# session total 34500
) #

Device

Device (config-profile end
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Device# configure terminal

Device (config) # parameter-map type inspect vrf vrfl-pmap
Device (config-profile) # alert on

Device (config-profile) # max-incomplete 3500

Device (config-profile) # session total 34500

Device (config-profile) # exit

Device (config) # parameter-map type inspect global

Device (config-profile) # alert on

Device (config-profile) # vrf vrfl inspect vrfl-pmap
Device (config-profile) # end

IPV6 77 1 794+ —LTOREHES—ERPEREOHLEES LUV V—REBDYR—+ [



B 5 so—uteesw o5y rEIRD

==
axX JE

IPV6 77 A 794 —ILTOHHEG —EXABEREDOHLE LUV V—REEOYHR—+ |

%l : 7 B—/\JLTCPSYN 75 v FHIEDELTE

Device# configure terminal

Device (config) # parameter-map type inspect global
Device (config-profile)# alert on

Device (config-profile) # per-box tcp syn-flood limit 500
Device (config-profile)# end
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Device# configure terminal

Device (config) # parameter-map type inspect-vrf vrfl-pmap
Device (config-profile) # session total 1000

Device (config-profile) # tcp syn-flood limit 2000

Device (config-profile) # exit

Device (config) # parameter-map type inspect-global

Device (config-profile) # exit

Device (config) # parameter-map type inspect-vrf vrf-default
Device (config-profile) # session total 6000

Device (config-profile) # tcp syn-flood limit 7000

(
(
(
(
Device (config-profile) # vrf vrfl inspect pmapl
(
(
(
(
(

Device (config-profile) # end

IPv6 774 7 04— ILTOREBEY—ERBERZEDNN
LY Y—REEBDYR— FZET 5 EMEHR

ESPERE]S

I=-aTF7ILBZA L

CiscoI0S 2= K

[Cisco IOS Master Command List, All Releases.]

TX=2V7 4 a~vF + ['Security Command Reference: Commands A

to CJ

+ [Security Command Reference: Commands D
to L]

+ ['Security Command Reference: Commands M
to RJ

+ [Security Command Reference: Commands S
to ZJ

B P67 A 7O —LTOREEY —ERGEREOHLE LU Y —REEOHKR— b
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