IPsecVPN 7 ho T4 25

IPsec VPN 7 U 7 4  ZREREZAE 0T, By v a VBRSO &L T3 D4R
RTDHZEICEST, By v a v T AT 4T TEET,
VPNt v arbid, A2 —Fy bF—5h (IKE) ¥¥2U7 47V m— g (SA)
BIO, IKESAICX > TIERREND 1 DL EDSAXRT L LTERSNET, Ty aid,
BAIDOIP EX =2 U7 4 (IPsec) T DNERSALD LML, T3 T IPsec SA HIBRS 115
CERELET,
Ty g VEGNERB KO v v a ERRGUE L. EEYERADIUS B & N X —[E A R
%4 L C. Remote Authentication Dial-In User Service (RADIUS) Y — NIZiEINET,

«IPsec VPN 7 7 T ¢ v T DRIHESM: (1 2—)

«IPsec VPN 7 U 7 4 ZICET 5 1EHR 2 2—)

«[Psec VPN 7 H 7 T 4 T OFRIETE (62—)

«IPsec VPN 7 7 T ¢ v 7 ORER (11 ~2—3)

« TOMOBZEEE (16 X—)

o« BHEER (16 ~—)

«IPsec VPN 7 7 T ¢ v 7 OREREREH#] (17 ~<—2)

« FRESE (18 ~—)

IPsecVPN 7 ho T 4 V0 DRHRSH

« RADIUS L33, &Rl THU LT 47 (AAA) THT T 42 T ORETIEZFREL
i—a—o

sIPsec 7 H U VT 4 7 DOREHEEZBMEL T,
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B rsecvenTao T Lot B1ER

IPsecVPN 7 h o T4 VT IZEAT 515

RADIUS 7Hho>T 429

L OBy bU—7 Tlid, BEREDOTEDIZ, 22—V T 7T 4 BT 4 2T 20ER’NHY
4, < HEHENDHFRUL. RADIUS 7 H D T 4 7 TF,

RADIUS 7 B U T 4 7 aFEHTIVUE, By a DB INBLEK T I oL IERTS
TEICEAT, By v a v ETHUOLT 4T TEET, o, By g VkBIIERB L O
Y v g UEARILE R A, RADIUS BB L TVVSA #4 L CRADIUS U — N ZE SN E T,

RADIUSFSR 7 Ao T4 9

RADIUS Bth /7 v M2, —fRICIE, Y—ERAZERTLHIE, BLOY—E 2D B
T4 DR AERET AL OBMEMEHENTWET, ROEIZ, BBICKERBEL RLE
‘éﬁo

R 1:RADIUS 7 ho o T« VBRI FEHE

RADIUS B 1% | E1% SR
fig
! user-name HESRREAE (XAUTH) T &5 =—4 4, XAUTH 731

SNARVEE . 22— B NULLICARAEE08H 0 4,

4 nas-ip-address | 2 — I —ERERHETH R Y hT—7 TR P
(NAS) @ IP 7 KL ZDi#kHl, RADIUS ¥—/ "D 2 a2 — 7K
DNAS K L T—ETHIVLERDHY £7°,

5 nas-port Z— PP —E R ERAT B NAS OYHIR— N &5,
8 framed-ip-address |[Psec v o a VHICEIDV B THNTZTIFTA_X— T FLZ,
40 acct-status-type AT —HRARAT, ZORBMTIX, ZOThU T 4T E

KRR —F 7T AEON, By arOE (start) . KT
(stop) . FLITEFHONT DN ERLET,

41 acct-delay-time | 7 74 7o MAVEHED L 31— RFORE EBIT LR,

44 acct-session-id | n 2/ 77 A LNOBIEL a2 — REETLa—RovyF o7
BRI DHEDT T T 47 1D,

26 vrf-id Virtual Route Forwarder (VRF) D44 Bl % 34 3CF41,

26 isakmp-initiator-ip | U <& — | IKE OF{EH] (V4) O=2 RARA 2 MPT KL A,

Il PsecVPNT7HYUTA LY
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RADIUS S8 T 7 H™ VT4 L% .

RADIUS Bk | B4 FREA
{[E]
26 isakmp-group-id | 7 H 7T 4 U SIHEHEND VPN Zv—TF T a7 7 A v

DA,

26

isakmp-phasel-id | v o g » OFREM O Z ATHEIZ T 5, IKE (2 X - Tl
ENDT7 =—X1i#EHR (ID) (& xiE, FAAL U4
(DN) | Z22f&ffi KAA 4 (FQDN) |, IP7 KL A7 L) |

RADIUS & TT7hovT 44
RADIUS & T3y M, By a v OERIRNZHENT 5% < OBMENEMHI N TWE

T, #2112,

RADIUS #& T /37 v MR BERBMBEMEEZ R L ET, B 7y MR L TR T

Ty MEFEFMET LI LE. TOXIITRETITAGETT, KT 7y METEZEETH
X, ZHRICED ., AA AT —NIZEESND L a— ROEEBHRIZH ST ET,

K2:RADIUS 7 A 0T« wITTIN Ty MEME

RADIUS [
t
fie

B

5t B8R

oul

42

acct-input-octets

P —EARREINTWDMIZ Unity 7 74 7 & b5
BFanr-4+75v M4,

43

acct-output-octets

ZOH—EADOEFHIZ Unity 7 74 7 > MIEE Sz
F 7Ty M,

46

acct-session-time

Unity 7 54 7 > "R —EZ2Z2ZE LMo ES (BH
fr)

47

acct-input-packets

ZOY—ERADOEMEHIZ Unity 7 74 7> "3 B2 LT
Ry M

48

acct-output-packets

ZOP—ERADEMEHIZ Unity 7 74 7 > MTE[FE L7z8
Ty M,

49

acct-terminate-cause

RAEH,

52

acct-input-gigawords

Z DY —E XD Acct-Input-Octets I 7 > % DA 232
(2D 323%) ZBATIEEL,

52

acct-output-gigawords

Z DY —EZADMIZ Acct-Input-Octets 77 7 > & DAEDS 232
(2D 323k) ZHBATZFE,
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B rrowssEmravLFLy

RADUS B 7 ho T4

RADIUSEH T v T 4 IR HR—FENTWET, XFry hBIOA 7Ty b7 b
NEHNICERRINET,

IKEES LU IPsec TR T LDEEER

Accounting Start
IPsec 7DV T 4 VI BREISNTWEGE, IKE 7 2—ANKTT 5L, TATT v
JHsLa— Rty va VHICAERSIVE T, AT LW kv T
a— NIZER SN ERTA,
W, =2 ETHERENTEY ., EBINTVD AAA P —NITEEENDT 72 NG
va—RzrLET,

*Aug 23 04:06:20.131: RADIUS(00000002): sending
*Aug 23 04:06:20.131: RADIUS(00000002): Send Accounting-Request to 10.1.1.4:1646 id 4,

len 220

*Aug 23 04:06:20.131: RADIUS: authenticator 38 F5 EB 46 4D BE 4A 6F - 45 EB EF 7D B7
19 FB 3F

*Aug 23 04:06:20.135: RADIUS: Acct-Session-Id [44] 10 "o0O00OOOO1"™

*Aug 23 04:06:20.135: RADIUS: Vendor, Cisco [26] 31

*Aug 23 04:06:20.135: RADIUS: Cisco AVpair [1] 25 M"isakmp-group-id=cclient"
*Aug 23 04:06:20.135: RADIUS: Framed-IP-Address [81] 6 10.13.13.1

*Aug 23 04:06:20.135: RADIUS: Vendor, Cisco [26] 20

*Aug 23 04:06:20.135: RADIUS: Cisco AVpair [1] 14 "vrf-id=cisco"

*Aug 23 04:06:20.135: RADIUS: Vendor, Cisco [26] 35

*Aug 23 04:06:20.135: RADIUS: Cisco AVpair [1] 29 "isakmp-initator-ip=10.1.2.2"
*Aug 23 04:06:20.135: RADIUS: Vendor, Cisco [26] 36

*Aug 23 04:06:20.135: RADIUS: Cisco AVpair [1] 30 "connect-progress=No Progress"
*Aug 23 04:06:20.135: RADIUS: User-Name [1] 13 TMusernamel"

*Aug 23 04:06:20.135: RADIUS: Acct-Status-Type [40] 6 Start

[1]

*Aug 23 04:06:20.135: RADIUS: Vendor, Cisco [26] 25

*Aug 23 04:06:20.135: RADIUS: cisco-nas-port [2] 19 "FastEthernet0/0.1"

*Aug 23 04:06:20.135: RADIUS: NAS-Port [5] 6 0

*Aug 23 04:06:20.135: RADIUS: NAS-IP-Address [4] 6 10.1.1.147

*Aug 23 04:06:20.135: RADIUS: Acct-Delay-Time [41] 6 0

*Aug 23 04:06:20.139: RADIUS: Received from id 21645/4 10.1.1.4:1646, Accounting-response,
len 20

*Aug 23 04:06:20.139: RADIUS: authenticator B7 E3 DO F5 61 9A 89 D8 - 99 A6 8A 8A 98
79 9D 5D

TFHhoOUT4U08T

JE— M ETTOTZ7a— (IPsecSAXRT) Bl d L, ThHO T4 THRT Yy M4
REnET,

THYT 4 TRET L a— FIIROERPEH S L E T,
Ny BT
« Ny b AT
A 77y M)

Il PsecVPNT7HYUTA LY
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cXHT— FAS
BT — R

v |

Wiz, =& ETCERSINEZT o "L a—RERLET, ThHU 2 MKV a—F
1T, BEEIN TS AAA —NIZEEENET,

*Aug 23
*Aug 23
*Aug 23
*Aug 23

04
04
04
04

len 238

*Aug 23

04:

8A 3E E6

*Aug 23
*Aug 23
*Aug 23
*Aug 23
*Aug 23
*Aug 23
*Aug 23
*Aug 23
*Aug 23
*Aug 23
*Aug 23
*Aug 23
*Apr 23
*Apr 23

*Aug 23
[01]

*Aug 23
*Aug 23
*Aug 23
[2]

*Aug 23
*Aug 23
*Aug 23
*Aug 23
*Aug 23
*Aug 23

04:
04:
04:
04:

04

04:

04

04:
04:
04:
04:
04:
04:
04:

04:

04:
04:
04:

04:
04:
04:
04:
04:
04:

:20:
:20:
:20:
:20:

20:

20:
20:
20:
20:
:20:

20:
:20:

20:
20:
20:
20:
20:
20:
20:

20:

20:
20:
20:

20:
20:
20:
20:
20:
20:

16.
16.
16.
16.

16.

16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.

16.

16.
16.
16.

16.
16.
16.
16.
16.
16.

Accounting-response,

*Aug 23 04:20:16.523:

B8 22 AO

ThoroT4VT8H

519:
519:
519:
519:

519:

519:
519:
519:
519:
519:
519:
519:

519:
519:
519:
519:
519:
519:
519:

519:

519:
519:
519:

519:
519:
519:
519:
519:
523:

RADIUS (00000003) : Using existing nas_port 0

RADIUS (00000003): Config NAS IP: 100.1.1.147

RADIUS (00000003) : sending

RADIUS (00000003) : Send Accounting-Request to 100.1.1.4:1646 id 19,

RADIUS: authenticator 82 65 5B 42 FO 3F 17 C3 - 23 F3 4C 35 A2

RADIUS: Acct-Session-Id
RADIUS: Vendor, Cisco

441 10 "00000002"
26] 20
1]
26

RADIUS: Cisco AVpair 14 "vrf-id=cisco"

RADIUS: Vendor, Cisco ] 35

RADIUS: Cisco AVpair [1] 29 "isakmp-initator-ip=10.1.1.2"
RADIUS: Vendor, Cisco [26] 36

RADIUS: Cisco AVpair [1] 30 "connect-progress=No Progress"
RADIUS: Acct-Session-Time [46] 6 709

RADIUS: Acct-Input-Octets [42] 6 152608

RADIUS: Acct-Output-Octets [43] 6 152608

RADIUS: Acct-Input-Packets [47] 6 1004

RADIUS: Acct-Output-Packets [48] 6 1004

RADIUS: Acct-Input-Giga-Word[52] 6 0

RADIUS: Acct-Output-Giga-Wor[53] 6 0

RADIUS: Acct-Terminate-Cause[49] 6 none

RADIUS: Vendor, Cisco [26] 32

RADIUS: Cisco AVpair [1] 26 "disc-cause-ext=No Reason"
RADIUS: Acct-Status-Type [40] 6 Stop

RADIUS: Vendor, Cisco [26] 25

RADIUS: cisco-nas-port [2] 19 "FastEthernet0/0.1"
RADIUS: NAS-Port [5] 6 0

RADIUS: NAS-IP-Address [4] 6 100.1.1.147

RADIUS: Acct-Delay-Time [41] 6 0

RADIUS: Received from id 21645/19 100.1.1.4:1646,

len 20

RADIUS: authenticator F1 CA Cl 28 CE A0 26 C9 - 3E 22 C9 DA EA

TATT A THEFNAF—=TNIRGE, By varB [Ty THRUET T 4~
THEBNEEINET, EFHRIIRENRETT, 7THU T4 VI HiEA F—TNVICT D
|21, aaaaccountingupdate =~ > R&fH L £,

WIZ, V=B IREEINET IO T 4 T EHERLET,

Router#
*Aug 23
*Aug 23
*Aug 23
*Aug 23

21
21
21
21

len 200

:46:05.263:
:46:05.263:
:46:05.263:
:46:05.263:

RADIUS (00000004) : Using existing nas_port 0

RADIUS (00000004) : Config NAS IP: 100.1.1.147

RADIUS (00000004) : sending

RADIUS (00000004) : Send Accounting-Request to 100.1.1.4:1646 id 22,
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*Aug 23 21:46:05.263: RADIUS: authenticator 30 FA 48 86 8E
F1 52 25

*Aug 23 21:46:05.263: RADIUS: Acct-Session-Id [441 10
*Aug 23 21:46:05.263: RADIUS: Vendor, Cisco [26] 20
*Aug 23 21:46:05.263: RADIUS: Cisco AVpair [1] 14
*Aug 23 21:46:05.263: RADIUS: Vendor, Cisco [26] 35
*Aug 23 21:46:05.263: RADIUS: Cisco AVpair [1] 29
*Aug 23 21:46:05.263: RADIUS: Vendor, Cisco [26] 36
*Aug 23 21:46:05.263: RADIUS: Cisco AVpair [1] 3
*Aug 23 21:46:05.263: RADIUS: Acct-Session-Time [46] 6
*Aug 23 21:46:05.263: RADIUS: Acct-Input-Octets [42] 6
*Aug 23 21:46:05.263: RADIUS: Acct-Output-Octets [43] 6
*Aug 23 21:46:05.263: RADIUS: Acct-Input-Packets [47] 6
*Aug 23 21:46:05.263: RADIUS: Acct-Output-Packets [48] 6
*Aug 23 21:46:05.263: RADIUS: Acct-Status-Type [40] 6
[31]

*Aug 23 21:46:05.263: RADIUS: Vendor, Cisco [26] 25
*Aug 23 21:46:05.263: RADIUS: cisco-nas-port [2] 19
*Aug 23 21:46:05.263: RADIUS: NAS-Port [5] 6
*Aug 23 21:46:05.263: RADIUS: NAS-IP-Address [4] 6
*Aug 23 21:46:05.263: RADIUS: Acct-Delay-Time [41]1 6
*Aug 23 21:46:05.267: RADIUS: Received from id 21645/22 100.
Accounting-response, len 20

*Aug 23 21:46:05.267: RADIUS: authenticator 51 6B BB 27 A4

AC 1C

==

IPsec VPN 7 h o > DT DERERE

IPsecVPN 7 ho T4 VT DERTE

1ad BRI

IPsec (X, IPsec VPN 7 7 7 ¢ U 7 &GRET D L 0 SEICRE
FIEDHE

1. enable

2. configure terminal

3. aaa new-model

4. aaa authentication login  list-name method

5. aaa authorization network list-name method

6. aaa accounting  network  list-name  start-stop

7 aaa session-id common

8. cryptoisakmp profile profile-name

9. vrf ivrf

10. match identity group  group-name

11. client authentication list  list-name

12. isakmp authorization list list-name

13. client configuration address [initiate| respond]

14. accounting list-name

15. exit

Il PsecVPNT7HYUTA LY

IPsec VPN 7 Ao w54 v |

43 8E 4B - F9 09 71 04 4A
"00000003"

"vrf-id=cisco"

"isakmp-initator-ip=10.1.1.2"

0 "connect-progress=No Progress"

109

608

608

4

4
Watchdog

"FastEthernet0/0.1"

0

100.1.1.147

0
1.1.4:164¢,

F5 D7 61 - A7 03 73 D3 OA

TOMENDHY £,

[broadcast] group group-name
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IPsecVPN 7 h o VT 1 VT DFRFE .

16. cryptodynamic-map dynamic-map-name dynamic-seg-num

17. set transform-set transform-set-name
profile-name
[remote-peer]

18. set isakmp-profile
19. reverseroute
20. exit

21. cryptomap map-name ipsec-isakmp dynamic dynamic-template-name
22. radius-server host ip-address [auth-port port-number] [acct-port port-number]

23. radius-server key  string
24. radiusserver vsa send  accounting
25. interface type dot / port
26. cryptomap map-name
FED 4
ARV EEREET7IVa Y B
ATwv 71 |enable FiHE EXEC E— RZHMC L E T,
1 e NAT—REANLET EREINTZHE) .
Router> enable
RFwF2 |configure terminal yu—sL ary7 4 ¥alb—var E— Nahllh
1 - LET.
Router# configure terminal
AFw 73 |aaanew-model THT T 4T F—=CKE &SNS E R
i - TATT 4T ba—Ref x—T7MILET,
Router (config)# aaa new-model
27w 74 |asaauthenticationlogin  list-name method RADIUS % 7= 13 10— H Uk ¢, 7B3E, #Fl, B &
Bl - WEIRGRF (XAUTH) OT7 o T 47
(AAA) FRAEZEITLET,
Router (config)# aaa authentication login
cisco-client group radius
R w 75 |aaaauthorization network  list-name method RADIUS F7/-idu—h v, VE— N2 947
B - v b ED AAATBREANT A =S B E L ET,
Router (config)# aaa authorization network
cisco-client group radius
RFw 76 |aaaaccounting network list-name  start-stop | RADIUS % 7213 TACACS+ & 4 2 54 0ifd: %

[broadcast] group group-name

1 :

FidEXa VT s 00Ic, BEREN-H—E A0
AAAT IOV T 4 T AX—T NI LET,
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B oesecvenrroo7oo

IPsec VPN 7 Ao w54 v |

ARV FFEREETIVa Yy

S

Router (config)# aaa accounting network acc
start-stop broadcast group radius

RF w1 |aaasession-id common A= NNDEAAAT AT T A7 =R F
i - A7, ACEyva D EEATLNE D0,
FE KBTI T 4T =R XA TR
Router (config)# aaa session-id common LTE&&E%"Z v a s ID %f%lj DHETHNE Ik
RELET,
AFw 78 |cryptoisakmp profile profile-name IPsec = —H > a & L, isakmp-profile "
i TE— REBBLE T,
Route (config)# crypto isakmp profile cisco
A7y 79 |vrf ivrf FUTU RT RVA T =& N"—=F vy V77
- A~X— K xv EU—2 (VPN) Routing and
Forwarding (VRF) A > A% > A\ ZBE AT &
Router (conf-isa-prof)# vrf cisco 7ro
A7 w710 |matchidentity group  group-name ISAKMP 70 7 7 A LDET D ID % —H & ¥ ¥
i kK
Router (conf-isa-prof) # match identity group cisco
R w711 |client authenticationlist  list-name Internet Security Association and Key Management
1 Protocol (ISAKMP) 7117 7 A LN D IKE $L3ERE
' ik (XAUTH) ##&ELET,
Router (conf-isa-prof)# client authentication list]
cisco
R w712 |isakmp authorization list list-name ISAKMP 72 7 7 A /LIND AAA S— " L
i - T, IKERARELS LOZDOMD AT A —F 2 E
LET, — iz, BAMEBLRZOMD/ T X —
Router (conf-isa-prof) # isakmp authorization list &li\ £ — E&fﬁ (MODECFG) fcﬁ’ﬁbf\ ):E_‘
cisco-client N I:OTAj//léhij«O
X w 713 |client configuration address [initiate| respond] ISAKMP & 7 7 A JLINT IKE &— R&ZE
Bl - (MODECFG) % L%,
Router (conf-isa-prof) # client configuration
address respond
R 5w 714 |accounting list-name D ISAKMP 7’10 7 7 A V&4 L THE L TV D

&1

Router (conf-isa-prof) # accounting acc

TAT@ET@NMYﬁW/T4/&%—tx%
A FZ—T T LET,

. IPsecVPN 7 h o VT«

vy
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IPsecVPN 7 h o VT 1 VT DFRFE .

ARV FFEREETIVa Yy

E:)

AT T 15 |exit isakmp-profile 7 E— F&Z & T L £,
11 -
Router (conf-isa-prof)# exit
ATy 716 crypto dynamic-map  dynamic-map-name A FTIv 7 7 VT N~ T 7 b— MEfERK
dynamic-seg-num L. 7V b~y rarrs4Fal—vgravw
i - YR E—FERmLET,
Router (config) # crypto dynamic-map mymap 10
ipsec-isakmp
RTFw 711 |settransform-set transform-set-name IV =y T — NCHERARRESR T
Bl AT F—hEy FEREELET,
Router (config-crypto-map) # set transform-set
aswan
AT w718 |setisakmp-profile  profile-name ISAKMP 7 7 7 A N4 R E LET,
1 -
Router (config-crypto-map) # set isakmp-profile
cisco
AT F19 |reverseroute [remote-peer] J—hk OIPT RLRA) &, VPNUE— K hrxb
Bl - T KA L OB BOFSEH L TEATE 5 &
INZLET, £l b=y RFRA v RERKIC
Router (config-crypto-map) # reverse-route jd‘jﬂé/l/‘—‘ k %%&ﬁiﬂjﬂé Z k %)EJ‘E\ET?L (7 U 70 I
~ v 7 Dremotepeer ¥—U— R&EHLET) |
ATy 720 |exit BAFIvr )T h~vy T ar7 s Fal—
Bl - vay - REKRTLET
Router (config-crypto-map) # exit
ATw 721 |cryptomap map-name ipsecisskmp dynamic | 7 UV b vy ar T4 Fal—ar - FE
dynamic-template-name BIAG L £,
1 -
Router (config) # crypto map mymap ipsec-isakmp
dynamic dmap
R w722 |radius-server host ip-address [auth-port port-number] | RADIUS — N R &2 N &HEE LET,

[acct-port port-number]

1 -

Router (config) # radius-server host 172.16.1.4

IPsec VPN 7 oo 7425 |}
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B

axX ;&

ARV RFERETI Y BrY
AT w723 |radiusserver  key  string V=4 % L OV RADIUS 7—E L B0 F < T
Bl - RADIUS @1 2 = =4/ —¥ 3 V OFRGEF—8 L O =5

Router (config) # radius-server key nsite

F—ZEELET,

RTwS24 |radiusserver vsa send  accounting N —[EFEEAEMR LRI 272012, *v b
i - T—07 T I RAHP—R_—%FELET,

Router (config) # radius-server vsa send accounting

2w 725 |interface
&1

Router (config) # interface FastEthernet 1/0

type dot / port AV B =T 2 AZATEHREL, fF—T =
A AT 4 X2l —varE— RRefBELET,

AT w726 |cryptomap map-name A B =T 2 A AKX L CLRNZER SN2 V7
i - F~yZ Yy bEEMALET,

Router (config-if) # crypto map mymap

THAIVT 4 VT EHDHERTE

tyvarM Tup) FIZTHU T 4 VT ERET HICIE, ROMTBEOIEELZFETLE
7
I8 B

IPSec VPN T B I T 4 U 70E, THOUT 4 VI HFOERERMIFKET HALENH Y £7,
EEHNZHOWTIE, TIPsec VPN 7B 7 T 4 VT DOBRIE (6°—) | BB LTI,

FIEDHE
1. enable
2. configureterminal
3. aaaaccounting update periodic number
FIED %
ARV RFERIETY Va3 Y B#Y

AT 71 |enable
1 -

Router> enable

¥ ME EXEC T— R&ANZ L £,
e NRATU—KREANLET (ERENEHE)

Il PsecVPNT7HYUTA LY
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IPsec VPN 7 779> F 1 27D k5 Ty a—F125 |

ARV REEET7IVa Y B8
R 72 |configureterminal Ta—\)ar7 4 Xal— gy T— N2
1 LET

Router# configure terminal

R Jw 73 |aaaaccounting update periodic number UEE) ThorT 4T —NIZEHESNDEH
#l - WHFET AT 47 ba—Ref x—7 L
£

Router (config)# aaa accounting update periodic
1-2147483647

IPsecVPN 7 H O T4 V9D STV a—TFTa29

IPsec 7TH T T 427 ARV MIBETARA v E—V2FRT BT, ROEEDOIEELE FELT

LET,
FIEDHE
1. enable
2. debugcryptoisakmp aaa
F gD
ARV REEET7IVa Y B
RT w71 |enable K#HE EXEC E— REAhIc LT,
{5 e NMAT—RKEANLET (FERINEHH) .

Router> enable

AT 72 |debug crypto isaskmp aaa IKEICEHT A A v E—UaFRLET,

1 - caaa ¥ —U—RiZL-oTC, ThvrT 474
Ny MR EESNET,

Router# debug crypto isakmp aaa

IPsecVPN 7 h o T 4 > DEEH

THOUT4VTEELUISAKMP 707 7 A )L

WIZ, THIoT 4 v TBEIONISAKMP 702 7 7 A VEESVE— RN T IR 725472k
Y R— T2 00FBETHHE2RLET,
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B 77y 7 vs80sAMP 707 7 4 LI

version 2.1

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

|

hostname sheep

|

aaa new-model

|

!

aaa accounting network ipsecaaa start-stop group radius
aaa accounting update periodic 1

aaa session-id common

ip subnet-zero

ip cef

|

!

no ip domain lookup

ip domain name cisco.com

ip name-server 172.29.2.133

ip name-server 172.29.11.48

|

!

crypto isakmp policy 1
authentication pre-share

group 2

|

crypto isakmp policy 10
hash md5
authentication pre-share
lifetime 200
crypto isakmp key cisco address 172.31.100.2
crypto iakmp client configuration group cclient
key jegjegjhrg
pool addressA

crypto-isakmp profile groupA
vrf cisco
match identity group cclient
client authentication list cisco-client
isakmp authorization list cisco-client
client configuration address respond
accounting acc
|
!
crypto ipsec transform-set esp-des-md5 esp-des esp-md5-hmac
|
crypto dynamic-map remotes 1
set peer 172.31.100.2
set security-association lifetime seconds 120
set transform-set esp-des-mdb
reverse-route
|
crypto map test 10 ipsec-isakmp dynamic remotes
|
voice call carrier capacity active
|
interface LoopbackO
ip address 10.20.20.20 255.255.255.0
no ip route-cache
no ip mroute-cache
|

interface FastEthernet0/0
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ip address 10.2.80.203 255.255.255.0
no ip mroute-cache
load-interval 30
duplex full
|
interface FastEthernetl/0
ip address 192.168.219.2 255.255.255.0
no ip mroute-cache
duplex auto
speed auto
|
interface FastEthernetl/1l
ip address 172.28.100.1 255.255.255.0
no ip mroute-cache
duplex auto
speed auto
crypto map test
|
no fair-queue
ip default-gateway 10.2.80.1
ip classless
ip route 10.0.0.0 0.0.0.0 10.2.80.1
ip route 10.20.0.0 255.0.0.0 10.2.80.56
ip route 10.10.10.0 255.255.255.0 172.31.100.2
ip route 10.0.0.2 255.255.255.255 10.2.80.73
ip local pool addressA 192.168.1.1 192.168.1.253
no ip http server
ip pim bidir-enable
|
!
ip access-list extended encrypt
permit ip host 10.0.0.1 host 10.5.0.1
|
access-list 101 permit ip host 10.20.20.20 host 10.10.10.10
|
!
radius-server host 172.27.162.206 auth-port 1645 acct-port 1646 key ciscol23
radius-server retransmit 3
radius-server authorization permit missing Service-Type
radius-server vsa send accounting
call rsvp-sync
|
!
mgcp profile default
|
dial-peer cor custom
|
!
gatekeeper
shutdown
|
!
line con 0
exec-timeout 0 0
exec prompt timestamp
line aux 0
line vty 5 15
ntp server 172.31.150.52
end
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version 2.1

service timestamps debug datetime msec
service timestamps log datetime msec

no service password-encryption

|

hostname sheep

|

aaa new-model

|

!

aaa accounting network ipsecaaa start-stop group radius

aaa accounting update periodic 1

aaa session-id common

ip subnet-zero

ip cef

|

!

no ip domain lookup

ip domain name cisco.com

ip name-server 172.29.2.133

ip name-server 172.29.11.48

|

!

crypto isakmp policy 1
authentication pre-share

group 2

|

crypto isakmp policy 10

hash md5

authentication pre-share

lifetime 200

crypto isakmp key cisco address 172.31.100.2
|

|
crypto ipsec transform-set esp-des-md5 esp-des esp-md5-hmac
|
crypto map test client accounting list ipsecaaa
crypto map test 10 ipsec-isakmp
set peer 172.31.100.2
set security-association lifetime seconds 120
set transform-set esp-des-md5
match address 101
|
voice call carrier capacity active
|
interface Loopback0
ip address 10.20.20.20 255.255.255.0
no ip route-cache
no ip mroute-cache
|
interface FastEthernet0/0
ip address 10.2.80.203 255.255.255.0
no ip mroute-cache
load-interval 30
duplex full
|

interface FastEthernetl/0
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ip address 192.168.219.2 255.255.255.0
no ip mroute-cache

duplex auto

speed auto

|

interface FastEthernetl/1l

ip address 172.28.100.1 255.255.255.0
no ip mroute-cache

duplex auto

speed auto

crypto map test

|
no fair-queue

ip default-gateway 10.2.80.1

ip classless

ip route 10.0.0.0 0.0.0.0 10.2.80.1

ip route 10.30.0.0 255.0.0.0 10.2.80.56
ip route 10.10.10.0 255.255.255.0 172.31.100.2
ip route 10.0.0.2 255.255.255.255 10.2.80.73
no ip http server

ip pim bidir-enable

|

!

ip access-list extended encrypt

permit ip host 10.0.0.1 host 10.5.0.1
|

access-list 101 permit ip host 10.20.20.20 host 10.10.10.10

|

!

radius-server host 172.27.162.206 auth-port 1645 acct-port 1646 key ciscol23
radius-server retransmit 3

radius-server authorization permit missing Service-Type

radius-server vsa send accounting

call rsvp-sync

|

|

mgcp profile default
|

dial-peer cor custom

|

!
gatekeeper

shutdown

|

!

line con O

exec-timeout 0 0

exec prompt timestamp

line aux O

line vty 5 15

|
exception core-file ioscrypto/core/sheep-core
exception dump 172.25.1.129
ntp clock-period 17208229
ntp server 172.71.150.52

|

end
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['Cisco I0S XE Security Configuration Guide: Securing User
Services] @ [Configuring Accounting| ¥ = —/L
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E

['Cisco 10S XE Security Configuration Guide: Secure
Connectivity]] @ [Configuring Security for VPNs with IPsec
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HA AAA RADIUS O E

['Cisco 10S XE Security Configuration Guide: Securing User
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RDOa~ 2 RPREANEITEHE SN E LT, dientauthentication
list, client configuration address, cryptoisakmp profile, crypto map
(global 1Psec), debug crypto isakmp, isakmp authorization list,

match identity, set isakmp-profile, vrf,

IKE : Internet Key Exchange (> ¥ —F v b $—x /7 ZAF =) , IKEIZE - T, F—n0
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L2TPsession : Layer 2 Transport Protocol (LA ¥ 2 #5257 = h=/L) , L2TP %, Hi—o PPP ##
GO ) TR R—FENT, L2IP T 782 vk hL—% (LAC) & L2TP % v
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PFS : Perfect Forward Secrecy, PFS (3, X H &2 A A EIZBEE 3 S5 545 T9, PFS
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RADIUS : U E— FBFEX A YL A > 22— — $—E A, RADIUS |E, E7 L35 L VISDN
B ORRGE, B L OO NTZoX o TORDDT— A S G I

RSA : Rivest, Shamir and Adelman (Rivest, Shamir. 3 4 T" Adelman) ., Rivest, Shamir, £ X
W Adelman 1%, K55k L OGEBREICHE I ATRE e ABH % — 15 5 b v A7 ADOFAEF - H T,
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nNotx=a2V7 0 KU U—BLOF—FHEFROA A ATT,

TACACS+ : Terminal Access Controller Access Control System Plus (TACAS+) ., TACACS+ (&,
2Pl LK DN—FETTF Y NT—7 T I BR P —R—~DT 7 & ZRITOEF 72
WEARICT X2 T 477U =13 T,

VPN : Virtual Private Network (K87 F7 A4 X—h+x v FU—7) . VPNZFEHITHE, *v b
V—JMDO T 7 4y 7% T _XRCESLTHZ8I2E0, "7V 7 TCPIP 1y hU—7 #%
MCTHIP 774y 7aXa TR TEET, VPNIT T horU 7] LT, IP
LAV TERTOFRER L L E T,
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VSA : Vendor-Specific Attribute (> & —[EAEME) . VSA 1T, FFED N Z—(Z X~ Tk

ST JBMETY . Vendor-Specific BYEMEH S 7ofER, AV XT3 FeufbsinEd, K
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XAUTH : Extended Authentication (JLIEFRFE) . XAUTH I, IKE 7= —A 1 ¢ IKE 7 = —X
2ORNCBITAEEORZBTT, XAUTH Tld, L—Z72, (E7OREETIEARL) D2 —
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