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FlexVPN X R— 7 R (ZBE 9 5 1FER

FlexVPN 3 & U NHRP

FlexVPN L, A 2|2 X B IKEVEHEDOFEETHY . 4 hY—HP A~ VE—FT 7R,
NT T RAR—=7 bARvey, BLOEBA vy a2 (AR—IY—AKR—7 XA VLT ) %
fAEbE =T 74 RRIFTEXA LECLIZHATWET, FlexVPNiE, hr R A ¥ —
Tz A ANTEA LG REITHEH L, oS~y 72 L TL Ay — VPN 38 L D H i
PEMERFT DL TN RET 2T TL— 0T —7 2RI L E T,

FlexVPN #—/3—{3, FlexVPN OH— —IEEZIEHL L £, FlexVPN 7 71 7 > NI,
FlexVPN 7 5 A4 7 > k &£ B FlexVPN Y— S —DRIZE F = 7 72 IPsec VPN b o RV HESL L
T,
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B nure irEsR & FlexvPN O

NHRP I%. Address Resolution Protocol (ARP) L5747 a2 ha)L T, /o 7a— K%y X b
~NVFT A (NBMA) *v hU—7 OREZER L £9, NHRP #f#iH3% &, NBMA
Xy MU= 7T SIUTWAD NHRP X, Ry N —27 O—HThorho=T 47 4D
NBMA 7 RLUAZEIZFEE LET, 20D, b0 T 47 41F, T 747
Ay 72T TICERBETE L L IR0 £,

FlexVPN AR —7 V' — AR — 7 fHEIZ. NHRP & FlexVPN 27 7 A4 7> b (AR—7) &AL
T, BEfFD FlexVPN % v NU—71ZHDBD T T4 T > k& DEZEOREBILT v RV & ML
L9, #ik, Kb rv A X —T7 (A (VT | IKEv2, BXO'NHRP ZffH L T
MEINET, 22T, NHRPIZF®R Y U —ZNODFIexVPN 7 7 A 7 s OfFPRIZER S E
7

FlexVPN TiE, kD Z ERHERESNET,

N—T 47 = ML, AR RIS NER A,

ShEHi,

FlexVPN IPv6 Z' A L 7 kb AR —7 [B#HEIL. FlexVPN AR — 27 12%3 5 IPv6 7 K L A DA
EYHAR—FLET, IPv6 7 KL ADOYR— KZ LY, IPv6over IPv4, IPv4over IPv6, B L
IPv6 over IPv6 DERIEN Y R— h N FET,

\)

GE) RAR—ZB FlexVPN X, AT v 7 AAAFRGEE T R—F LT ER A,

NHRP fi#:RZ K & FlexVPN D&

WD, NHRP iR 3R & FlexVPN OJS& & Rr L ET,
| 1: NHRP & RER L I6%
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NHRP 232 Z K & FlexVPN 0% [

MAEMODNT 7 4w 7280 [FEkDOA X2 3, Spokel, Spoke2, 35K UV ~NT Dl f [ TR
AL FET, PFEICT 572912, Hostl 725 Host2 ~DA X2 MIDOWTHIB LE T, Spokel &
Spoke2 DEHZRIZH DD X~ FU—27 N2 (192.168.2.024) D42, %~ hU—7 NI
(192.168.1.024) BN D EIRELE T, 20D AR—IMDOFRy hU—21Z, 77k Aa k
27—/ YA L (ACL) IZXoTHRESNET, ZHix, MAFDAKR—2 D IKEV2 KU > —IT
ACL NEH &N D728 T,

WHDAR—=TDEDT VT 4w 7 AFEREILIZ, *y PT—ZIXIKEVIFHRDO A 10— F%2
YUl X > TATImEENE T, "NTDIKEV IZEDNV—TF 4 7 T—T)~D)b— MBI
B, ROXIITRELET,

* 192.168.1.0/24 : Virtual Access Interfacel 7> 5 #5kt X415

¢ 192.168.2.0/24 : Virtual Access Interface2 7> H#k: X415

TONTIFIKE2 DB T DAR—7 ~ERILV— e Ty a2 L, AR—ZITFNLSED)L—
FAT TF—T DAL — "B A N— L LET, ROLHITH FT,

©192.168.0.0/16 : X7 A b Iy 7 <7D bRV T KL Z> - Interface Tunnel 1

\)

GE) Fro =T Fubraid, =T 4 T—T NI — FEBINTEET,

NINWOLN2~SNT 7 4w I NBEITHERETDE, VT 747 7a— 3RO LD TT,

1. Hostl 1Z, Host2 46 CHO FT7 7 4 w7 ZXELET, M7 74 v 7% Spokel @ LAN A
H—T oA RZEFEL, L— FEREBL, BRL— &2 RO T, 737 > % Interface
Tunnel 1 (Z/V—F 4 > 7 LE7,

2. bT 7 4w 7T O Virtual Access Interfacel ICEET S L. T 7 4 v 7%, Virtual
Access Interface2 7> HEIEEGT 20, RA LV MY —RA LV DNV A B —T = A
AEMERTS, N2o—F = FYHOL— b T—7 AV ERRELET,

3. Hostl 7°% Host2 ~® ~Z 7 ¢ w7 &, Virtual Access Interfacel & Virtual Access Interface2
EREAL AT Z@BLET, ZONTIE AN Z—T =4 ABIOH A 52—
7 = A A (Virtual Access Interfacel & Virtual Access Interface2) 73[A U NHRP %> h U —7
(\FHFDOA B —T 2 A ATRESNTEXY T —27 D) IZETHZEEHBLET,
ZUENHRP U XA L7 k A v¥—% Virtual Access Interfacel @ Spokel (23515 L E 7,

4. VHEA VU FEZ{E9 5 L. Spokel 1T Host2 ~DFFIRER AR A > b —iRA 2 b bz
NALE=T 2 AR (VFA VT beZELEOLREILA V2 —T7 oA R) &M L TH
LU ET, MRRERIX, V—T 4 > 7 /XA (Spokel-hub-spoke2) Z i L FE§, fERER
BZfETH &L Spoke2id, FNBHNIRTHY . ZOMRERIIGET HMERH D Z &
I L E 9,

5. Spoke2 [Z h RN A U H =T 2 A4 ADFHREREZIE L, PRV A U F—T A A
OIRAET L —  NEFERGLET, BIET 7L — b ESEZHEHL T, RET 7 &R
A B =T A ZAEMEHR L, BT ¥ 2V &AL, IKEV2 & IPSec DEFX 2T 4 TV
vr—ay (SA) EHESLLET, 2 ODRAR—7 WK S SA RSN 5 & Spoke2
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B Fexven xk—s v—zK—s omEs®

FlexVPN X 7R—

I% Spokel ([ZMBE/ZRNHRP ¥ v = = hY 2Dy hU—27 % 3 LB L7ZR
BT 7 8AAHZ—T oA AUTICREL, TORET 7 EA L F—T A A% L
TR DI E ZEE L ET,

AT 7B A A 0 F =T = A ADDIFRELR 2515 L7, Spokel % Spoke2 (272
Xrva xRN EEORY NI EFRELET, £7-. Spokel IX, NT EIRT—
ey v o = MY 2B L. Tunnel Interfacel LA TFD xR > U — 7 Z R L £,

NHRP /X, %7 A F &y 7 EEX (NHO) £/-IFHA— b ELTCya—bhy b b—F
ZBMLEST, Ya—rlhy b AL v F o ZTOEEMIZOWTIE, [IDMVPN Xy hU—7
WCBIFADNHRP Dy a— by b AL v F U THEE] 22 L T 7EE0,

FlexVPN —/N\—DRB ORIV A 23 —T 24 ADETE

FIRDHE

F IR D FH

1R BHEIIZ
FlexVPN — =L 7 5347 R ERETHLERH Y 97,

g hwN=

enable

configureterminal

interface virtual-template number type tunnel
ip unnumbered loopback number

RONWTIINEFETLET,
* ip nhrp network-id number
* ipv6 nhrp network-id number

ip nhrp redirect [ timeout seconds]
exit

ARV RFERERTI VA Y E]:3]

&M

Device> enable

¥i#E EXEC T— &AL £,
e NRRAT—=KRZANLET (ERENTEZHES) .

ATy T2

Device# configure terminal

configure terminal Jua— ) ar7 4 Xal—ay E®— NeBth

LET,

. FlexVPN R /R—% Y —RKR—Y OFE
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FlexVPN 2 K—4 O NHRP & 3 — kA1 v~ ]

AU RFERETIVa Y

B8

Z 5w 7 3 |interface virtual-template number type tunnel KBTI eA AL 2 —Tx A4 ZADVERKRERCE A F
Bl Ly CREB UM S AT LT L — b A
Device (config)# interface virtual-template 1 type f/&_‘7:1:/])7\755ﬁ5ﬁkl/35’§*0
tunnel
Z 5w 7 4 | ip unnumbered loopback nurmber BT A v 4 —7 2 A A GBEHA—T N7 A2
i - H—=TxARX) ODIPT FLAZRMB 2L A
Device (config-if)# ip unnumbered loopback 0 &_73:/])7\@:%'] g %Tiﬁo
RATYTE | RONTNIEFATLES, A v H—Tx A ATNHRP ZHMLET,
* ip nhrp network-id number
* ipv6 nhrp network-id number
f1
Device (config-if)# ip nhrp network-id 1
f
Device (config-if)# ipvé nhrp network-id 1
A7y 76 |ipnhrpredirect [timeout seconds] NT 7 4 v 7 HBNHRP R v bV —7 TIREESA T
5l - BHA, VALV R RTT 4y BB L
eioe (contiaiE . T, BHTHY YA LY FERELAVE T
vi ig-if)# ip nhrp redirect
511X, timeout ¥— 7 — R & seconds 5| # 2 ffi F L
TOAERR LTV XA V7 =2 MY OFNIRE 5
ELE‘?‘O
ATy 77 |exit A B =Tz A AT 4 Fal—arT—F
%l - PRTL, Zu—Lar 74 FXFal— g F—

Device (config-if)# exit

NIZEREY £79°,

FlexXVPN X R—2 DO NHRP 3 — +h vy FDRTE

TDHRAT HFEITLT, FlexVPNAR—I D o x)v A v H—T x4 ATNHRPY 2 — Fh v

FIRDEE

MERELET,

1. enable

2. configureterminal

3. interfacetunnel number

4. ROWVWTINEFEITLET,

« ip nhrp shortcut virtual-template-number
* ipv6 nhrp shortcut virtual-template-number

b. exit

FlexVPN R R—%9 Y —XR—9 DEFRE .



B rexven xk—s B R AV E—T g ROEE

F IR D

FlexVPN R R—%4 v —2K—o DEE |

ARV RFEEETIVa Y

=)

AT w71 |enable FiME EXEC E— R&ANC L E T,
fi e NAT—REANLET (FEREINEHE) .
Device> enable
R 72 |configureterminal ra—n)ary7 4 Xal—ary B— NG
1 LET.
Device# configure terminal
AT 7 3 |interface tunnel number FlexVPNZ A4 TV b A U H—T =2 AZHRE L.
- AR =T AL T 4Fal— gy F—NR
Device (config) # interface tunnel 1 %Egﬂﬁél/EEﬁfo
ATV TR ROWVT NN EFATLET, FlexVPN 27 ZA 7V D R R A v H—T = A A
« ip nhrp shortcut virtual-template-number CNHRP == - Fﬁ v b ?ﬁy:jﬂ: Lij‘i :QE
« ipv6 nhrp shortcut virtual-template-number AR—7 b /Z‘ﬂ:@%ik%gfj‘o ZDORET
BETAEET T —rEH L, [FlexVPN A
i : R—V DB A F—T = ZADORE (6
Device (config-if)# ip nhrp shortcut 1 AN ‘/) | BRAT (*EE?%{&TE;— L — ]\%lé%
Bl - ERICICTAMERH Y 7,
Device (config-if)# ipvé nhrp shortcut 1
ATy 75| exit Ao B —TxAf A AT 4F¥alb—ay ET—FR
%l - ERTL, Jn—rbaryy s ¥alb—va s E—

Device (config-if)# exit

RIZERY £97

FlexWPN R R— O DRE ORI A 3 —T 24 ADEFE

FIEDHE

enable
configureterminal

ip unnumbered tunnel number
RONTINEFEITLET,

g hwN=

* ip nhrp network-id number
* ipv6 nhrp network-id number

6. ROWFTNNEFETLET,

inter face virtual-template number type tunnel

« ip nhrp shortcut virtual-template-number
* ipv6 nhrp shortcut virtual-template-number
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7. ip nhrpredirect [ timeout seconds]

FlexVPN 2 K— 4 D8 kv L« v —T 4 208 |

8. exit
FED £
aAv U RFERET7IOIY BrI
AT w71 |enable ¥iHE EXEC £ — RZ AN L £,
51 - e NRXRAU—FRKEANLET FERINEHE)

Device> enable

AT 72 | configureterminal 7Ta— )L a7 4 X2 lb—3ay B— REEG
1 LET.
Device# configure terminal
Z 5w 7 3 |interface virtual-template number type tunnel BT 7R A H—T A4 ADOVERRRFZZ A T
1 - Iy 7 ICRER LN SN B URT T L — b A
Device (config) # interface virtual-template 1 type| :/& -7 ::/f A 721’155}2 Li-ﬂ‘o
tunnel
AT 7 4 |ip unnumbered tunnel number FlexVPN h> )b f v X —T = A ZAD IPv4 7 KL
i - AEAB TN A 2 H =T A ZZE) B TE
Device (config-if)# ip unnumbered tunnel 1 jro
ATy TS| RONTNLEFITLET, A H—T A ATNHRP ZHNMZLET,
* ip nhrp network-id number
* ipv6 nhrp network-id number
1
Device (config-if)# ip nhrp network-id 1
1 -
Device (config-if)# ipvé nhrp network-id 1
RTYTE | KONTNIEFTLET, A B =T 2 ATNHRP Y a— by b AL v F
* ip nhrp shortcut virtual-template-number VT ERAALET,
« ipv6 nhrp shortcut virtual-template-number GE) HIEDORET 1L — FEEAIETET A
- VERHY ET, BT — NS
Device (config-if)# ip nhrp shortcut 1 I%, FlexVPN 7 7_/], 7 ]\ AN A
VH—T A ADFRE & F TS D
f BHYET,
Device (config-if)# ipvé nhrp shortcut 1
Z 5w 77 |ipnhrp redirect [ timeout seconds] AR R A B —T 2 ATNHRPD Y ¥ A L

1

Device (config-if)# ip nhrp redirect

I EHEMELET, Ry NI BHDHAR—Y
MOBIOAR— 7 IZBENT 25681, ZMERT
£
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FlexVPN R R—%4 v —2K—o DEE |

ARV RFERETIVa Y

B8

cHETHIXA L7 FEREFELARNEIICTD
[ZiE, timeout % — 7 — R & seconds 7 | % fif
LT, B L7V EAA L7 b= Y OFZH
FR2FEE L ET,

Ty 78 |exit
1 -

Device (config-if)# exit

AV H—=Txf A Ay T4 Fal—var E—F
ERTL, Za—var7 o Xalb—va s E—
RIZRD £,

FlexXVPN X 7 R— Y R TFDHER

FlexVPN AR —7 OB EZFERT DI, koa~<r REHFEHALET,

FIEDHE
1. show cryptoikev2 client flexvpn
2. showipv6 route
3. show ipv6 nhrp

FIED

AT w71 show cryptoikev2 client flexvpn
i -

Device# show crypto ikev2 client flexvpn

Profile : flexblk

Current state:ACTIVE

Peer : 4001::2000:1

Source : Ethernet0/0

ivrf : IP DEFAULT

fvrf : IP DEFAULT

Backup group: None

Tunnel interface : TunnelO

FlexVPN H—_—8 L7 T4 7 FE D FlexVPN ##i AT — X ARFRINET,

AT w72 showipv6route
£

Device# show ipvé route

IPv6 Routing Table - default - 15 entries
Codes: C - Connected, L - Local, S - Static,

U - Per-user Static route

B - BGP, HA - Home Agent, MR - Mobile Router, R - RIP

H - NHRP, Il - ISIS L1, I2 - ISIS L2,

IA - ISIS interarea

IS - ISIS summary, D - EIGRP, EX - EIGRP external, NM - NEMO
ND - ND Default, NDp - ND Prefix, DCE - Destination, NDr - Redirect

1l - LISP
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O - OSPF Intra, OI - OSPF Inter,

ON1 - OSPF NSSA ext 1, ON2 - OSPF

C 3001::/112 [0/0]

via TunnelO, directly connected
S 3001::1/128 [2/0], tag 1

via 3001::1, Virtual-Accessl [Short

via Virtual-Accessl, directly conne
L 3001::2/128 [0/0]

via TunnelO, receive
S 3001::3/128 [2/0], tag 1

via TunnelO, directly connected
C 4001::2000:0/112 [0/0]

via Ethernet0/0, directly connected
L 4001::2000:3/128 [0/0]

via Ethernet0/0, receive
S 5001::/64 [2/0], tag 1

via TunnelO, directly connected
C 5001::2000:0/112 [0/0]

via Loopback0, directly connected
L 5001::2000:1/128 [0/0]

via Loopback0, receive
D 5001::3000:0/112 [90/28288000]

via FE80::A8BB:CCFF:FE01:F400, Tunn
D 5001::4000:0/112 [90/28288000]

via FE80::A8BB:CCFF:FE01:F400, Tunn
H 5001::4000:1/128 [250/1]

via 3001::1, Virtual-Accessl
C 5001::5000:0/112 [0/0]

via Loopbackl, directly connected
L 5001::5000:1/128 [0/0]

via Loopbackl, receive
L FF00::/8 [0/0]

via NullO, receive

OEl - OSPF ext 1,
NSSA ext 2

cut]
cted

el0

el0

FlexvPN 2 Ki— 2 iR [

OE2 - OSPF ext 2

IPv6 /L— b & Next Hop Resolution Protocol (NHRP) D~ v B> ZIERNFRINE T,

AT w73 showipvénhrp

51

Device# show ipvé nhrp

3001::1/128 via 3001::1
Virtual-Accessl created 00:01:52, exp
Type: dynamic, Flags: router implicit
NBMA address: 172.17.1.9
(Claimed NBMA address: 172.16.2.1)
5001::4000:1/128 via 3001::1

Virtual-Accessl created 00:00:56, exp
Type: dynamic, Flags: router rib
NBMA address: 172.17.1.9
(Claimed NBMA address: 172.16.2.1)
5001::5000:1/128 via 3001::2
Virtual-Accessl created 00:01:52, exp

Type: dynamic,
NBMA address:

51

Device# show ipvé nhrp

Flags: router unique 1
172.17.2.10

3001::1/128 via 3001::1
Virtual-Accessl created 00:01:52,
Type: dynamic, Flags:

exp
router implicit

ire 01:58:14
rib nho

ire 01:59:03

ire 01:58:14
ocal

ire 01:58:14
rib nho
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B reven zk—szEO RS TLL AT TDE R

NBMA address: 4001::2000:2
5001::4000:1/128 via 3001::1
Virtual-Accessl created 00:00:56, expire 01:59:03
Type: dynamic, Flags: router rib
NBMA address: 4001::2000:2
5001::5000:1/128 via 3001::2
Virtual-Accessl created 00:01:52, expire 01:58:14
Type: dynamic, Flags: router unique local
NBMA address: 4001::2000:3

NHRP ¥ v v 2 = MU NRRINET, BHOHFITIE, KO, #5523 1Pvd (NBMAT LX) Th
LHZENRENET, VE—F AKR—27F, ERSNFZNBMA T KL A 74— )L RBRTEBY, Ry
FU—27 7 RLAZEH (NAT) FiZh x9, 207 FLRIZVE—F AR—7 DONATHIT KL A2 TT,
Flo, Frvvax s MR, FAR—7 LEEMITONTET ZVBRRRIN, V=T 4T T—T )
TEZ MUVIHASNI A — FORBENRINET, X7 A MRy 7 EEX (NHO) X, Ya— by
M=+ RLET, rib 7771, TOX¥ v a2 MJIZEBMENZNHRPH V— &R LET,
2FBEOHNX, #EIPV6 (NBMA 7 KL A) THhHZ Ea/RLET, BREINEZT RLUARHIITZRN
728, UE—F AR—ZIENAT FiZiZdb 0 A,

FlexXVWPN R R—VEBRFED S TN a—T42TDED R

FlexVPN AR—2V REHE KT TNV a—T 4 T T 50 DDk hERLET,

1. AR—7 MO Z MR L E7,

2. V94T (AR—=7) LV —NR—DORELMWRLET,

3. AR—Z7OHRIZHD Y ET— b RNANOBEAREM AR L ET,

4. N— R ET RNEARXTHEOIEHSND, V=T 47 7u ha LV ExHRLE
—g‘o

5. IKEV2 & IPSec WIELLKFHESNTWD I L AR LET,

6. AR—ZONHRPY a— Iy hiREE., —— (NT) DV EA VT VEEERERL
F7,

Gl ST a—Fa2DEV R

A= PONT ORI SN E e | AT TERSNIZBEET 78 A 4 —T =

A ADBIRNZ ENRRIK T, B AER S 7

WHEERH Y £7,
e NT L AR—T O OER AR L E T,
« show cryptosession =~ > R&fifH L T,
NTEAR—=I DX VT 4 T
T— 3 (SA) OREEZHERELET,
*SAMNT 7T 47 (show crypto session =
~ U RTRRIND) OGH. AR—7
® FlexVPN OkHE% . show cryptoikev2
client flexvpn 2~ > RO CTHEGE L £

R
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FlexVPN R R— 2 ZED FS5TLLa—F74vv0ev k[

L] FSTILYa—T4TDEVH

A= i b RIIER S NV EE A,
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B reven zk—szEO RS TLL AT TDE R

il FS TN a—TFTa2FDEV R

K77 4w 7%, AR—7 B R EBRLE
TAHIED, "TRHETAR—INHAR—7
WCIEONDVENRH Y 7,

« NTDFEET, NHRP U XA L7 "3 g
N E I MEMERLET,

ARN—7 DFFFET, NHRP &~ a— F v
RBECT > TND N E I DEREGR L
£

show ip [ipv6] nhrp traffic =~ > K % i [
LT, FlexVPN #r—/3— (7)) ORIE
T, NTB T T 4w 7 WS RAE AR —
JICHEETDME I D EMHERLET,
show ip [ipv6] nhrp traffic =~ > K Z&{#
LT, AR—=I BT T4 v %2%FEL
T, FRESRZRME LI L 2B L E
7

showip [ipv6] nhrp =2~ > RZ&fEH L C,
WTINNPDAR—=7IZYEF— K RA &
AR—=ZDNHRP F v v = = R
b LEMERLET,

show ip [ipv6] nhrp traffic =~> K% U
F— bk AR—I7 THEMAL T, fRERE
ZRELIEZEEHRLET,

show cryptoikev2sa ==~ > N & show
cryptosession =~ R&MH LT, &
N PIRRER ZZ2E L, ety s
VERMLIZZ L AR LET,

show ip [ipv6] interfacebrief =~ > K& fif
ALT, REET 7B A A 2 —T A A
MESTDAR—=7I1ZHHZ L 2HERLE
R

show ip [ipv6] nhrp traffic =< K& &
W=7 T LT, fRMSE D IEE S,
BT 7 A A H—T 2 ADETIZ
Lo TRBEENTEZ 2R LET,
showip [ipv6] nhrp ==~ > K&l L T,
UE— K KRR D= ODFEE7: NHRP
Frvia T NIRRT RTOAR—Y
WCFET D R LET,
showip[ipv6] route =~ > K& L C,
H/L— h°xr 7 A bk v 7 FE#EE (NHO)
N— N5 D MR LET,
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FlexVPN 2 K— 5 v—2K—s nzed [

FlexXVPN X 7/R— 5 YV — R KR—%5 D5 E 5

5l : FlexVPN R R—OBIDRAZE T4 v IL—T 4 2T DETE

W DOFITIE, FlexVPN #— R—F LV FlexVPN 7 54 7> F CIKEGIE SN D A X
F AT N—F 4T EFH LT, FlexVPN AR— 7 A2 HRETHHEEZRLET,
wi%. FlexVPN ¥— X—DFRE TT,

hostname hub

|

crypto ikev2 authorization policy default
pool flex-pool

def-domain cisco.com

route set interface

route set access-list flex-route

|

crypto ikev2 profile default

match identity remote fgdn domain cisco.com
identity local fgdn hub.cisco.com
authentication local rsa-sig
authentication remote rsa-sig

pki trustpoint CA

aaa authorization group cert list default default
virtual-template 1

|

crypto ipsec profile default

set ikev2-profile default

|

interface Loopback0

ip address 172.16.1.1 255.255.255.255

|

interface Ethernet0/0

ip address 10.0.0.100 255.255.255.0

|

interface Virtual-Templatel type tunnel
ip unnumbered LoopbackO

ip nhrp network-id 1

ip nhrp redirect

tunnel protection ipsec profile default
|

ip local pool flex-pool 172.16.0.1 172.16.0.254
|

ip access-list standard flex-route
permit any

RiL, JHID FlexVPN 7 7 A 7> b ORETT,

hostname spokel
|
crypto ikev2 authorization policy default
route set interface
route set access-list flex-route
|
crypto ikev2 profile default
match identity remote fgdn domain cisco.com
identity local fgdn spokel.cisco.com
authentication local rsa-sig
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authentication remote rsa-sig

pki trustpoint CA

aaa authorization group cert list default default
virtual-template 1

|
crypto ipsec profile default

set ikev2-profile default

|
interface TunnelO

ip address negotiated

ip nhrp network-id 1

ip nhrp shortcut virtual-template 1

ip nhrp redirect

tunnel source Ethernet0/0

tunnel destination 10.0.0.100

tunnel protection ipsec profile default
|

interface Ethernet0/0

ip address 10.0.0.110 255.255.255.0

|

interface Ethernetl/0
ip address 192.168.110.1 255.255.255.0
I

interface Virtual-Templatel type tunnel
ip unnumbered TunnelO

ip nhrp network-id 1

ip nhrp shortcut virtual-template 1

ip nhrp redirect

tunnel protection ipsec profile default
|

ip access-list standard flex-route
permit 192.168.110.0 0.0.0.255

WL, 2&HD FlexVPN 7 A4 7 b OFETT,

hostname spoke2
|
crypto ikev2 authorization policy default
route set interface
route set access-list flex-route
|
crypto ikev2 profile default
match identity remote fgdn domain cisco.com
identity local fgdn spoke2.cisco.com
authentication local rsa-sig
authentication remote rsa-sig
pki trustpoint CA
aaa authorization group cert list default default
virtual-template 1
|
crypto ipsec profile default
set ikev2-profile default
|
interface TunnelO
ip address negotiated
ip nhrp network-id 1
ip nhrp shortcut virtual-template 1
ip nhrp redirect
tunnel source Ethernet0/0
tunnel destination 10.0.0.100
tunnel protection ipsec profile default
|
interface Ethernet0/0
ip address 10.0.0.120 255.255.255.0
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interface Ethernetl/0

ip address 192.168.120.1 255.255.255.0
|
interface Virtual-Templatel type tunnel
ip unnumbered TunnelO

ip nhrp network-id 1

ip nhrp shortcut virtual-template 1

ip nhrp redirect

tunnel protection ipsec profile default
|

ip access-list standard flex-route
permit 192.168.120.0 0.0.0.255
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hostname hub
|
crypto ikev2 authorization policy default
pool flex-pool
def-domain cisco.com
route set interface
|
crypto ikev2 profile default
match identity remote fgdn domain cisco.com
identity local fgdn hub.cisco.com
authentication local rsa-sig
authentication remote rsa-sig
pki trustpoint CA
aaa authorization group cert list default default
virtual-template 1
|
crypto ipsec profile default
set ikev2-profile default
|
interface Loopback0
ip address 172.16.1.1 255.255.255.255
|
interface Ethernet0/0
ip address 10.0.0.100 255.255.255.0
|
interface Virtual-Templatel type tunnel
ip unnumbered LoopbackO
ip nhrp network-id 1
ip nhrp redirect
tunnel protection ipsec profile default
|

ip local pool flex-pool 172.16.0.1 172.16.0.254
|

router bgp 65100

bgp router-id 10.0.0.100

bgp log-neighbor-changes

bgp listen range 172.16.0.0/24 peer-group spokes
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neighbor spokes peer-group
neighbor spokes remote-as 65100
neighbor spokes transport connection-mode passive
neighbor spokes update-source LoopbackO
|
address-family ipv4
neighbor spokes activate
neighbor spokes default-originate
neighbor spokes prefix-list no-default in
exit-address-family
|
ip prefix-list no-default seq 5 deny 0.0.0.0/0
ip prefix-list no-default seq 10 permit 0.0.0.0/0 le 32

WL, WD FlexVPN 7 T4 T > FOEETT,

hostname spokel
|
crypto ikev2 authorization policy default
route set interface
|
crypto ikev2 profile default
match identity remote fgdn domain cisco.com
identity local fgdn spokel.cisco.com
authentication local rsa-sig
authentication remote rsa-sig
pki trustpoint CA
aaa authorization group cert list default default
virtual-template 1
|
crypto ipsec profile default
set ikev2-profile default
|
interface TunnelO
ip address negotiated
ip nhrp network-id 1
ip nhrp shortcut virtual-template 1
ip nhrp redirect
tunnel source Ethernet0/0
tunnel destination 10.0.0.100
tunnel protection ipsec profile default
|
interface Ethernet0/0
ip address 10.0.0.110 255.255.255.0
|
interface Ethernetl/0
ip address 192.168.110.1 255.255.255.0
|
interface Virtual-Templatel type tunnel
ip unnumbered TunnelO
ip nhrp network-id 1
ip nhrp shortcut virtual-template 1
ip nhrp redirect
tunnel protection ipsec profile default
|
router bgp 65100
bgp router-id 10.0.0.110
bgp log-neighbor-changes
neighbor hubs peer-group
neighbor hubs remote-as 65100
neighbor hubs update-source TunnelO
neighbor 172.16.1.1 peer-group hubs
|

address-family ipv4
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network 192.168.110.0
neighbor 172.16.1.1 activate
exit-address-family

WX, 2FHADFlexVPN 7 A4 7 v FDRETT,

hostname spoke2
|
crypto ikev2 authorization policy default
route set interface
route set access-list flex-route
|
crypto ikev2 profile default
match identity remote fgdn domain cisco.com
identity local fgdn spoke2.cisco.com
authentication local rsa-sig
authentication remote rsa-sig
pki trustpoint CA
aaa authorization group cert list default default
virtual-template 1
|
crypto ipsec profile default
set ikev2-profile default
|
interface TunnelO
ip address negotiated
ip nhrp network-id 1
ip nhrp shortcut virtual-template 1
ip nhrp redirect
tunnel source Ethernet0/0
tunnel destination 10.0.0.100
tunnel protection ipsec profile default
|
interface Ethernet0/0
ip address 10.0.0.120 255.255.255.0
|
interface Ethernetl/0
ip address 192.168.120.1 255.255.255.0
|
interface Virtual-Templatel type tunnel
ip unnumbered TunnelO
ip nhrp network-id 1
ip nhrp shortcut virtual-template 1
ip nhrp redirect
tunnel protection ipsec profile default
|
router bgp 65100
bgp router-id 10.0.0.120
bgp log-neighbor-changes
neighbor hubs peer-group
neighbor hubs remote-as 65100
neighbor hubs update-source TunnelO
neighbor 172.16.1.1 peer-group hubs
|
address-family ipv4
network 192.168.120.0
neighbor 172.16.1.1 activate
exit-address-family
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