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ipsec:default-domain Cisco AV ~<27 |Remote |def-domain
ipsec:split-dns Cisco AV ~27 | Remote |split-dns

FlexVPN 4 —\—0EE [}




FlexVPN 4 —\—0%%E |
B & rshzue—tr70€2 55470t

Bt 247 Aa—7 | O—HILEE
ipsec:ipsec-backup-gateway Cisco AV ~27 | Remote |backup-gateway
ipsec:pfs Cisco AV ~<7 |Remote |pfs
ipsec:include-local-lan Cisco AV ~27 |Remote |include-local-lan

ipsec:smartcard-removal-disconnect | Cisco AV ~27 | Remote |smartcard-removal- disconnect

ipsec:configuration-url Cisco AV ~27 | Remote | configuration url
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FEBAEIL. Microsoft DFEHEY — R—F 721X 10S CA — =05 HETE 9,

EAP FRFFED A 1E. Microsoft Windows 7IKEv2 7 Z A 7 > kMo EAP ¥R O RijIZ EAP ID
REFEHLET, 7 T4 72 MZEAPID E3R%ZXET H121%, IKEv2 FlexVPN $h—/3— ED
IKEv2 7’1 7 7 A JLINTT query-identity ¥ — 7 — RRE SN TWNWDH Z E AR L TS E IV,

[l FlexVPN 4 ——DEE
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Cisco IKEv2 AnyConnect 7 5 1 7 > + .

Cisco IKEv2 AnyConnect 7 54 7 > k

FEEAN— X OFBFETIL, IRD X 9 12 FlexVPN $—/3— & AnyConnect 77 7 A 7 > N DFEE
(ZPEIEF — L (BKU) 74— /L RREEN TV DOIRLENH Y £77,

« VT AT RERAETIX, EKU 7 4 —/V R =27 T4 7 > FRAEEHE T,

o — R—ZEHETIZ, EKU 7 4 —/L K = Y — —FHFEREAETY,

FlexVPN H—/ X —73ZEBHE 2 f# ] L C AnyConnect 7 7 A 7 > M & FRFET D 5A. —/3—0

IP7 RLAEIXEEEM A A 4 (FQDN) % & ie Flex VPN Y — R —DFEAE|C
SubjectAltName DJLHE 24 TF, F7=. nocryptoikev2http-urlcert =~ R&fEH L C,
HTTP #2iF URL % FlexVPN Y — —THEC L T SLERH D £,

W ORFITIEX, AnyConnect 7 74 7 >k 7’17 7 A /LD IKEV2 & v ¥ 3 > D EAP-MDS5 FREIC
BEAD XML % 7 %R LET,

<PrimaryProtocol>IPsec
<StandardAuthenticationOnly>true
<AuthMethodDuringIKENegotiation>
EAP-MD5
</AuthMethodDuringIKENegotiation>
<IKEIdentity>DEPT24</IKEIdentity>
</StandardAuthenticationOnly>
</PrimaryProtocol>

\}

GE) B oTWABTRTOT T v FETILFlexVPN F 2 R UIZDONWT, IRD A B —I R FHR
REINET,

*Jan 22 22:52:09.833: %$SYS-5-CONFIG P: Configured programmatically by process Crypto INT
from console as console
*Jan 22 22:52:09.840: SLINEPROTO-5-UPDOWN:

Line protocol on Interface Virtual-Access2,
changed state to up

FEHZ DWW TIE, kDY > 7 T AnyConnect 7 7 A 72 h 30D R¥ =2 A hEZBL T
él/\o

https//wwwi.cisco.com/en/US/docs/security/vpn_client/anyconnect/anyconnect30/release/notes/anyconnect30m html#wp 1268255
FlexVPN H—/\—DEHTE A%

FlexVPN H—/X\—D IKEv2 7O 7 7 1 JLDETE

ZDE AT TlE, AR IKE2 707 7 AL 2= RIZIZ T, FlexVPN #— R— D& E

WCEEZR IKEV2 7R 7 7 AV a< 2 RIZOWTHH LET, EARKARIKE2 717 7 A LD

FRE S IEIZ oW TIE,  [Configuring Internet Key Exchange Version 2 (IKEV2) ] #8EE ¥ = — /LD
[Configuring IKEv2 Profile (Basic)] % A7 &ML T 72 &0,

DX A7, FlexVPN b —_R—D IKEV2 702 7 7 A VERETAT-DICETLET,

FlexVPN 4 —\—0EE [}
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ATy T

ATy T2

ATvT3

ATvT4

ATy TH

enable
% -
¥#HE EXEC =— RZ2AMZLET,

Device> enable

Tua T NRRREINTZLRAT—=FREANLET,

configure terminal

1

rua—\ )L ar7 4 X¥al—ay B— NEBRBLET,

Device# configure terminal

cryptoikev2 profile profile-name

IKEV2 77 7 A N4 EEFZL, IKEV2 70 77 A/ a7 4 ¥ a2l —ar B— RERBLET,
1

Device (config)# crypto ikev2 profile profilel

aaa authentication eap list-name

i

Device (config-ikev2-profile)# aaa authentication eap listl
(fEE) IKEV2 UE— b7 7 B AP — "—DEIEP|Z EAP BREH O AAAGRIEY A M ZHEE L £,
s eap : M EAP — —ZFEELET,
e list-name : AAA FBFEY A R4,
authentication {local {rsa-sig|pre-share[key {0| 6} password}]| ecdsa-sig| eap [gtc| md5| ms-chapv2] [ username

username] [password {0| 6} password}]} | remote {eap [query-identity | timeout seconds] | rsa-sig | pre-share[key
{0| 6} password}] | ecdsa-sig} }

1 -

Device (config-ikev2-profile)# authentication local ecdsa-sig
O—ANERITY E— MO R EEELET,
srsa-sig : Wb HA & LT RSA-sig ZRE L £ 7,
epreshare: FBREARE L CHpEAX—2fBELET,
- ecdsa-sig : FRaE 7L LT ECDSA-sig Z457E L £77,
ceap: VE— MEIESFAE LTEAP ZfEEL £,
. query-identity : ¥°7 12 EAPID #RiVW &bt 9,

« timeout seconds : #x#] D IKE AUTH J&& 23K L T2 Bk D IKE AUTH 3R % 5% 17 B D £ COHIR 27
HALTHE L £,
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GE)

FlexVPN #—/3s— IKE2 70 77 A LEE [

H— j]fl/muuﬁjj_ti 1 /)L/b)#éﬁ/c% FHAN, UE— ]‘nunﬁji_t i%ﬁi&jﬂé‘fﬁﬂ(% 9,

RTYT6 KOWTNNEIIE ST EFATLET,
» aaaauthorization user {eap | psk} {cached | list aaa-listname [aaa-username | name-mangler mangler-name]}
* aaa authorization user cert list aaa-listhame {aaa-username | name-mangler mangler-name}

1 -

Device (config-ikev2-profile) # aaa authorization user eap cached

51 -

Device (config-ikev2-profile)# aaa authorization user cert list listl name-mangler manglerl

2—F—RAAD AAA TR A b & a—F =42 iEE LET,

e user : :1'_“5- ntuj‘ff? Liﬁ'o

ecert: t

uﬁwi%ﬁiﬁﬁ LTH‘LHE%X TOMENS D Z ké"j: Ljﬁjﬂo

ceap: ETIXEAP M L Gt 22 T A ERSHH Z L ZHBELE T,
‘pSk . t°76i$ﬁﬁi?7ﬁﬂ%*‘%1ﬁfﬁ LTH‘LEE%X iéﬁ‘gﬁ)d‘%é CE%? ﬁbi‘?“o

s cached : EAP FRGEEHICZME LB E /21 AAA FRiEFEX—0 0BG LZEEEZ Xy v 2954
ERHDHZEETRTLET,

« aaa-listhame : AAA 50U R M4,
+ aaa-username : AAA RA[ELR CHERATAMLERH D 2—F—L &2 ELET,
« name-mangler : E°7 ID 225 AAA @B A — ¥ —4 & filiH 3% name mangler ZF5E L £,

« mangler-name : {14~ % name mangler,

GE)

s psk FAE S & eap FRFES ATl aaa-username 5138 F 721X name-mangler % — 7 — FKDR
FEIEET, HELR» o281, 7 IDA2—V—4 L LTHEHESNET,

s psk WRE S & eap WRAEST N TIX, £, cached F—U—RLlit ¥—U— K&
LC2o0a—HF—GBa[HDONY T M EARKFICRETCEET,

« cert AETIX X A 72554 (DN) O 7 ID i TX 22\ 729, aaa-username 5135 £
721% name-mangler & — 7 — RO ENRMIE T,

RT9TT ROWTNNEIIH T EFATLET,
 aaa authorization group [override] {eap | psk} list aaa-listhame[aaa-username | name-mangler mangler-name]
* aaa authorization group [override] cert list aaa-listname {aaa-username | name-mangler mangler-name}

&1

Device (config-ikev2-profile) # aaa authorization group override psk list listl

1 -

Device (config-ikev2-profile)# aaa authorization group cert list listl name-mangler manglerl

TN—TRHDO AAA RV A M a—HF—Z4%2BELET,

FlexVPN 4 —\—0EE [}
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B rexveny— -0 Ke2 To 77 LORE

sgroup : ZL—TERA[EIEE L ET,

-override:  (fEEE) MO~ — DT A —TRANDS DRMAELT 2 BE N H D & AIEE L E
To T7AN T, a—F—RBHEIMEES L ET,

ccert : BT IIREHEAZMH L CRRGEA T D MERNH L Z L2 RELE T,
ceap : U7X EAP i L CRlAEZ T 2R H L Z L 2 E L £ T,
epsk : ETIIHEAHEA X 2 L CREEA ST OMERH D Z L aEELET,
- aaa-listname : AAA Y A M4,
- aga-username : AAA R ATELR T3 2 ME R b 5 = — P —4,
s name-mangler : E°7 ID 225 AAA @B — W —4 & fliH 3% name mangler ZF5E L £,
« mangler-name : {14~ % name mangler,
G¥) o psk FRRES A & eap FBRES ATl aaa-username 5144 % 721X name-mangler % — 7 — RO 5
EIMEE T, HELARD»-HAE, 7 IDA2—Y—4 L LTHERASE T,

e psk FERES A L eap WRES A TIE, £ €41, cached F—U— N & list F—U— F &M
LT220a—F—=RaHDONY T M RIFFICRE TE £7,

s cert FFETIE X A 754 (DN) OB T ID 2 T /2=, aaa-username 5148
721% name-mangler & — 7 — NDOFRENMIE T,

AT w78 config-exchange {request | set {accept | send}}
11

Device (config-ikev2-profile) # config-exchange set accept
(EE) RERBA Ty a v ERMICLET,
e request : X ERHER A AN L E T,
eset RESBRERE Y N ATV a Vv EEPICLET,
. accept : RERXMER Y v FEZ T ANET,
esend : FXERME v NOREEAENILET,
GE) T 7/ NT, request 7 v a b set ST a VREMIRD 5,
ATv79 end
i

Device (config-ikev2-profile)# end

IKEV2 7’277 A4/ a7 4 FXal—3ar T— REKT L, K EXEC E— RICRY 4,

[l FlexVPN 4 ——DEE
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IKEv2 &R 7B DERTE

TDHR AT BFLT LT, IKEV2AHIZY

L. AAA =qidk

B2 RE
EX—2BELET, Z0O4FNT. VE—FIKEID $721X EAPID @ %/ 5

kev2 215 sz [

LET, ZNZEH L CRAFER DA A& A2 AL

BADIEE LI bIREL 3, T2 THEE LA ENL. IKEV2 7' 7 7 A WIZHETD
FronEd,
FIEDHE
1. enable
2. configureterminal
3. cryptoikev2 name-mangler mangler-name
4. dn {common-name| country | domain | locality | organization | organization-unit | state}
5. eap {all | dn {common-name| country | domain | locality | organization | organization-unit |
state} | prefix | suffix {delimiter {.| @ |\}}}
6. email {all | domain | username}
7. fqdn {all | domain | hostname}
8. end
FIIE D
AU RFEREETIVa Y B#Y
AT 71 |enable FiHE EXEC E— R Az LE T,
fil e NMAT— R AN LET (ERINTHE) .

Device> enable

AT w 72 | configureterminal JTa— )L a7 4 X2 lb—3ay B— FEEG
15'] : Li‘a‘o
Device# configure terminal

R w 73| cryptoikev2 name-mangler mangler-name KBS EIEEFR L, IKEVAFTTIDE 27 X2 b—
i - vary E®— REBMBLET,
Device (config) # crypto ikev2 name-mangler manglerl

ZFw 7 4 |dn {common-name | country | domain | locality | DN Gkhll%&) A4 7DV E—KFIDT, DT 4 —

organization | organization-unit | state}

1

Device (config-ikev2-name-mangler)# dn state

N RDOWT NN BAFIRIREL E T,
+ common-name
- country
+ domain
« locality
* organization

* Organization-unit

FlexVPN 4 —\—0EE [}
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FlexVPN 4 —\—0%%E |

ARV RFEEETIII Y B8
* State
AT 75 |eap {al|dn {common-name| country |domain |locality | # - 7773 EAP (Extensible Authentication Protocol)
| organization | organization-unit | state} | prefix | suffix | y =— | 1D 725 £ B URAE L £,
{delimiter {.| @ |\}}}
5 «all : EAPID &0 b4 I8 IRAEL £,
Device (config-ikev2-name-mangler)# eap prefix «dn:DN¥ A 7®DVUE— KEAPID DIRD T 4 —
delimiter @ V4% b@b‘j«ﬂﬁ)ﬁ‘%%ﬁﬁi)‘ﬁé Li—g«o
« common-name
- country
« domain
* locality
* organization
* organization-unit
» state
sprefix : EAPID O L7 4 v 7 ANHARINIR
ﬁ:‘: Li‘j‘o
« suffix : EAPID O 7 v 7 A BARITNIRAE
L\i—g—o
sdeimiter {.|@|\}: VT4 v T AETT 4
7 A& EITSH, EAPIDOT U I X 2fELE
7,
AT 76 |email {all | domain | usernamej} BFA—N ZATDYE—FIDNHLAFINIRAEL
i EE
Device (config-ikev2-name-mangler)# email username cadl : EA ANV EZATFTDYE— K IKEID &K
MOARIRIRAE L ET,
edomain: UE— MIKEID ® KA A 505
LZEIDIRAE L E T,
susername: U E— k IKE ID O —H —ZE4y
MOARIDIRAEL T,
A5 77 |fqdn {all | domain | hostname} XA THPNFQDN (FE&EHi KA A v 4) OVUE—Fh

1

Device (config-ikev2-name-mangler)# fgdn domain

. FlexVPN H—/\—®D

E—]

ax ;&

ID N HAFINIRELET,
«al : FQDN # 1 7® U &— k IKE ID &K 5
ARIBIRELET,
edomain: UE— KMIKEID ® KA A 50505
AHINIRAE L £,



| FlexvPN 4 —/\—nE
kev2 iR o —niE |

AU RFERET7TIV3 Y B#)
« hostname : U & — b IKE ID MO 7K A h & E55 )
OLARINDIRAEL £,
ATwv78|end IKEV2 A HiNEI a7 4 Fal—varE— REK
Bl - T L. ¥ EXEC £— FIZRY £,
Device (config-ikev2-name-mangler)# end

IKEv2 ZBRER ') & —DERTE

TDFATHFTLUTC, IKEV2 IR Y o —Z2RELET,

FIEDHE

enable

configureterminal

cryptoikev2 authorization policy policy-name

aaa attributelist list-name

backup-gateway string

banner banner-text

configuration url url

configuration version version

def-domain domain-name

10. dhcp { giaddr ip-address| server {ip-address| hosthame} | timeout seconds}

11. [ipv6] dns primary-server [secondary-server]

12. include-local-lan

13.  ipsec flow-limit number

14. netmask mask

15. pfs

16. [ipv6] pool name

17.  routeset { interfaceinterface | access-list {access-list-name | access-list-number | ipv6
access-list-name} }

18. routeaccept any [ tag value] [ distance valug]

19. routeredistribute protocol [ route-map map-name]

20. routeset remote { ipv4 ip-address mask | ipv6 ip-address/mask}

21. smartcard-removal-disconnect

22. gplit-dnsstring

23. session-lifetime seconds

24. routeset accesslist {acl-number | [ipv6] acl-name}

25. winsprimary-server [secondary-server]

26. end

©ENDOOHWN
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F gD FEH
ARV EFEREETIVa Yy B#)
A7y 71 |enable FiHE EXEC E— A AT LET,
Ik « NAT—REASLET (ERESNEHE) S
Device> enable
RFw 72 |configureterminal ra—)ar7Z4Xal—3ay T— N2
i LETS
Device# configure terminal
25w 73 |cryptoikev2authorization policy policy-name IKEv2 FBAEH U & — %48 LT, IKEv2 RAEA U
Bl S—REE— FEBELET
Device (config) # crypto ikev2 authorization policy]
policyl
25w 74 |aaaattributelist list-name AAA BED U A N EFRELET,
i GE) Zoa<ry FTEREINTND AAAJE
Device (config-ikev2-author-policy) # aaa attribute MY AN, Zue—Lar7 ¥
list 1listl L—g ) e ]\“CTE%‘@‘EMZ\%#&)
DET,
XFw 75 |backup-gateway string ERI0BEDONNy 7T v P —_R—LZAiEETxE
i - T ZONT A —ZIE, FAEHE Cisco Unity =2 & 7 o
Device (config-ikev2-author-policy) # Fal—va :/Ell\iéfg: >C7 ?/]) 7_:/ ]\ =7 7 .
backup-gateway gatewayl TadINET, TONRTA=HFIX, IITAT RN
AR Ny 7 T v 7 = N—FHE L ET,
A7 76 |banner banner-text NF—ZEELET, ZORT A—Fix, JEEYE
- CiscoUnity 2> 7 4 F = bL—a VEMHEICL - T
Device (config-ikev2-author-policy) # banner This 7 7 /r T ]\ &::@é,fg é “ij«o
is IKEv2
Z 5w 77 |configuration url url ar 7 4Xa2l—vaURLEZHEELET, 20
Bl - RT A=A %, FEFEYE CiscoFlexVPN =227 ¢ X =
Device (config-ikev2-author-policy)# configuration I/%f/i' Vﬁ'lﬁﬂ:c}: ST IAT &:ﬁé{%éﬂi
url http://www.cisco.com T VAT MIZOURLEHEHLT, =74
Fal—varyafyrum—RTEET,
X w78 |configuration version version AT 4 Fal—ar R "—arEEELET,

1 -

Device (config-ikev2-author-policy)# configuration
version 2.4

ZDRT A= %, FEFEYE Cisco Flex VPN =2 > 7 o
Fa2l—valEllilloaTrZ T4 72 MIEEE
NET, ZORTA—=F|T, a7 4¥al—3
Y URL LXEEN. 794 T IR X U r—F
T&EHZNN—VarriELET,

[l FlexVPN 4 ——DEE
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ev2 2iEK ) o—nEE |

ARV FFEREETIVa Yy

E:)

ATvT9

def-domain domain-name

1 -

Device (config-ikev2-author-policy)# def-domain
cisco

TT7HNE RAAL UVERELET, ORI A—
2%, FEEEYE Cisco Unity 2> 7 4 F o L—3 3
BT 94T MO EENET, 2o
TRA—=HIL, 7 TA T FOMERRREZRT 7 L b
RAL U aAELET,

ATy 710

dhcp { giaddr ip-address| server {ip-address|
hostname} | timeout seconds}

1

Device (config-ikev2-author-policy)# dhcp giaddr
192.0.2.1

VE—hTI78AI7ITA4T7 2 MZEIDHBTHEND
IP7 NL A% ) —292%DHCP — 1 —%¥ETEL
F7,

- giaddr ip-address : 7 — F U = A IP 7 R L&
(giaddr) ZfEEL £

« server {ip-address| hostname} : DHCP #—/3—
DIP 7 RLVAEIEHRA M ERELET,
RA AT, RERITHFRSNET,

« timeout seconds : DHCP ¥—/3—72 5 O SR E 4
B 2 D HEA THRE L £,

GE) FRET& % DHCP H—"—[T 1 DD &
T9, DHCP ¥— "—(F 7z — 3
=T 4 T T —T LR CRIE R HE
72T EDHHECTH D728, DHCP /X7 v
MIZa—N—F 4 T T =T
\CHRDE S IVE T,

ATvIN

[ipv6] dns primary-server [secondary-server]

51

Device (config-ikev2-author-policy) # dns
198.51.100.1 198.51.100.100

REWETIIAT vV MTEEEND, 794~V
BLXOtwh o FY RAAL 49— A (DNS) H—
NR—DIPT7 FLAZHEELET,

«ipv6: (X7 =) DNS H#— 3—D IPv6 7
RLUAZIEELET, IPv4d 7 KL AZFRET
512k, ZOX—U— KL Tavy REF[T
LET,

* primary-server : 7°7 A ~ U DNS H—/3—0D P
T R A,

« seoondary-server : ({EE) &% Y DNSH—
N—DIP T RL A,

ATvT12

include-local-lan

&1

Device (config-ikev2-author-policy) #
include-local-lan

2—VLAN 250 FET, ZORT A—21%,
FEUE CiscoUnity 2> 7 4 ¥ =2 L— 3 VEMElc k-
TII9A4T v MTEEESNET,

FlexVPN 4 —\—0EE [}
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ARV FFEREETIVa Yy

S

AT w713 |ipsec flow-limit number IKEV2 JGZA D IKEV2 dVTL & v & = UM T &
Bl - % 1PSec SAS D K& LE T, HiPHIZ 0 ~
Device (config-ikev2-author-policy)# ipsec 50000 T
flow-limit 12500 — N NP b
TN TlEa~vr RIEHTHY . dVTT & >
T avdbim ) OIPSec 7 1 —DOEUZHIRIZH » £ 4
huo fE 0 TiE, IPSec SA IIFFr] SN FEH A
AT w714 |netmask mask JIGAT U MIIPT RUAZEI DMK THYF T 2y
1 FOFRy b~AT7 ZHRELET,
Device (config-ikev2-author-policy) # netmask emask: 7%y h A7 7T RL A,
255.255.255.0
ATy 15 |pfs NRAT— Rtk X2 U7 1 (PFS) AL E
£l To TONT A —ZIL, FHAEHECisco Unity 2 7 o
Device (config-ikev2-author-policy) # pfs Fal—a V}%‘I‘i@:— N ?/( 7 ]\ 57_9@4% é
nNEd, ZORIFA=2X 7747 FTPFS
AT 2 EMEERRE L ET,
AT 716 |[ipv6] pool name VE—RNTI7HVAZTAT Y MIIPT KL A%EE
Bl - VUTEHEDOE—HILIPT RLA F— L% iEFR
Device (config-ikev2-author-policy) # pool abc L/EEer
sipv6: (A7 a ) IPv6 7 RL A F— %
FRELET, IPv4 7 RLRAEZRET HITIE,
IOXF—U—FRARLTavr FEFITLET,
ename: T —H /L IP 7 KL R 7 — )L D4 Hi,
GE) iplocal pool =~ > R&fifH L CTJ TIZ
EREINLTWAE—H/LIPT FL A
T NVEFEHTOMLERNDH Y T,
R TFw 717 |routeset {interfaceinterface| access-list a7 4 FXalb—TarE— RTETIZANI V—

{access-list-name | access-list-number | ipv6
access-list-name} }

51

Device (config-ikev2-author-policy)# route set
interface

[l FlexVPN 4 ——DEE

NEXE/NT A —X Z457E L. Border Gateway Protocol
(BGP) over VPN AR XN —F 47 7 h=aj
EFERITTEET,
sinterface: L — N A v F —T = A4 AFEEEL
ESc I

caccesslist : L— R TR U X NERELE
—a—o

. accesslist-name : 77 &2 U 2 N D4 T,

« access-list-number : EHEDT 7B R Y R R E
o
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ev2 2iEK ) o—nEE |

ARV FFEREETIVa Yy

E:)

«ipveIPv6 77 £ A U A R ERELE7,

Z 5w 718 |routeaccept any [ tag value] [ distance value] BTN E LN — e T4 NE YT L. FR
Bl - LON— e VAN VT HIZOIZH T EA B
Device (config-ikev2-author-policy)# route accept] Y )’57ﬁ§%fﬂ§ﬂ§l/EE7fo
any tag 10 cany : ET7NOLZELETRTONL— FEZT
AVET,
stagvalue : (A7 =) IKEV2IZ L - TEM
INTFHNL— X 71D ZfRELET, #
FiL 1~ 497777 T3,
e distancevalue: (47> 3 ) IKEV2IZXL - T
BMEN-ELv— FOBBEZEE L E7,
PHIZ 1 ~ 255 T9,
X w719 |routeredistribute protocol [ route-map map-name] ETMNSZELIELV— T NVEZ Y T L. FR
i - S5ON— b ALV A M=V TEHEDIZZTERAR
Device (config-ikev2-author-policy)# route 2 >,;7ﬁg%iﬂ§ﬁzl/jiiro
redistribute connected . protoool C— }‘@ﬁﬁaﬁﬁfﬁ@7oﬂ }\ 3}1/'(“’9‘*0
connected F 7= 1% static DWWV T D F—U— K
EHEETEZET,
s routemap map-name : (7T ar) V—XA
—T 47 Ta harnbior— 4 v
J7a haniin—reA R — 7570
W27 A NWEBT VBN DN — N~ v,
VY THERELRNE . TRTOL— FNF
B S E T,
AT 720 |routeset remote { ipv4ip-address mask | ipv6 Wty hT—2ZDIP 7 L AZHRELET,
ip-address/mask}
51
Device (config-ikev2-author-policy) # route set
remote ipv6 2001:DB8::1/32
AT w721 |smartcard-removal-disconnect Aw— R— ROWY 4L LY EH/H LET,

1 :

Device (config-ikev2-author-policy) #
smartcard-removal-disconnect

ZDRT A—=HF, FEFEHE CiscoUnity 227 4 ¥ =2
L—ya Vel T 947y MHE s E
To ZONRTRA—=HTIE, Av— K I— FREY
NENTZBEIT, 7I9AT v bty a w2k
THUNENDDZ EEEELET,
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ARV FFEREETIVa Yy

S

RATv 722 |lit-dnsstring BR10 BORERAL VA EIRETEEY, 20
Bl - XTA—=2IL, FHAEHECiscoUnity 227 f F 2 L —
Device (config-ikev2-author-policy)# split-dns v ‘/)%‘l‘%@: Lo Z/r 7k (:%{E*_é ﬂjﬁ?‘ﬂo
abel ZDNRTA=FF, 7T7AT Y bR TT7A4~x—F
Xy M=V IHERTL2UERNDD N AL 4%
ﬁiﬂbijqo
AT 723 |session-lifetime seconds IKEV2 v arDIA4 754 LaffELET,
i - « seconds seconds : #iP# % 120 ~ 25920000 T, 2
Device (config-ikev2-author-policy) # 4R~ 300 H Fﬁﬁi:w*ﬁéhiﬁdo
session-lifetime 1000
R w724 |routeset accesslist {acl-number | [ipv6] acl-name} a7 4¥Xal—varyEF—FREHLTYE—F
B - ETICT v a s TRy MERELET,
Device (config-ikev2-client-config-group)# route eacl-number : 772 J A &S (ACL) .
set accessmiist 110 ACL F 513 IPv4 ACL IO RFEETE £,
cipv6: (A Sz ) IPVOT /A hr—
YA (ACL) ZHRELET, IPv4 BiEZ
BETHIE, ZOF—U—ReLTavr R
ZETLET,
sacl-name: 77 A U R M,
GE) IPv4 7 RURAITEEHRED , T N7RT
JEAR YA NDHERETEET,
AT 725 |winsprimary-server [secondary-server] RENETI 7AT v MIEEESND, WD
Bl - Windows Internet Naming Service (WINS) H—/3—
Device (config-ikev2-author-policy) # wins 7 RV AZARELET.
203.0.113.1 203.0.113.115 . primary-server : 75 4 < U WINS H—/3—
IP7 RV A,
- secondary-server : (L&) &7 % U WINS
Y= =D P T FL X,
ATy 726 |end IKEV2 GBAEAR Y & —RREE— REf&T L, b
i - EXEC £— FIZRY £

Device (config-ikev2-author-policy)# end
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FlexvPN +—/ s—0iR 5 ]

FlexVPN H—/\— D ¥ 5451

{51 : FlexVPN H—/\— D& F
5l : EAP Z{ER L TE7 %R 57=D FlexVPN H—/N\—D KR TE

ZOBITIE, EAPZEH L CE T Z38GET 2729, FlexVPNHV—"—%RET L HEZRLE

B

aaa new-model
!
aaa group server radius eap-server
server 192.168.2.1
!
aaa authentication login eap-list group eap-server
!
crypto pki trustpoint trustpointl
enrollment url http://192.168.3.1:80
revocation-check crl
!
crypto ikev2 profile ikev2-profilel
match identity remote address 0.0.0.0
authentication local rsa-sig
authentication remote eap query-identity
pki trustpoint trustpointl
aaa authentication eap eap-list
virtual-template 1
!
crypto ipsec transform-set transforml esp-aes esp-sha-hmac
!
crypto ipsec profile ipsec-profilel
set transform-set trans transforml
set ikev2-profile ikev2-profilel
!
interface Ethernet0/0
ip address 192.168.1.1 255.255.255.0
!
interface Virtual-Templatel type tunnel
ip unnumbered Ethernet0/0
tunnel mode ipsec ipv4
tunnel protection ipsec profile ipsec-profilel
!

radius-server host 192.168.2.1 key keyl
I

15'] : 7‘)1/ jun..xn.[EO)T"&)O) FlexVPN -'j-_/ {_O)EQEE (%%B AAA)

WL, 7 —TIEAIZ FlexVPN Y —_"—%2 R ET D HEERLET, &

F 721X TACACS —/_"—TH D/ E AAA 2 U CTITWET,

aaa new-model
|

aaa group server radius cisco-acs
server 192.168.2.2
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|
aaa authorization network group-author-list group cisco-acs
|
crypto pki trustpoint trustpointl
enrollment url http://192.168.3.1:80
revocation-check crl
|
crypto pki certificate map certmapl 1
subject-name co cisco
|
crypto ikev2 name-mangler group-author-mangler
dn domain
|
crypto ikev2 profile ikev2-profilel
match certificate certmapl
authentication local rsa-sig
authentication remote rsa-sig
pki trustpoint trustpointl
aaa authorization group cert list group-author-list name-mangler group-author-mangler
virtual-template 1
|
crypto ipsec transform-set transforml esp-aes esp-sha-hmac
|
crypto ipsec profile ipsec-profilel
set transform-set trans transforml
set ikev2-profile ikev2-profilel
|
interface Ethernet0/0
ip address 192.168.1.1 255.255.255.0
|
interface Virtual-Templatel type tunnel
ip unnumbered Ethernet0/0
tunnel mode ipsec ipvi4
tunnel protection ipsec profile ipsec-profilel
|

radius-server host 192.168.2.2 key key2
|

Bl - HIL— TEEED =D FlexVPN H—/N\—®DEFE (O—7H)L AAA)

WORFNL, 7 N—TFIERIZ Flex VPN Y — " —Z 3R E T 5 HikZ L E T, ek, IKEv2FR
FEARY —ZAEHT o0 — IV AAA T L TITWE T, §REARY o—Tik, 207 4 Fa b —
TarE—RTIIAT 2 MIEET S, HEHED IPv4 35 L ONPY6 JEME, Cisco Unity, FlexVPN
BHEEZRELET, o, BBGERY >—i%, m— A UEHIZX LT, aaaattributelist =2~ >
NMzkoTa—F - LiIclEELET,

aaa new-model

|

aaa authorization network local-group-author-list local
|

!

aaa attribute list attr-listl

attribute type interface-config "ip mtu 1100"

attribute type interface-config "tunnel key 10"
|

crypto pki trustpoint trustpointl
enrollment url http://192.168.3.1:80

revocation-check crl
|

crypto pki certificate map certmapl 1
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subject-name co cisco

|
crypto ikev2 authorization policy author-policyl
pool pooll

dhcp server 192.168.4.1

dhcp timeout 10

dhcp giaddr 192.168.1.1

dns 10.1.1.1 10.1.1.2

route set access-list acll

wins 192.168.1.2 192.168.1.3

netmask 255.0.0.0

banner *C flexvpn server "C
configuration url http://www.abc.com
configuration version 10

def-domain abc.com

split-dns dnsl

split-dns dns2

split-dns dns3

backup-gateway gwl

backup-gateway gw2

backup-gateway gw3
smartcard-removal-disconnect
include-local-lan

pfs

aaa attribute list attr-listl

|

crypto ikev2 profile ikev2-profilel
match certificate certmapl
authentication local rsa-sig
authentication remote rsa-sig

pki trustpoint trustpointl

aaa authorization group cert list local-group-author-list author-policyl
virtual-template 1

|

crypto ipsec transform-set transforml esp-aes esp-sha-hmac
|

crypto ipsec profile ipsec-profilel

set transform-set trans transforml

set ikev2-profile ikev2-profilel

|

interface Ethernet0/0

ip address 192.168.1.1 255.255.255.0

|

interface Virtual-Templatel type tunnel
ip unnumbered Ethernet0/0

tunnel mode ipsec ipvi4

tunnel protection ipsec profile ipsec-profilel
|

ip local pool poolll 192.168.2.10 192.168.2.100
I

ip access-list extended acl-1

permit ip 192.168.3.10 192.168.4.100 any
permit ip 192.168.10.1 192.168.10.100 any
|

Bl - A—F—BEED -6 D FlexVPN H—/\—DERTE
WOFNE, 2 —Y —ZBIFMIC Flex VPN Y — "—Z2 & ET 5 HiEa R LE T,

aaa new-model
|

aaa group server radius cisco-acs
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server 192.168.2.2

|

aaa authorization network user-author-list group cisco-acs
|

crypto pki trustpoint trustpointl

enrollment url http:// 192.168.3.1:80
revocation-check crl

|

crypto pki certificate map certmapl 1
subject-name co cisco

|

crypto ikev2 name-mangler user-author-mangler
dn common-name

|

crypto ikev2 profile ikev2-profilel

match certificate certmapl

authentication local rsa-sig

authentication remote rsa-sig

pki trustpoint trustpointl

aaa authorization user cert list user-author-list name-mangler user-author-mangler
virtual-template 1

|
crypto ipsec transform-set transforml esp-aes esp-sha-hmac
|
crypto ipsec profile ipsec-profilel

set transform-set trans transforml

set ikev2-profile ikev2-profilel

|
interface Ethernet0/0

ip address 192.168.1.1 255.255.255.0

|
interface Virtual-Templatel type tunnel

ip unnumbered Ethernet0/0

tunnel mode ipsec ipvi4

tunnel protection ipsec profile ipsec-profilel
|

radius-server host 192.168.2.2 key key2
|

5 : IPv6 SREBIEIC L B IPv6 £y S 3 VD FlexVPN H—/\— DR E

WP, IPV6 XA FI v IJEE N VA H—T A A (AVTD) & v 3 HIZFlexVPN
Y= R—ZRETHIHEEZRLUET, ZOFITHE, IKEV2 FZIERY v —%2 A+ 50 —01
AAA TNV —TRGEE M L E T, IPve X EBMIL, IKEVFEIER Y o —D T CTHREINET,

aaa new-model

|

aaa authorization network local-group-author-list local
|

crypto pki trustpoint trustpointl

enrollment url http://192.168.3.1:80
revocation-check crl

|

crypto pki certificate map certmapl 1
subject-name co cisco

|

crypto ikev2 authorization policy author-policyl
ipvé pool v6-pool

ipvé dns 2001:DB8:1::11 2001:DB8:1::12

ipv6 subnet-acl vé6-acl

|

crypto ikev2 profile ikev2-profilel
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1 : AnyConnect 7O 77 A LDFH > O— FDEE .

match certificate certmapl

authentication local rsa-sig

authentication remote rsa-sig

pki trustpoint trustpointl

aaa authorization group cert list local-group-author-list author-policyl
virtual-template 1

crypto ipsec transform-set transforml esp-aes esp-sha-hmac

crypto ipsec profile ipsec-profilel
set transform-set trans transforml
set ikev2-profile ikev2-profilel

interface Ethernet0/0
ipvé address 2001:DB8:1::1/32
|

interface Virtual-Templatel type tunnel

ipv6 unnumbered Ethernet0/0

tunnel mode ipsec ipvé

tunnel protection ipsec profile ipsec-profilel

ipvé local pool v6-pool 2001:DB8:1::10/32 48

ipv6 access-list vé6-acl

permit ipv6 host 2001:DB8:1::20 any
permit ipv6 host 2001:DB8:1::30 any
|

{5 : AnyConnect 7O 7 7 A JLDA v O— KFDERTE

R OFIL, FlexVPN AnyConnect 71 7 7 A VDX 7 a— NERBEZRET H HEEZ R LET,

)

GE)

AnyConnect 7 7 A4 7> h vV v bkoua—n KR o— 77 A VTETE LEHA, IKEV2 T
AnyConnect 72 7 7 A VDX 7 u— RERARET H L, LERXML 7027 7 A Vins
AT TAALRAZHBICA Y e — FERET,

G¥)

a7y ANy ra— NERRIZK LT, HTTPS $—/3— (ip http secure-server) 7213 SSL
ANYU — (erypto ssl policy) DWTINEENZT L2MERH Y £5, T OBEREOM )77
[FIRFICA N 72 > TWDIEEIT, T3 ANFE(E SSL VPN #5t 22535 L. T3 AR
Ty ¥aTHAREMERH D 7,

no ip http secure-server
crypto ssl policy ssl-policy

pki trustpoint CAl sign
ip address local 10.0.0.1 port 443
no shutdown

crypto ssl profile ssl prof

match policy ssl-policy

crypto vpn anyconnect profile ANY-PROF bootflash:profile.xml
crypto ikev2 profile ikev2 profile

anyconnect profile ANY-PROF
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FlexVPN H-—/N\— DR EIZBH9 5 EMNE#R

EEEH

EhEEE RZaTFILEA L

CiscoIOS @2a~< > K [Cisco I0S Master Command List, All Releases.]
X274 avw R + [Cisco 10S Security Command Reference Commands A to

cl

+ [Cisco 10S Security Command Reference Commands D to

L]J

+ [Cisco I0S Security Command Reference Commands M to
R]

+ [Cisco 108 Security Command Reference Commands S to
VA

Cisco AnyConnect Secure Mobility | https://www.cisco.com/c/en/us/support/security/
Client anyconnect-secure-mobility-client/
tsd-products-support-series-home.html

IPsec DR IE [ Configuring Security for VPNs with | Psec

HEIE SN D57 /0= U X4 | [Next Generation Encryption,]

SRADTY ZHI YR—F

BLL] o

ADOURLIZT Z7EA LT, ¥A2amF s =7 |http//www.cisco.com/cisco/web/support/index.html
VP R— MR KRBIIERH LT 7ZZn, o
NoOUY—RF, V7 N =2THA A R—
LML THRELEY, YAa0RESLT 7 /1
DB EANIREE R LT T 572
DI LT ZE, 2D Web ¥ kLD
YV — T 7' AT HEEIE, Cisco.com D1 7
A IDBLOSZAT — FRLE T,

FlexVPN H—/\— D% F D REF

WDOFRIZ, ZOFY2— /LTt B LIEEICET2 ) U —XEHRE R LET, ZOFKIT, V7
o7 VU —RA LA U TEEREROYR—FREAINTZLEEOY T T VY —R7Z
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http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
https://www.cisco.com/c/en/us/support/security/anyconnect-secure-mobility-client/tsd-products-support-series-home.html
https://www.cisco.com/c/en/us/support/security/anyconnect-secure-mobility-client/tsd-products-support-series-home.html
https://www.cisco.com/c/en/us/support/security/anyconnect-secure-mobility-client/tsd-products-support-series-home.html
http://www.cisco.com/web/about/security/intelligence/nextgen_crypto.html
http://www.cisco.com/cisco/web/support/index.html
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FlexvPN 4 — i—n iz nitetEs [

FERLTOET, ZOMRERIZ., FCl B3 0RY . ZRUBEO—EOY 7 by =7 U —
ATHIR—FEShET,

77y b7 bDYR— P BIOV RV T MY =T A A=V OV R— MIBET L EHRE R
&9 %IZ1%, Cisco Feature Navigator Z i/l L 7, Cisco Feature Navigator |27 7 & 29 2|2
X, www.cisco.com/go/ctn IZFEE) L £ 7, Cisco.com DT B 7 MIMLEDH Y £/ A,

%= 4: FlexVPN H—/\— D % E DHEEEIEIR

FA T hDIKEV2
~y Ry R HR—
N

HERE# J1)—=x FERETR TR
VE—h 727%% 27 |CiscolOSXE | = DBEREIX. Anyconnect 3.0, FlexVPN /N»— K7 =7

Release 3.5S

74T, BXOVTI O~ /LF SA B — MMTxS
T3 IKEV2 VAR —hrLET,

WDa~wy RNEANFIIELINE LT, aaa
attributelist, backup-gateway, banner, config-mode set,
configuration url, configuration version, def-domain,
dhcp, dns, include-local-lan, max flow limit, pfs, pool,
route accept, route set interface,

smartcar d-removal-disconnect, split-dns, subnet-acl.
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