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Frx—r DR, BIXOREDH HFEHET = —  ORZENAREICZR D £7,

1=§E—C % 6HIEBﬂia)ﬁﬂlb M.

ZOT 7 H N MNEWETA—ZIE, FT=2— U ERFET DN, BT L o THEE SAVCFE#F
F = DOEEOEETE DN ELHIRLE T, FHEHAIGERETF = — 2 SR ZFE
LT, Fx=— U RiFORNCT TIEBEINTWD CAFFHELZ L —Z DI LRV L HICTE
F9, TOD, Fo—rHNOTXTOMAZZBMEDOE v 3 VZxh L THERIES N E
£

EETEHIHEFI—VNEER

ZOT 74/ MEETL—FIX, ETIZE - THEESNTFEHET = — K% L TV SRR
ENHHEA, TORETEHAHELMEHN L GEHEF = — 2 EE LE T, L—F BHEE
THDIL, ETICL s TEESINET = — 2 OFEAEL T T, BEEITGEAET = — 2 /(X
MHAZREL T, BT OfEHETF = — OFEHES X O —Z DEHETE 25EHEL2, fEEL
7oA MK L THERNCTEET,

FEBREF = — U D REDFHTT

PR nﬁﬁﬂi?l—/k@%ﬁﬁﬁ . REFEHD CiscolOS b T A FRA o MREREIZ R %
N LA liOT%%éhkﬁ%%%@ﬁbfﬁﬁg@t/F%ﬁ@ ITEET,

)

GE)  BIMGEZZERT DI T A RMRA U FRRESH, ETPERREHETF =— 28R L
WA, REEMTETERNZD &%%?:—/iﬁféﬂ\%@ 0 ET,
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| PKICOSEREDHAE & ULDDHRE
PKI =3 L CHEIEOHA S S UL ERET 55% [

A\

GE)  BREEAERTALIICRTARMRA L IRBESNTNT, BEFLOB KT A REA b
DRWEGEAIE, RETZT—TT, BAETHEAETF = — L OREEMHFETE T, FOLCAFEHA
ELEMNITEF A, ZOHFRAEF = — (TS TT,

PKI [2xf L TREBAZ DHFRAIB L UK ERTET 2 5%

AAA H—/N\— & D PKI B DERTE

BTN L > TIREEINFZEHEND AAA 22—V —Z %A L, EHENTAAA T—F ~N—
A A=W =L ORI T2 7 4 —V REIBET A%, ROFEEE2FITLET,

PKI coIREDH TS L UEBOEE I}
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B rav—n—roragangs

FIRDOHE

\)

(GE)  authorizationusername =~ > RTH 7V =7 hp b LTalF—U— REFHT LB, RO
FRFEEZBETILENLHY £,

s —HDAAA T —A—TE, 2= —HORIMVHIRSNET (L AIF 64XFET)
ZORER, AENFEOREKOY 7V =7 I, = A"—DHIFIRE L RS TEEH A,

« —EBD AAA Y ——TiL, 2—P—RIMATE LTy FAFIRESLET (& Z
i, A= () BLOES (5 2@HTERVWEERHY ET) . 20X RF
v FOHIREH H AAA I — =T, al ¥F—UV—FE2HTE £ A,

e T A RMKRA L FRED subject-name =~ RiE, LT L ERED AAA Y7V =7 b
VPRV A, FEAEESRICGESEM KA A >4 (FQDN) . v U 7 EE, £izidn—
ZDIPT RUARZGENTWDLEHEIR, BITENHNEDY 7 V=7 M7 4 — VR
WHINHDaryR— EREENET, 2 R—R &4 72T 512iF, fqdn,
serial-number, 3 L Wip-address D4 =~ RiZ none¥— VU — F&EH L x4,

o CAV— N—NFERHEEZRITTDHE, CAV ==, BRLEV T2 M7 41—
NEERTHZENBY ET, 2Lz, —HOXRUZ—D CAV—"—nNER LIV
Y/ NAOMRERRI4 (RDN) %2 CN, OU, O, L, ST, BLOCIltUlv Ex x4, 7=
2L, B CAY—"—F, FRELZLDAPT 4 L7 F VU Jb— |k (O=cisco.com 7% &) %
FORL7eH 7 V7 NMAORBIENT 2560860 £77,

G FEAEDFRRAICERT LY — k> Tk, 7Y =27 F4 O RDN OFEIRINERE 73 5 72
HZENHY ET, CiscolOS Y 7 b v =7 Tik, HEENFINO RDN ZEHICRKT L E
7%, Open Source Secure Socket Layer (OpenSSL) 72 & D, oY 7 b7 =7 Tik, HE
ER R ORDN 2 Jc8HIC TR LET, LT, eaRisl4 (DN) (H7v=2 kb
4) EFFOAAA = A= RIET D2 =P =4 & LTRET DHBIE, CiscolOS Y 7 b
Va7 AZAN (DFED, HEENEIKO RDN ZEHICER) BEHsh s L%
MR LT EEN,

E

radius-server host hostname [key string]

enable

configure terminal

aaa new-model

aaa authorization network listhame [method]

crypto pki trustpoint name

enrollment [mode] [ retry period minutes] [ retry count number] url url [pem]
revocation-check method

exit

authorization username subjectname subjectname

authorization list listhame

©ENDGO LN

=y
=
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a5 —i—s o P ganEz [

11. tacacs-server host hostname [Kkey string]

FE D
AU RFERETIVaY B

RTwvF1 |enable M EXEC E— KA LET,
£ e MATU—REANLET FERENTHE)
Router> enable

R wF2 |configure terminal Jua—r )L ary 7 4 ¥al—gy ET— REElG
1 - LET.
Router# configure terminal

AT w73 |aaanew-model AAAT VB A3y ha— L EFLEA F—T T
i LETS
Router (config) # aaa new-model

XFw 74 |aaaauthorization network listname [method] Iy MU= ~Da—%— T 7 REHIRS 58
15“ : ?)‘h§€f§£iﬂbij—o

» method : groupradius, grouptacacs+., F7-1%

Router (config)# aaa authorization network maxaaa s e
group tacacs+ group group-name Z i€ TE £7,

AT w5 |cryptopkitrustpoint name RZARRA Y PBRUORESNIARTZES L
- T.CAFTFAMRA b a7 Falb—vay

FT— FEBLET,

Route (config)# crypto pki trustpoint msca

2w 76 |enrollment [mode] [ retry period minutes] [ retry count | CA oW D& EE/RT A — & 2 EE L E9,

number] url url [pem]

1 :

Router (ca-trustpoint)# enrollment url
http://caserver.myexample.com

ER

Router (ca-trustpoint)# enrollment url
http://[2001:DB8:1:1::1]:80

o (fEB) CA VAT ANEER (RA) Z4Rft
T 584, modeF—U—KELTRAE—FR
EPRELET, T 74/ T, RAE—FiX
12 G

« (fEE) retryperiod & — U — KI5 X O minutes
UL, CAIZHIDEAEEREZXETHET
J— & RS 2 B & S B THRE L £9
BMEIZ 1 ~60 TT, 774/ MI1TT,

« (fEE) retry count % — 17— K3 X U number
ST, ERTOERICRTT D0 & — 2 3%
BELRWE, — 4 MAFHEER 2 FAE
LEHEAEEE LET, ARRMEIX. 1~100T
T T 74N ME10 TT,
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ARV FFEREETIVa Yy

S

curl BIEIE, V—F DEERAEER A EET D CA
@ URL T,

GE) CiscoIOS U U — R 152(1)T Z & A
T 5HE, IPv6 7 KL A% http: %
geAFRICEMTEET, bk
X, http://[ipv6-address]:80 TI~,
URLADIPV6 7 K L A [XHEINCPH
CMERHY ET, HHTELE
DA D7 U B B EEHIC
Wi, 2~ RV T77 LR~
=aTVEZRLTIIEI N,

o (£EE) pem ¥—U— K&, GEBEZERICY
S AN —(k A —/L (PEM) OER A8
LiTo

X5 w7 |revocation-check method LR IEHEDLGAT—H R EF v 7 LE
K EE
Router (ca-trustpoint)# revocation-check crl

ATvT8 | exit CAFTFARRAS v bar7 s ¥al—varE—
- RERTL, Zo— b ary 7 Xalb—vay

T FIZRY £75

Router (ca-trustpoint)# exit

w79 |authorization username subjectname subjectname | AAA == —F—4& OREEEIZ{FE 3 5 F/n A ZERE

1 :

Router (config)# authorization username
subjectname serialnumber

B PKI COEREOHAL L UVRHDHE

T A=V RDNRT A= ERELET,

subjectname 518U iX, IROWT N EFRETE
R

call : FEEORRA (FrAHEA) 2K,
« commonname : FiEE D ILiEA,

« country : AEFHED[E,

« email : FEEDOET A —IL,

e ipaddress : FEBIZED IP 7 R L A,

« locality : iEBAE O Hiik,

« organization : FIEFIE DA,

« organizationalunit : FiEBAEEORLKL AT,



| PKITOBRENHATLELUELDOHE
t5Inva—ssvvoevt |

ARV EEEET7Ia Y B#)
« postalcode : FEREDOEEE 5,

« serialnumber : GERAED U T LE S,
e state : REFIFEOINT 4 —/L K,

* streetaddress : EREO LT,

s title : REFAE D X A b,

« unstructuredname : FEFAEZDIEARL,

X w710 |authorization list listhame AAA AU X N EHELET,
{1

Route (config)# authorization list maxaaa

AT w711 |tacacs-server host hostname [Key string] TACACS+ 7R A F & F5E L £,
&1 E e

P
Router (config) # tacacs-server host 192.0.2.2 key RADIUS A ]\ %?Eﬂi Liﬁ‘o

a_secret key

51

radius-server host hostname [key string]

1 -

Router (config) # radius-server host 192.0.2.1 key]
another secret key

SO a—T4209DEV R
CALNV—EWDA L EZT I arDhL—A (AvB—UFA7) WZETHT ANy I RA vE—
THEFRT HITIE, debugceryptopkitransactions 2~ > REEH L3 (o7 v h a5
LTLEE, T2 TIE, AAA Y — =51t ORTh L7- PKIFEA . B8 ELPNAAA H— " —7%2
Bl DRI L PKIFEERLET) &

B L= #

Router# debug crypto pki transactions

Apr 22 23:15:03.695: CRYPTO PKI: Found a issuer match

Apr 22 23:15:03.955: CRYPTO PKI: cert revocation status unknown.

Apr 22 23:15:03.955: CRYPTO PKI: Certificate validated without revocation check

[CRYPTO_PKI_AAA] L FRENTWVDHEITIL, AAARAF = v 7 OREERLET, %
AAA AV XT BREN, BATF = v 7 OFFRPERESNET,

Apr 22 23:15:04.019: CRYPTO_PKI AAA: checking AAA authorization (ipsecca_script aaalist,

PKI coIREDH TS L UEBOEE I}
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B rvamExs—sz2Frvs0smin= L 0BE

PKIAAA-L, <all>)

Apr 22 23:15:04.503: CRYPTO PKI AAA: reply attribute ("cert-application" = "all")
Apr 22 23:15:04.503: CRYPTO PKI_AAA: reply attribute ("cert-trustpoint" = "CAl")
Apr 22 23:15:04.503: CRYPTO PKI AAA: reply attribute ("cert-serial" = "15DE")

Apr 22 23:15:04.503: CRYPTO PKI_AAA: authorization passed
Apr 22 23:12:30.327: CRYPTO PKI: Found a issuer match

LR L =34

Router# debug crypto pki transactions
Apr 22 23:11:13.703: CRYPTO PKI_AAA: checking AAA authorization =

Apr 22 23:11:14.203: CRYPTO PKI AAA: reply attribute ("cert-application" = “all”)
Apr 22 23:11:14.203: CRYPTO PKI AAA: reply attribute ("cert-trustpoint"= “CAl")
Apr 22 23:11:14.203: CRYPTO PKI AAA: reply attribute ("cert-serial" = “233D")

Apr 22 23:11:14.203: CRYPTO PKI_AAA: parsed cert-lifetime-end as: 21:30:00
Apr 22 23:11:14.203: CRYPTO PKI_AAA: timezone specific extended

Apr 22 23:11:14.203: CRYPTO PKI_AAA: cert-lifetime-end is expired

Apr 22 23:11:14.203: CRYPTO PKI_AAA: cert-lifetime-end check failed.

Apr 22 23:11:14.203: CRYPTO PKI_AAA: authorization failed

EREDRIG L 72T, REITEARZ L TV ET,

SMRERTF—BRFIYIDEMA N XLOBRE

SERHERGI A H =X (CRLE721Z0CSP) & LTCRLZFEL. PKIDFFHED AT — & R
Ty 7 T5HI0E. WOEELZFIATLET,

revocation-check A< > K

revocation-check =~ > RZ&ZFEH L., 7 OFEAENEICINTWRNWI L 2HERT H720
DS (OCSP., CRL., 7213k F v 7 DAF ) 2077 b 1 DELET, HE
DI RERET DA, FREBEATDIEFIL. Zoa~y FTHRELEERICRY £97,
JL—Z T TTREZ: CRL 372 <, W CRL b UG T W4, 5% OCSP H—
N=NTT—ZRTHEE, REITnoneF—U— REZEDRVNEY | L—F T T DI E
ZHEAELET, none ¥ —TU— REHELLGE, KT = v 7 I3ETEINT, EIEILFIC
ZIFANLGNET,

)

GE) FIABRA L TR FT = 778 Tnone] ICEEINDE, FT A MRA L RO CAFEIHE

WCBEMT O TWA CRL Fv v aNZ U T ENET,

OCSP H—N\—EDF UV RABXUVETRIE

OCSPE{E+5 L. OCSPY— _—L DT EERIZ, OCSPEXRICET I 2 (EARA
B BT 74V b TRESNET, FUrRAEFHTAZLICLD, BT L OCSPH— 3 —[H]
\ZE % o 7 TEEEOEVIEETF ¥ RABHSL SN E T,

OCSP H—_—RF o2& PR —F L TWRWESIT., T ADEEEZT 4 B—TNICTEE
T T, OCSPH— RO~ ==2T7 LV ESR LT FFE0,

B PKI COEREOHAL L UVRHDHE
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ocsp4—i—tnrozssveTiEE

1R BHIIZ
« VI AT v MIEAEERITT DRI, V= "—TH#ib 2% E (CDPDOERER L) #ITH 4
ERHY ET,

¢ OCSP Y — =5 CAY—N—DRWAT =X A% KT X HITRET D & XL, CAY—
N—FEAT LT OCSP IS E B4 GEHESL OCSP — _—CHRETHLERH Y £, B4
FEAENIELWTZ +—~vy FTHDZ LR L T EEV, BAMAFED 7 +—~< v |k
DIELL 2WGE, v—21E, OCSP & Z<B L8 A, #EMIZ OV TIX, OCSP O~
ZaT N ESRLTLEEN,

N

GE) «OCSPZ, HTTP 2 L TA v — Y ZHEET DD T, OCSPH— =27 7 LA § 5
(CBIEN AT DHAERH Y 7,
¢ OCSP h— "=, RNAT—H ADF = v 7 Zi@% O CRL ABRITIKITF L TV DA,
CRL MEIEIX OCSP IZ b ShvE 4,

>
FIEDHE
1. enable
2. configure terminal
3. crypto pki trustpoint name
4. ocsp url wurl
5. revocation-check methodl [method2 method3]]
6. ocsp disable-nonce
7 exit
8. exit
9. show crypto pki certificates
10. show crypto pki trustpoints [status| label [status]]
FIEDEEHE
ARV EFEEEFT7IV3 Y B#)
ATwv 71 |enable FiME EXEC E— REAMIC L E T,
£l - e MAU—RZ AN LET FERENTZHE)
Router> enable
AT w2 |configure terminal Jua—r)ary 7 4 F¥al— gy ET— ReElh
i - LET,
Router# configure terminal

P cOEREOH TS L UE0HE Ml
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PKI COFEREDHAE L UEMOEE |

ARV FFEREETIVa Yy

S

AT 73 |crypto pki trustpoint name FZAMKRA L PBRORESNAREZES L
- T.CAFTRAIRA L Pary74Fal—ay
FT— FEBLET,
Router (config) # crypto pki trustpoint hazel
RTwF4 |ocspurl url url 5130%. R A MARA > FRGERHEAT —F X
i - &F =/ TEHEHICOCSP #—/3—0D URL #
FRELET, ZTOURLIE, FEFFED AIA JEIEEIC
Router (ca-trustpoint)# ocsp url ?Eﬁiﬂéhfl/\%) OCSP ‘H-‘—/{‘—@ URL (ﬁ@ﬁ‘é
http://ocsp-server B0) & LBE LET, RELLET A RRA LR
Fi WZBES 53 R TOREAFIL, OCSP #—/3—IZ
Lo TGRS SN ET, MMATAREZ: URL (X, A A b
Router (ca-trustpoint)# ocsp url %\ IPv4 7 }‘ I/X\ ifi 1L IPv6 7 }‘ LA ”C“?‘ﬁo
http://10.10.10.1:80
FiX
Router (ca-trustpoint)# ocsp url
http://[2001DB8:1:1::2]:80
R w75 |revocation-check methodl [method2 method3]] SEAEORNA T —F AT =7 LET,
£l scrl : CRLICE - CitlEEZF = v 7 LET,
NN T 7N NDA TV a3 TT,
Router (ca-trustpoint) # revocation-check ocsp none
enone: FFAEDF = v 7 MR L E4,
socsp : OCSPH——IZ Lo CitEEZ T = v
7 LET,
2F/HE E3FHOFELEE LGS, SEILE
DEAIOFETE T —PREINTHE (F— =)
Z o LTWAEGERE) IRTERSNET,
AT w76 |ocsp disable-nonce (fE&) OCSPH— "—L T HR\ET D & &I,
i - T v A (OCSPEERICEAS 2 ARG #) 23508
SNRNEDITFHRELET,
Router (ca-trustpoint) # ocsp disable-nonce
ATy 1 |exit Ta—N\)Lary7 4 Xal—vay EB—RIED
15'] : iﬁ—o
Router (ca-trustpoint) # exit
ATv78 |exit Kt EXEC T— FICREY £7,
1 -

Router (config) # exit

B PKI COEREOHAL L UVRHDHE
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angonTssvsnngE [

aAv U RFERET7TIVaY B#)

RTw 79 |show crypto pki certificates (ER) FEAFCHET 2ERERTLET,
Router# show crypto pki certificates

R T 710 |show crypto pki trustpoints [status|label [status]] |/ —Z|ZRESIIL TS R TR FRA > MZEIT 3

Router# show crypto pki trustpoints

sz 2R LET,

SEAE DRI B L VR DERTE

FAERAEN—Z ACL OFRE, K F = v 7 £ LI-GEHEOEE, FENCL 27 7 40

k@ CDP O EEE . FEHIZ X D OCSP ——FED LEX, CRL ¥+ v 7 D%
By HOWTEHAES Y TLEFICESS By v a v OSZHAESORELEIT O I, BEIZ
I U CTIROVEEZFEITLET,

KNF Ty BRI DK DICEEAEA—X ACL 255 %E

FEFAENR—ZA ACL Z2EH L C, KT = v 7 B L ORGGFEAELZBE T2 L0 — X &27%
ETHIZE, WOTFNEEEITLET,

cHEFED R T A RRA LV FOFRBE I T OFEHEORKGECHER SN DH LW R T & bR
A EERLET, PTAMRAS U IREEFIESN TOARWEESIT, BFEL TLEE
W, MBI LT, —HEZD FTAMKRA L MIBERTE 9, match certificate =
~ > K& siprevocation-check ¥ — 7 — REZEHT 5561, N7 A MKRA v Mot
va @ CRL ZHBELRNTLIEEN,
SEFHEBAO CRL 2 F = v 7 T AMERRWGEHEOEA O L . BT 2 0LER D
D RNFERAEOBE A ORFE 2 1B L FE T,

HIDAT v 7 CHER LT — BT Dt E~ v 72 ER L ET,

RO FNETYER E72ITFRE L7z 7 A hARA > MZ, match certificate =~ R & skip
revocation-check % — 7 — | match certificate command & allow expired-certificate = —
U— RZBMTEET,

GE)  FEHFE< Y IE ETOLF—AFy v a2 STV OLE TR INET, Lz,

ETICE S TARF =R F v v a3 TBY, iEHE~ Yy 7R 7 X hRA v MBS Hh

TREAFEEREIE SN D & FEHES v TRAMIRD £9, ZRICKY . AR EERS
M, BUEIFEEIE SN TWDREREEL RS T4 7 0 MR EER T L2 L2 EET,

PKI coIREDH TS L UEBOEE I}
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B av=rnocrosmcssrss

FEBAEAND CDP DFEIZ KD LEE

Z—H— L, FEICERE L= CDP CTREHEN® CDP % F#E & T& 9, FEHED CDP OF
2L D EEEIE, FFEOYT— =N REMFH T & 2 WIGAIER] T, LD CDP &t
SFAEOTRTEZEEBITLARLS Th, FHEDCDP Z URL £7/2137 4 L7 R UHEEICHE X #
ZBHTENTEET,

FHIZKHBHAED OCSP H—/N\—BREDLEE

BHFIT T T4 T > FREBHED Authority Information Access (AIA) 7 ¢ —/b RIZHRE Sz,
FE/olTocspurl 2~ REFIT L CERIE 72 OCSP Hh—"—DREfl%E FEE TEET,
match certificateoverrideocsp =~ o F& M2 & 1 DEITEHD OCSP h—1"—% 7 7
AT MNEAETEIC, FRIFIZITA4T 0 MEHEO V- T LICFEITIEETEET, K
hF = T T4 7 MERENGTEHE~ » ZICEFICRE S 72846, match certificate
overrideocsp 2~ REFRITTHE, 7747 hEBHEAIA 7 4 —/V RE =T ocspurl 2~
VRBRENEEXINET,

)

GCE) 1207747 FEHEIZIE, OCSP H—1_—% 1 D FHEETE T,

CRLXvwSaayhbOo—)LOEE

T AV RTIE, BUEF ¥ v 2 SN TS CRLAKST 2L, BLWCRLAY U rm—F
ShET, FEAEIL. ol cachedeete-after =~ FZR{TL T, CRL ¥ v v ¥ 2 |[TfRFFS
N2 IR (S EAL) 2R ET 57, orl cachenone =~ R&E3fTLCCRLF v v =2 %
Wz & F9, corl-cachedeete-after =~ KE7-lZ crl-cachenone =2~ ROLEIRE T
EF4, NTARMRA L MIMGDa~y Re AN LIEGEIE, RICFEITSINTCa~y RBRER)
WY, Avbt—UnRFERINET,

crl-cachenone =~ > K £ 721 crl-cachedelete-after =~ FOWTNEFEITL TCHIHMEF v
Va2 EN TS CRLICEZEIIH Y 8 A, crl-cachenone =~ REZRELTZHA, Do~
Y RERITTDHE, XU e— RENTETXTOCRL TF v v =SvEH A, col-cache
delete-after =2~ RERELTZEGAE, Z0Oa~y ROFBITRICREINIZTA 7 XA LZTNH
Zora— RSz CRLICERELET,

ZOREIEL, CANRKRE A ZFREETICCRLZFITT 256, HDOWVITR AP B HZ £
BORFIZICIH > T D EARITEL L £,

SFRRZEDLYTF7ILE SRy 3 OV FA—LDETE

FERAERGEESR DN v a v D R T A MRA VMo TRIFANONS, £RIFELEESND
LOICEEAZE D T A ER S ERETEET, iAZEOV Y T AEK STy arar he—il
LoTE, FEAERELEAH TH-ThH, By a VMESEINDIEARH Y £3, FEHED
VIUTNE Sy aryay be—d, serial-number 7 ¢ —/LV RERFOFEHE~ v S E -
1L AAA BED W02 # ] LT cert-serial-not =~ R CTRETE £,

B PKI COEREOHAL L UVRHDHE



| PKITOIEREDHAS S VEDDRE

AREOLUTLESEyLay oy ro—LoEE |

toyvararyhbo—WGERAE~Yy 7 E2ERT L L, FEEIL. 1 DOFEAEV Y T LES
FIRETEET, AAABRMEZFEHTA L, HHEETX. By ary o ba—IZGiEHEYY
TNEEERETEET,

1R BRI

REE~ » 7% b7 A RARA v MCBEM T DRNS, M T A MRS hE2ER L, REET
HMEEND Y T,

« CDP A — 7 A FEZ AT 5. E£7-1E serial-number =~ > REFITT HH0IZ, FE
i~y TeRETDLERDH Y £,

PKI & AAA P — =L DEEIE. FEHEAT—X AD7=0HO PKI & AAA —/3—D
HEl OFHDOEBYIC AAA BMEEFH L CERIZETTOLENRLD £77,

FIRDHE
1. enable
2. configure terminal
3. crypto pki certificate map label sequence-number
4. field-name match-criteria match-value
5. exit
6. crypto pki trustpoint name
7 WONWTINEFEITLET,
* crl-cache none
« crl-cache delete-after time
8. match certificate certificate-map-label [allow expired-certificate | skip revocation-check |
skip authorization-check
9. match certificate certificate-map-label overridecdp {url|directory} string
10. match certificate certificate-map-label override ocsp [trustpoint trustpoint-label]
sequence-number url ocsp-url
1. exit
12. aaanew-mode
13. aaaattributelist list-name
14. attributetype {name} {value}
15. exit
16. exit
17.  show crypto pki certificates
F gD FHH
AR RFEREET7TIVaY EL:y
ATy 71 |endble FiHE EXEC T — FE AT L £ T

1 -

e NRAU—RE AN LET @EREINEHD) .

PKI coIREDH TS L UEBOEE I}
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ARV FFEREETIVa Yy

S

Router> enable

5w F2 |configure terminal ra—sYb ary 74 Xalb—ay ®— Fekh
1§| : L/i‘a—o
Router# configure terminal
X w73 |crypto pki certificate map label sequence-number SERAEICBWT, —HTAMLELRHAEEIT—
Bl - TOUENRMEZER L, CATEHE~Y v 7 2
TA4F¥ a2l —var EB— RERBLET,
Router (config) # crypto pki certificate map Group|
10
Z 5w 74 |field-name match-criteria match-value | DEFITEHEOGHET — L FE, ZhbD

1 :

Router (ca-certificate-map) # subject-name co
MyExample

B PKI COEREOHAL L UVRHDHE

T A=V FO—BEBEBIORE T SEEZEEL £
B

fild-name (2%, IROWT DA RIS (KL
FLINFEZXB LAV o AMEEELE
7,

« alt-subject-name

* expires-on

* issuer-name

* name

* serial-number

* subject-name

* unstructured-subject-name

« valid-start

Gx) A7 4=V RFO7 x—<v M, dd

mm yyyy hh:mm:ss & 7213 mmm dd yyyy
hh:mm:ss T3,

match-criteria |23, ROBBEE 7O W
BELET,

eco: Ety BHIBLOVITAES 74— R
TOHRERN)

ceg: LW (&HEL, YU TAE S, BIOHSM
7 4 —V R THZ)

cge: ULk (Aff7 4 —/v R TOHRELR)
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ARV FFEREETIVa Yy

E:)

oIt : K (HfF7 4 —v RTOHERN)

enc: HFERV GRIBLXOVY TNAEEST 4 —
v R TOHRER))

ene: HELLI 2 &H, VY TAE S, BIY
HEP7 4 —v R THER))

match-value I%. match-criteria TE|I Y YT H N7
FIEAFZERA L CT A N BARITEZIZAAT
TO

GE) Zoawy FiX, GEHESR—ZACL %
RETHHEEITETEHA L, KhF =y
T FETNIRG UG E A R 5 &
INFEHER— 2 ACL ZRET D HH
I LN TL &,

ATw S5 |exit Ja—\)Lary7 4 Xal—yay E—RIIED
£ ESXR
Router (ca-certificate-map) # exit

AT 76 |cryptopkitrustpoint name RIARRA Y FBLORESNZARIZES L
451 - CT.CANTFAINKRASA v bar T X2l —v g

t— F\;&Eﬁﬁé\biﬁ—o

Router (config) # crypto pki trustpoint Access?2

ATvTT | ROWTINEFITLET, (EE) T A MARA » MIBEMT Bz 3 T

- crl-cache none

« crl-cache delete-after time

11 -
Router (ca-trustpoint)# crl-cache none

1 -

Router (ca-trustpoint)# crl-cache delete-after 20

DCRLOCRLF¥ v T HERICT 4 —T L
IZLE,

crl-cachenone 2~ R&EFEITLTH, BES v v
TaINTWD CRLIZEETH Y $HA, 202
VU RBRRESNHICF Ty — RId T
D CRLIE, Fr¥vrashEdi,

(EE) BT A RAA > MCBEMIT BT )T
D CRLIZBHL T, CRLAF ¥ v ¥ 2 |ZRFFEN5D
AR ZEE L 7,

stime: CRL 23HIBR S 5 £ TOREE (H

fin) .

crl-cachedelete-after =~ R&FE/TL T, BifE
FyrviaINTWADCRLIZEZEITILD $H A,
WESNT-FTA T7EZA LT, ZOavy RPHRES

PKI coIREDH TS L UEBOEE I}
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ARV FFEREETIVa Yy

S

NIBIZF U rm— RSz CRLIZIFICRE L %
TO

AT w78 |match certificate certificate-map-label [allow (&) FEM#~—2 ACL (crypto pki certificate
expired-certificate | skip revocation-check | skip map =~ RIZ k- TEHRINTND) # hT R
authorization-check REA R R T
K « certificate-map-label : crypto pki certificate map
Router (ca-trustpoint) # match certificate Group :I<7>/}Q%?ﬁgﬁﬁIJVC?EXEI/fiIabd %|§ﬁ&j‘*£ﬁ
skip revocation-check Té%\gb‘% ) \ij—o

« allowexpired-certificate : &%f L 7= GEH] & % M
MLET,

« SKip revocation-check : k7 A hARA > k3,
FEDREAEZRS CRLZBEHTE 5L 912
LET,

« skip authorization-check : AAA H—/X— L D
PKIMEZRET DL, FEAED AAA F = v
A%y T LET,

2w 79 |matchcertificate certificate-map-label overridecdp| ({T-%&) URL 7135« L7 MU BNEEE I NI-3F

{url | directory} string
11 -

Router (ca-trustpoint)# match certificate Groupl
override cdp url http://server.cisco.com

BHED, BFOCDP = N 2#FETEEX L
—é—o

- certificate-map-label : == —H# —$5ED T~
HHCEFE S 7= crypto pki certificate map =
~ > RICHRE L7z label 513 & —Bd 2 MR
HYET,

e url : FEWIFE D CDP ¥ HTTP % 721 LDAP URL
TEESSND IO THELET,

o directory : GIEBAE® CDP 2 LDAP 7 4 L' 7 b
VECTEEZIND LOITHEELET,

sdring : URL 7217 « L7 b VIEIE,
G¥) —¥ DT TV =g Ak, TRTO
CDP & ITENDRNICH A LT U T
HT BB, =7 — AvE—TUTH
HELET, =9 — AvEe—FL—%
WL RIEF L EH A, £7=. Cisco
I0S V7 by =7, TXTDCDPH»
MITENS E TCRLOESG A AT L =
7

B PKI COEREOHAL L UVRHDHE
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E:)

ATv 710

match certificate certificate-map-label overrideocsp
[trustpoint trustpoint-label] sequence-number url
ocsp-url

&1

Router (ca-trustpoint) # match certificate
mycertmapname override ocsp trustpoint mytp 15
url http://192.0.2.2

(f£E&) OCSPH—_—% 7 T AT v hFEHED L
W, F3 7 AT MEREDO N T L IZEE
E L, EHEEREIT LT, BN OCSP H— —i5 &
W7 F4 7 MEHEORE (VO PKI EE %
i) AfRETEET,

- certificate-map-label : BEfFOREHE~ »~ 74,

s trustpoint : OCSP H— X —FEHE A Gk 7 5
EXITHEHEIND N T A RKRA R,

* sequence-number : match certificate override ocsp
av RAT— kA N ERAEF G OFEEIC
W DNEFF, REDEKD > —7 o 2% 5)
LIREDY—r o AR SIZFTSNET, FL
=T U ARG TEED A~ REFEITT S
&L HID OCSP $r—/3— F— 3T A REREMN
EEXEINET,

s url : OCSP #—/3—® URL,

FEAEDNRE SNTRERE Yy 7 e —8T 5L, 7
FAT v FEEHED AIA 7 4 —/V FB X OLLEIC
FITE NIz ocspurl 2~ > REEMEIE, fBESN
OCSP Hh—N"—T LEEXINET,

< T R=AD—FEDNFE LR WGE, gl &k sk
D2ODIr—ANT T AT v FEHEICHEHE S E
7T

«OCSP #hHike LTHaET D &, AIA
74—V REN T T4 T v MEFAEIC G &
WHINET,

e ocsp url FRENFIET DA X, ocsp url % 7E
DB XX 7547 FFAEICHER SN E
7,

ATvyINn

exit
&1

Router (ca-trustpoint) # exit

Jua—n)ar7 4 X¥al—vary ET—RIIRED

£7,

ATvT12

aaa new-model

51

Router (config) # aaa new-model

EB) AAM AT 78R arybha—L 5 1%A
=7z LET,

PKI coIREDH TS L UEBOEE I}
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ARV FFEREETIVa Yy

S

R w713 |aaaattributelist list-name EE) —XIiza—hLTAAABIEY 2 N2 E
%l - L. configattr-list 27 4 ¥ 2 L — 3 v E—
NZ2BMm L ET,
Router (config) # aaa attribute list crl
AT v 714 |attributetype {name; {value} (EE) V—H2 D AAAREMY A Mor—hILIZiB
Bl - MEND AAA B A T ERLET,
. . . FEAED VY TAE Sy v aryary br—L AR
iZEEfzéjigffE;itgégilSt># attribute type ETH7bic, BHAIL, vaue 7 4 —/V ROKE
DFEFAEA . name?? cert-serial-not IZFRE S LTV
HYVTNBFIHESEZIT ANDLD, EET D
BETEET, iFHEO Y TAR SN EMEZ AT
BETHETEINT-V U TAEE L —H LIS, G
AEXESSNET,
fEHARE/R AAABIEY A 7DV A M EERT DI
IZ. show aaaattributes =~ REZFEITLTL /A&
Uy,
ATy 715 |exit Ju—s )L ar7 4 FXal—yar E—RNIRY
i - £
Router (ca-trustpoint) # exit
1 -
Router (config-attr-list)# exit
ATy 16 |exit ¥ EXEC £— RIZRY £,
1 -
Router (config) # exit
R 717 |show crypto pki certificates (EE) CAFFHAENEIES N O, V—H A v

1 :

Router# show crypto pki certificates

ANV ENTFEEFAZEDa R R—% o MEFRRLE
‘a‘o

il

WIZ, VT NGREREZR L E T, OCSP B DOILRFIIEEETF 2 i LTRSS E

j—o

Certificate:
Data:

B PKI COEREOHAL L UVRHDHE
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Version: v3
Serial Number:0x14
Signature Algorithm:SHAwithRSA - 1.2.840.113549.1.1.4
Issuer:CN=CA server,OU=PKI,O=Cisco Systems
Validity:
Not Before:Thursday, August 8, 2002 4:38:05 PM PST
Not After:Tuesday, August 7, 2003 4:38:05 PM PST
Subject:CN=0OCSP server,OU=PKI,O=Cisco Systems
Subject Public Key Info:
Algorithm:RSA - 1.2.840.113549.1.1.1
Public Key:
Exponent:65537
Public Key Modulus: (2048 bits)
<snip>
Extensions:
Identifier:Subject Key Identifier - 2.5.29.14
Critical:no
Key Identifier:
<snip>
Identifier:Authority Key Identifier - 2.5.29.35
Critical:no
Key Identifier:
<snip>
! Identifier:0CSP NoCheck:- 1.3.6.1.5.5.7.48.1.5
Critical:no
Identifier:Extended Key Usage:- 2.5.29.37
Critical:no
Extended Key Usage:
OCSPSigning

Identifier:CRL Distribution Points - 2.5.29.31
Critical:no
Number of Points:1
Point O
Distribution Point:
[URIName:ldap://CA-server/CN=CA server,OU=PKI,O0=Cisco Systems]
Signature:
Algorithm:SHAwithRSA - 1.2.840.113549.1.1.4
Signature:
<snip>

WOHNE, BEfFD v —7r o ADYEEAIZ match certificate override ocsp =~ > K Z BN

LI ExDFEITar 74 Xalb—a Mo B%E R LET,

match certificate map3 override ocsp 5 url http://192.0.2.3/
show running-configuration

match certificate map3 override ocsp 5 url http://192.0.2.3/
match certificate mapl override ocsp 10 url http://192.0.2.1/
match certificate map2 override ocsp 15 url http://192.0.2.2/

WOFNE, BEFF match certificate overrideocsp =2~ > RV EE Az b, b7 A b
A P PREOPKIFSEZ T2 L 0 IcfESINBED, EfTar74Fab—

va ok ERLET,

match certificate map4 override ocsp trustpoint tpd4 10 url http://192.0.2.4/newvalue

show running-configuration

PKI coIREDH TS L UEBOEE I}
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B sorca—5090e0r

match certificate map3 override ocsp trustpoint tp3 5 url http://192.0.2.3/
match certificate mapl override ocsp trustpoint tpl 10 url http://192.0.2.1/
match certificate map4 override ocsp trustpoint tp4 10 url

http://192.0.2.4/newvalue

match certificate map2 override ocsp trustpoint tp2 15 url http://192.0.2.2/

kSIS a—TFTa20DEV R

BNTF = 7 F3L L -EHELZEE L7-5681%., BEEICKRELZHERTIVNEND Y F
T, REE~ Y TR YOI EE TR T 5 E, HDOWVIEAF Y ST HAAA T = v
7 DVTRA LN B L TWD Z L 2R LTS, FHENLREET, MEHE~ v
TEERELTHESBYITHEEL T 2Wn o R L ET,

= =
STBEF I —2NDERTE
B SO EF = SR B LR RET B 0L, RO R T LT

FIRDHE

F IR D

1R BHHEIIZ

\}

« T3 A% PKI BB IZBRGT 2 MERH Y £,
WY — T AREAFICEEM T D LERH Y ET,

G¥)

apwDbd-=

e b— bk CAICEHEMITOENT FF A MRA Y ME, ROV L TEMCRD L 91T
RETEFEHA,
chain-validation =< > Ki%, /b— b CAICBHEST T Hiufe b T A R A > N HIZ continue & —
U—REZHRELTHEELET, TT—RA vt —UNEREN, Fo— U BRIEIT 741D
chain-validation =~ > FE&ZRTEIZEY £,

enable

configure terminal

crypto pki trustpoint name

chain-validation [{stop | continue} [parent-trustpoint]]
exit

ARV RFERFTIaY

=)

ATy T

enable
R

Router> enable

it EXEC E— RE Az LET,
e N2 —REANLET (FERENEHE) .

B PKI COEREOHAL L UVRHDHE
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AU RFERETIVa Y

B8

R w72 |configure terminal Ta—\)ar7 4 Xal— gy T— N2
f5 LETS
Router# configure terminal
A 7 3 | crypto pki trustpoint name N7 A MRS PBRXORESNTARTIZES L
Bl - T.CAFNFAMRA Va7 Fal—ay
E—FZBBLES,
Router (config)# crypto pki trustpoint ca-subl
AT 7 4 |chain-validation [{stop | continue} [parent-trustpoint]] | ZEFIETF = — > A, T TCOFEHE (FL CA FEH
Bl EEGT) CLEEND LALERELET,
. . o . estop ¥—U— R&MHH LT, GEAERT TILE
Rzz‘fziéia—trustpm_nt) # chain-validation continue *ET% %) = & %%% Liﬁ—o :ﬂﬁ§7j77“_/b ]\
DEETT
econtinue ¥ —7V— RFZfEH LT, T X FaRA
> MBS B 72 AL CA GEBI 2 AT
TOMERDLZ EEPIRLET,
« parent-trustpoint 5[ 50i%, FERAEZ RET 2502
WHLB T ARKRA Y MEEELET,
AT 75 |exit Ja—sL 3y 7 4 Xab— gy = RICREY
{5 ES R

Router (ca-trustpoint) # exit

CRLEEIF >0

AEERAN Y X & (CRL) OBEEY U n— RERET DI

WCRRTET D &, T3 R |Z
ZRCRLA v — FRRFEAL, CRLFA V> a— K& CRLREZ W TL CTHE
MPERHY F4, CRLAT TIZF U ya— RN TWAEE

FIRDEE

— FDHRE

Z DOFEBE & A

(2. MRREAME 1975 AlHE

I, WOFIEEFEITLET,
FoTTTIZFvy v 2EN T3 CRL Ol
ITTERWVW=D

1. Bho

CRLZEZHX D u— REFIZ, ¥Uyru— REHLO CRL ZitBHEORIEICEA T T,

==

crl-cachenone i~ > R&ZRETH &

FIARKRA L FOCRLEEENF YV o— RTEEH

o CRLEZHX 72— R4 5|21, nocrlcachenone i~ RZFETFTLTHRT A RKRA LV

LCRLF v v = #HIBRLET, FERC
none 2~ REHFMMITEERHA,

1. enable

. CRL¥ DU — RRFRE SN TWHEEIL, ol-cache

PKI coIREDH TS L UEBOEE I}
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crypto pki crl download scheduleretries number crypto pki crl download scheduleretries

2. configure terminal
3. crypto pki crl download url url [sour ce-interface interface-name | vrf vrf-name]
4, crypto pki crl download trustpoint trustpoint-label
5. crypto pki crl download schedule time day hh:ss
6. crypto pki crl download schedule prepublish minutes
7
interval minutes
8. end

9. crypto pki crl refresh-cache
10. show crypto pki crl download
11.  show crypto pki timers

FIEDF¥H
AU RFEREETIVaY B
RTwvF1 |enable it EXBEC E— RZHZIZ L E T,
i - e MAU—REANLET FERENTZHE)
Device> enable
25w F2 |configureterminal Ja—s\b 3y 7 4 Xab—vay T NEG
1 - LETS
Device# configure terminal
R w73 |cryptopkicrl download url url [source-interface CRLE#/ ¥ Vo ua— KT, #ETA v Z2—T =4
interface-name | vrf vrf-name] A & VRF OWF i F 721 &0 7 %2 41 L C CRL % Ht
B - BB BERDS L BIRELET,
Device (config)# crypto pki crl download url
www.abc.com source-interface GigabitEthernet 1
AT w74 |cryptopkicrl download trustpoint trustpoint-label CRL HEIX¥ W o— RT. CRL ¥ AEA 2 k
Bl - (CDP) %, D kT2 LA v MIBEMN T b
Device (config)# crypto pki crl download E’?/*/I’ Xﬁﬁiﬁéﬁl%@ﬁc‘é‘é%\%ﬁ)%é ¢ %*5
trustpoint trpl TLET,
R w75 |cryptopkicrl download schedule time day hh:ss CRL HEI XU o—FRa N H—FTALERH S
{;'] : EI H#%?Eﬁgbi—g«o
Device (config)# crypto pki crl download schedule etime: CRL S OB RWEEIZCRL 24 7
Fime tonday 00:00 vr— R 5 M AR AR LR, B &5y
DA (mmiss) THRET OLERH Y £,
XFw 76 |cryptopkicrl download schedule prepublish minutes | CRL 23 #AEEIFLIZ 72 ARIZ CRL & 4 7 v a2 — K9

1 -

Device (config) # crypto pki crl download schedule
prepublish 720

LIRS (AL . 7 7 40 MEIZ 0 TT,

B PKI COEREOHAL L UVRHDHE
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AV RFERETI3 Y EL:Y
Z5w F1 |cryptopkicrl download scheduleretriesnumber crypto| giiod 2 7 o o — REFTALERL L7-5A810. T84 A
pki crl download scheduleretriesinterval minutes RCDP R4 —< 5 v )b D CRL @5 vLm— K%
Bl - FIAT T B SRR (YWD ZHELET, 7
Device (config) # crypto pki crl download schedule :7;T/L/}\0>E§§£??[jé& ESN EJTTTfO
Sohecure retrics 15 imeemar an SRR Linterval minutes : FRTTORSIIING (47H
i) o 7 7 #/v b OFEATHEIZ 30 25T,
Z25w 78 |end Jao—r\ )b a7 4 Fal—ary ET—REKT
i - L. F# EXEC £— FIZREY £,
Device (config) # end
RT w79 |cryptopkicrlrefresh-cache ¥y v aNOCRLEY MY ZEHLET,
i
Device# crypto pki crl refresh-cache
R w710 |show crypto pki crl download HEX Yo — ROBEEFSLET,
1 -
Device# show crypto pki crl download
RT w711 |show crypto pki timers NHEF—A 7 FART 7 F % IZ2T Cisco 10S

1 -

Device (config)# show crypto pki timers

ICRESN TN D XA ~—ICHT Dz ZR L E

j‘@

1
KIZ,

Device# show crypto pki crl download

CRL Issuer Name:

show crypto pki crl download =~ > RO A%~ L £9,

cn=ios
LastUpdate: 10:38:23 IST Sep 18 2013
NextUpdate: 16:38:23 IST Sep 18 2013

Valid after expiry till:

16:58:23 IST Sep 18 2013

CRL Downloaded at 12:38:23 IST Sep 18 2013

Retrieved from CRL Distribution Point:
** CDP Not Published - Retrieved via SCEP

CRL DER is 213 bytes
CRL is stored in parsed CRL cache

CRL prepublish timer interval: 10

Parsed CRL cache current size is 213 bytes
Parsed CRL cache maximum size is 65536 bytes
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« [valid after expiry till:] 7 ¢ —/L FiX, CRL ¥+ v ¥ 2 JERMPFHE SN TN D5
B, ARHIRNEINT-#IC CRL AR TH I MM EZ R L E7,

« [CRL Downloaded at] 7 4 —/L Ki&, CRL 3¥ v — REh/ziFZ 2R L E
7,

&IZ. show crypto pkitimer =~ > KO NOHIER L FT,

Device# show crypto pki timers

PKI Timers
| 13:42.564
| 13:42.564 SESSION CLEANUP
| 11:44.111
| 11:44.111 CRL UPDATE cn=I0S-CA
| 21:44.111 CRL EXPIRE cn=I0OS-CA
| 7:59:56.917 STATIC CRL DOWNLOAD
CS Timers
| 1:44.071
| 1:44.071 CS DB CLEANUP
| 11:43.999 CS SHADOW CERT GENERATION
| 21:43.883 CS CERT EXPIRE

[CRL UPDATE] 7 4 —/V Rif, FaiZITHEEMICESWTCES SN X A ~—%RL
F9,

SIREDQHA S & VPO REH)

PKI AAA BRI DER TE & & VHREEHI

Z 2 TlE. PKIAAA BAIOFREF 2R L ET,

IL—3 DEEFEHI
R show running-config =~ > RHIE, AAA — R—HEBE L @O PKIFEA &M H LT, VPN
P a5 KO ICRE SN — X OBEREE R L E T,

Router# show running-config
Building configuration...
|

version 12.3
|

hostname router7200router7200

!

aaa new-model

|

!

aaa authentication login default group tacacs+

aaa authentication login no_tacacs enable

aaa authentication ppp default group tacacs+

aaa authorization exec ACSLab group tacacs+

aaa authorization network ACSLab group tacacs+

aaa accounting exec ACSLab start-stop group tacacs+
aaa accounting network default start-stop group ACSLab
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aaa session-id common

ip domain name example.com

crypto pki trustpoint EM-CERT-SERV

enrollment url http://192.0.2.33:80
serial-number
crl optional

rsakeypair STOREVPN 2048
auto-enroll
authorization list ACSLab

crypto pki certificate chain
certificate 04

30820214
17311530
31393232
55040513
312E6772
30818902
7D2357A6
5CA162FF
3792A369
FD904043
16861468
030205A0
341AE612
12F42A56
08DEEFF2
15A60D5A
EC1F160C
quit

3082017D
13060355
30323535
07314437
696C2E63
818100BD
BCC8596F
8C3ACA4F
236F8561
0F555702
7474703A
301F0603
D1300D06
2A6384BC
0E813A73
8A13F06D
1ABC8DO03

certificate ca 01

30820207
17311530
31363231
55040313
01050003
589223AB
54229870
E9DE981E
22D6EE75
FF040530
16041420
30168014
F70D0101
BD572026
0AF19C4E
12AFB1C3
3963E363
quit
|
|

30820170
13060355
34373432
0C454D2D
818D0030
99A7DC14
TET7363FF
B733B868
7D6CF133
030101FF
FC4BCFOB
20FC4BCF
04050003
528E92ED
70BD3CB5
2E27CB27
F2989FB9

A0030201
0403130C
5A170D30
45424434
6F6D3081
F3B837AA
A38A9B10
B3EE9F27
8748AA3F
03010001
2F2F3633
551D2304
09228648
ACBE22FE
D79E0FA9
51043D37
49FB11B1

A0030201
0403130C
5A170D30
43455254
81890281
04F74EF2
3CD1F991
AA8916CO
7TF1B515F
300E0603
1C56F5BD
OB1C56F5
81810085
02F3A0AE
0OADDSDES
ECT74E1FC
795BA8

crypto isakmp policy 10

encr aes
group 14
|

crypto ipsec transform-set ISC_TS 1 esp-aes esp-sha-hmac

EM-CERT-SERV

02020104
454D2D43
35303131
301C0609
9F300D06
D925F391
47435626
8B031642
BC41F012
A3573055
2E323437
18301680
86F70D01
F1D6187F
D62DC20D
ES56E45DF
DAOBED6C

02020101
454D2D43
36313231
2D534552
8100C14D
AAEEESF5
F5A37CFF
AB8048607
32830203
551DOF01
4CO060AFD
BD4CO60A
D2E386F5
1803F2AE
8EF636BD
AEE2F5CF

300D0609
4552542D
38323230
2A864886
09228648
2B64DA14
D59A8F2A
B618AELB
B859BDIC
30250603
2E313037
1420FC4B
01040500
DA5D6737
8E2798CD
A65F43D7
463E1090

300D0609
4552542D
35323134
5630819F
833641CF
E3BFAE97
3FFDD3D0
D34B83CO
010001A3
01FF0404
4E67341A
FD4E6734
4107116B
AA4COED2
24410DF4
AA80B439

crypto ipsec profile ISC_IPSEC_PROFILE 2
set security-association lifetime kilobytes 530000000
set security-association lifetime seconds 14400
set transform-set ISC_TS 1

2A864886
53455256
3235355A
F70D0109
86F70D01
9C2EA031
123195BB
40F2E3B4
DB4F75EE
551D1F04
2E393330
CFOB1C56
03818100
COE241AC
2C1DC3EC
4E836093
F34C59E4

2A864886
53455256
3734325A
300D0609
D784F516
F2F980F7
9E486C44
64BDC101
63306130
03020186
E612D130
1AE612D1
AD3AC990
0F59F18D
DB62DAFC
615AA8D5

F70D0101
301E170D
3030312E
02160F37
01010500
5A7203C4
BESALE74
F996BEFE
3CEE2829
1E301C30
0B060355
F5BD4C06
79E97018
AAAECT75D
3B2505A1
9689784D

F70D0101
301E170D
30173115
2A864886
DA6B50CO
D88I9E6AL
A2E34595
161FC103
0F060355
301D0603
1F060355
300D0609
CBE84063
7B50264F
67DA6ES8
6D6DEDC3

r—soxEs [

04050030
30343031
300E0603
3230302D
03818D00
92F8D6A8
B1AA5AEO
382C7283
704BD68F
1AAO018A0
1DOF0404
OAFD4EG6G7
FB955108
3C743F59
3897330C
C45FD61D

04050030
30333132
30130603
F70D0101
7B3CB3C9
2C726C69
C2D078BB
13C06500
1D130101
551DOE04
1D230418
2A864886
S5FB2A6B5
30442c41
3879AA3E
TE9C2CT9
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|
!
controller ISA 1/1
|
|

interface TunnelO

PKI COFEREDHAE L UEMOEE |

description MGRE Interface provisioned by ISC

bandwidth 10000

ip address 192.0.2.172 255.255.255.0

no ip redirects
ip mtu 1408

ip nhrp map multicast dynamic
ip nhrp network-id 101
ip nhrp holdtime 500

ip nhrp server-only

no ip split-horizon eigrp 101
tunnel source FastEthernet2/1
tunnel mode gre multipoint

tunnel key 101

tunnel protection ipsec profile ISC IPSEC PROFILE 2

interface FastEthernet2/0
ip address 192.0.2.1 255.255.255.0

duplex auto

speed auto
|

interface FastEthernet2/1
ip address 192.0.2.2 255.255.255.0

duplex auto
speed auto
|
|

tacacs-server host 192.0.2.55 single-connection
tacacs-server directed-request
tacacs-server key company lab

ntp master 1
|

end

FIh L 1= PKI AAA Z2R] DT /7N 7
KD show debugging =~ > RHJIE, AAA — S—fE L O PKIFEEZHEH LT, Lz

PR LET,

Router# show debugging

General OS:

TACACS access control debugging is on
AAA Authentication debugging is on
AAA Authorization debugging is on
Cryptographic Subsystem:
Crypto PKI Trans debugging is on

Router#

May 28 19:36:11.117:
May 28 19:36:12.789:
May 28 19:36:12.805:
May 28 19:36:12.805:
May 28 19:36:12.813:

<all>)

May 28 19:36:12.813:
May 28 19:36:12.813:
May 28 19:36:12.813:

CRYPTO PKI: Trust-Point EM-CERT-SERV picked up

CRYPTO_PKI: Found a issuer match

CRYPTO PKI: cert revocation status unknown.

CRYPTO PKI: Certificate validated without revocation check
CRYPTO_PKI_AAA: checking AAA authorization (ACSLab, POD5.example.com,

AAA/BIND (00000042): Bind i/f
AAA/AUTHOR (0x42): Pick method list 'ACSLab'
TPLUS: Queuing AAA Authorization request 66 for processing
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May 28 19:36:12.813: TPLUS: processing authorization request id 66

May 28 19:36:12.813: TPLUS: Protocol set to None ..... Skipping

May 28 19:36:12.813: TPLUS: Sending AV service=pki

May 28 19:36:12.813: TPLUS: Authorization request created for 66 (POD5.example.com)
May 28 19:36:12.813: TPLUS: Using server 192.0.2.55

May 28 19:36:12.813: TPLUS(00000042)/0/NB_WAIT/203A4628: Started 5 sec timeout
May 28 19:36:12.813: TPLUS(00000042)/0/NB_WAIT: wrote entire 46 bytes request

May 28 19:36:12.813: TPLUS: Would block while reading pak header

May 28 19:36:12.817: TPLUS(00000042)/0/READ: read entire 12 header bytes (expect 27
bytes)

May 28 19:36:12.817: TPLUS(00000042)/0/READ: read entire 39 bytes response

May 28 19:36:12.817: TPLUS(00000042)/0/203A4628: Processing the reply packet

May 28 19:36:12.817: TPLUS: Processed AV cert-application=all

May 28 19:36:12.817: TPLUS: received authorization response for 66: PASS

May 28 19:36:12.817: CRYPTO PKI AAA: reply attribute ("cert-application" = "all")
May 28 19:36:12.817: CRYPTO PKI_AAA: authorization passed

Router#

Router#

May 28 19:36:18.681: $DUAL-5-NBRCHANGE: IP-EIGRP(0) 101: Neighbor 192.0.2.171 (TunnelO)
is up: new adjacency

Router#

Router# show crypto isakmp sa

dst src state conn-id slot
192.0.2.22 192.0.2.102 OM IDLE 84 0

LB L71= PKIAAA ZER[ DT /Ny 45

R show debugging =~ > RH{jIE, /v—2 723, VPN 2 H L COE & 7 ] SAL TV
ZEERLET, ZTOA =V, ZOL RN TRRIN A A v —TTT,

ZOFNZRNTE T —H41E, Cisco Secure ACS @ VPN _Router Disabled & FEIE4L 5 Cisco
Secure ACS 7L —=7ICBENTH 2 LICLD, PSR TWaRnbO L LTRESNLE LI

Jb—2%  (router7200.example.com) (%, fEE D E 7 1Z VPN H#5i & HE 2 3 HATIZ, Cisco Secure
ACS AAA = NICHERT D L o ICRE SN TV ET,

Router# show debugging
General OS:
TACACS access control debugging is on
AAA Authentication debugging is on
AAA Authorization debugging is on
Cryptographic Subsystem:
Crypto PKI Trans debugging is on

Router#

May 28 19:48:29.837: CRYPTO PKI: Trust-Point EM-CERT-SERV picked up

May 28 19:48:31.509: CRYPTO PKI: Found a issuer match

May 28 19:48:31.525: CRYPTO PKI: cert revocation status unknown.

May 28 19:48:31.525: CRYPTO PKI: Certificate validated without revocation check

May 28 19:48:31.533: CRYPTO PKI_AAA: checking AAA authorization (ACSLab, POD5.example.com,
<all>)

May 28 19:48:31.533: AAA/BIND(00000044): Bind i/f

May 28 19:48:31.533: AAA/AUTHOR (0x44): Pick method list 'ACSLab'

May 28 19:48:31.533: TPLUS: Queuing AAA Authorization request 68 for processing

May 28 19:48:31.533: TPLUS: processing authorization request id 68

May 28 19:48:31.533: TPLUS: Protocol set to None ..... Skipping

May 28 19:48:31.533: TPLUS: Sending AV service=pki

May 28 19:48:31.533: TPLUS: Authorization request created for 68 (POD5.example.com)

May 28 19:48:31.533: TPLUS: Using server 192.0.2.55

May 28 19:48:31.533: TPLUS(00000044)/0/NB WAIT/203A4C50: Started 5 sec timeout

May 28 19:48:31.533: TPLUS(00000044)/0/NB WAIT: wrote entire 46 bytes request

May 28 19:48:31.533: TPLUS: Would block while reading pak header
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May 28 19:48:31.537: TPLUS(00000044) /0/READ: read entire 12 header bytes (expect 6 bytes)

May 28 19:48:31.537: TPLUS(00000044)/0/READ: read entire 18 bytes response

May 28 19:48:31.537: TPLUS(00000044)/0/203A4C50: Processing the reply packet

May 28 19:48:31.537: TPLUS: received authorization response for 68: FAIL

May 28 19:48:31.537: CRYPTO PKI AAA: authorization declined by AAA, or AAA server not
found.

May 28 19:48:31.537: CRYPTO PKI AAA: No cert-application attribute found. Failing.

May 28 19:48:31.537: CRYPTO PKI_AAA: authorization failed

May 28 19:48:31.537: CRYPTO PKI: AAA authorization for list 'ACSLab', and user
'POD5.example.com' failed.

May 28 19:48:31.537: %CRYPTO-5-IKMP INVAL CERT: Certificate received from 192.0.2.162
is bad: certificate invalid

May 28 19:48:39.821: CRYPTO PKI: Trust-Point EM-CERT-SERV picked up

May 28 19:48:41.481: CRYPTO PKI: Found a issuer match

May 28 19:48:41.501: CRYPTO PKI: cert revocation status unknown.

May 28 19:48:41.501: CRYPTO PKI: Certificate validated without revocation check

May 28 19:48:41.505: CRYPTO PKI AAA: checking AAA authorization (ACSLab, POD5.example.com,
<all>)

May 28 19:48:41.505: AAA/BIND(00000045): Bind i/f

May 28 19:48:41.505: AAA/AUTHOR (0x45): Pick method list 'ACSLab'

May 28 19:48:41.505: TPLUS: Queuing AAA Authorization request 69 for processing

May 28 19:48:41.505: TPLUS: processing authorization request id 69

May 28 19:48:41.505: TPLUS: Protocol set to None ..... Skipping

May 28 19:48:41.505: TPLUS: Sending AV service=pki

May 28 19:48:41.505: TPLUS: Authorization request created for 69 (POD5.example.com)

May 28 19:48:41.505: TPLUS: Using server 198.168.244.55

May 28 19:48:41.509: TPLUS(00000045)/0/IDLE/63B22834: got immediate connect on new 0

May 28 19:48:41.509: TPLUS(00000045)/0/WRITE/63B22834: Started 5 sec timeout

May 28 19:48:41.509: TPLUS(00000045)/0/WRITE: wrote entire 46 bytes request

May 28 19:48:41.509: TPLUS(00000045) /0/READ: read entire 12 header bytes (expect 6 bytes)

May 28 19:48:41.509: TPLUS(00000045) /0/READ: read entire 18 bytes response

May 28 19:48:41.509: TPLUS(00000045)/0/63B22834: Processing the reply packet

May 28 19:48:41.509: TPLUS: received authorization response for 69: FAIL

May 28 19:48:41.509: CRYPTO PKI AAA: authorization declined by AAA, or AAA server not
found.

May 28 19:48:41.509: CRYPTO PKI AAA: No cert-application attribute found. Failing.

May 28 19:48:41.509: CRYPTO PKI AAA: authorization failed

May 28 19:48:41.509: CRYPTO PKI: AAA authorization for list 'ACSLab', and user
'POD5.example.com' failed.

May 28 19:48:41.509: %CRYPTO-5-IKMP INVAL CERT: Certificate received from 192.0.2.162
is bad: certificate invalid

Router#

Router# show crypto iskmp sa

dst src state conn-id slot
192.0.2.2 192.0.2.102 MM KEY EXCH 95 0

KNANZ X LDEETEH

ZIZTIE, PKIDRIMA D= XL ERET HBEICHHTE 3R ENEZ R LET,

OCSP H— /D% TE

WROBITIZ, FEPIFED AIA JEIRH CHE S 4172 OCSP r—"—Z T 2 K 5l —F 2%
ET DR LET,

Router (config) # crypto pki trustpoint mytp
Router (ca-trustpoint) # revocation-check ocsp
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cRL 5 £ v ocsP —oise ]

CRL & & U OCSP H—/ (D5 Efl

WOFHITIX, CRLZCDP/H XA v a—RT5X 50V —2 2R ET D HEEZRLET, CRL
A TE 2 0EAE, GEHED AIA JREES CHRE S5 OCSP h— _—nEH I E T,
W HEDOAT > a N RILT5E. FEHEOHKRIEL KRR L E T,

Router (config) # crypto pki trustpoint mytp
Router (ca-trustpoint) # revocation-check crl ocsp

OCSP H— /D&% TE I

LLFIZ, HTTPURL Ihttp://myocspserver:81] (23 5 OCSP ¥ — _—%fHiHI 5 L H I —4 %
RETLHHZRLET, ZOV—_"=BF 7 LTWDLIEEIE, KT =y 73 TbnEw
/Vo

Router (config) # crypto pki trustpoint mytp

Router (ca-trustpoint)# oesp url http://myocspserver:8l
Router (ca-trustpoint) # revocation-check ocsp none

0CSP 4 —/ AL DFETHDT Y RADT 4 £— T ILH

WOHNIL, OCSPERIZEIT 5 X (EAFLIE®R) 2. OCSPH— N—& DHEfEFTT 4 &—
TNl > TV DG EDBEEZ R LET,

Router (config) # crypto pki trustpoint mytp

Router (ca-trustpoint) # ocsp url http://myocspserver:81l
Router (ca-trustpoint) # revocation-check ocsp none
Router (ca-trustpoint) # ocsp disable-nonce

ORI YAMIHEINT L2 ZRAERDF = v I AICETE

ERSY

WOFITIL, EEDOT T F F7 4 A8y FTN YA h~OFEREREL TSR T
VYA MTHBINT NV—FERLET,

TIUTF AT 4 ALEMD IPSec F RNV EFEHL T, 77 0F 47 ¢ AMCHEHPEMAIZE
[FC&EFET,

CAIZ, BV FIH A MIHHHITP Y ——DOCRLEZABFRLET, B NI A1 ML,
KT L IPSec N RN ERET HHAH. TOETDOCRLEF v/ LET,

ROFITIE, IPSec it E& R L EH A, PKIBEEOREZT 2R LET,

R—LA T4 ADINTEHE

crypto pki trustpoint VPN-GW

enrollment url http://ca.home-office.com:80/certsrv/mscep/mscep.dll
serial-number none

fgdn none

ip-address none
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subject-name o=Home Office Inc,cn=Central VPN Gateway
revocation-check crl

ORI HA FDONT L—4

Router# show crypto ca certificate
Certificate
Status: Available
Certificate Serial Number: 2F62BE14000000000CAO
Certificate Usage: General Purpose
Issuer:
cn=Central Certificate Authority
o=Home Office Inc
Subject:
Name: Central VPN Gateway
cn=Central VPN Gateway
o=Home Office Inc
CRL Distribution Points:
http://ca.home-office.com/CertEnroll/home-office.crl
Validity Date:
start date: 00:43:26 GMT Sep 26 2003
end date: 00:53:26 GMT Sep 26 2004
renew date: 00:00:00 GMT Jan 1 1970
Associated Trustpoints: VPN-GW
CA Certificate
Status: Available
Certificate Serial Number: 1244325DE0369880465F977A18F61CAS8
Certificate Usage: Signature
Issuer:
cn=Central Certificate Authority
o=Home Office Inc
Subject:
cn=Central Certificate Authority
o=Home Office Inc
CRL Distribution Points:
http://ca.home-office.com/CertEnroll/home-office.crl
Validity Date:
start date: 22:19:29 GMT Oct 31 2002
end date: 22:27:27 GMT Oct 31 2017
Associated Trustpoints: VPN-GW

TSUFAT4RIL—EDESRA RS2+

crypto pki trustpoint home-office

enrollment url http://ca.home-office.com:80/certsrv/mscep/mscep.dll
serial-number none

fgdn none

ip-address none
subject-name o=Home Office Inc,cn=Branch 1
revocation-check crl

SFHE~ Y IR T T TF AT 4 A — I AT ENET,

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
branchl (config) # crypto pki certificate map central-site 10
branchl (ca-certificate-map) #

Wl PK CORBEOHTS L URHNDRE
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T R T AY A FOANT—H ETRIT I showceertificate =~ > RO 7 CiE, FERAEN
UFICEoTRITEN=Z EERLTVET,

cn=Central Certificate Authority
o=Home Office Inc

ZD2TIE, TR BTOD I v~ () ZHEHALTITIZHES S, TO2T083 RO —E
HEHEL L TBEMENTWET,

Router (ca-certificate-map)# issuer-name co cn=Central Certificate Authority, ou=Home
Office Inc
!The above line wrapped but should be shown on one line with the line above it.

T NI YA N A—FDOAREOHREZELIZOWTSH, MUXIICHASLENTWET
( TName:] TIHEDITIE. ITEELO—ETIERL ., AEAE~ v FIHUEZ VERE 4 2 BRI
THBERDH I LIERLTLESY) . ZARGENE~ y 7 TSN 7 V=2 M,
<7,

cn=Central VPN Gateway

o=Home Office Inc

Router (ca-certificate-map)# subject-name eq cn=central vpn gateway, o=home office inc

INT, UHENCRESINZEAE~Y Yy TN T R MARA > MBMENET,

Router (ca-certificate-map)# crypto pki trustpoint home-office

Router (ca-trustpoint)# match certificate central-site skip revocation-check
Router (ca-trustpoint)# exit

Router (config)# exit

RENTF =y 7 ENET (REDORETRENTOVEEA) ,

Router# write term
'Many lines left out

crypto pki trustpoint home-office

enrollment url http://ca.home-office.com:80/certsrv/mscep/mscep.dll
serial-number none

fgdn none

ip-address none

subject-name o=Home Office Inc,cn=Branch 1

revocation-check crl

match certificate central-site skip revocation-check

|

!
crypto pki certificate map central-site 10

issuer-name co cn = Central Certificate Authority, ou = Home Office Inc
subject-name eq cn = central vpn gateway, o = home office inc

'many lines left out

AHOET DFEHE L DREDTDIZ, BITEALADITLY TV =7 MAOITRFELRVE D
B 74—~y PSR TWDHZ EIZEBELTLEZENY,
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TIUFFT A ANAAA T = 7T HHEAIE. PTAMKRA Y MIFRO X5 T35 0
\iﬁqo

crypto pki trustpoint home-office
auth list allow list
auth user subj commonname

FEAE Yy N LGOI IICERIND L, RO~ R M T A RKRA» MaBmEh, &
VEINTABNANATDAAA F v IR ATy TENET,

match certificate central-site skip authorization-check

WD —AZBNWTT Z7F I A b b—FE, CRLOF = v 7 F721F AAA — L @(E
FTHIDIZ, B F T YA MMIIPSec b RIVEMESLT DM RH Y £3, 7272 L. match
certificate =~ > K & central-site skip authorization-check (argument and keyword) % ffi i L 72
We, T FAT 4 ABCRLETZIZTAAA Y — N —Z BT 2E T, bRV EHYLT 5 2
LiXTXx EHA (match certificate =~ K& central-site skip authorization-check 5|#%3s X Of
F—U—REMHEHLRVERY . FrRUIfE LS EEA)

T TFY A MZHBET A ADFEHENRRZ L TNT, ZOEAEEZFEHIT L7201 b
FTNYA MR RNV ERSIT HEN D HY6. Y b 7084 KT match certificate 2~
> K& allow expired-certificate ¥ — 7V — R &2 H T £,

LU RSILHARIL—ED SR RSB

crypto pki trustpoint VPN-GW

enrollment url http://ca.home-office.com:80/certsrv/mscep/mscep.dll
serial-number none

fgdn none

ip-address none

subject-name o=Home Office Inc,cn=Central VPN Gateway
revocation-check crl

T3U0F1HYA M IL—ED IR RIU b

Router# show crypto ca certificate
Certificate
Status: Available
Certificate Serial Number: 2F62BE14000000000CAO
Certificate Usage: General Purpose
Issuer:
cn=Central Certificate Authority
o=Home Office Inc
Subject:
Name: Branch 1 Site
cn=Branch 1 Site
o=Home Office Inc
CRL Distribution Points:
http://ca.home-office.com/CertEnroll/home-office.crl
Validity Date:
start date: 00:43:26 GMT Sep 26 2003
end date: 00:53:26 GMT Oct 3 2003
renew date: 00:00:00 GMT Jan 1 1970
Associated Trustpoints: home-office
CA Certificate
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Status: Available
Certificate Serial Number: 1244325DE0369880465F977A18F61CA8
Certificate Usage: Signature
Issuer:
cn=Central Certificate Authority
o=Home Office Inc
Subject:
cn=Central Certificate Authority
o=Home Office Inc
CRL Distribution Points:
http://ca.home-office.com/CertEnroll/home-office.crl
Validity Date:
start date: 22:19:29 GMT Oct 31 2002
end date: 22:27:27 GMT Oct 31 2017
Associated Trustpoints: home-office

SEHE Y IR M T YA B A—HIZ AN ENE T,

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config)# crypto pki certificate map branchl 10

Router (ca-certificate-map)# issuer-name co cn=Central Certificate Authority, ou=Home
Office Inc

!The above line wrapped but should be part of the line above it.

Router (ca-certificate-map)# subject-name eq cn=Brahcn 1 Site,o=home office inc

SEAE~ v N R T A MRA v MOBIMENET,

Router (ca-certificate-map)# crypto pki trustpoint VPN-GW

Router (ca-trustpoint)# match certificate branchl allow expired-certificate

Router (ca-trustpoint)# exit
(

Router (config) #exit

RENT =7 SNET REDOKBAIITREINTVEREA)

Router# write term
'many lines left out
crypto pki trustpoint VPN-GW
enrollment url http://ca.home-office.com:80/certsrv/mscep/mscep.dll
serial-number none
fgdn none
ip-address none
subject-name o=Home Office Inc,cn=Central VPN Gateway
revocation-check crl
match certificate branchl allow expired-certificate
|
!
crypto pki certificate map central-site 10
issuer-name co cn = Central Certificate Authority, ou = Home Office Inc
subject-name eq cn = central vpn gateway, o = home office inc
! many lines left out

match certificate =~ >}, branchl allow expired-certificate (51%& % —7U— F) I OGEH
Ev o R, TITTFA—E B LOGEIEZ IS L% T SICHIBRT D20 ERH Y £7,

SEFAZEDEFF A B &K BRI DR E B

COETIX, CRL¥ Y vz ary ba—VOREEZILGFEAEO LV T NLE Sy g o
Y hu— VERETAGAIHERTIRENERLET,
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. CRL¥+ vy v bO—LODH

CRL¥ v wv<aarhbO—)LDETE

WOFITIE, CAl b7 A MRA v MIEEMTENTZTXTOCRLD CRL F v v 7%
T A —TNIT D HEERLET,

crypto pki trustpoint CAl
enrollment url http://CA1:80
ip-address FastEthernet0/0
crl query ldap://ldap CAl
revocation-check crl
crl-cache none

FRROBIORRE E FAT LI EZIL, FEBAEDO CRLAF ¥ v a SN THET,
Router# show crypto pki crls

CRL Issuer Name:
cn=name Cert Manager,ou=pki,o=example.com,c=US
LastUpdate: 18:57:42 GMT Nov 26 2005
NextUpdate: 22:57:42 GMT Nov 26 2005
Retrieved from CRL Distribution Point:
ldap://ldap.example.com/CN=name Cert Manager,O=example.com

BED CRL NKREhT 2 &0 IROFEFHRHIH LW CRL WL—HIZX 7 vra— REnEd,
crl-cachenone =< > RREF 2D, FTARKRA L b CRLIFTARNTH v v o3I/l
0 ET, o, ¥y v TR £9, showceryptopkicrls 2~y R&FHATL T,
CRLAF ¥ v a2 SN TWRNI EZHERTEET, v v a3 TWNDCRLAZRNTZD,
HAEFR RSN EE A,

WOFITIE, CAl T A MRA v MIEEMT HNTZT_XTO CRLIZ2 /5 DRKTA 7 XA
LEBRET D IEERLET,

crypto pki trustpoint CAl
enrollment url http://CA1:80
ip-address FastEthernet0/0
crl query ldap://ldap CAl
revocation-check crl
crl-cache delete-after 2

CRLOEKRTA 7 XA L&EHET DO GO
NExYvyraInNET,

Router# show crypto pki crls

ExEFATLTZEE T, IKARBIED CRL

R

CRL Issuer Name:
cn=name Cert Manager,ou=pki,o=example.com,c=US
LastUpdate: 18:57:42 GMT Nov 26 2005
NextUpdate: 22:57:42 GMT Nov 26 2005
Retrieved from CRL Distribution Point:
ldap://ldap.example.com/CN=name Cert Manager,O=example.com
When the current CRL expires, a new CRL is downloaded to the router at the next update
and the crl-cache delete-after
command takes effect. This newly cached CRL and all subsequent CRLs will be deleted after
a maximum lifetime of 2 minutes.
You can verify that the CRL will be cached for 2 minutes by executing the show crypto
pki crls
command. Note that the NextUpdate time is 2 minutes after the LastUpdate time.
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Router# show crypto pki crls

CRL

Issuer Name:
cn=name Cert Manager,ou=pki,o=example.com,c=US
LastUpdate: 22:57:42 GMT Nov 26 2005

NextUpdate: 22:59:42 GMT Nov 26 2005
Retrieved from CRL Distribution Point:

ldap://1dap.example.com/CN=name Cert Manager,0O=example.com

SIREDLVYTILESEY 3 OV FA—LDETE

WOFEITIE, CAl hT7 A MRA v MOFEHE~Y vy 72 FEH LIZEAEO ) T AR ST Y v a
varyhe—OREERLET,

crypto pki trustpoint CAl
enrollment url http://CAl
chain-validation stop

crl query ldap://ldap server
revocation-check crl

match certificate crl

crypto pki certificate map crl 10
serial-number co 279d

)

GE)

match-criteria fii7s co (Fie) TidZe< eq (LW ICHESNTWAEGEE, VU TR
ANR—=ZEED T, GEHEY Y T OV ) TR SICIEHEIC BT 2 0ENH Y £,

WOFITIL, AAA BHEZFH LZEFAEO S Y T LE Sy gy v ha—LOREET
LET, ZOEAE. BHEICT U TAER T4ACA] BT, B8R +C2 1T
ANBEINET,

crypto pki trustpoint CAl
enrollment url http://CAl

ip-

address FastEthernet0/0

crl query ldap://ldap CAl
revocation-check crl
aaa new-model

aaa

attribute list crl

attribute-type aaa-cert-serial-not 4ACA

YP—_—m ZE, )T AES T4ACA] R OEMESER SN2 L 2R L TWEY, FE
HEOBEGIL, BB TERRSNES,

Dec
Dec
Dec
Dec
Dec
Dec

3 04:24:39.051: CRYPTO PKI: Trust-Point CAl picked up

3 04:24:39.051: CRYPTO PKI: locked trustpoint CAl, refcount is 1

3 04:24:39.051: CRYPTO PKI: unlocked trustpoint CAl, refcount is 0
3 04:24:39.051: CRYPTO PKI: locked trustpoint CAl, refcount is 1

3 04:24:39.135: CRYPTO PKI: validation path has 1 certs

3 04:24:39.135: CRYPTO PKI: Found a issuer match
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Dec 3

Dec 3

Dec 3 04:24:39.135: CRYPTO PKI: Selected AAA username:
Dec 3

Dec 3 04:24:39.135: CRYPTO_ PKI AAA:

Dec 3

Dec 3 04:24:39.135: AAA/BIND(00000021): Bind i/f

Dec 3 04:24:39.135: AAA/AUTHOR (0x21):

Dec 3 04:24:39.175: CRYPTO PKI AAA:
Dec 3 04:24:39.175: CRYPTO PKI AAA:
|
Dec 3 04:24:39.175: CRYPTO PKI AAA:
Dec 3 04:24:39.175: CRYPTO PKI AAA:
|

Dec 3 04:24:39.175: CRYPTO PKI AAA:
|

PKI COFEREDHAE L UEMOEE |

04:24:39.135: CRYPTO_PKI: Using CAl to validate certificate
04:24:39.135: CRYPTO_PKI: Certificate validated without revocation check

'PKIAAA'

04:24:39.135: CRYPTO_PKI: Anticipate checking AAA list:'CRL'

checking AAA authorization (CRL, PKIAAA-L1l, <all>)

04:24:39.135: CRYPTO_PKI:AAA: pre-authorization chain validation status (0x4)

Pick method list 'CRL'

reply attribute ("cert-application" = "all")
reply attribute ("cert-trustpoint" = "CAL")
reply attribute ("cert-serial-not" = "4ACA")
cert-serial doesn't match ("4ACA" != "4ACA")

post-authorization chain validation status (0x7)

Dec 3 04:24:39.175: CRYPTO PKI: AAA authorization for list 'CRL', and user 'PKIAAA'

failed.

Dec 3 04:24:39.175: CRYPTO PKI: chain cert was anchored to trustpoint CAl, and chain

validation result was: CRYPTO PKI_CERT NOT AUTHORIZED

Dec 3 04:24:39.175: %CRYPTO-5-IKMP INVAL CERT: Certificate received from 192.0.2.43 is

bad: certificate invalid

Dec 3 04:24:39.175: %CRYPTO-6-IKMP MODE FAILURE: Processing of Main mode failed with

peer at 192.0.2.43

AEBAE F = — UHREED ER TE B

ZOHETIE., T AGEHEOEHEF = — ML NV EIRTET A EAIE AT AR EN &

RLET,

E7Mo)L— k CANDEEAETF = — VIREED

=JL =2

ax A

WOREFITIL. 7. SubCAll, SubCAl. 3L RootCA DT X TOFFHAENKBIFENE

B

crypto pki trustpoint RootCA
enrollment terminal
chain-validation stop
revocation-check none

rsakeypair RootCA

crypto pki trustpoint SubCAl
enrollment terminal
chain-validation continue RootCA
revocation-check none

rsakeypair SubCAl

crypto pki trustpoint SubCAll
enrollment terminal
chain-validation continue SubCAl
revocation-check none

rsakeypair SubCAll
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E7HN S THELCANDIRAETF £ — UHREIDRTE
WOFEFI T, BT FFHER X O SubCAL fFAENARNC S ET,

crypto pki trustpoint RootCA
enrollment terminal
chain-validation stop
revocation-check none
rsakeypair RootCA
crypto pki trustpoint SubCAl
enrollment terminal
chain-validation continue RootCA
revocation-check none
rsakeypair SubCAl
crypto pki trustpoint SubCAll
enrollment terminal
chain-validation continue SubCAl
revocation-check none
rsakeypair SubCAll

REAEF T — VD REFERDHTE

WOZHEFITIZ, SubCA1 DS, BREFHD CiscolOS BT s, SN -arHEF = —
VTCETICE TR SN EHTEL TCWET,

BTN, B INZRAEAET = — 2 T SubCAL FEHEA IR L72HE. 7. SubCAll, B X
Y SubCA1 DEFEAENRNAZN /20 £,

v, BHEENZIEHEF = — 2 TSubCAL FEHEEZ R LRWEE, Fx— ORIk
BLE,

crypto pki trustpoint RootCA
enrollment terminal
chain-validation stop
revocation-check none

rsakeypair RootCA

crypto pki trustpoint SubCAll
enrollment terminal
chain-validation continue RootCA
revocation-check none

rsakeypair SubCAll

T DDSE &R

BEER
BEEIEE T=aTFILEA ML

PKIz~ > R Eepa~y RO, 2~ | [Cisco l0S Security Command Reference]
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RSA F— DA K OVER
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['Next Generation Encryption]

SRADTHYZAIL YR—+

B

VY

FEDOURLIZT ZVEALT, YAIaDT 7 =%
P R— FERKBIZIEAHLTIZEZ N, &
N0 V—RA%, Y7 NI 2T HA LA —
LMLTHRELEY, 2T 7 Ju
BT A EAIREME E R L2 357
DIHEALTLEE Y, ZOWebH A bk ED
V=T 7B AT HERE, Ciscocom D J
A4 IDBLOSAY — RBRLEECT,

http://www.cisco.com/cisco/web/support/index.html

Cisco TrustSec DHEE D HEREE IR

WROFIZ, ZOFY 2—/L T LZEREIZET Y U —XERE S LET, ZORF, V7
=27 VD) —A A VUV TEBEDOYTR— IR EAINTZLEDOY T v =T VY —R7F
TFERLTWET, TORIT. Ik NRWRY ., ZRLEO—EDOY 7 by =7 U U —

ATHIR—FESNET,

TT7 T —bDYVR—=FFBIORV AT T v 2T A A=V DOV R— MIET D ERE R
&9 %IZ1%, Cisco Feature Navigator Z /] L 7", Cisco Feature Navigator |27 7 £ 23 2|2
1. www.cisco.com/go/ctn IZFE) L £ 7, Ciscocom DT 17> MILEH Y /A,

5% 2: Cisco TrustSec DI E D HEREIEHR

Haes Jiy—=x HEETEER
IPv6 DALY, - A > F A+ # |CiscoI0S XE Fuji 16.8.1 IPv6 D RN A S E
¥ L7,

B PKI COEREOHAL L UVRHDHE



http://www.cisco.com/cisco/web/support/index.html
http://www.cisco.com/go/cfn

BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



