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enable
configure terminal

set aggressive-mode  client-endpoint

I

cryptomap map-name isakmp authorization list list-name
cryptoisakmp peer {ip-addressip-address|fqdn fqdn}

client-endpoint

set aggressive-mode password password

ARV KRFERETI VY

=)

AT w1 |enable FiHE EXEC E— FE AR LET,
f e NMAT—RKEANLET (ERINTHE) .
Router> enable

R w 72 |configure terminal Ja—nN)ary7 4 Fal—arET— ReflG
15“ : ]\/i‘g_o
Router# configure terminal

2Ty T3 grypto map map-name isakmp authorization list T 7Ly T E— KT, bV EMEICET S AAA
list-name DIKE 7 =Y —Apia A F—7 M LET,
fi
Router (config)# crypto map testmaplO isakmp
authorization list list ike

25w 7 4 |cryptoisakmp peer {ip-addressip-address|fadnfadn} | 7 71 o o7 = — G, bR LEHICEIT S AAA

1

Router (config)# crypto isakmp peer ip address
10.10.10.1
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AT 75 |setaggressive-mode client-endpoint  client-endpoint | ISAKMP &7 5% EN C. Tunnel-Client-Endpoint J& 1k
15“ : %f *EH/:E_’ L i ‘j"o
Router (config-isakmp)# set aggressive-mode
client-endpoint user-fgdn user@cisco.com

R T 76 |set aggressive-mode password password ISAKMP B 7 5% EW T, Tunnel-Password J&E % fi5 &
i LETS

Router (config-isakmp)#set aggressive-mode
password ciscol23
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Tunnel-Client-Endpoint J& %433 & O Tunnel-Password J& 73 ISAKMP ©°7 R U o —WHN Ti%E S 4L
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IKE: 727 L yi 7 E— ROBWBERED NS TNy a—F 4 75247 95121%. IROFNEE FEAT

LET,
FIRDHE
1. enable
2. debugaaaauthorization
3. debugcryptoisakmp
4. debugradius
FIED ¥
ARV KRFERRETI a3y B#J
AT w71 |enable ¥ EXEC £ — REAZIC L ET,
i) : e NMAT—REANLET (FREINTHE) .

Router> enable

ATv T2

debug aaa authorization AAA FBIEDIEMZF R LET,
f1

Router# debug aaa authorization
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AT REEE7IVa Y B
R v 7 3 | debug crypto isakmp IKE A Xy MIBETHA v E—V%2FRLET,
1 -

Router# debug crypto isakmp

AT v 7 4 |debug radius RADIUS B FEHR AR R L E T,
1 -

Router# debug radius
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RADIUS b V@t z A L CRET D ITEDOHIZ R LET,

!The AAA configurations are as follows:

aaa new-model

aaa authorization network ike group radius

aaa authentication login default group radius

|

! The Radius configurations are as follows:
radius-server host 10.1.1.1 auth-port 1645 acct-port 1646
radius-server key radl23

|

! The IKE configurations are as follows:

crypto isakmp policy 1

authentication pre-share

|

! The IPsec configurations are as follows:
crypto ipsec transform-set transl esp-aes esp-sha-hmac
|

crypto dynamic-map Dmap 10

set transform-set transl

|

crypto map Testtag isakmp authorization list ike
crypto map Testtag 10 ipsec-isakmp dynamic Dmap
|
interface FastEthernet0

ip address 10.4.4.1 255.255.255.0

crypto map Testtag

|
interface FastEthernetl

ip address 10.2.2.1 255.255.255.0
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!The IKE configurations are as follows:

crypto isakmp policy 1

authentication pre-share

|

! The IPsec configurations are as follows:

crypto ipsec transform-set transl esp-aes esp-sha-hmac

access-list 101 permit ip 10.3.3.0 0.0.0.255 10.2.2.0 0.0.0.255
!

! Initiate aggressive mode using Radius tunnel attributes
crypto isakmp peer address 10.4.4.1

set aggressive-mode client-endpoint user-fgdn user@cisco.com

set aggressive-mode password ciscol23
|
crypto map Testtag 10 ipsec-isakmp
set peer 10.4.4.1

set transform-set transl

match address 101

|

interface FastEthernetO

ip address 10.5.5.1 255.255.255.0
crypto map Testtag

|

interface FastEthernetl

ip address 10.3.3.1 255.255.255.0

RADIUS 1—H O 774 LD

IZ, Tunnel-Client-Endpoint 35 2 O Tunnel-Password B3 78— bk 41TV % RADIUS ¥—

NEDa—F Fa7r A VOplZRLUET,

user@cisco.com Password = "cisco", Service-Type = Outbound
Tunnel-Medium-Type = :1:IP,
Tunnel-Type = :1:ESP,
Cisco:Avpair = "ipsec:tunnel-password=ciscol23",
Cisco:Avpair = "ipsec:key-exchange=ike"
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