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TI7EAVA N LIZETT 78R YA MEACT DI, T7BRA VA Mo o F—
7 A AZHHT 50 (ip access-group =~ > RZ&fEH) | vty IZ#H 3 57 (access-class =
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1723154 12T D0 ERH D £,

ip access-list extended branchoffices
10 permit 172.16.7.0 0.0.0.3 any

20 permit 172.16.2.0 0.0.0.255 host 172.31.5.4
!

interface fastethernet 0/1/0
ip access-group branchoffices in
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ASDERUCT 78 ATELa—F =%l TEET, 7V UL Rvty TOT 7 ER
UR NI, T3 205 ORI BRI RE /258 e 2 il T & £ 9,

*QOSHERED N T 7 4 v V ANFEETITNET D 7278 A U X ME, Weighted Random

Early Detection (WRED) BIOEHT 7 A L—F (CAR) DIP LT vV AEHET
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EEAT Yy MET U MUY RA B =T 2 AINV—T 4 VT ENTHhE, TY AT
YRT7T7EAVANCTREENET, 7Y MU FT 7R Y X FORE, permit X
T A NEBRKT D E Ty MIHIINy 7 7 ICEESIL, deny AT — AV b &
T D LTy MRS ET

T IERYRANT, TARZBETD T T4 v E3T A ARBATEREIND
N7 4y ZIFHBEITEETN, T ABRREILO T T 4 v ZITHIETE A,

. IP&REIHZEF7HsER a2 rO—IL YRk



| P&aftE7I R av bO—L YR F

P70XJR

P7oez Uz ek scguoes ]

FEERT ARRICIRIIDOEV b

EHLARWREREZENEL, X OBROTHRRT 78X Y A FEERT D720 & b
R LET,

T I ERAYRARNEBERLTHE, A F—TxARZ (13808 CEHALEST, #

OFHIZ, FELRWT 7B A VAN, v X —T 2 AZ@AL TS, 778 AV
ANERETDHE, BHADAT— AL FBEMNIARD ., THUTHt < BFERAY 72 deny AT —
FAV MZESTT 7 BRICBRADOMENRET HIBZNNH HT2DTT,

TR VANERELTOLEHTHL S 1 >OHHEIT, ZOT 7R U MR#EH

SNTAE =T 2 A ATTXTDORNT T v 7 AT D720 T,

T RTOT 7 A VR ML, Dl Eb 1 DD permit 27— F A2 FRKETT,

permit 372NV E . TRTONT Y MIFEGR SN, N7 74 v 7 dFEo7<Elm L EEA,

&N (permit £zl deny 27— A2 MIHRT2) —BER RO % ITELE0T R
MBETT BT, Ry BT HAREOEWAT— R NA LV NET 7EA Y XD
SEHHICAOE 45 LALBIC ) B & ) Y —ANHIR SN E T, OISR ETH4M0
Z AR IS ARG LV BTICEEE L E T,

c Xy MU —=27 E723H 7%y o X0 BERERSHA L0 RS RED bENCHE

TH5EI. TR URNEERLEDT,

s FLEHELRINTWRNWEDMD /7y NTRTEFAT L5555, A7 — KA |k permit

anyany Zffl LEd, AT — kAL |k permitanyany 245 L, FEMIC, T
A YA NOKRRBIZH HHFEA) 72 deny AT — M A R TEOMTRTONRT v RB3ER S
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7, permitanyany ZfEET D &, FEEEINTHWRWTXTO T 7 ¢ v 7 @i L
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AT — KAV N THEGINT Ty NOBRIT o NENET, Zhid, HRZ: deny
AT —RAV MZEoT, XV T — 2 BNAERSIND T2 TT,
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N5 77 40y 7RI NET,
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T 78RV R NEBEATDE, 74V E D T ENT Ty MEIT S AZEIET HRICHE
EINDTD, TRAADY I —AEHKITEET,

REA T =Tz ZATE, 77 ERA VA MNIA =T =A 2ok (EF) shs
ro b7 4 nNZ YT LUET, BIEA X —T = A AT Rate-Based Satellite Control Protocol
(RBSCP) OTCP7 /A artu—/L AL (ACL) ZHL T, BEA X —T A A
T TCP #8ISE (ACK) %%\F 537 v hOFEEEAHIE CX 7,

debug a2~ REHEHLTT 78R VA NEZRBL, Ty 7 nJ/0EZHIETEET, =
L2 TV BAVAND T ANE Y U TIRMES T —BEEREIIESNT, TRy T u s E
BEETLEITEDT FLAEE 7 e FalicfliBcE 9,

TIRAVARNEFEHLTC, V=T 47 T 7T —h XAY¥YNVAT~2F (DDR) |
B L O Quality of Service (QoS) HEEEZHlHEIT 5 Z LN TE £,

IPE&RtTET7oERXa>rA—)L YR MDEREARE

IPRARITET VR JR FDIER

IPAHITET 782 URARNEBIERT D E, BIGIET RLVALESEET RLA, 720137 KL &
LMDIP 7 4 — /L ROMAEDLEE T ANF ) T TR ERNTEET, LRiftET 7R
UARMZIED, DT WARIONW=ZT 78 A UARNEREETEET,
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FIEDHE
1. enable
2. configureterminal
3. ip access-list extended name
4, remark remark
5. deny protocol [source source-wildcard] {any | host {address| name} {destination
[destination-wildcard] {any | host {address| name} [log]
6. remark remark
7 permit protocol [source source-wildcard] {any | host {address| name} {destination
[destination-wildcard] {any | host {address| name} [log]
8 TIUEARAUARAMIART—RMAVIEZELIZIBETDICIE, ATy 7 4~T52#0IKLFE
ﬁ—o
9. end
10. show ip access-lists
FIIE D
ATV RFERETI3 Y B#Y
RATvF1 |enable M EXEC E— RE BT LET,
£l e MAU—RZ AN LET FEREn%4a)
Device> enable
ZXFw 72 |configureterminal sua—sbar7 4 Xab— gy E— Nl
1 LET.
Device# configure terminal
AT F3 |ipaccesslist extended name LA L CHRIP T 782 VR REER L,
Bl - JEEARIMNET 722 VA MDAy 7 4 Fal—
Device (config)# ip access-1list extended acll varE— ]\%Eﬂﬁébiﬁ—"
RTwv 74 |remark remark (LB 77ERA VAR AT — kA MIHAE
{;“ : J‘EJJD L/jz—g«o
Device ((I:onfig—ext—nacl) # remark protect server VEWRIZIP T VA VRN R DORTEIX
by denying sales access to the acll network fﬁi:?ﬁﬁiﬂf% i?—o
« ZOBITIL, remark 2~ RiIZX > T, AT v
FSTRELZdeny 2~ KRS F—T =
A RAZxfT B Sales *y NT—7 T U A%
BTHZerExry NT—7EREITRLET,
RFw 75 |deny protocol [source source-wildcard] {any | host EE) ERTHEESNETRTOLMEI T 5

{address | name} {destination [destination-wildcard]
{any | host {address| name} [log]

1 -

Ay N ST LE T
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Device (config-ext-nacl)# deny ip 192.0.2.0
0.0.255.255 host 192.0.2.10 log

AT v 76 |remark remark fEE) 727E8A VAN AT —RMA Y MIEAE
1§| : ﬁﬁubi‘j_o
Device (config-ext-nacl)# remark allow TCP from cERIZIPT 7 AV A== N ORTE-IX
any source to any destination ?ﬁﬂ:#ﬁﬁf% jﬁTo
X w77 |permit protocol [source source-wildcard] {any |[host | 25— [ X > F CEE SN TXTOSEMIT—E
{address | name} {destination [destination-wildcard] By MR RTHFATLET,
{any | host {address | name} [log]
11
Device (config-ext-nacl)# permit tcp any any
ATFYT8 |TI/EAVARNIAT—RAV FESBIRET | (B AT — kA2 M & o THRIICEF AT
HITIE, AT v 7 4~T % BVIRLET, SN TWRNWT RTOEEFTLT FLA
X, 778X URANDOKRREIZH DHIFER
7z deny A7 — h A v R TGS NLE
R
ATv79 |end PEARIET 78R VA MDDy 7 4 FaLb—
Bl - vay T REfT L, F5HE EXEC T— FIZRD
Device (config-ext-nacl)# end Eijko
A7y 710 |show ip accesslists BHEOTRTOIPT 7 EA YA NONEERRL

1 -

Device# show ip access-lists

£7

1 -

Kz, showip accesslists 2~ > RO B 2R LET,

Device# show ip access-lists acll

Extended IP access list acll

permit tcp any 192.0.2.0 255.255.255.255 eq telnet

deny tcp any any

deny udp any 192.0.2.0 255.255.255.255 1t 1024

deny ip any any log

MBA A —DT T ANDTILEAY X FOEA

FIRDHE

1. enable
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configure terminal
inter face type number

o0kl wN

end

mEs o 8—T42~07 222 toER

ip access-group {access-list-number | access-list-name} {in | out}
ip access-list extended acl-name acl-number

AT RKFERIEFIT7ZII Y

=)

AT w1 |enable ¥t EXEC £ — REAZIC L ET,
i) : e NAU—REZANLET (FERENTZHE)
Device> enable

25 72 | configure terminal SR YT 4 Fab—y Y B FEBG
{5l LETS
Device# configure terminal

AT 7 3| interface type number AE—=T oA REEEL, AV F—T=Af A
i - T4 F¥al—var ®—NEBBLET,

XTFw T4 ip access-group {access-list-number | access-list-name} |5 EL7-T 7R U R NEA L NI R A X —
{in | out} T oA AZHEHLET,
B CEETT RLAET 4K U LI BITE, A
Device (config-if)# ip access-group acll in ://\‘17:/ ]\ /r ‘/&‘—7:1:41&177?7\ U Z

FEEM L ET
RTFw 75 |ipaccesslist extended acl-name acl-number EACL a2y 7 4 X2l —3 gy T— REHEHIC

1 -

LEd, CLIIIMEEACLa 7 4 Fal—va v
E— FZBBLEST, Z0OF— RFTIL, BFE0T
ToOa<wy FNBIEOYERET 78 A Y A MIEH S
nEJ,

JHEACLa Yy 7 4 X al—3ay T— ReHEIC
LEd, CLIIIEACL 2>y 7 4 Falb—va v
F— FEBBLET, Z0OF— RFTIE, BFEOT
ToOa~y FNBIEOYEET 78 AU A MIEH &
nET,

*ACLav 7 4 Fal— gy E—FRNhbAT
INFT_RTCOavy RRMEAsSNd T 7R
URA R, JFTHHE DK 30 SCFOFHTF3C
FHINEHERHLET,

T IVEA VRNV T 4 F a2l — g F—
FnBANENTZT_RTOa~wr RB3EH I
L7 7RV AN, BFOEMNFEHEHLE
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B raszs7rexas ro—n Uz roBES

avYRFERET7IOI Y BRI
T, WET 72U A RTlEL, AL 100
~ 199 T,
AT v 76 |end AV HE—Tx2A A AT 4 Fa2l—T gy F—F
i - AT L. FEME EXEC E— FIZR D £,

Device (config-if)# end

IPEZFITET7oEAXa>,a—IL YR FDEKREH

Bl IPAFIFT=EFTHI2ERarbO—)L )R FOERK

Device# configure terminal

Device (config) # ip access-list extended acll

Device (config-ext-nacl) # remark protect server by denying sales access to the acll network
Device (config-ext-nacl)# deny ip 192.0.2.0 0.0.255.255 host 192.0.2.10 log

Device (config-ext-nacl) # remark allow TCP from any source to any destination

Device (config-ext-nacl)# permit tcp any any

Bl: A2F3—T A RA~NDT7 IR )R FDEH

Device# configure terminal

Device (config-if)# ip access-group acll in

IPEZRHITET7oEX 2> ,O—)L YR FDEMEER

EEE M
EERE YZaTFILEA ML
X2V 7 0 av R + [Cisco 10S Security Command Reference: Commands A to CJ

+ [Cisco 10S Security Command Reference: Commands D to L]
+ [Cisco IOS Security Command Reference: Commands M to R

» [Cisco 10S Security Command Reference: Commands S to Z]
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VR — M ERKBIIERALTLZE N, 2
NooY Y—RF, Y7 NUoTEA A N—
wa RELTZD, YAapfFEeT 7 Jn

BT D BRI E A R L7120 35 7
wmﬁﬁbf<ﬁémo:@ww#4bim
V=T 7 AT HERIL, Cisco.com D a7
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