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enable
configure terminal
ipv6 access-list access-list-name

b=

permit protocol {source-ipv6-prefix/prefix-length | any | host source-ipv6-address| auth} [operator

[port-number]] {destination-ipv6-prefix/prefix-length | any | host destination-ipv6-address | auth}
[operator [port-number]] [dest-option-type [header-number | header-type]] [dscp value] [flow-label
value] [fragments] [hbh] [log] [log-input] [mobility] [mobility-type [mh-number | mh-type]] [reflect
name [timeout value]] [routing] [routing-type routing-number ] [sequence value] [time-range name]

5. deny protocol {source-ipv6-prefix/prefix-length| any | host source-ipv6-address| auth} [operator
[port-number]] {destination-ipv6-prefix/prefix-length | any | host destination-ipve-address | auth}
[operator [port-number]] [dest-option-type [header-number | header-type]] [dscp value] [flow-label
value] [fragments] [hbh] [log] [log-input] [mobility] [mobility-type [mh-number | mh-type]]
[routing] [routing-type routing-number] [sequence value] [time-range name]

[undeter mined-transport]
6. end
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Device> enable
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Device# configure terminal

AT 73 |ipv6baccesslist access-list-name IPV6 ACL ZEF L, IPV6 77 A U Ak 237 4
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Device (config)# ipvé access-1list hbh-acl

X 7 4 | permit protocol  {source-ipv6-prefix/prefix-length | any | 1pv6 ACL O a2 E L E 7,

| host source-ipv6-address | auth} [operator
[port-number]] {destination-ipv6-prefix/prefix-length | any
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| host destination-ipv6-address | auth} [operator
[port-number]] [dest-option-type [header-number |
header-type]] [dscp value] [flow-label value] [fragments]
[hbh] [log] [log-input] [mobility] [mobility-type
[mh-number | mh-type]] [reflect name [timeout value]]
[routing] [routing-typerouting-number ] [sequencevalue]
[time-range name]

1

Device (config-ipvé6-acl)# permit icmp any any
dest-option-type

ATvTh

deny protocol {source-ipv6-prefix/prefix-length | any
| host source-ipv6-address | auth} [operator
[port-number]] {destination-ipv6-prefix/prefix-length |
any | host destination-ipv6-address | auth} [operator
[port-number]] [dest-option-type [header-number |
header-type]] [dscp value] [flow-label value] [fragments]
[hbh] [log] [log-input] [mobility] [mobility-type
[mh-number | mh-type]] [routing] [routing-type
routing-number] [sequence value] [time-range hame]
[undeter mined-transport]

1

Device (config-ipv6-acl)# deny icmp any any
dest-option-type
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end
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Device (config-ipvé6-acl)# end
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Device (config) # ipv6é access-list hbh_acl

Device permit
permit
# permit
# permit
# permit
# permit

(
(config-ipvé-acl) #
Device (config-ipvé6-acl) #
Device (config-ipv6-acl)
Device (config-ipv6-acl)
( )
( )

tep
tcp
udp
udp
hbh
any

Device (config-ipvé-acl
Device (config-ipv6-acl

any
any
any
any
any
any

any hbh
any
any
any hbh
any
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Device (config-ipv6-acl) # hardware statistics
Device (config-ipv6-acl)# exit

! Assign an IP address and add the ACL on the interface.

Device (config) # interface FastEthernet3/1

Device (config-if)# ipvé address 1001::1/64

Device (config-if)# ipvé traffic-filter hbh_acl in

Device (config-if)# exit

Device (config) # exit

Device# clear counters

Clear "show interface" counters on all interfaces [confirm]
Device#

! Verify the configurations.

Device# show running-config interface FastEthernet3/1
Building configuration...

Current configuration : 114 bytes

interface FastEthernet3/1
no switchport

ipvé address 1001::1/64
ipvé traffic-filter hbh acl
end
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