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HostB CTS-5XP
{(10.10.10.1) IP:10.10.10.1: SGA:3

IP:10.10.10.2: SGA:S
CTS-5XP capable software CTS-8XP enabled software
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CT5-SXP incapable hardware and hardware
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RUABRREEN TV RWETERICH LT, T 74V EDEETIP T RLAZHRET
TFET, BETIPT RLANRESN T RWE, T/, R I T~ DA 4 —

Tx2AAIPT RLVAZERALET,

CTS-SXP ClIEE DAy T HFHFAILET, DFV, CTS /— KU =T PR — MGs 734
ADET N CTS ™— R =7 AR — FOMGHNTHLHLIGLE, 2BHOET IFN— Ky =7
KISETICEET A ETIP & SGT D~ v B VIEROLIFEA G LT, 3FEHOET ~D
CTS-SXP #ifit Z iR ETEX £9, T34 AL 1 DD CTS-SXP ##5¢ TlX CTS-SXP U A F—L L
T, B CTS-SXP #5¢ TIL CTS-SXP A —H— & LTHETEET,

CTS T3 AL TCP ¥ —F7T 547 AH=AL%ZMHEHL T, CTS-SXP E'T & OREG & MR L
F9, ETERAWN ERIEEET A0, TN ALRRE A REARERITHIR A LR
DRI T 20, B RENGHIBR S D F T O Z I LEITLE T,

VRF-Aware CTS-SXP

AN —TFT 4 TBI O 7+ T —F 47 (VRF) @ CTS-SXP DFEIE|L, K¥¥ED VRF &
CTS-SXP #fit & /31 > RLET, CTS-SXP #AMbT DN, Ry RU—27 MR IR LA
Y2 ELFLAVIDOVPNICKH LTIELSRESNTEY, §3TD VRF BRESNTVD
Tl EEIREE LTWET,

Cisco TrustSec SGT Exchange Protocol IPva O BTiRE4 [}



Cisco TrustSec SGT Exchange Protocol IPvd D #TiZE#H |

B 5207 90—F70020V—2R—2 KU — T7 471 —0

CTS-SXP VRF R — hF. ROLIHIICFELDAHA LN TEXET,
¢« 1 DD VRE IZ1E 1 2D CTS-SXP Bt DA% /3 » R TE £,
« B> VRF BNEMHET D CTS-SXP B 7 £ 7213 XMETIP 7 R L AFOFREMENH Y £,

«1 D0 VRF THFE GEMFEZIFTHIER) Sz 1P & SGT O~ v B> 7%, [A L VRF K2
AV TOREFHTEET, CTS-SXP Hftld 72D VRF ISV FEhev vy B 7 &2 T
T EH A, SXPHHEA VREF TR T LARWESIZ., £ VRF ® IP-SGT ~ v ' 7%
SXPIZX - THHFSNEEA,

« CTS-SXP MRAEIL., BEILIPv6 7 R AR L= DMy 2R — L TWET A,
7272L. VRF KA A IND 1 DD CTS-SXP #f5t % IPv4 & IPv6 i D IP & SGT D~ » &
VIINHRIETCTE DAL, VRE S TEHEOT KLA 77 S URBRFR—FINET,

¢ CTS-SXP 21X VRF 7~ Y Ok L NP & SGT D~ » B0 ZHIZHIRIZH » £ A,

X a)T4 GIL—"T T7IORADYIY—R—XAKRKY)—T74A47F

74—

CTS-SXPix, X =2UT 4 I N—TT 78X (SGA) V=V X—AKRKI)—T57 AT T 4—
)V (ZBPF) AT DL T, Fy NI —7 TNRALADEAE Ry T —7 DX LIZHDY
Fr~EiE L9, CTS-SXPiL, ROKIZRTERBY, Xy NT—I RIKIIFETDH S T4~
WENSRADSTAT T AT ABREFET A TA L TARA ABBLITAT T 4T 4
RO S E T,

X2 UT 0 Zv—7 %7 (SGT) 1%, s&hHlA Y > —%#H T 57D, SGAZBPF (2L - T
fEFHESNET, IP & SGT O~ v B FiE#RIZ. CTS-SXP o EHLET, X7y haZET
Lo, Ny NNOFEETLESELEDIP 7 FL AL, FELEFLEDZ T EIRESEHT-01C
HEHENET, 74T T 474 7747 U4 — L, BEDO1DIZSCGT b5, FES
TR —IZHESNWT, ZELIP 2y MR —Z2EA L £7,

. Cisco TrustSec SGT Exchange Protocol IPv4 D RITIZ 514



| Cisco TrustSec SGT Exchange Protocol IPvd D BTHE & #

Cisco TrustSec SGT Exchange Protocol IPv4 (5% 5E /5 5% .

2: %y T —9 £K0D CTS-SXP SGA ZBPF 7388/ X R

SGET (120) Marketing servers

E‘ Ll - e a— o
i s _}/’ "*x_____
SAC:10.1.10.100 (el M| \ i i
J

g == ASA Firewal| S8 |
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P{‘ ‘\—_/I : .:': Marketing servets
CTS-SXP =
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SGA to Name Binding

| Secuirty Group Name Secuirty Group Tag |

K,

| mktg-servar 120 |
| mkig-corp-users o6 |
| mkig-contractor 080 |
o
| corp-servers 090 | B
= =JLreo N
Cisco TrustSec SGT Exchange Protocol IPvd D% E A%
CTS-SXP O Exh1E
FIEDHE
1. enable
2. configureterminal
3. ctsxp enable
F D4
ARV NFEERTIVa Y =LY
AT w1 |enable it EXEC E— REAZCLET,
i - e NAT—=REANLET (ERINZHE)
Device> enable
2w 72 |configureterminal Ja—N)L a7 4 Fal—ay T— REBLE
15“ : L/jz—g—o
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ARV RFERFTIVaY =)

Device# configure terminal

R w73 |ctssxp enable

RXE SIVTAEE O B 7 BRIk L C CTS-SXP #it

15“ : %ﬁ&‘j‘j'ﬂ: L/i‘d—o
| | (F)  ETHESRESNTOD I LAWRL
Device (config)# cts sxp enable iﬂ”o TR E STV RN

A . CTS-SXP Hftix T b & ITMENL T
XFHA,

CTS-SXP E 7 EHNDETE

CTS-SXP BT ##i 2 W T DT /NA A TRETHLENH Y £9, DT/, RTAE—T—
T M OT AL AT ZAF 2720 F3F, RAT— NE#EEHEH LTSS, ST

NG

)

RIZRICRA T — REfFH L TS ZEN,

GE) 774/ bD CTS-SXP EEICIP 7 RUARERE S TWRWIEEIZ, Bftd CTS-SXP %15
BT RV AZRE LW &, Cisco TrustSec Y 7 MV = T IXEFEO R —H /L IP T KL AN D
CTS-SXP AfETLIP 7 KL A&l L E9, CTS-SXP £[EICIP 7 KL AL, —& )5 Bk
SND TCP Héfot Z L IZHRR D580 H Y £7,
FIEDHE
1. enable
2. configureterminal
3. ctssxp connection peer ipv4-address {source| password} {default | none} mode {local | peer}
[[listener | speaker] [vrf vrf-name]]
4. exit
5. show ctssxp {connections| sgt-map} [brief | vrf vrf-name]
FIED
ATV RFERET7TIV3 Y B

AT w71 |enable

¥i#E EXEC T— &AL £,

1 - e NRAT—=KRZADLET (ERkENTHE) .
Device> enable

Z 5 2 | configureterminal Ja—)aryZ 4 Xal—3gy E— NEBRlk
15“ : L/i—a—o
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crs-sxp e7ionE

AU RFERETIVa Y

B8

Device# configure terminal

ATvT3

cts sxp connection peer ipv4-address {source |
password} {default | none} mode {local | peer} [[listener
| speaker] [vrf vrf-name]]

1 -

Device (config) # cts sxp connection peer 10.20.2.2
password default mode local speaker

CTS-SXP B°F 7 NL AEEEAHELET,

source ¥ — U — NIZIIFIE LT /A ZADIPvAT R L
AERELET, BT FLABEEIN TV
Ba. 774NV ROREELT RLA (REILTW
L58) . FRIEAR—-bOT FLAEFEHALET,
password % — U — R{Z{X, CTS-SXP THktIZfF H
FTHNAT—=RERELET, ROF T a0 2Bd
nET,

« default : ctssxp default password =~ > K&

AL THEELEZT 74/ D CTS-SXP /R AT —
REMHALET,

snone: NAT— RiIfFEHINETA,
modeX—"U— RTiE. YE—FETT AL 2D —
NERELET,

elocal : FREE L= F— RiFu—h LT 4 2%
BLET,

cpeer  fEELTZE— RIIET T A AEZ]L
EJx RN

. listener : = DOF A ZARELEORRIC Y 2 F—IT
AL/ IS

» speaker : HERDOBRIZ Z DT /N ANAE—H —
2720 ES, ZuET 74 hTY,
FFva vt F—U—RKTlE, ETICHT S

VRF 2 EELET., T 74/ MIF 74/~ VRE
‘/C“ﬂqo

AT 74| exit sua—rb ar7 4 Fal—ary T—FEKT
Bl - L. i EXEC E— FIZIRE D £,
Device# exit

A7y 75 show cts sxp {connections | sgt-map} [brief | vrf (A7 a) CTS-SXP D AT —H A L ik R

vrf-name]

1

Device# show cts sxp connections

LET,
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B 7o+1rocrssxe szo—rozE

FIAILFDCTS-SXP /AT — FDEHTFE

FIEDHE
1. enable
2. configureterminal
3. ctssxp default password [0 6 7] password
4. exit
FIIE D
ARV RFERIETY a3 B#Y
AT 71 |enable FitE EXEC E— REZ AT L E T,
f5l e NAU—RZANLET (FERINTHH) .

Device> enable

R 72 | configureterminal JTa— )L a7 4 X2 lb—3ay B— REELG
15“ : L/ij‘o

Device# configure terminal

ATy 73| ctssxp default password [0 6 | 7] password CTS-SXP DF 7 4 /L b RAT— F&RELET,
Bl - VT THRRAIIRT—R 0&FEHT 20473
Ve L) FETEREELSAT—F (6 £/ 747
Device (config)# cts sxp default password Ciscol23| ¥/ = VEEH) ANITEEST, RXAU— RDEK
Ri3 32 05T,

Gx) 57 4/ b Tlt. CTS-SXP IO &
7w PR ASAT— REHEHLEE
/\Jo
ATy 74 |exit Jra—r )L ar7 4 X¥al—vgy T— REKT
Bl - L. i EXEC E— FIZRE D £,

Device# exit

T I AL O CTS-SXPZIETIP 7 KL RDERE

FIRDHE

enable

configureterminal

cts sxp default source-ip src-ip-addr
exit

pPwbd=
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F IR D

crs-sxp ogproze [

ARV RFEEETIVa Y

=)

AT 71 |enable FrHE EXEC E— RE AR L ET,
i) e NAU—REZANLET (FERENTZHE)
Device> enable
25 v 7 2| configure terminal Ja—rL me T 4 Fa —ia v T KB
{5 LET,
Device# configure terminal
ATy 73 | ctssxp default source-ip src-ip-addr CTS-SXP 7 7 4 /v hDEFITLIP 7 KL AZFE L
il - 9, Ziud, BEILIPT FLAREES ATV
W RTOH LW TCP Bl ShvE T,
i)g\fégéz((.:gnfig) # cts sxp default source-ip GE) 5“‘\7%/1/ k@ CTS-SXP Ji:‘{%fﬁ P7 KL
AWBE SN TWDEE S, BEfFO TCP
BRI B L £ A,
2Ty 74| exit Ja—sarZ 4 FXalb—var T REKT
- L. FH EXEC E— FIZRY £7,

Device# exit

CTS-SXP D E/mEAR DX TE

BTN CTS-SXP Bt 2 75 &, Wl — N RE D XA ~—0BESNE T, NEA—
IWRET Y BA =TT HRNCE T DN T 5 &, CTS-SXP HIFHIM ¥ 1 ~—03Bihs
SHET, CTS-SXPEIFHIM # A ~—37 77 4 772, CTS Y 7 b = 7 ILaiEl O T
FELESGT vy By 7 v MY ARFEL, B2y N EHIBRLET, 7 7 4/ MAEZ
12080 (243) T9, CTS-SXPEIFMIMAZ ORISR ET DL, XA ~—NT 4 B—T M7V,
piEloBRi O+ X To= > U BHIRESET,

FIRDEE

enable
configureterminal

pPwN=

exit

cts sxp reconciliation period seconds
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F gD FEH
ARV KRFERRETI a3 Y B

AT w1 |enable it EXEC E— REHIZ L E T,
il - e NAT—REANLET (FERINEHA) .
Device> enable

R 72 |configureterminal Ja—) a4 Xal— gy EF— NE2BtE
i - LET,
Device# configure terminal

AT 7 3| ctssxp reconciliation period seconds CTS-SXP1EIF # A ~—ZF B CTiE L £ 9, #iPH
il - 120~ 64000 T, 774 /L biE 120 TH,
Device (config)# cts sxp reconciliation period 150

25w 74 | exit Ja—m)aryZ 4 Fal—ary ET—RaKT
il - L. ¥ EXEC E— FZzBlfn L £ 5,

Device# exit

CTS-SXP B THARI DR TE

CTS-SXP HITHIMIZ X o T, CTS ¥ 7 b7 = 77 CTS-SXP #5#5i & T AT D HEEN R E D

F 9, CTS-SXP EERL IEH I THESL ST T8 E
BT B O 2 RIT L E T, T 7 /0 MEIX24 T4, CTS-SXP

7 A ~—DORTIRIT,

CTS V7 + v =7 1% CTS-SXP HiRITHA

BRATHI 2 0 ISR ET D & A ~—IXEMT e v | i,

FIEDHE
1. enable
2. configureterminal
3. ctsxpretry period seconds
4. exit
FIE D
AU RFERET7TIV3 Y B#)
AT w1 |enable F#HE EXEC £ — REH ML £
fi e NAU—RZANLET (BFERINTHR) .

Device> enable
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IPESCTOR Y ELSEEEF v TF v T 5 Systog DR [

ARV REEET7IVa Y B

Z 5w 2 | configure terminal Ta—\)ar7 4 Xal— gy T— N2
1 LET
Device# configure terminal

AT F3|ctssxpretry period seconds CTS-SXP fFiffT4# A ~— A FHA THREL E7, #
Bl - PHIZ 0 ~ 64000 TF, 77 4/L ME 120 TY,
Device (config) # cts sxp retry period 160

25w 74 | exit Ju— ) a7 4 F¥Fal—ary T— REKT
i - L. FH EXEC £— FIZREY £7,

Device# exit

IPLSGTDRYE VI EEHF v TF w9 5 Syslog DIYERL

FIEOHE

F IR D FH

enable

configureterminal

cts sxp log binding-changes
exit

PN

ARV RFFERERTI VA Y

=)

AT w1 |enable FrHE EXEC E— REAIN L E T,
fAi) e NAU—FRKEADNLET FEREINTEHE) .
Device> enable

25w 72 | configure terminal Ja— ar7 4 Xalb—ay - el
i - LT,
Device# configure terminal

AT 7 3 |ctssxp log binding-changes IPLSGT A v REFEDR XL V2 HNCT5 L,

1

Device (config) # cts sxp log binding-changes

IP & SGT A>T 4 7 DR (GBI, HIER, £
H) MFRAET DN CTS-SXP @ syslog  (sev S
syslog) DMERESNET, T HDEEIET CTS-SXP
B THFE I I nE T,
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B 205 0T 70€R0 V=2 R—Z K o= 774 79— LD SR Ty TORE

ARy REEEF7OVa Y B
G¥) ZonaX U HERE. T 740 TR
FA4E—T I TWVET,
ATy 74| exit FH— L AT 4 Xl — gy B REKT
Bl - L. i EXEC E— FIZRE D £,
Device# exit

Xa)T4 GIN—T TF7IOERADYIY—2R—RXAKRKY)—T74A47F
DA—ILDYISRAIYTDETE

TDRATHEFETLT, BFXF2VT 4 IA—FT7 7% (SGA) V—r_X—ZA R — T 7
AT TF—=NDXy NI—0 "NTFT T4 DT IIODI TR~y TEFRELET,

A\

GE) D b 1 DOFIRELFATTDLERHY 7,

S R AT AT = VR =, TA4NZ VTN CeXa VT 4 IN—T X TD
DEFEHLET, Y= _X—R 77T 04— /LR —TlE, R —L—FETHDIL,
oy a VEERLIZENIONT y FORTT, ZO7u—0&%ke/ 7y M &E IR
Uo—HNDT 4 VEE—BLERAN, By arbidE#E - LEST, %y MOEE
THMEMERIZ. MET 7 aro—E LTEREINET,

FIEDEE

enable

configureterminal

obj ect-group security name

security-group tag-id sgt-id

group-object name

description text

exit

class-map typeinspect [match-any | match-all] class-map-name
match group-object security source name
match group-object security destination name
end

show obj ect-group [name]

©ENSOTHWN

- ) )
=
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tEIYT 4 TN—T FOLRDI—YR—Z K o= T4 7 o+—LDY 52 2y TORE [

F gD FEH
AV RFERETO3 Y B#)
AT 71 |enable FibE EXEC E— RZ A LE T,
i ¢ NMAT—REANLET (FERINTEHE)
Device> enable
X 5w F2 |configureterminal Jua—)bary7 4 X¥al— gy T— K&tk
1 - LET,
Device# configure terminal
AT w73 |object-group security name FTT =2l b IN—TEFR LT, HEDOZ—F
i - FlF Y RS MO RETDH N T 74 v 0 &
BEL, A7Vl NIN—TDTAT T 4T 4
Device (config) # object-group security myobjectla Tt — F&:)\K)giiro
AT w74 |security-group tag-id sgt-id SGTID &S EZMHHL T, X2V T4 Z—TD
B - AUN=Vy TEBELETS, ZOFFIT1~
65535 CTZoa~vy RaHT5 L, kot
Device (config-object-group) # security-group ¥ U 5“4’ 7/1/‘_‘707%#5%’(% ij—o
tag-id 120
A5 75 |group-object name (FTFvarv) xR PSNIBRE, 22— 71—
i - T TIHRELET, ZOoa~vy FEHAT 5
ELBBORA NI —Y SV —THIRET
Device (config-object-group) # group-object admin %fjfﬁ‘o
AT 76 |desription text FFvay) ¥xa 074 JA—TZBT 51
Bl - WEERLET
Device (config-object-group)# description my
sgtinfo
ATy T1 |exit FT 2 NIN—T TAT T 4T 4 T R%&
Bl - KTL, Za—r b ary Fal—vary T—
N Bte L £,
Device (config-object-group) # exit
25y 78 |classmap typeinspect [match-any | match-all] LAY IEIZLA TV ADRESA T VTR < v
class-map-name TEREKRL, 7 IAYy T a7 4 Falb—Ta
i : v E—RFERMBLET,
Device (config)# class-map type inspect match-any
myclassl
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B 2054 90— 70 ERDY—R—Z K o= T AT I —LORY S — % v TOIEH

ARV FFEREETIVa Yy

S

25w 79 |match group-object security source name X2 VF 4 IN—THNOZ—FNED NT T 4 v
1§| . 7k#£ﬁé'@_‘j€jﬁo
Device (config-cmap) # match group-object security
source myobjectl
X w710 |match group-object security destination name X2 UTF 4 IN—THNOZ—FDNFT T 4 v
15'] : &gﬁéﬁi‘a‘o
Device (config-cmap) # match group-object security]
destination myobjectl
AFy 71 |end JIA~wy T arZ 4 Fal—varE— ik
Bl - T L. % EXEC E— F&BMMLET,
Device (config-cmap) # end
A7 712 |show object-group [name] (AFvarv) F_RCO2—Y ZL—TDars

51

Device# show object-group admin

VYV EFRRLET, A7V ar bk LT, namesl#k
ZENT L. B— A —TOERBERINE
j—o

Xa)T4 GIN—T T7IORDYY—R—XAKRKY)—T74A47F
DA —ILDRY) — <y TOERL
TDEATHEFITLC, V= XTI T D, EX=2 VT4 7 Vv—7F7T 78R (SGA) V' —
VR—ZA R — T AT U F— VDR — <= PEERLET, £/-. ZOX R 71T,

X274 V=BT BA L H—T 2 A A LT, ¥X2 T4 TN—T X7 (SGT) &
¥oro ha)b (SXP) FHRIFREATNEX N T T4 v 7 L8ETHLSY. TAT T AT 4 77

FIEDHE

A4 77—/ (IDFW) #FHELFE T,

enable
configure terminal

classtypeinspect class-name
inspect
exit

©ENDOGHWN

end
interface type number
zone-member security zone-name

- -
- O
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tELYTFA TN—T FIERD Y=V R—Z KUY S— T7 4 T+ —LOKY v— 2w Tk |

12. ctsmanual

13. nopropagate sgt

14. policy static sgt tag [trusted]
15. exit

16. show policy-map typeinspect zone-pair session

FED FH 4
AU RFEEETIa Y E]:g]

AFwS1 |enable ¥5HE EXEC E— READC L E T,
1 - e NMATU—REANLET (FRINTEHE) .
Device> enable

X 5w F2 |configure terminal Jua—)bary7 4 ¥al— gy T— K&tk
1 - LET.
Device# configure terminal

AT w73 |policy-map typeinspect policy-map-name LAXY3IELIILAVADBELA TR —~
Bl 7RI LET.

RV —~wy T AT 4 Fal— g F—

Device (config)# policy- t i t .
Zizzfzoiizylg policy-map type inspec }~%5Eﬁﬁél,§iifo

RT w74 |classtypeinspect class-name T arEFTTOLNRDNT T 47 (U T
Bl - A) BHEL, RV Y=<y T 7IFA a7y

Fal—varyE®—RERBLET,

Device (config-pmap) # class type inspect cmap-1

RTw S5 |inspect Ry b A AT a s BAMELET,
i -
Device (config-pmap-c)# inspect

ATFvT6 |exit BV —~yF VFA a7 4 ¥al—agy
i - F—REKTL, Ze— a7 s F¥2l—s

Y E—FEHBLET,

Device (config-pmap-c) # exit

XF w7 |zone-pair security zone-pair-name source source-zone | ' —> X7 EEK L. EX2 VT4 YV —r 3

destination destination-zone

1 :

Device (config)# zone-pair security zl1z2 source
z1l destination z2

TJA4FXal—varyET—RERBLET,

GE) R o—m@mHATITE, = T
ERETHVLENDY F7,
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B 2054 90— 70 ERDY—R—Z K o= T AT I —LORY S — % v TOIEH

ARV FFEREETIVa Yy

S

AT w78 |service-policy typeinspect policy-map-name TrAT U —NR) U=~y T EEE — R
15“ : TGZ{TJADD Lijﬁo
GE) S Y DRTREITHEY - RBRE SR
Device (config-sec-zone)# service-policy type A = . —
inspect zlz2-policy2 RN ) N A A Wi
TReyTShET,
ATwv79 |end txa VT4V —rar74¥al—vgrE—
. KEHKTL, ZJe—L a7 4 F¥al—va
E— RFZRBLET,
Device (config-sec-zone) # end
AT w710 |interface type number AV B—=T 2 A RAEREL, AV F—T =R 2
i - Y7 4Xal—vary®—RERBLET,
Device (config)# interface GigabitEthernet 0/1/1
AT w711 |zone-member security zone-name AV B =T A AERRELLEX 2T 4 V=
15'] : &:%IJ D %T\ij—o
| o | 6B AvE—T A AR T2V T S
Device (config-if)# zone-member security Inside l/U))(l//§*—iC[/fi§%é§\ jfﬁﬂ&lBéﬁ%
A VE—T oA A% EBRT DT
TDORIT T 47 V—H5ED KT
T AT EIN—EIED T T 4 v
7 &BRL) X, TIANM R TRr Y
SNET, NITA I H—T =
A ABEET DI, S —rERY U—
DERIED S — 2 T O—EIT D db
ENRHVET, RIT—NET T 4>
JEHAITHE. FT T4 v TIFTED
A B =T =2 AL BBTEET,
AT w712 |ctsmanual Cisco TrustSec Security (CTS) SGT #2FE & #55D A
il - YH—=T A ZEHAEL, CTSTFEIA v ¥ —T =
A AaryT 4 Xal—rare—ReBBLET,
Device (config-if)# cts manual
AT w713 |nopropagate sgt CTS A > H—T = A AT LAY 2D SGT fri & I
15“ : éj‘]/ﬂ: L/ij—o

Device (config-if-cts-manual) # no propagate sgt
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AR EERRTIVa Y B &Y
ATY 714 p0|ICy static sgt tag [trusted] SGT DIZHENE % F3HT 2 & VX 34 o | % fii
i LT, CTSEXa VT o4 INV—TDAET 47

FAREAR Y v — &R E L E T,
Device (config-if-cts-manual) # policy static sgt
100 trusted

AT v 15 |exit X2V T 4V —rar7 4 ¥al—arE—
i - R&#&T L. FiHe EXEC E— FEBI L £,

Device (config-if)# exit

AT 716 |show policy-map type inspect zone-pair session (X7 ar) BESNZYS—r <XTORY > —
i - <~ TV r—3 3 UNRETERE S v/, Cisco

IOSAT—h NNy N A VAT a2y

Device# show policy-map type inspect zone-pair va >/%E§%ﬁ%l/EE7fo
session

GE) IR T T 4 —)L RO FICFRE
NAHHERIT, AWM NI 74 v 7D
BB T DT T4 I DINTT 4y
7 L—Db (v M) T, ity
7 w7 L— FRFEFIZELS, L— b
DR SN DEEDOA 7 —LiZo
o TwEmWERity b7 v 7 L— Rk
Fii T 2564, #iclT 28
WobbT—FZIxRRINEE A,

1 -

WO 7111, show policy-map typeinspect zone-pair session =~ > R{Z L > THER S
N5, FBESNEZY = _RTOR) —< T 77V r—a URFERTERS I
72, CiscolOS AT — R~ TN Xy h A VAT Vg vy a BT AERE R
Li‘g—o

Device# show policy-map type inspect zone-pair session

Zone-pair: in-out
Service-policy inspect : test

Class-map: test (match-any)
Match: group-object security source sgt
Inspect
Established Sessions
Session 113EF68C (192.2.2.1:8)=>(198.51.100.252:153) icmp SIS OPEN
Created 00:00:02, Last heard 00:00:02
Bytes sent (initiator:responder) [360:360]

Class-map: class-default (match-any)
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Match: any
Drop (default action)
310 packets, 37380 bytes

Cisco TrustSec SGT Exchange Protocol IPvd @ % 7€ {51

{5l : CTS-SXP E7 &1 +— T ILIL LR E

RIZ, CTS-SXP Z A F*—7 /W L, Device A (At—7%—) TDevice B (U 2} —) ~0SXP
TR ARET DB R LET,

Device# configure terminal

Device A(config)# cts sxp enable

Device A(config)# cts sxp default password Ciscol23

Device A(config)# cts sxp default source-ip 10.10.1.1

Device A(config)# cts sxp connection peer 10.20.2.2 password default mode local speaker
(

IZ, Device B (U AF—) TDevice A (AE—H—) ~D CTS-SXP v 7 #foi % 7% &4 2 4

ZRLET,

Device# configure terminal

Device B(config)# cts sxp enable

Device B(config)# cts sxp default password Ciscol23

Device B(config)# cts sxp default source-ip 10.20.2.2

Device B(config)# cts sxp connection peer 10.10.1.1 password default mode local listener

WIZ, CTS-SXP #f5i & #/~r 3 5 show ctssxp connections =2~ > RO il &2~ L E 9,

Device B# show cts sxp connections

SXP : Enabled

Default Password : Set

Default Source IP: 10.10.1.1
Connection retry open period: 10 secs
Reconcile period: 120 secs
Retry open timer is not running

Peer IP : 10.20.2.2
Source IP : 10.10.1.1
Conn status : On
Connection mode : SXP Listener
Connection inst# : 1

TCP conn fd : 1

TCP conn password: default SXP password
Duration since last state change: 0:00:21:25 (dd:hr:mm:sec)
Total num of SXP Connections = 1
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Bl:txa1yTq G—F 7o 2ADY—v A2 KYs— 77479+ —LoBE ||

Hl:2X2)Ta GL—TF7OEADI—2R—=RKR)I—T74
704+ —ILDERTE

WoBIL, SGA V=2 XR—A R =T 7 AT I —NDITA~<y LR —
v~y TORTEERLET,

Device (config) # object-group security myobjectl
Device (config-object-group) # security-group tag-id 1
Device (config-object-group) # exit

Device (config) # object-group security myobject2
Device (config-object-group) # security-group tag-id 2
Device (config-object-group) # exit

Device (config) # object-group security myobject3
Device (config-object-group) # security-group tag-id 3
Device (config-object-group) # exit

Device (config) # object-group security myobject4
Device (config-object-group) # security-group tag-id 4
Device (config-object-group) # exit

Device (config) # class-map type inspect match-any myclassl

Device (config-cmap) # match group-object security source myobjectl
Device (config-cmap) # exit

Device (config) # class-map type inspect match-any myclass2

Device (config-cmap) # match group-object security source myobject2
Device (config-cmap) # exit

Device (config) # class-map type inspect match-any myclass3

Device (config-cmap) # match group-object security source myobject3
Device (config-cmap) # exit

Device (config) # class-map type inspect match-any myclass4

Device (config-cmap) # match group-object security source myobject4
Device (config-cmap) # exit

Device (config) # policy-map type inspect InsideOutside
Device (config-pmap) # class type inspect myclassl
Device (config-pmap-c) # pass

Device (config-pmap-c) # exit

Device (config-pmap) # class type inspect myclass2
Device (config-pmap-c)# drop log

Device (config-pmap-c)# exit

Device (config) # policy-map type inspect OutsidelInside
Device (config-pmap) # class type inspect myclass3
Device (config-pmap-c) # pass

Device (config-pmap-c) # exit

Device (config-pmap) # class type inspect myclass4
Device (config-pmap-c) # drop

Device (config-pmap-c)# exit

Device (config) # zone-pair security Inside
Device (config-sec-zone) # description Firewall Inside Zone
Device (config-sec-zone) # exit

Device (config) # zone-pair security Outside
Device (config-sec-zone) # description Firewall Outside Zone
Device (config-sec-zone) # exit

Device (config)# zone-pair security InsideOutside source Inside destination Outside

Device (config-sec-zone) # description Firewall ZonePair Inside Outside
Device (config-sec-zone) # service-policy type inspect InsideOutside
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Device (config-sec-zone) # exit
Device (config) # zone-pair security OutsideInside source Outside destination Inside
config-sec-zone) # description Firewall ZonePair Outside Inside
config-sec-zone) # service-policy type inspect OutsideInside
config-sec-zone) # exit

Device
Device
Device

Device (config) # interface Gigabit 0/1/1
Device (config-if)# zone-member security Inside
Device (config-if)# exit

TrustSec SGT MDA : L2SGT DA VRP 3 > LEREIC
B3 2 EMNIEH

BEEEHR
ESPEREYS T=aTFILBRA NI

X =2U7 4 =<2 F| [Cisco IOS Security Command Reference: Commands A to CJ

['Cisco 10S Security Command Reference: Commands D to L]

['Cisco I0S Security Command Reference: Commands M to R ]

['Cisco 10S Security Command Reference: Commands S to ZJ

Cisco TrustSec A A | [Cisco TrustSec A1 vF a7 4 Fal— g HA K]

MIB MB®D'Y >y

CISCO-TRUSTSEC-SXP-MIB [3#{R L7=75 v h 74 —A, CiscoY 7 h =7 V) —2_ BL&
N7 4—F ¥ By FOMIBZRELTHX Y e— T 554
IZ. ¥k® URL IZ3 % Cisco MIB Locator 28 L £,

http://www.cisco.com/go/mibs
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http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
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WDOFRIZ, ZOFY2— /LTt B LIEEICBET 2 ) U —XEHRE R LET, ZOFKIT, V7
o7 VU —RA LA U TEEREOYR—FREAINTZLEEDOY T T VY —R7Z
TERLTWET, ZOMEERIT. £l BARWEY . ZRLIBEO—EDOY 7 h =7 J Y —

ATbHAR—FShET,

T7y b7 A —bDYR— I BLOV AT YT MY =T A A=V OV R — MIBT 2 WA B
&9 % IZ1&. Cisco Feature Navigator Z /] L 7, Cisco Feature Navigator |27 7 & 23 % |Z
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X2 UT 4 I—T X7 (SGT) K7 m b= (SXP) I,
CTS VAR — b 28HOTr hard 1 2ThHY | AETIE
CTS-SXP L MEONE T, CTS-SXP %, /37 v b X 7 HFHRED 72
WE Y N T =7 T8 ZAERITIP-to-SGT /31 > ROER A A=
%, flf~7e b2 Td, CTS-SXP X, *v hI—2 EOT v
A RY =L TN ASDRGERA > 5926 SGT 3 RADIP %
ELES, ZHICEY, A vF . V—=F, T7AT U5 —/LDE
X2 VT4 P—ERE, TI7BATARAANLEEH LETAT v
TATAEREBAD LN TEET,

WA~ RPEANETITELINE L7z, ctssxp enable, ctssxp
connection peer, show ctssxp. ctssxp default source-ip, ctssxp
reconciliation period, ctssxp retry period, ctssxp log binding-changes,
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L ) LA

I) —_

2
TrustSec SG COBEREIE, CTS-SXP 3t F =T 4 Zv—7 772 (SGA)
Firewall V= R=2ARY =T 74T Ut —/ (ZBPF) Z#ELTH v b
Enforcement [Pv4 V=0 T R BT 5O KR LET,

WD~y RPNEANFETITAEEZ4UE L, group-object, match
group-object security, object-group security, policy staticsgt, 3 &
" security-group,
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