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Device> enable

Device# configure terminal

Device (config) # interface gigabitEthernet0/0

Device (config-if)# cts role-based sgt-cache ingress
Device (config-if)# exit

Device (config) # cts role-based sgt-caching

There is at least one interface that has ingress sgt caching configured. Please
remove all interface ingress sgt caching configuration(s) before attempting global
enable.

Cisco TrustSec SGT ¥+ v <> |



Cisco TrustSec SGT ¥ v v > >4 |
. Cisco TrustSec SGT ¥+ v > U J D

s ctsrole-based sgt-caching =~ > K& L T/ e — " LREZANMEL, AV F—T = A
AFKTEE— FT ctsrole-based sgt-cacheingress 2~ > K& L TA ¥ —7 = A ARE
AT LIS, ROBIDRT L O REEA vy —VRERINET,

Device> enable

Device# configure terminal

Device (config)# cts role-based sgt-caching

Device (config)# interface gigabitEthernet0/0

Device (config-if) # cts role-based sgt-cache ingress

Note that ingress sgt caching is already active on this interface due to global
sgt-caching enable.
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1. enable
2. configureterminal
3. ctsrole-based sgt-caching
4. end
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Device> enable
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Device# configure terminal
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Device (config) # cts role-based sgt-caching
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end
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Device (config) # end
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enable
configure terminal
inter face type slot/port
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end

ctsrole-based sgt-cache [ingress| egress]
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Device> enable
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Device# configure terminal
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Device (config)# interface gigabitEthernet 0/1/0

25w 7§ | ctsrole-based sgt-cache [ingress | egress) FFEDA B —T 24 ATSGTx Y v v T ERE

1

L/iﬁ—o

Cisco TrustSec SGT ¥+ v <> |



Cisco TrustSec SGT ¥ v v > >4 |
. Cisco TrustSec SGT ¥+ v > >4 DR

ARV REEEFET7IVa Y B
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Device (config-if)# end
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1. enable

2. showcts

3. showctsinterface

4. show ctsinterface brief

5. show ctsrole-based sgt-map all ipv4

6. show ctsrole-based sgt-map vrf
FIED M

AT w1 enable
Bt EXEC B— REANCLET, SZ2U—FE2AHLET (ERISNFEL) .
B -

Device> enable

AT w72 showcts
Cisco TrustSec #5fi & 7 a— )V SGT ¥ ¥ v UV T DAT — X A FKRLET,
&1

Device# show cts

Global Dotlx feature: Disabled

CTS device identity: ""

CTS caching support: disabled

CTS sgt-caching global: Enabled

Number of CTS interfaces in DOT1X mode: O, MANUAL mode: 0
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Number of CTS interfaces in LAYER3 TrustSec mode: O
Number of CTS interfaces in corresponding IFC state

INIT state:
AUTHENTICATING state:
AUTHORIZING state:
SAP_NEGOTIATING state:
OPEN state:
HELD state:
DISCONNECTING state:
INVALID state:

CTS events statistics:
authentication success:
authentication reject
authentication failure:
authentication logoff
authentication no resp:
authorization success
authorization failure
sap success
sap failure
port auth failure

show ctsinterface

0
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B R (AN EFIIA) BRI LT, A2 5 —T =4 2 & SGT F 4 v oo ZFBICHNTO Cisco
TrustSec iX EDFaHEHREZ TR LET,
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Device# show cts interface GigabitEthernet0/1

Interface GigabitEthernet0/1
CTS sgt-caching Ingress:

CTS sgt-caching Egress
CTS is enabled, mode:
Propagate SGT:

Enabled
Disabled
MANUAL
Enabled

Static Ingress SGT Policy:

Peer SGT:

Peer SGT assignment:

L2-SGT Statistics
Pkts In

200
Trusted

Pkts (policy SGT assigned)

Pkts Out

Pkts Drop (malformed packet):
Pkts Drop (invalid SGT)

show ctsinterface brief

FTRTCOA v H—T A AZHONT, T—K
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Device# show cts interface brief

Interface GigabitEthernet0/0
CTS sgt-caching Ingress:

CTS sgt-caching Egress
CTS is disabled

Enabled
Disabled

16298041

0

5
0
0
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Interface GigabitEthernet0/1
CTS sgt-caching Ingress: Enabled
CTS sgt-caching Egress : Disabled

CTS is enabled, mode: MANUAL
Propagate SGT: Enabled
Static Ingress SGT Policy:

Peer SGT: 200

Peer SGT assignment: Trusted

Interface GigabitEthernet0/2
CTS sgt-caching Ingress: Enabled
CTS sgt-caching Egress : Disabled

CTS is enabled, mode: MANUAL
Propagate SGT: Enabled
Static Ingress SGT Policy:

Peer SGT: 0

Peer SGT assignment: Untrusted

Interface GigabitEthernet0/3
CTS sgt-caching Ingress: Enabled
CTS sgt-caching Egress : Disabled
CTS is disabled

Interface Backplane-GigabitEthernet0/4
CTS sgt-caching Ingress: Enabled
CTS sgt-caching Egress : Disabled
CTS is disabled

Interface RG-AR-IF-INPUTI1
CTS sgt-caching Ingress: Enabled

CTS sgt-caching Egress : Disabled
CTS is disabled

AT 75 show ctsrole-based sgt-map all ipv4
F_XTOD SGT-IPv4 /31 o RERRLET,
11 -

Device# show cts role-based sgt-map all ipv4

Active IPv4-SGT Bindings Information

IP Address SGT Source
192.0.2.1 50 CACHED
192.0.2.2 50 CACHED
192.0.2.3 50 CACHED
192.0.2.4 50 CACHED
192.0.2.5 3900 INTERNAL
192.0.2.6 3900 INTERNAL
192.0.2.7 3900 INTERNAL

IP-SGT Active Bindings Summary

Total number of CACHED bindings = 20
Total number of INTERNAL bindings = 3
Total number of active bindings = 23

AT w76 show ctsrole-based sgt-map vrf
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Device# show cts role-based sgt-map vrf

%$IPv6 protocol is not enabled in VRF RED
Active IPv4-SGT Bindings Information

IP Address SGT Source

192.0.2.1 50 CACHED
192.0.2.2 2007 CACHED
192.0.2.3 50 CACHED
192.0.2.4 50 CACHED

IP & SGT D/N\1 > FDFEER

F—R T L — L TEHEINZIP & SGT DA > REFERLET,

Device# show cts role-based sgt-map all
Active IPv4-SGT Bindings Information
IP Address

SGT Source

10.104.33.219 300 INTERNAL

IP-SGT Active Bindings Summary

Total number of INTERNAL bindings =
Total number of active bindings

[
(R

Active IPv6-SGT Bindings Information

IP Address SGT Source
100::/64 124 CLI
200::2 300 INTERNAL
300::1 300 INTERNAL
1000::2 300 INTERNAL

IP-SGT Active Bindings Summary

Total number of CLI bindings =
Total number of INTERNAL bindings
Total number of active bindings = 4

[
w
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Device> enable

Device# configure terminal

Device (config) # cts role-based sgt-caching
Device (config) # end

Bl : A3 —TTARDSGT F v v TNERE

Device> enable

Device# configure terminal

Device (config) # interface gigabitEthernet 0/1/0
Device (config-if) # cts role-based sgt-cache ingress
Device (config-if)# end

A2B3—T A RATHDSGT Fr v TDEME

WOHFNE, v v I BTa—rNIVZENEBA 2 —T = A A TITHN 2 5512,
A B =Tz A ATSGT Xy v 7HEHEL, £ X —7 =4 AD SGT v v
VT DOREEFRT D HEE R LET,
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Device> enable

Device# configure terminal

Device (config) # cts role-based sgt-caching

Device (config) # interface gigabitEthernet 0/1

Device (config-if) # no cts role-based sgt-cache ingress
Device (config-if)# end

Device# show cts interface GigabitEthernet0/1

Interface GigabitEthernet0/1
CTS sgt-caching Ingress: Disabled
CTS sgt-caching Egress : Disabled

CTS is enabled, mode: MANUAL
Propagate SGT: Enabled
Static Ingress SGT Policy:

Peer SGT: 200

Peer SGT assignment: Trusted

L2-SGT Statistics

Pkts In : 200890684
Pkts (policy SGT assigned) : 0
Pkts Out : 14

Pkts Drop (malformed packet): O
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Pkts Drop (invalid SGT) : 0
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