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TA L ADRFIZOWTIE, YA R— MIBREWEDELTZE N,

1. Y —ERZA A=V LTT 7T 4 7IZLET, v /VF 752 NHO UTD OVA
Tr7ANDA A= (6°—)

2. VirtualPortGroup DA » ¥ —7 = A ZAB I MR —E2AZ2RELE T, vVvF 7T M
@ VirtualPortGroup 1 > ¥ —7 = A A LMY —EXDOREHE (713—)

3. VRFZ#FELET, vF 75 MHD VRF OFEHE (10 X—)

4, < VFTFH NHOBERME Web 7 4 VX ) T HRELET, ~/LF T+~ Web
T4 NG TR LOEBBAORGEE (11 =)

Ry —E 22, VA=V LTCTIZT 47 LET, v~ VFTF 2 MHDUTDOVA 7 7 A VDA A
(6 ~2—2)

VirtualPortGroup DA > % —7 = A AR L O — A ZHE L ET, v /LT 7k HO VirtualPortGroup
AR —T oA AELEBY—EAORTEHFIE (7 2—)

VRE #ZELEST, w/LFFF> FHD VRE OZREHE (10 ~—)

~NFTT FHOBBRME Web 7 4 V2 ) U T ERELET, ~VTFT T2k Web 7 4B
BROEEBREOBRESE (11 =)

TILFTFRHOUIDOVA 2 74 ILDA VA R—JL

AP —E 2D OVA 7 7 A Vi, (KR~ DEMEINTZ T4 A F—)L[fE/R] R—T 3
VEELA—T AT AT T 7 ANVTT, TOOVA T 7 ANENL—HFIIFX T a— R
LT, RV —ERZA ANV THULERHD T, (RS —EADOVA 77 AL
T, V—HIZA VAP ENTUW5DCiscolOSXE U U —AA A —T ifﬂélzfu\ifbh
OVA 77 AT —FZDT7 T aXAEVIZHEFIIA VA=V ENTWAEELRH
R

OVA 77 ANEA LA N=NT BT, BF2VT 074 AFHED Cisco IOS XE A A—
CEEHTOVLERNDVET, A AN HPIZ, X2 VT4 TABVADTF = v 7 BT
nE7,

AR —EADA A h— L4 -

Device> enable

Device# wvirtual-service install name utd package
bootflash:utdsnort.1.0.4_SV2983 XE 16_6.20170623_174453_RELEASE.ova
Device# show virtual-service list

Name Status Package Name
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| #®&gEm#E UTD) OILFTF> OB

TLFFF Y kA VirtualPortGroup 1 >4 —7 = 4 R & REF—E20HERE ]

utd Activated utdsnort.1.0.4 SV2983 XE 16 6.20170
AR —ERADT v 77 L — RO :

Device> enable

Device# virtual-service upgrade name utd package
bootflash:utdsnort.1.0.4_SV2983 XE_16_6.20170623_174453_RELEASE.ova
Device# show virtual-service list

Name Status Package Name

utd Activated utdsnort.1.0.4 SV2983 XE 16 6.20170
RS —EADT A A F—LDHF

Device> enable
Device# virtual-service uninstall name utd
Device# show virtual-service list

Virtual Service List:

T ILFTF 2 FA®VintualPortGroupf V23— 4 R ERBEY—EX

DREHE

ZOFIERT I, vATFTF o bOEE . 2 DD VirtualPortGroup 1 X —T7 = A A &
DA B =T 2 A ADFANIPT RLAZRETHLENRH Y £97,

N\

FIRDHE

GE)  T—% 77427 HO VirualPortGroup 1 ' ¥ —7 = A AlX, T4 X— NEINV—T 4
YUREDIP T FLURARMRAT2UERHYET, DA X —TxA AZE, IPT FLA
OFFAE LT 192.02.0/30% fEAT 22 L 2HEEEL FT,

enable

configureterminal

interface Virtual PortGroup interface-number

ip address ip-address mask

exit

interface Virtual PortGroup interface-number

ip address ip-address mask

exit

virtual-service name

10. profile multi-tenancy

11.  vnic gateway VirtualPortGroup interface-number
12. guestip addressip-address

13.  exit

14. vnic gateway VirtualPortGroup interface-number

©ENSOGOHWN
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. T ILFTF > A VirtualPortGroup f 2 — T 4 R ERBHY—ERDERESE

15. guestip addressip-address

16. exit
17. activate
18. end

19. show virtual-servicelist

FED
ATV RFEREEFET7TIVa Y B
AFwv 71 |enable FiHE EXEC E— RZHMC L ET,
Bl : « NAT—REANLET (ERSNEZHD) .
Device> enable
RFw 72 |configureterminal ra—~)ary7 4 Xalb—3ay B— K&
1 - LET.
Device# configure terminal
XFw 73 |interface VirtualPortGroup interface-number A B —T A ABRET— FIZAD .
Bl - VirtualPortGroup f > ¥ —7 = A AZWE L £ T,
Device (config)# interface VirtualPortGroup 0 ~oA \/&—73:/]) AL %ﬂ/( AT =2 AAD
GigabitEthernet0 23 H S AU TV e WIGAIZE B R
747K LTERNSNET,
AFw 74 |ipaddressip-address mask AN HB—=T A ADT I~V IPT FLAEHRE
B - LES, SO F =T AF, BLHT v TT—
Device (config-if)# ip address 10.1.1.1 Fif»~/§j54{(ﬁ9$ﬁﬁtl&fff-1§{:1D-fF/(;/57Eqﬁg
255.255.255.252 THHVENRDHY 7,
AT S5 |exit AN B—T 2 AREFT—REKTL, Zua—L
B - BET— FICRY £,
Device (config-if)# exit
RFw 76 |interfaceVirtualPortGroup interface-number A B —T 2 A RAEZBEL, A X —T A ABRE
Bl - E— RZBAtE L E 9, VirtualPortGroup 1 % —7 =
Device (config)# interface VirtualPortGroup 1 /]) A 7{:5,%% Lij_o < 0)/]) vA=7 I/]) X&i\ 7
A RTZT7 4y ZIMEHINET,
25w F7 |ipaddressip-address mask AV E=T 2 A ADTTAS IV IPT RLAZRE
B - LEJ. ZOIPT LR, MRy hU =712
Device (config-if)# ip address 192.0.2.1 ;d‘ LTr—=7 4 \//72:'@%(%6%\%75)% 9 i‘?—" Ip
255.255.255.252 T RLURIE, HEEXNS 192.02.030 DY T x> b
MHEID Y THNET,
ATy S8 |exit A B =T Af A AT 4FXal—gr F—F
i - ERETL, Zu—rarry s Fal—ia L E—

Device (config-if)# exit

NIZREY £79°,
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T ILFTF 2 LR VintualPortGroup f >4 —J 24 R ERBH—ERDHRESE .

AV RFERETI3 Y EL:Y
RTw 79 |virtual-service name BBa T —ERERE L, A —EARE
B - ET— FIZAY £, name@l%t ;t A= T —
Device (config)# virtual-service utd Ez%ﬁgﬁ%”‘a‘éf“ {%ﬁﬁéj%é @%T‘d—
AT w710 |profilemulti-tenancy VY —=ATa 77 ANVERELET, vATTF
R NE— FDEA (Cisco CSR 1000v D &) | Z D
Device (config-virt-serv) #profile multi-tenancy u77 AN vAFTFe R ATR %}‘) ﬁz‘a—éz\gﬁ)
HYET,
R w711 |vnicgateway VirtualPortGroup interface-number A —C2DOFEMExy NU—2 L B2 —T = A
Bl - A J1— K (vNIC : virtual network interface card) &%
e s . EE—RNICADET, a7 Fh— 2l
evice (config-virt-serv)# vnic gateway R .
VirtualPortGroup 0 vNIC /7 ]\ ‘71/1) /]) vH— 71/])X%MEEEL/
WICY = T oA A F—T = A AZAEAR— |
IN—F A B —T 2 A A~ T LET,
hUE, FIE3CRE LA v #—7 = A AT,
25w 712 |guest ip addressip-address WICY = U =A f X —T A AD/F A KyNIC
Bl - 7 RUARRELET,
Device (config-virt-serv-vnic)# guest ip address
10.1.1.2
ATy 713 |exit RV —E 2D WIC HET— FZ# T L, A8
151 - P—ERAFEE— FIZEY £,
Device (config-virt-serv-vnic)# exit
AT w714 |vnicgateway VirtualPortGroup interface-number AR —EZADVNICEREET— NICAD £7, K48
Bl - AT I —EZRPDOWICT — F T = A A 5 —
- - . T REREE L, A H—T = A REAVRH— b
evice (config-virt-serv)# vnic gateway
VirtualPortGroup 1 TN—F~wwer s Liﬁ“ EJZJ”E6T ﬁéﬂf_
A —TxAA (interface-number) (%, =—H kK
T4 I EE=HTHIZOHIT Snort =TT
Fo CHASNET.
AT 715 |guestip addressip-address WIC 7 — R~z Af A4 —T x4 ZADF A K VNIC
: T RVAZRELET,
i
Device (config-virt-serv-vnic)# guest ip address
192.0.2.2
25w F16 |exit (fARY— 2D WNIC FREE— REH#T L, 48
15 - P—ERAFHEE— FIZRED £,
Device (config-virt-serv-vnic)# exit
AT F17 |activate =TI —E R VA =L ENET T
Bl - r—=varET T4 7IZLET,
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B <557 rmovRFOBES®

ARV FFEREETIVa Yy S
Device (config-virt-serv)# activate

ATy 718 |end AR —EARET— N2 T L, FFHEEXECE—
15“ : F‘GZE @ i‘a—o

Device (config-virt-serv)# end

R w719 |show virtual-servicelist
5 -

Device# show virtual-service list
Virtual Service List:

Name Status Package Name

utd Activated
utdsnort.1.0.4 SV2983 XE 16 6.20170

RILFTFT 2 D VRF DEESE

ZOFETIX., TFT 2 FDO VRE ZHET D DI HE e — 72 FIEIZOWTE L £,
ZOFEFRIC AT T N Web 7 4 VX U 7 RBIOBBREMOREFE (112—)
TRV ET,

\}

GE) VRFMI N7 74 v 270854, 250 VRFEEZHRILD N7 7 4 v 2712 UTD HO AT A > & —
T AEWHNA LV H—T 24 ANERESNTWDLEA, By a &2k T VRF 2ILET D
A—REAEINET, BIRLZVRFOUTD AR —if, VREM T 7 4 v 7 OF_XTHX
7y MCEH S ET,

FIEDBRE
1. vrf definition vrf-name
2. rd route-distinguisher
3. address-family ipv4
4. exit address-family
5. VREZEICFNEl ~4 20K LET,
FEDEEHE
ATV RFEEIEITI I Y B8
R w 71 | vrf definition vrf-name VRF 4 % E3F L. VRFREE— RICAD £,
51 -
Device (config)# vrf definition 100
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TLFFHo hWeb 745U v BkUBEBRRORESE [

AU RFERETIVa Y

B8

ATv T2

rd route-distinguisher
1 -

Device (config-vrf)# rd 100:1

N—T 4 T T —T ) EHRET — T NV EAERL L,
Jb— NakBlF%Z TVRF 4] &9 4RO VRF A &~
A B AT Y, V=i r— FakBIFE
EHL T, X7y BT D VRF ZikBl LET,
J— R FIE. IRD2HODHF A TOWT L 72
nET,

s HEEV 27 LBE, AS &F 5 xxx BIMEED
Ty xxxiy

sIP7 RL 2B, IP7 FL-Z2AB.CDE LT
HOEEy: AB.CDy

AT 73 |addressfamily ipv4 PAR—=Va2 47 RLAEEHALOL—T 47
- Yy varERETLHLOOT NLAT7 7 I VRE
Device (config-vrf)# address-family ipv4 T—FICAY 35’9“0

R T v 7 4 | exit address-family TRVATZ7 7 IVREE—REKTLET,
i -
Device (config-vrf-af)# exit

ATYTE|VRF ZLICFIH L ~4 &0 K LET,

IILFTFUEWeb 4L ) VOB XUVEBBRMDEZRTEAE
~NVFTF b (BEDOT I bEILVRE) OFEM (IPS £721X1IDS) B LV Web 7 4
NEY T ERETHITIE. ROFIEEZFETLET,

COFNETE, 7y VARNEHFAIY A MNOERERVOFINEL —SITRLET, ERHEE
FIE (VFTFF > NHOUITDE#EZ D OREE—F) X, FIH6 LRI R L TWET,

)

GE) oA TF o NHOEBREE Web 7 4 )V EZ U 2 ZOFEHNTHOWTIX., SnortIPS 35 & X Web

TANE ) T R L TLITEEN,

1R BRI

no utd engine standard 2% NEH LT, BEfFov 7 v7 G ho UTD i E & HIBR L

£,

FF >~ T &2 VRF ZHERNCEE

HiE (10 2—) BR) .

LTBLYERHY T (wFFF > FHD VREF DHE
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b-security-vpn_chapter164.pdf#nameddest=unique_2721
b-security-vpn_chapter165.pdf#nameddest=unique_2773
b-security-vpn_chapter165.pdf#nameddest=unique_2773

B <770 rweb 75y s s vRBERRORESE

FIE

HABENE UTD) OTLFTF> rORE |

AU RFEEETIa Y

E[:)

AT w71 |parameter-map typeregex blacklist-name TRy VARNDNRTGA=R <y TEEXZLET,
Bl - SHUE, RICFME 17 TEA L £
Device (config) # parameter-map type regex
urlf-blacklistl
ATw 2 |pattern URL-name Ty )R MIEET D URL 2 E#£RLET,
B - URL-nameN D &'V 4 ROFGZIE, ST TmAFr—7
N XFEANTLESY, 7y s U & MIHE
Device (config-profile)# pattern www\.cnn\.com éﬁ@ URL %%&Lﬁiﬂﬁ—é X, Z quJlLﬁ%ﬁg DiRLE
Device (config-profile) # pattern www\.msnbc\.com 7%@
ATy 73 |parameter-map typeregex whitelist-name FFAIY A RDONRTGA—=R <y ToERLET, =
Bl - %, BICTFIE 20 THA L ET,
Device (config-profile)# parameter-map type regex|
urlf-whitelistl
AT w74 |pattern URL-name FFATY A MBI D URLZEHZLET, 7oy
Bl - 7 J A ~® URL TiX, URL-name NDOE Y A KD
IS NN o i >
Device (config-profile) # pattern www\.nfl\.com Huﬁufi\ iﬁﬁAJLJK{T 7 HJ jZ?L%E]\fLTf< ﬁ‘é
W FFAMY A MO URL % ET HI2iE, =
DFINEZ#EV KL ET,
ATy 5 | exit
i
Device (config-profile)# exit
ARTY j 6 utd mUIti'tenanCy Zhavxy ]\ﬂi‘ /)/(@ utd engine standard
i - multi-tenancy ¥ N2 T, AA v FOHEHE
. . , ERIZLET,
Device (config)# utd multi-tenancy
Z 5w 77 |utd engine standard multi-tenancy ~NVFTF L NHO UTD B#ET T DR EE—
. PR
Device (config) # utd engine standard multi-tenancy GE) f&&:$J|LE 50 TUTD *?@i:/?\/:/@gﬁ
EE—RERTTHE, R —f&E
DEMINET,
RTFw 78 |web-filter sourcedb sourcedb-number Web 7 4 VZ YT DY—ADB a7y A

&1

Device (config) # web-filter sourcedb 1

(sourcedb-number | 350F) ZRELET, T,
BIZFNE 29 TERHENET,

B “aZsp® VD) OTLFTF o FORE
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25w 79 |logginglevel {alerts | critical | debugging | Web 7 4 W Z U T ARy ML THESND
emergencies | errors | informational | notifications | - 25 2, 2 v —U DLV ERELET, FEBEL
| warnings} LV F DA =V ndgEsnEd, (HL
£l ~SULIIE, IROFBITRTEERH Y £9)
Device (config) # logging level errors E1:URTFAAvE—SOUES T4 (BXE)
LRI & EA
0 : emergencies AT BHMEAAT]
1 : alerts RIBFALER 73 2/, 88
2 : critical 7 VT 4 IVIKEE
3 : errors A TN
4 : warnings E SN
5 : notifications EFRENTEEEET HIR
i3
6 : informational HRA v =70
7 : debugging T TEITRHZ D BT
R
5w 710 |web-filter block local-server profile profile-id Web7 4 VZ )T oua—hrray 7 H—_oS
i - 077 ANEHRELET, profileid OIEOHFHIL
Device (config-utd-multi-tenancy) # web-filter 1—255 TTO
block local-server profile 1 m—H 17 n o 77— A Ad ] L 7= URL ~_— &
ATV DTHRAMIB—HAY =L ST [DWeb 74 NZ ) TOFRE] ZBRLTLES
GE) ~NFTFr MO a~r RERET
DA, YU INT Y N e LT,
BAID utd LW I F—T— REFEHL
RNTLIEE,
5w 711 |block-page-interfaceloopback id N—T RNy AV B—T 2R ZDTa 77 A)
i - RREMTET, ZOV—T Ny I A E—T A
Dt ee (ComEiaoutdomt mweb b1k . ADIPT FLAXK, 7ryZa—LH— 30 IP
evice (conrig-u -mt-we - —-SIrvr N
block-page-interface loopback 110 7 ]\ = Lf{fﬁﬁ éﬂij—o
AT 712 |content text display-text Ty IR VIET R A LERICERER

&1

LEETXRANERELET,

magEms®E u) ovLFTrr roEE |
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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_data_utd/configuration/xe-16/sec-data-utd-xe-16-book/web-filter.html#id_30836

HABENE UTD) OTLFTF> rORE |
B <175+ rweb oo sy LB R UBRRRORES S

aAv U RFERET7TIVaY EL:Y
Device (config-utd-mt-webf-blk-srvr) # content text
"Blocked by Web-Filter"

R T w 713 | http-ports port-number http R — ML, 7o~ TREILNZHR— R DOLTF
Bl - FITH, ngink HTTP B — X ZNHEDR— &2 U v
. . A LET,
Device (config-utd-mt-webf-blk-srvr) # http-ports
80
5w 714 |web-filter block page profile profile-name ST a7 _XR—UEFHE L7 URL ~_— A
1 D Web 7 A NH Y 2T DRGE EBRL TS

W, 727l wAFT U MR THEENRD
o< Nt Yo AT MRICER &S uta
F—U—REMEALEEA)

Device (config-utd-multi-tenancy) # web-filter

block page profile 1

Device (config-utd-mt-webf-block-urc)# text "this

page is blocked"

25w 715 |web-filter url profile web-filter-profile-id Web 7 4 VZ Y TDURL 7077 AV ThHD
i - web-filter-profile-id Zfi& L £ 7, fliX 1 ~255T
Device (config-utd-multi-tenancy) # web-filter url jﬂo :;O):{§7if}i0)%%‘ ?f[j y.ﬁ_? ii]\‘ §$Eq]}f?
profile 1 b, BEXOATITVDOTIT—FERETEET, iF
Device (config-utd-mt-webfltr-url) # %$5C’DU‘7fki\ F4))/f}/rl/§ftl2157f<*—i)%fﬁ§fﬁ

L7ZURLR—ADWeb 7 4 V2 ) T ORE] %

ZHLTIIEEN,

GE) ~NVFTF o NOa~vy FERET
DEE. VTNV T U R EHERL T,
BHID utd LWV ) F—T— RafH L
RNTLTEEN,

AT 716 |blacklist Web 7 4V Z VT DT 0y U A NOREE—
- FIZAY £79,
Device (config-utd-mt-webfltr-url)# blacklist

A 5w 717 |parameter-map regex blacklist-name FNEICTANCER LT my 7 ) X &ML T,
Bl - NIA=F <y TOERKRRERELET,

Device (config-utd-mt-webf-url-bl) # parameter-map
regex urlf-blacklistl

AT v 718 |exit Web 7 4NV EZ YT DTy A NOREET—
B - RaE#TLET,

Device (config-utd-mt-webf-url-bl)# exit
Device (config-utd-mt-webfltr-url) #

2T w719 |whitelist Web 7 4 VA ) L TDOHFHA[Y 2 FOB/EE— FIZ
15“ : AD iﬁ_o

B “aZsp® VD) OTLFTF o FORE


b-security-vpn_chapter165.pdf#nameddest=unique_2788
b-security-vpn_chapter165.pdf#nameddest=unique_2788
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Device (config-utd-mt-webfltr-url)# whitelist
Device (config-utd-mt-webf-url-wl) #

ATy 720 |parameter-map regex whitelist-name FIA3 CHNCER LIZFFRIY A P& LT, 7
- A=Ky FOERKBREEELET,
Device (config-utd-mt-webf-url-wl)# parameter-map|
regex urlf-listl
ATv7T2n |exit Web 7 V2 Y 7 OFFA Y A FDOREE— N&
15“ : %@T L/iﬁ‘o
Device (config-utd-mt-webf-url-wl)# exit
Device (config-utd-mt-webfltr-url) #
ATy S22 |exit Web 7 4V Z ULV ZDURL 707 7 A LE— R%&
15“ : %@T L/iﬁ—o
Device (config-utd-mt-webfltr-url)# exit
Device (config-utd-multi-tenancy) #
RFw 723 |utdglobal utd global ICAJJENTca~ v RiL, §COT
- Fo REFIIEY —ICEA S ET, Cisco CSR
N N H_A N >
Device (config-utd-multi-tenancy)# utd global 1000v A >/ 25 2 A O)% ':'\O) YR W“i‘ N
logginghost syslog iSJ:(ﬁ threat inspection iiéf
/C:‘ﬁ—o
2T w724 |logging {host hostname | syslog} logging T < RiL, syslog A v —Y DEENE &
Bl - 72 BRA N4 ETIXIOS syslog ZfRE L 97,
ZOFITIEZ, T MIEESNTAR for s
T 7 A MRS IVET,
Device (config-utd-mt-utd-global)# logging host
systemlogl
i -
ZOFITIE, 77— M I0S syslog IZFEER SN E
R
Device (config-utd-mt-utd-global)# logging syslog
A7y 725 |threat inspection 7 a =)V BT — RIZAY £,
i -
Device (config-utd-mt-utd-global)# threat
inspection
R w726 |signatureupdateserver {cisco|urlurl} [username |24 FEgt— DR F A —F EJ/ELET, PF—

username [password password]]

&1

DOFFMTEBLATEBHNT A—Z ZEETHLERH Y
F9, BLOTHIZ www.cisco.com ZfEH I 254
WL, =YL ERRT = REANTHLERS Y F

magEms®E u) ovLFTrr roEE |
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Device (config-utd-mt-utd-global-threat) #
signature update server cisco username abcd
password ciscol23

T, BAOEFII 0 —ANY ="l 555
I, = "RECEASNW =P LA — %
ETEET, V—HIE, A ¥ —Fy Mk T
HILETRAL VA ERRTEDLERD Y £,

A7 721 |sgnatureupdateoccur-at {daily | monthly BAOTHMR AT A= ERELET, ZORE
day-of-month | weekly day-of-week} hour minute 2B LT, FHIORHICEBLOEEMN R H— X
15' N ﬂi—g—o
Device (config-utd-mt-utd-global-threat) #
signature update occur-at daily 0 0

A5y 728 |web-filter ZDa=wr KL, KD sourcedp A< K EFMAE
i - OETHEHL, Web 7 4L %Y 7D URL YV —XA
Device (config-utd-mt-utd-global-threat) # ToANTA %*E‘E Li‘a‘o
web-filter

AT 729 |sourcedb sourcedb-number Web 7 4 VE Y T DY — AT —H_— R &)
R BCET, TI/T 4TI TEDLY— AT —HRX—R
Device (config-utd-mt-utd-global-threat) # sourcedb = <)7:&j—7?7r°

1

ATy 730 |exit BBRAREET— REETLET,
i -
Device (config-utd-mt-utd-global-threat)# exit

A7y 731 |exit Ia—NVEEBEE— R T LET,
11
Device (config-utd-mt-global) # exit

R Fw 732 |threat-inspection whitelist profile policy-name HFA[) A DT 7 7 A NVERERTINTHER
i - U —ICBEA £, FfkO =~ Ry 7w
v . . TFUPTHEHASNETN, veaF—V— &M

evice (config-utd-multi-tenancy) #

threat-inspection whitelist profile whlO1l L/§57fo

A7y 733 |sgnatureidid VIRNC BB L LTRELZID Th D idaHEE L E
Bl - T, Tz TI—rORTT 7 A NDID Zif

. . . . . mLlctke ETY,
Device (config-utd-mt-list)# signature id 101
BROBLIDICKLTCZDa~vy FE#EVIRLE
j‘o

AT w734 |exit FFAT ) A FOREE— R TLET,

11

Device (config-utd-mt-whitelist)# exit

B “aZsp® VD) OTLFTF o FORE
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ATy T35

threat-inspection profile profile-name

1 -

Device (config-utd-multi-tenancy) #
threat-inspection profile 101

BRI T 07 7y A NVERETDHZ LT, EROT
T MIEVBERHATESL LI £7, H#ED
BT a7 A VEBRETEET, TarrA
JVNTIX, BEOFFAI) A N ERETEET,
profile-name ti;giﬁ%27?7ro

ATv 736

threat {detection | protection }

1 :

Device (config-utd-mt-threat)# threat protection

Snort =2 VU DEIEE— & LTREAREY ZT
A (IDS) FTZBEAMIE 25 A (IPS) ZI5E
LET,

5 7 /v M threat detection T,

ATv T3

policy {balanced | connectivity | security}
11

Device (config-utd-mt-threat) # policy security

Snot TV DEF 2V T 4R —FRELE
j—O
T I7ANIDEX 2T 4R —F A 7%
balanced T,

ATv 738

logging level {alert | crit
|info | notice | warning}

| debug | emerg |err

WDOWT D ET I onr S EeRRrLET,

ealert : 77— bl 2FRrLET (v
774 (EKE) =2),

ecrit: 7T 4~ o s (EST 4
(EXRE) =3)

edebug : I XToORY (VETFT 1 (HKE)
=38)

cemerg : BAL~Lons (VEITT 4 (EK
) =1)

cerr: TI—L~Lord (VETT 4
) =4) T 73 b,

«info : FHL~ror s (ETT7 1 (HEK
&) =17)

e notice : WAL~ Lpu s (VESTF 4
&) =6)

e warning : L~ ron s (VETT 4 (E

KE) =5)

(EK

(K

ATv 739

whitelist profile profile-name

1 -

Device (config-utd-mt-threat)# whitelist profile
wh101

Flo. T A R a7 7 A NVERIDGETN & D FF
AYANOTOT 7 A UK L TORBETHZ &
%)’C% ij— (J:%EOD threat-inspection whitelist
profile A< K) |

magEms®E u) ovLFTrr roEE |
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(7> ay) UTDZ P THR U A NEE%)
I LET,

AT w740 |exit BT — REKTLET,
1 -
Device (config-utd-mt-threat) # exit
ATYTN | BRI T 07 7 AV EBINT 5121, FIE3S —
40 RV IR L ET,
AT 742 |policy policy-name BHoT v MZBEEfT 2R ) — % ER L E
B - T BEsRA (IPS) BLUWeb 7 4 L&V > 7D
g LSRR Y 2—I123
Device (config-utd-multi-tenancy)# policy poll0l e T/r} G ) v Jﬁbﬂéﬂi'ﬂao
RT v 743 |vrf[vrf-name| global ] UTD AU > —%MH3 2% VRF (7> h) Z&i
4 - vrf vrf-name 2% R&MV IR L AT] L/SET)FO LA
ANCEFR SN ZNH D VREIZOWTIX, v /T
- < TN By | Ly o as
jf@if&f?;;”w‘wmwkzomf)7+y%m@wwmﬁmﬁ&(mm~v)%5
7T PRUR R ° LT EEN,
Device (config-utd-mt-policy) # vrf vrflOl . . .
FUX, vrf gloval ZEH LT B —r0 (T 7 4
/v ) VRF (ZBJEAS S, A > #—T = A AT VRE
EHMLET,
27w 744 |al-interfaces (A7 ay) VREOTRTDOA L H—T = A A
. &AL — BT £
Device (config-utd-mt-policy) # all-interfaces
AT w 745 |threat-inspection profile profile-name (FFay) DENCER LSBT e 7 74
B - IS Y =2 BT £, FIE3S 2L T
Device (config-utd-mt-policy) # threat-inspection < fiz§b\°
profile 101
25w 746 | web-filter url profile web-filter-profile-id (A7 var) BNZEFR LI Web 7 4 L& U >
i - 7OTaT 7 AR —EBEAT £, FIE
ZHR S,
Device (config-utd-mt-policy) # web-filter url 15 %? L/T?< 7 éLA
profile 1
AT 741 |fail close (AT var) =V REERICIPS £7213 IDS
i - Nry he ey LET, 7740 ME fail
Device (config-utd-mt-policy)# fail close open Tfiro
ATy T a8 |exit R —BEE— FERETLET,
ATYTM | FARY —Txt L TR —48 2 0K L E T,

B “aZsp® VD) OTLFTF o FORE
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ATY j 50 exit utd engine standard multi-tenancyt— I\%—L’%@T L
1 - ER
Device (config-utd-multi-tenancy)# exit RY—FENBEAINET, TS0 5
i}%é\ﬁ)‘g}) V) SETO :@Fﬁmi\ utd engine standard
multi-tenancyiX EE— KD~ RKiZZzh Ll EA
NTEEEA,
ATy S5 |exit
1
Device (config)# exit
Device#
AT 752 |show logging
i -
Device (config) # show logging
..UTD MT configuration download has started
..UTD MT configuration download has completed
AT w753 |interface sub-interface TF b (VRE) IZHEMT 2T —T7 =1 R
15'] : %?E‘fﬁ_’ Li—é—o
Device (config)# interface GigabitEthernet4.101
AT 754 |encapsulation dot1Q vian-id VLANID 2% 7 A v 2 —7 = A AZ@EA L £,
11
Device (config-if)# encapsulation dotlQ 101
A5y 755 |ip vrfforwarding vrf-name VRF A VAL U AEST A B —T x A AP
Bl - FH E T
Device (config-if)# ip vrf forwarding vrflOl
Z 5w 756 |ip addressip-address subnet-mask VRF DYV T A B =T 2 ADIP T KL AZE
i - LET
Device (config-if)# ip address 111.0.0.1
255.255.255.0
R w757 |iprouteip-address subnet-mask sub-interface (7> ay) WOFMEDOZD ip route I K

1 -

ZOHITIL, VRF OH 7 %> | GigabitEthernet4.101
&, FRAJIP 7 R LA 111.0.0.0 255.255.255.0 % i )
LCrZa—rV =T 4T T—=TMI) T X
nTWET,

Device (config-if)# ip route 111.0.0.0
255.255.255.0 GigabitEthernet4.101

L ip route vrf AV Riz4~7> 3 >3, VRF
=) =T 4 T T =TI DL —
ML TL— M) =2 2RETLHHEICINDG
DFIEZFEMTEES,

ZHICEY, VREA VZ—T =2 A A5 VRFY 7
Fv h~DOERIL— FERE S, VREV 7 3>
Mz a— SV V=T 4 T T—=T NI T IR

magEms®E u) ovLFTrr roEE |



RES - HEBEBIHE (UTD) OTILFTF Uk
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S

ATEDL LR ET, V—F U —T DREDF
FMzo>WTix, MPLS £7/21X VPN % v hU—7
TON—F)—7] 2R LTITEEN,

R w 758 |iproutevrf vrf-name ip-address subnet-mask global (A7 ay) ZOFIEELFOFIRILE L2 F
i - ¥ VRF & 70—V v—T ( 7 T =T VEO
Device (config-if)# ip route vrf vrfl0l 0.0.0.0 i — b e L TOr— Y —7 %Eﬁ%’a‘é%/ﬁ.\
0.0.0.0 5.2.1.1 global X, WOFIEEERHCTEET, — ) —7 OFRE
DFAMZHONTIL, MPLS E721Z VPN Ry U —
I TCON— ) =2 ZBRL TN,
T =NV =T 4 T T =T DR VRE D
TT7 AN b= b EfRELET,
A7 759 |utdenable (FFvav) fv#—7 =4 A ETUTD 24%)
\z Liﬁ‘o ZDhavwy ]“Lj:\ all-interfaces A<
RAEE SN TWRWEAIZER T ET (FIA
4 n) .
RTYT60 |KTF > F (VRF) OV T A L H—T 2 A% iE
T 5121, FIES3 — 59 2V L ET,
AT w761 |exit AV H—T o f ARTEE— REKTLET,
Web 7 4 L& U 7B X O BRI (PS) oFur7ryAAn@EilasnE Lz,
1 ] . 4 =
HER : MEBEAEH (UTD) OTILFTFHU bk

oL, 229D TF U DO UTD IC<AFTF o P ERIELTEHBO— R ETREEZ R L

TWET,
N
CE)  RoOFITIZ, NTFTA—F~< v THD urlf-blacklistl BL W urlf-whitelistl (DN TinBH

LET, TNODOARTA=F~y Z7OREIL, FlITIITRENTO0ERA, 7ry 27 VX MEBX
OHGREHA Y A S DINT A —=F <y TOFEMIONTIE,

L7Z URLX—ZD Web 7 f/VHZ Y U T OFRE] ML T EEN,

utd multi-tenancy
utd engine standard multi-tenancy
web-filter block page profile 1
text “This page is blocked"
web-filter block page profile 2
text “This page is blocked"
web-filter url profile 1
alert all
blacklist

parameter-map regex urlf-blacklistl

whitelist

B “aZsp® VD) OTLFTF o FORE
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https://www.cisco.com/c/en/us/support/docs/multiprotocol-label-switching-mpls/multiprotocol-label-switching-vpns-mpls-vpns/47807-routeleaking.html
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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_data_utd/configuration/xe-16/sec-data-utd-xe-16-book/web-filter.html#id_30827

| ®&agEm#H UTD) OTLFTF> OB
sarapmyoromenrzorz |

parameter-map regex urlf-whitelistl
categories block
social-network
sports
block page-profile 1
log level error
web-filter url profile 2
alert all
blacklist
parameter-map regex urlf-blacklist2
categories block
shopping
news-and-media
sports
real-estate
motor-vehicles
block page-profile 2
log level error
reputation
block-threshold low-risk
web-filter sourcedb 1
logging level error
threat-inspection whitelist profile whlO1
signature id 101
threat-inspection profile 101
threat protection
policy security
logging level debug
whitelist profile whl01
threat-inspection profile 102
threat detection
policy security
logging level debug
utd global
logging host 172.27.58.211
logging host 172.27.58.212
logging host 172.27.56.97
threat-inspection
signature update server cisco username abc password
]RDCe[B\AKFI_LgQgCFeBEKWPASWZMZMb]KKAAB
signature update occur-at daily 0 0
web-filter
sourcedb 1
policy poll02
vrf vrfl02
all-interfaces
threat-inspection profile 102
web-filter url profile 2
policy pollO1l
vrf vrflOl
all-interfaces
threat-inspection profile 101
web-filter url profile 1
fail close

MEBBIET YO D DIRERTE DR

WwDa<wy FEFEH LT, REXZHERLET,

| magEms®E u) ovLFTrr roEE |
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25.
26.

27.

28.
29.

F IR D FH

XTvF1  enable
B -

Device# enable

enable

show utd multi-tenancy

show utd engine standard global

show utd engine standard status

show utd engine standard statistics

show utd engine standard statisticsdag [ dp | ¢cp ]

show utd engine standard statisticsurl-filtering [ engine | no ]

show utd engine standard statistics url-filtering vrf name vrf-name

show utd engine standard statisticsinternal

show utd engine standard logging event

show logging | include CONFIG_ DOWNLOAD

show utd threat-inspection whitelist [profile profile-name]

show utd threat-inspection profile profile-name

show utd [policy profile-name]

show utd web-filter url [profile profile-name]

show utd web-filter block local-server [profile profile-name]

show utd web-filter sourcedb [profile profile-name]

show utd engine standard statisticsdaq dp [engine engine-num] [vrf [namevrf-name | global]]
show utd engine standard config threat-inspection whitelist [profile profile-name ]
show utd engine standard config web-filter url profile profile-name

show utd engine standard config [vrf name vrf-name ]

show utd engine standard config threat-inspection profile profile-name

show utd engine standard threat-inspection signature update status

show platform software gfp activefeatureutd config [ vrf[ {id vrf-id | namevrf-name| global

1]

show platform software utd interfaces

show platform hardwar e gfp active feature utd config [vrf {id vrf-id | name vrf-name| global
31

show platform hardware gfp active feature utd stats[clear | divert | drop | general |
summary] [vrf {id vrf-id | namevrf-name | global }] [all] [verbose]

show platform hardware gfp active feature utd stats summary [vrf name vrf-name | all]
show platform hardware gfp active feature utd stats drop all

HiME EXEC B— READCLET, X2AU— K2 AHLET (ERINF-HD) .
ATw 72  show utd multi-tenancy
2 NTTF U NOBEDAT —H AR LET,
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ATy TH

1

Device# show utd multi-tenancy
Multitenancy is enabled

show utd engine standard global
UTD = YV UAEHED 7 — VR EEFRR L ET,
fi

Device# show utd engine standard global
UTD Engine Standard Global: enabled
Threat-inspection: enabled

Web-filter: enabled

Logging:

show utd engine standard status

UID TV PV DAT—H AN THDH Z & 2R LET,

{5
Device# show utd eng standard status
Engine version : 1.0.2 Sv2983 XE 16 _8
Profile : Multi-tenancy
System memory :
Usage : 3.50 %
Status : Green
Number of engines 1
Engine Running CFT flows Health Reason
Engine (#1) : Yes 0 Green None

Overall system status: Green

Signature update status:

Current signature package version: 29.0.c

Last update status: Failed

Last successful update time: None

Last failed update time: Thu Jan 11 13:34:36 2018 PST
Last failed update reason: [Errno 113] No route to host
Next update scheduled at: None

Current status: Idle

show utd engine standard statistics

1 -

Device# show utd engine standard statistics
*************Engine #l*************

HAEBBEHEHTI D D OFRE

Memory usage summary:

Total non-mmapped bytes (arena): 80125952
Bytes in mapped regions (hblkhd): 359546880
Total allocated space (uordblks): 68314032
Total free space (fordblks): 11811920
Topmost releasable block (keepcost): 112

growz 1
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ATvT6

Packet I/O Totals:
Received: 49088

Analyzed: 49088 (100.000%)
Dropped: 0 ( 0.000%)
Filtered: 0 ( 0.000%)
Outstanding: 0 ( 0.000%)
Injected: 640

HABENE UTD) OTLFTF> rORE |

Breakdown by protocol (includes rebuilt packets):
Eth: 49394 (100.000%)

<output removed for brevity>

Total: 49394

Action Stats:

Alerts: 65 ( 0.132%)
Logged: 65 ( 0.132%)
Passed: 0 ( 0.000%)

show utd engine standard statisticsdaq [dp | cp ]
Snort DAQ #EaHEH A &AL E T,
1 -

Device# show utd engine standard statistics daq dp
IOS-XE DAQ Counters (Engine #1):
Frames received 654101

Bytes received 549106120

RX frames released 654101

Packets after vPath decap 654101
Bytes after vPath decap 516510928
Packets before vPath encap 651686
Bytes before vPath encap 514800669
Frames transmitted 651686

Bytes transmitted 544447557

<output removed for brevity>

1

Device# show utd engine standard statistics daqg cp
IOS-XE DAQ CP Counters (Engine #1):
Packets received :16353210

Bytes received :1112018252

Packets transmitted :16353210
Bytes transmitted :1700733776
Memory allocation :16353212

Memory free :16353210

CFT API error :0

VPL API error :0

Internal error :0

External error :0

Memory error :0

Timer error :0

RX ring full O

CFT full O

sPath 1lib flow handle exhausted 0
Memory status changed to yellow :1
Memory status changed to red :0

B “aZsp® VD) OTLFTF o FORE
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sarapmyoromenrzorz |

Process restart notifications :0

show utd engine standard statistics url-filtering [ engine | no ]

TRTOTF > ROURLHGEHE®R (Tay 7 VA ROV A hoty M FFRY A ROYA hok y b
¥}, A7V Ty s btar—varyunyZilioTruy s Shich A hofE) 2FRLE
_a—o

1

Device# show utd engine standard statistics url-filtering
UTM Preprocessor Statistics

URL Filter Requests Sent: 377226166 379846771 381117940
URL Filter Response Received: 377009606 379622845 380892658
Blacklist Hit Count: 0 0 0
Whitelist Hit Count: 0 0 0
Reputation Lookup Count: 376859139 379458008 380706804
Reputation Action Block: 0 0 0
Reputation Action Pass: 307 280 102
Reputation Action Default Pass: 376858832 379457728 380706702
Reputation Score None: 376858832 379457728 380706702
Reputation Score Out of Range: 0 0 0
Category Lookup Count: 376859139 379458008 380706804
Category Action Block: 0 0 0
Category Action Pass: 307 280 102
Category Action Default Pass: 376858832 379457728 380706702
Category None: 376858832 379457728 380706702

Device# show utd engine standard statistics url-filtering enginel
UTM Preprocessor Statistics

URL Filter Requests Sent: 377226166
URL Filter Response Received: 377009606
Blacklist Hit Count: 0
Whitelist Hit Count: 0
Reputation Lookup Count: 376859139
Reputation Action Block: 0
Reputation Action Pass: 307
Reputation Action Default Pass: 376858832
Reputation Score None: 376858832
Reputation Score Out of Range: 0
Category Lookup Count: 376859139
Category Action Block: 0
Category Action Pass: 307
Category Action Default Pass: 376858832
Category None: 376858832

show utd engine standard statistics url-filtering vrf name vrf-name
EBMRT A =5 O vrf namewvrf-name ZfEH LT, 77> 2 & ® URL OFfEHEREER R LET,
fi

Device# show utd engine standard statistics url-filtering vrf name vrfl01l
UTM Preprocessor Statistics

magEms®E u) ovLFTrr roEE |
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URL Filter Requests Sent: 764

URL Filter Response Received: 764
Blacklist Hit Count: 3

Whitelist Hit Count: 44

Reputation Lookup Count: 764
Reputation Action Block: 0
Reputation Action Pass: 58
Reputation Action Default Pass: 706
Reputation Score None: 706
Reputation Score Out of Range: 0

Category Lookup Count: 764
Category Action Block: 5

Category Action Pass: 53

Category Action Default Pass: 706
Category None: 706

ATwv 79 show utd engine standard statisticsinternal
i

Device# show utd engine standard statistics internal
*************Engine #l*************

Memory usage summary:

Total non-mmapped bytes (arena): 80125952
Bytes in mapped regions (hblkhd): 359546880
Total allocated space (uordblks): 68314032
Total free space (fordblks): 11811920
Topmost releasable block (keepcost): 112

Packet I/O Totals:
Received: 49088

Analyzed: 49088 (100.000%)
Dropped: 0 ( 0.000%)
Filtered: 0 ( 0.000%)
Outstanding: 0 ( 0.000%)
Injected: 640

Breakdown by protocol (includes rebuilt packets):
Eth: 49394 (100.000%)

VLAN: 49394 (100.000%)

IP4: 49394 (100.000%)

Frag: 0 ( 0.000%)

ICMP: 5 ( 0.010%)

UDP: 2195 ( 4.444%)

TCP: 47194 ( 95.546%)

<output removed for brevity>

AT w710 show utd engine standard logging event
VRF Z&ic7my 7 VA MERIFHFANY A MIHLT7 77— e URLZELen V2 RRLET,
f

Device# show utd engine standard logging event
2017/08/04-16:01:49.205959 UTC [**] [Instance ID: 1] [**] Drop [**]

UTD WebFilter Category/Reputation [**] [URL: www.cricinfo.com] ** [Category: Sports]
** [Reputation: 96] [VRF: vrfl0l] {TCP} 23.72.180.26:80 -> 111.0.0.254:53509

B #aZEpE D) OTLFTF FOERE
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ATy 713
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ATvT15

sarapmyoromenrzorz |

2017/08/04-16:02:12.253330 UTC [**] [Instance ID: 1] [**] Pass [**]
UTD WebFilter Whitelist [**] [URL: www.espn.go.com/m]
[VRF: vrfl01l] {TCP} 111.0.0.254:53511 -> 199.181.133.61:80

show logging | include CONFIG_ DOWNLOAD
1 -

show# logging | include CONFIG_DOWNLOAD

Aug 23 11:34:21.250 PDT: $IOSXE_UTD-4-MT_CONFIG_DOWNLOAD: UTD MT configuration download has started
Aug 23 11:54:18.496 PDT: $IOSXE_UTD-4-MT_CONFIG_DOWNLOAD: UTD MT configuration download has
completed

show utd threat-inspection whitelist [profile profile-name]
FTRTOFI A SDOT a7 7 A NVETIIFEDOTH I A MO T 7 7 A VERRLET,
1 -

Device# show utd threat-inspection whitelist
Whitelist Profile: wh101
Signature ID: 101

1 -

Device# show utd threat-inspection whitelist profile whl01l
Whitelist Profile: wh101
Signature ID: 101

show utd threat-inspection profile profile-name
T T 7 A NG THRESNCERRM T 07 7 A L OFMEFR R LET,
i :

Device# show utd threat-inspection profile 101
Threat-inspection Profile: 101

Operational Mode: Intrusion Protection
Operational Policy: Security

Logging Level: debug

Whitelist Profile: whl101

show utd [policy profile-name]
TRTOUTD R Y ¥ —FZFHFFED UTD R Y & — 2 FR LET,
fi

Device# show utd policy poll01l

Policy name: poll0l

VRF name: vrfl0l, VRF ID: 1

Global Inspection (across above VRFs): Enabled
Threat-inspection profile: 101

Web-filter URL profile: 1

Fail Policy: Fail-open

show utd web-filter url [profile profile-name]

TRTOURL a7 7y A NVEIT/FED e 7 7 A NV ERRLET,
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ATv 716

ATy T11

ATv 718

1

Device# show utd web-filter url profile 1

URL Profile: 1

Alert: all

Blacklist Parameter Map Regex: urlf-blacklistl
Whitelist Parameter Map Regex: urlf-whitelistl
Block Categories:

dating

sports

Block Page Profile 1

Log level error

reputation block-threshold high-risk

show utd web-filter block local-server [profile profile-name]

HABENE UTD) OTLFTF> rORE |

TRTCOTay I R=DTa 77 A)NVERIIBED T v I X=TUD a7 7 A )VEeRRLET,

1

Device# show utd web-filter block local-server profile 2

Block Local Server Profile: 2
Content text: "Blocked by Web-Filter"
HTTP ports: 80

show utd web-filter sourcedb [profile profile-name]

T _TD sourcedb 712 7 7 A )VETITFFED sourcedb 7V 11 7 7 A L EFRLET,

1 -

Device# show utd web-filter sourcedb

SourceDB Profile: 1

database update server interval hour 0 minute 0
Fail open

Log level: error

Proxy host port 0

SourceDB Profile: 2

database update server interval hour 0 minute 0
Fail open

Log level: error

Proxy host port 0

1 -

Device# show utd web-filter sourcedb profile 1
SourceDB Profile: 1

database update server interval hour 0 minute 0
Fail open

Log level: error

Proxy host port 0

show utd engine standard statistics daq dp [engine engine-num] [vrf [name vrf-name | global]]

+_TOD VRF £7213HED VRF DY —E 27 L—rDF —ZINEE (DAQ : Data Acquistion) D#EEHE

EFRRLET,
1

B “aZsp® VD) OTLFTF o FORE



| #agEmH VD) OILFTF 0%
sarapmyoromenrzorz |

WOFL., VRF vrfl0l DY —EZ 7L —2 DOF —ZWEOKHBERE R L TWET,

Device# show utd engine standard statistics daq dp vrf name vrflOl
IOS-XE DAQ Counters (Engine #1):
Frames received 374509

Bytes received 303136342

RX frames released 374509

Packets after vPath decap 374509
Bytes after vPath decap 284405526
Packets before vPath encap 372883
Bytes before vPath encap 283234522
Frames transmitted 372883

Bytes transmitted 300202270

Memory allocation 781856

Memory free 749636

Memory free via timer 29420
Merged packet buffer allocation 0
Merged packet buffer free 0

VPL buffer allocation 0
VPL buffer free 0

VPL buffer expand 0

VPL buffer merge 0

VPL buffer split 0

VPL packet incomplete 0

VPL API error O
CFT API error 0
Internal error 52
External error 0
Memory error O
Timer error 0

Kernel frames received 373590
Kernel frames dropped 0

FO cached via timer 0
Cached fo used 0
Cached fo freed 0

FO not found 0
CFT full packets O

AT w719 show utd engine standard config threat-inspection whitelist [profile profile-name ]
AT FIRFESN T L BB AT A D707 7 A VOFfMla TR LET,
i) :

Device# show utd engine standard config threat-inspection whitelist
UTD Engine Standard Configuration:

UTD threat-inspection whitelist profile table entries:

Whitelist profile: whl01
Entries: 1

AT w720 show utd engine standard config web-filter url profile profile-name
AT FIRGFEESNTWND Web 7 4 L EZ DT a7 7 A VOFMAEZR T LET,
{1 -
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Device# show utd engine standard config web-filter url profile 1
UTD Engine Standard Configuration:

UTD web-filter profile table entries
Web-filter URL profile: 1

Whitelist:

WWW.espn.com

www.nbcsports.com

www.nfl.com

Blacklist:

WWW.Cnn.com

Categories Action: Block

Categories:

Social Network

Sports

Block Profile: 1

Redirect URL: http://172.27.56.97/vrfl01l.html
Reputation Block Threshold: High risk

Alerts Enabled: Whitelist, Blacklist, Categories, Reputation
Debug level: Error

Conditional debug level: Error

AT w721 show utd engine standard config [vrf name vrf-name ]

¥ E D VRF (ZBH#ATT 5N UTD R o—, BEBmM7T e 77 A, BLOEWeb 74 NME T 774
INOFEE R R LUET,

1 -

Device# show utd engine standard config vrf name vrflOl
UTD Engine Standard Configuration:

UTD VRF table entries:
VRF: vrfl01l (1)
Policy: poll01l

Threat Profile: 101
Webfilter Profile: 1

AT w722 show utd engine standard config threat-inspection profile profile-name
REOBBIRI T 7 7 7 A VOFEMERRLET,
f

Device# show utd engine standard config threat-inspection profile 101
UTD Engine Standard Configuration:

UTD threat-inspection profile table entries:
Threat profile: 101

Mode: Intrusion Prevention

Policy: Security

Logging level: Debug

Whitelist profile: whl101

Description:
Displays the details of a threat-inspection profile stored in the container.

AT w723 show utd engine standard threat-inspection signature update status

BUEDBEL R r—VDNR—=V a v UHIOBLH Sy r—V D=V 3y BEXORED AT —F AH
FoOHhERRLUET,
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1

HAEBBEHEHTI D D OFRE

Device# show utd engine standard threat-inspection signature update status

Current signature package version:
Current signature package name:

Previous signature package

Last update status: Failed

successful update

successful update
successful update

Thu Jan 11 13:34:36 2018 PST

failed update time:
failed update method:
failed update

failed update reason:

attempted update time:

time:
successful update method: None
server:
speed: None

29.0.c
default
version: None

None

None

Manual

[Errno 113] No route to host

Thu Jan 11 13:34:36 2018 PST

attempted update method: Manual
attempted update server: http://172.27.57.252/UTD-STD-SIGNATURE-2983-1-S.pkg

Total num of updates successful: 0

Num of attempts successful:
Num of attempts failed: 1
Total num of attempts: 1

Current status: Idle

0

server: http://172.27.57.252/UTD-STD-SIGNATURE-2983-1-S.pkg

growz 1

show platform software gfp active feature utd config [ vrf[ {id vrf-id | name vrf-name| global } ]

P —E R ) — ROWEEREZFT R LET, VREFRIZ, ~VvF T FOBRBFICOBRFRTEET, T—
B FL—2UTDHREEFERLET, ROFITIE, EXx=2VTF 420 FFA MEENHRFAERINTVE

j_‘ﬁ
1 -

Device# Global configuration

NAT64: disabled
SN threads: 12

CFT inst id 0 feat id 0 fo id 0 chunk id 4
Context Id: 0, Name: Base Security Ctx

Ctx Flags: (0x£0000)
Engine: Standard
SN Redirect Mode
Threat-inspection:
Domain Filtering
URL Filtering

SN Health: Green

Fail-close, Divert
Enabled, Mode: IPS

: Not Enabled
: Not Enabled

show platform softwar e utd interfaces

1 -

Device# show platform software utd interfaces

UTD interfaces
All dataplane interfaces

magEms®E u) ovLFTrr roEE |
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HABENE UTD) OTLFTF> rORE |

AT w726 show platform hardware qfp active feature utd config [vrf {id vrf-id | name vrf-name| global } ]
UTD 77— N ADREE AT —F A FKRLET,
f
Device# show platform hardware gfp active feature utd config vrf name vrflO0l
Global configuration
NAT64: disabled
Drop pkts: disabled
Multi-tenancy: enabled
Data plane initialized: yes
SN threads: 12
CFT inst_id 0 feat id 1 fo id 1 chunk id 8
SN Health: Green
AT w721 show platform hardware qfp active feature utd stats[clear | divert | drop | general | summary] [vrf {id

vrf-id | namevrf-name | global }] [all] [verbose]

Puoho o v eghrr—Z 71— UTD etEmaFz s LE T,

clear : #tatfE@Ma 27 V7 LET

divert : AppNav U # 1 L7 MEatHEHRZFR LET
drop : Fv v 7itiHEHEZF R LET

general : —fRHLRHEHZ XN L ET

summary : B~ U —fEHERE TR L ET

verbose : Verbose atfE i a #m L ET

VRF #iHE#H Z & @ VRF £ : VRE [F#HIE. ~VTFTF 2 bRENRGEICORANTEET,

id : VRF ID IZBHH#AHT SN FaHERE2 TR LET

name : f57E L7244 1> VRF IZBEAHT b o fatEmae £ LET
global : 7’ m— 3L VRF (D% ¥ VRFID 2% 0) ([ZRHEfHIT TV A REHEREA R R LET

1

Device# show platform hardware gfp active feature utd stats

Summary Statistics:

TCP Connections Created 29893

UDP Connections Created 24402

ICMP Connections Created 796

Pkts dropped pkt 258

byt 66365

Pkts entered policy feature pkt 715602
byt 562095214

Pkts entered divert feature pkt 662014
byt 516226302

Pkts slow path pkt 55091

byt 4347864

Pkts Diverted pkt 662014

byt 516226302

B “aZsp® VD) OTLFTF o FORE
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Pkts Re-injected pkt 659094
byt 514305557

Would-Drop Statistics:
Service Node flagged flow for dropping 258

General Statistics:
Non Diverted Pkts to/from divert interface 1022186
Inspection skipped - UTD policy not applicable 1081563

<output removed for brevity>

1 -
show platform hardware gfp active feature utd stats summary [vrf name vrf-name | all]

show platform hardwareqfp activefeatureutd stats 2~ > KOV < —F 7 a VNS E&E LT TO
VRF F 721345 7ED VRF (BT 21 # 2R R LET,

1 -

Device# show platform hardware gfp active feature utd stats vrf name vrflOl
Security Context: Id:1 Name: 1 : vrflOl

Summary Statistics:

TCP Connections Created 18428

UDP Connections Created 13737

ICMP Connections Created 503

Pkts dropped pkt 258

byt 66365

Pkts entered policy feature pkt 407148
byt 296496913

Pkts entered divert feature pkt 383176
byt 283158966

Pkts slow path pkt 32668

byt 2571632

Pkts Diverted pkt 383176

byt 283158966

Pkts Re-injected pkt 381016

byt 281761395

<output removed for brevity>

show platform har dware gfp active feature utd stats drop all
show platform =~> RO Fa v 7472 a Vb EIG LT XTO VRF 26 OFRER T LET,
fi

Device# show platform hardware gfp active feature utd stats drop all
Would-Drop Statistics:

No diversion interface

No egress interface

Inspection service down

Could not find divert interface
Could not find divert fib

UTD FIB did not contain oce_ chain
Invalid IP version

O O O O O o o
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IPS not supported 0
Re-inject Error 0
Service Node flagged flow for dropping 1225

o

Could not attach feature object

Could not allocate feature object

Error getting feature object

Policy: could not create connection

NAT64 Interface Look up Failed

Decaps: VPATH connection establishment error
Decaps: VPATH could not find flow, no tuple
Decaps: VPATH notification event error
Decaps: Could not delete flow

Decaps: VPATH connection classification error
Encaps: Error retrieving feature object
Encaps: Flow not classified

Encaps: VPATH connection specification error
Encaps: VPATH First packet meta-data failed
Encaps: VPATH No memory for meta-data
Encaps: VPATH Could not add TLV

Encaps: VPATH Could not fit TLV into memory
Service Node Divert Failed

No feature object

Service Node not healthy 12
Could not allocate VRF meta-data

Could not allocate debug meta-data

Packet was virtually fragmented (VER)

IPv6 Fragment

IPv4 Fragment

O OO OO WOOODOOOOOOOOOOOoOo o oo

HEBEGE (UTD) OXIILFTFU MBI LS T
IWoa—Fa4208

S T4 v I MNEEINLLY
BE FT 74 v 73t nEzdA,
EZ2ONBER BV —ERANT 7T 4 7R TWRWAREHENH Y £ 97,

fi@iRi% showvirtual-servicelist =2~ R&2FEHA LT, (Y —EANT 7T 4 TIZho>Tn5
MEIDERBLET, RIZ, 2~ FOMAklZRLET,

Device# show virtual-service list

Virtual Service List:

Name Status Package Name

snort Activated utdsnort.l 0 1 SV2982 XE 16 3.20160701 131509.ova

E£2 0WBERE IBEINTA L F—T A ATIL. 5AEH5HE (UTD) BNAZe- T
WZRWRIREMHE RS H Y £97,
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fiZiksx show platform softwareutd global =~ > R&H LT, £ > ¥ —7 =4 A TUTD N F
IR o TN MNE I AR L ET,

Device# show platform software utd global

UTD Global state

Engine : Standard

Global Inspection : Disabled

Operational Mode : Intrusion Prevention
Fail Policy : Fail-open

Container techonlogy : LXC

Redirect interface : VirtualPortGroupl
UTD interfaces

GigabitEthernet0/0/0

EAONBERE Y —E A/ — FREFICEMEL TWRWTREERH Y £7,

fiZiRs% show platform hardwareqfp activefeatureutd config =< > R&#HA LT, h—E A/ —
ROREDFRENE 5> D EMR L ET,

Device# show platform hardware gfp active feature utd config

Global configuration

NAT64: disabled

SN threads: 12

CFT inst id 0 feat id 0 fo id 0 chunk id 4
Context Id: 0, Name: Base Security Ctx
Ctx Flags: (0x60000)

Engine: Standard

SN Redirect Mode : Fail-open, Divert
Threat-inspection: Enabled, Mode: IDS
Domain Filtering : Not Enabled

URL Filtering : Not Enabled

SN Health: Green

fRiRE £7-. v T T FOEAIL, show platform hardware gfp active feature utd config
vrf name wrf-name=~ > K& LT, $ED VRF BT 259 —E X/ — ROIEFER AT
HDOMEIDEMRTETET,
Device# show platform hardware qfp active feature utd config vrf name vrfl02
Global configuration

NAT64: disabled

Drop pkts: disabled

Multi-tenancy: enabled

Data plane initialized: yes

SN threads: 12

CFT inst id 0 feat id 0 fo id 0 chunk id 4
SN Health: Green

EZZ5NBEE Snort 7OV RNT I T 4 TR T RWARERMERH D £,

fi@iRi% showvirtual-servicedetail =2~ > F&ZEH LT, Snort 7’2 X BB L TWDHNE D
R LET,

Device# show virtual-service detail

Virtual service UTDIPS detail

State : Activated
Owner : I0Sd
Package information
Name : utdsnort.l 0 1 SV2982 XE 16 3.20160701 131509.ova
Path : bootflash:/utdsnort.1 0 1 SV2982 XE 16 3.20160701 131509.ova

| magEms®E u) ovLFTrr roEE |
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Application
Name : UTD-Snort-Feature
Installed version : 1.0.1 SV2982 XE 16 3
Description : Unified Threat Defense
Signing
Key type : Cisco development key
Method : SHA-1
Licensing
Name : Not Available
Version : Not Available

Detailed guest status

Process Status Uptime # of restarts
climgr UpP 0y Ow 0D 0: 0:35 1
logger UpP 0y Ow 0D 0: 0: 4 0
snort 1 Up 0Y Ow 0D 0: 0: 4 0

Network stats:
ethO: RX packets:43, TX packets:6
ethl: RX packets:8, TX packets:6

Coredump file(s): lost+found

Activated profile name: None
Resource reservation

Disk : 736 MB
Memory : 1024 MB
CPU : 25% system CPU

Attached devices

Type Name Alias
NIC ieobc 1 ieobc
NIC dp 1 0 net2
NIC dp 1 1 net3
NIC mgmt_1 mgmt
Disk _rootfs

Disk /opt/var

Disk /opt/var/c
Serial/shell serialO
Serial/aux seriall
Serial/Syslog serial?
Serial/Trace serial3
Watchdog watchdog-2

Network interfaces

MAC address Attached to interface
54:0E:00:0B:0C:02 ieobc_ 1
A4:4C:11:9E:13:8D VirtualPortGroup0
A4:4C:11:9E:13:8C VirtualPortGroupl
A4:4C:11:9E:13:8B mgmt_ 1

Guest interface

Interface: eth?2

ip address: 48.0.0.2/24
Interface: ethl

ip address: 47.0.0.2/24
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Guest routes

Address/Mask Next Hop Intf.

0.0.0.0/0 48.0.0.1 eth?2
0.0.0.0/0 47.0.0.1 ethl
Resource admission (without profile) : passed
Disk space : 710MB
Memory : 1024MB
CPU : 25% system CPU
VCPUs : Not specified

EZZbNBDEEA AppNav N RV T 7T 4 Tl o> TWRWATREMENRH Y £,

f#iR% show service-insertion type utd service-node-group 3 & UF show service-insertion type utd
service-context 2~ RZEEHA LT, AppNav F U RANT VT 4 T/ o TWDENE 9k
R LET,

figiRsx RIZ. show service-insertion typeutd service-node-group =~ > RO IHIZ R L £,

Device# show service-insertion type utd service-node-group

Service Node Group name : utd sng 1
Service Context : utd/1
Member Service Node count : 1

Service Node (SN) : 30.30.30.2

Auto discovered : No

SN belongs to SNG : utd sng 1

Current status of SN : Alive

Time current status was reached : Tue Jul 26 11:57:48 2016

Cluster protocol VPATH version : 1

Cluster protocol incarnation number : 1

Cluster protocol last sent sequence number : 1469514497
Cluster protocol last received sequence number: 1464
Cluster protocol last received ack number : 1469514496

@Rk IRIZ, show service-insertion type utd service-context =~ > RO N %Z R L E T,

Device# show service-insertion type utd service-context

Service Context : utd/1

Cluster protocol VPATH version : 1

Time service context was enabled : Tue Jul 26 11:57:47 2016
Current FSM state : Operational

Time FSM entered current state : Tue Jul 26 11:57:58 2016
Last FSM state : Converging

Time FSM entered last state : Tue Jul 26 11:57:47 2016
Cluster operational state : Operational

Stable AppNav controller View:
30.30.30.1

Stable SN View:
30.30.30.2
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Current AppNav Controller View:
30.30.30.1

Current SN View:
30.30.30.2

EADNBRE b T 7 4 v I DAT =L ADT —4 7 L— 2 UTD#HEHR &R L £
N7 7 4y 7 BEEISNRVWES, IR IOHEG STy hOFEITERIZRY £
To BENERLSOHE, FT 7 4 v 7EEMTOATE Y, Snort & ¥ —3 7 —4
TL—= Ty FEFEFELTOHET,

fizski% show platform hardware gfp activefeatureutd stats =~ > K&HHL T T 7 4 v 7 D

AT = AR LET,

Device# show platform hardware gfp active feature utd stats

Security Context: Id:0 Name: Base Security Ctx

Summary Statistics:

Active Connections 29
TCP Connections Created 712910
UDP Connections Created 80
Pkts entered policy feature pkt 3537977
byt 273232057
Pkts entered divert feature pkt 3229148
byt 249344841
Pkts slow path pkt 712990
byt 45391747
Pkts Diverted pkt 3224752
byt 249103697
Pkts Re-injected pkt 3224746
byt 249103373

iRk Fo, AT T FOYAIEL, show platform hardware qfp active feature utd statsvrf
namewvrf-name=~ > RZEH LT, $ED VRFIZBET D N T 7 4 v 7 DAT—H A ZfERT
TET,

Device# show platform hardware gfp active feature utd stats vrf name vrf 101
Security Context: Id:1 Name: 1 : vrflOl

Summary Statistics:

Active Connections 2
TCP Connections Created 34032
UDP Connections Created 11448
ICMP Connections Created 80
Pkts dropped pkt 626
byt 323842
Pkts entered policy feature pkt 995312
byt 813163885
Pkts entered divert feature pkt 639349
byt 420083106
Pkts slow path pkt 45560
byt 7103132
Pkts Diverted pkt 638841
byt 419901335
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Pkts Re-injected pkt 630642
byt 4121390098

ERDEHFISHEEEL L

RR8 Cisco "h—Z LAY 7 b7 = 7Hdfi (BSD : Borderless Software Distribution) ¥ — /3725
DBELFHPHEEL TWERA,

EZoNDRE SESEREBICL Y BEAOFRIKRLIZAREERHY £4, KERICE
L OFEFNCR LA 2R L ET,

fizikix show utd enginestandard threat-inspection signatureupdatestatus =~ > KZ&{#H L T,
RBIZEL OB LR ERRTLET,

Device# show utd eng standard threat-inspection signature update status
Current signature package version: 29.0.c

Current signature package name: default

Previous signature package version: None

Last update status: Failed

Last successful update time: None

Last successful update method: None
Last successful update server: None
Last successful update speed: None

Last failed update time: Thu Jan 11 13:34:36 2018 PST

Last failed update method: Manual

Last failed update server: http://172.27.57.252/UTD-STD-SIGNATURE-2983-1-S.pkg
Last failed update reason: [Errno 113] No route to host

Last attempted update time: Thu Jan 11 13:34:36 2018 PST
Last attempted update method: Manual
Last attempted update server: http://172.27.57.252/UTD-STD-SIGNATURE-2983-1-S.pkg

Total num of updates successful: 0
Num of attempts successful: 0

Num of attempts failed: 1

Total num of attempts: 1

Current status: Idle
EZONBEE FAA L FR—ALY AT A (DNS) DELLRESNTHERA,

fiZski% show running-config|i name-server =~ > R&fiH L T, F—L P — Ot 2F R L
i—a_o

Device# show run | i name-server

ip name-server 10.104.49.223

EZONBER VAT AT T — =P LENANRT — ROMAEDLEOUBIZRIRLE L
776
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ARk BANy =V OF T = RZIELWERIEEREEH L2 L 2R L £,

O—AIY—/\DNLDEZDOEFHHHERE LAY
RBgE o — LY — 305 DB OFFHAEERE L7,

£z 5NBEE REOKRKOEDE « M)/ A% — A —HTTP £ 7213 HTTPS ORI 5 L
*9,

Rk w—AAAFru— RERE UTHITP £7213E % =7 HTTP (HTTPS) MEE S
TWAHZEEMERLET,

EZONDERE REOKRMOIEE « ARTEIIT I —EANRPTT,

ARk =N —NCHRESNTZAA M ELITIP T FUARELWZ L 2R LET,
EZbNBRE HiEOKBOMHH  BEEFHRBAT SN TWEEA,

Rk v — )V HTTP £ 721X HTTPS ¥ — " OFEGEH WA AT SN TN D Z & 2R L4,
EZZONBERA HEZEOKKOHEH : 77 A VB ERONY /A,

fRiRiE ANLTEBALA T 7 ANAEIITURL DIELWT & 2R L ET,
EZONBRE KEOKKOER : ¥vrm— RRHEL TOET,

fRIRIE
cLIHIDZBAL D Z D v — FRHCEA O BRIT T 7 =R AEL TORWINE D M EfE
LET,

CELWEANy F—UMEARRETH D Z 2R LE T,

10Sd Syslog ~D O F > Hae L7z Ly
R9RE 10Sd syslog ~D 1 2 7 3 HERE L 72\,

EZBNBEREA syslog ~D X 71X, HAEEBPE (UTD) ORE TIERETE EHE
Ao
fRRE UTD R EZ R /R L., syslog ~DO XU FRRESNTWND Z & AR T D21, show
utd engine standard config =~ > RZ i L £,

Device# show utd engine standard config
UTD Engine Standard Configutation:
Operation Mode : Intrusion Prevention

Policy : Security

Signature Update:

Server : cisco

User Name : ccouser

Password : YEX"SH\fhdOeEGaOBIQAIcOVLgaVGf

Occurs-at : weekly ; Days:0 ; Hour: 23; Minute: 50
Logging:

Server : IOS Syslog; 10.104.49.223

Level : debug
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Whitelist Signature IDs:
28878

@Rz UTD = P DA X hu 7 2R T 5121, RO show utd engine standard logging
events 2~ > R&MHALE9,

Device# show utd engine standard logging events

2016/06/13-14:32:09.524475 IST [**] [Instance ID: 1] [**] Drop [**] [1:30561:1]
BLACKLIST DNS request for known malware domain domai.ddns2.biz -

Win.Trojan.Beebone [**] [Classification: A Network Trojan was Detected]

[Priority: 1] [VRF ID: 2] {UDP} 11.1.1.10:58016 -> 21.1.1.10:53
2016/06/13-14:32:21.524988 IST [**] [Instance ID: 1] [**] Drop [**] [1:30561:1]
BLACKLIST DNS request for known malware domain domai.ddns2.biz -

Win.Trojan.Beebone [**] [Classification: A Network Trojan was Detected] [Priority: 1]
[VRF_ID: 2] {UDP} a000:0:0:0:0:0:0:10:59964 -> b000:0:0:0:0:0:0:10:53

NERG—/N\A~ADOF T HHERE L 7% Ly
RgE AT — "~ X I RERIE L TV ER A,
EZZbNBEE LY — /3T Syslog WEITINTWRWATREMER H Y £,

fRiRiE  syslog U — SN — AN TEITSN TV DEINE I DEMHRELET, AT —FA&2%K
R DITIE, AN — " TIROa~x s FERELET,

ps -eaf | grep syslog

root 2073 1 0 Aprl2 ? 00:00:02 syslogd -r -m

EZO0NBEE FHAEEBE (UTD) @ Linux = > 77 (LXC : Linux Container) & M
P — RE ORI TV D e R H Y £97,

fRRiE BHA VX —T oA ZAPDINE syslog — I ~DOEEE AR L £ T,

UTD &HfRFETNY T

Gt & 73w 7%, Unified Threat Defense D~ /L F 7 F > MR L TWET, FEMET
Ny T ORETFEDOFHNZONTUL, LLFESRLTIZE 0,

Hipvwwweiommbimtstkbostouest 000kovbkshooinp i Thkooinese 3ses:1000bookt ek ACOPBBOSAIMDCBBDEFADDEFS131
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http://www.cisco.com/c/en/us/td/docs/routers/asr1000/troubleshooting/guide/Tblshooting-xe-3s-asr-1000-book.html#task_AC969BB06B414DCBBDEF7ADD29EF8131
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