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WO~y RPEAFEIIEREINE L
show class-mapavc-classmap-name

show policy-map typeinspect zone-pair

show policy-map typeinspect zone-pair sessions
show policy-map typeinspect avc

show platform hardwaregfpactivefeaturefirewall
drop
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R
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cAVCBRERY —F, T_XTCOT TV r—rarwFal, BEDOT 7V r—ar0
HEBEETILERDHY £9, Zhid, <077V r—y a VAHECKEL WD
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F9) BEFOZENTEET,

cAVCRY v—<v 1%, K320V T A~ v (class-default & Tr) ZFFOZ LNTE
\i—a—(}

« match protocol attribute category =~ > FZ{EH L CH 7 2V 25T 585G 1%, match
protocol attribute application-family = 7= 1% match protocol attribute appllcatlon-group TR
ETEEEA,

I TAR TR v—~ v T EFET HHNT, parameter-map typeinspect ZfEH LT, K
By FEINANTy Fau 2T DRI T A= Fx T IATEREL TIIEEN,

Device (config)# parameter-map type inspect
Device (config-map)# log dropped-packets

2y RIT— LAY LG IZEDILFRY o—

SV R A T AT T F—E, Ry N7 LA TV L3LAIZHESS R v—%MHLE
T, 7= ziE, 77 A~ F1E, ACL & L4 7’12 b =)L TCP/UDP/ICMP % 7-1% L7 712 k= /v
FTP B X O'SIP (IZHSWTWET, L7 Ve harzH L CERSINZARY »—iF, 7a b
INVDOEHER—bEFEH LTy ESELET, ZBFIZIET 7Y r—3 a U ORMAEEN 72
<. FTPALG ZJr LT FTP M&ELZ VAR —F L, R—F 21123 7 e haroiBzi#i L E
R
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GE)  FTPHIH 7 v —0NT U A LRER— TN D E, V=0 RXR—=R T 7 AT T —VIT 7
r—va rEBHTE £ AL

ZBFW TO NBARR—RX 7 T r— 3 VERBDETEA
ik

LANYAY—2R—RX T7AT7 94— ILDETFE

Device (config-profile) #class-map type inspect match-any cml
Device (config-cmap) #match protocol http

Device (config-cmap) #match protocol https
Device (config-cmap) #match protocol dns

Device (config-cmap) #match protocol tcp

Device (config-cmap) #match protocol udp

Device (config-cmap) #match protocol icmp

Device (config-cmap) #exit

Device (config) #class-map match-any nbar-classl
Device (config-cmap) #match protocol yahoo-mail
Device (config-cmap) #match protocol amazon
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Device (config-cmap) #match protocol attribute category consumer-internet

Device (config-cmap) #exit

FIE

ABR D)7 AT 94— ILDLTIY—ERRY —

ARV RFERERTI VA Y
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ATy T

BMEHROZ G A<y THHBELET,
1

class-map type inspect match-any cml
match protocol http

match protocol https

match protocol dns

match protocol tcp

match protocol udp

match protocol icmp

class-map typeinspect ==~ > K & match protocol =
~UREHEHALT, Yubharthssr IV EERL
\ij—()

ATvT2

TITVr—ay T7AT T4 —)LRY —%1#
HALT, 773 ay (ZOBRAIZAVC) 2 EHRLFE
‘j‘o

1

policy-map type inspect avc nbar-policyl
class nbar-classl

deny

class class-default

allow

deny 2~ > F&fEH LT, nbar-class1 7 7 A< v
TV A FENTWALIE— Xy NU—JEHET
a2 havEESLET,

ATvT3

TIVIr—ay Ty AT Ox—V R —%ff
HALT, Favy &Ny hea Z\Z@ek L F
T,

1 -

policy-map type inspect pml
class type inspect cml

inspect

service-policy avc nbar-policyl
class class-default

drop log

nbar-class] TP Amazon "HD T 7 4 v 71X, K
Jy—lZLoTHEARINET, &xiE, Fry”
SNy ME, RO Rry7r s X ye—IC
RENET,

Oct 17 12:44:08.101:
cpp_cp:

QFP:0.0 Thread:000 TS:00000002517650404876
SFW-6-DROP_PKT:

Dropping dns/amazon pkt from GigabitEthernet3
171.70.168.183:53 =>

171.10.1.101:50877 (target:class)

$I0SXE-6-PLATFORM: R0O/0:
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VRFERFTIVaY =)

-(in_to out:cml) due to AVC Policy drop:classify
result with ip ident 65434

1

RDEZRY

ANJ1A > % —7 = A A|{Zipnbar protocol-discoveryipvd ==~ > RZBMML £9, £D#%,. show
ip nbar protocol-discovery interface [intf-name] =~ > KZEH LT, 77V r— 3 D%
ERERLE T,

F7IUr—2 3 U@ #EHE showa<v v Kk

Z OHFITIX, show policy-map typeinspect zone-pair =2~ RiZL VY, KU v—~v 7/
DFEEHE ZDMDIEHR FEES NI — o XTIMHET D v ¥ a AT B IEHR A
L) DERINFET, class-map: nbar-classl (match-any) (ZFE<ATIZIE. T 7 1 v
7 M3 nbar-classl 7 7 A & —EHFT 5NN T D37 v b AT U ZH (7 packets) M
BENLTVET,

Device# show policy-map type inspect zone-pair

Zone-pair: in_ to out
Service-policy inspect : pml

Class-map: cml (match-any)
Match: protocol http
Match: protocol https
Match: protocol dns

Match: protocol tcp
Match: protocol udp
Match: protocol icmp
Inspect

Packet inspection statistics [process switch:fast switch]
tcp packets: [0:485]

dns packets: [0:51]

Session creations since subsystem startup or last reset 21
Current session counts (estab/half-open/terminating) [13:0:0]
Maxever session counts (estab/half-open/terminating) [13:2:0]
Last session created 00:00:00

Last statistic reset 00:00:19

Last session creation rate 151

Last half-open session total O

Service-policy inspect avc : nbar-policyl

Class-map: nbar-classl (match-any)

7 packets, 1449 bytes

30 second offered rate 1000 bps, drop rate 0000 bps
Match: protocol amazon

Match: protocol yahoo-mail

Match: protocol attribute category consumer-internet
Deny

Class-map: class-default (match-any)

211 packets, 94091 bytes
30 second offered rate 27000 bps, drop rate 0000 bps
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Match: any
Allow

Class-map: class-default (match-any)
Match: any

Drop

0 packets, 0 bytes

Device# show platform hardware gfp active feature firewall drop

AVC Policy drop:classify result 38

Device# show platform hardware gfp active feature firewal datapath scb
[s=session i=imprecise channel c=control channel d=data channel A/D=appfw action

allow/deny]

Session ID:0x0000DASB 171.10.1.101 64204 171.70.168.183 53 proto 17 (0:0) (1456:0xd000208)
[scA]

Session ID:0x0000DA18 171.10.1.101 58836 74.125.199.103 443 proto 6 (0:0) (1456:0xd000208)
[sdA]

Session ID:0x0000DA5A 171.10.1.101 64206 8.8.8.8 53 proto 17 (0:0) (0:0xd000001) [sc]

Session ID:0x0000DA11 171.10.1.101 58833 74.125.199.84 443 proto 6 (0:0) (1440:0xd000210)
[sdA]

Session ID:0x0000DA57 171.10.1.101 64205 173.36.131.10 53 proto 17 (0:0) (1761:0xd00033f)
[scD]

Session ID:0x0000DA2C 171.10.1.101 58839 74.125.199.94 443 proto 6 (0:0) (1456:0xd000208)
[sdA]

Session ID:0x0000DA59 171.10.1.101 64203 173.36.131.10 53 proto 17 (0:0) (1761:0xd00033f)
[scD]

Session ID:0x0000DAOB 171.10.1.101 58831 74.125.199.94 443 proto 6 (0:0) (1456:0xd000208)
[sdA]

Session ID:0x0000DA5C 171.10.1.101 64207 8.8.4.4 53 proto 17 (0:0) (0:0xd000001) [sc]

Session ID:0x0000DA58 171.10.1.101 64203 171.70.168.183 53 proto 17 (0:0) (1761:0xd00033f)
[scD]
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+ ['Security Command Reference: Commands D to L]
+ [Security Command Reference: Commands M to R

+ [Security Command Reference: Commands S to Z]
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