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AT v 1 enable
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Device> enable

FiHE EXEC E— FEZ AT L £,
AT w72 configure terminal

i :

Device# configure terminal
Ja—\) a7 4 F¥Fal—yaryET—RefBLET,
AT w73 key chain key-chain-name macsec

1 -

Device (config)# Key chain keychainl macsec
F—Fx—VERELT, ¥—Fz—r arr7sFalb—rvarE—FElKBLET,
AT v 74 key hex-string
£l

Device (config-keychain) # key 01

F—ZRELT, ¥—Fz—rar74¥alb—rarT—ReBLET,
AT w75 cryptographic-algorithm {gcm-aes-128 | gcm-aes-256}
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Device (config-keychain-key) # cryptographic-algorithm aes-128-cmac
W ALRRGET LT ) R A ERELET,

AT v 76 key-string pwd-string}
1 -

Device (config-keychain-key)# key-string 12345678901234567890123456789013
F—LFHNDONAT — FaRHELET,

ATw 71 end
i

Device (config-keychain-key) # end

¥#E EXEC £ — FIZEY £9°,

A3 —T A4 RXRTHMKA XU MACsec DELTE

A2 H—T x4 ATMKA BELUEMACsec ZRET DT, ROFNEEFEITLET,

ATv 71 enable
fl :
Device> enable
it EXEC E— R AT L E T,
e NAU— Rz AN LET (FERINESHE) .

AT w72 configureterminal

i -

Device# configure terminal

Ay 7 4 F¥al—vary E— FERBLET,
AT w73 mkapolicy policy-name

1 -

Device (config)# mka policy
MKA RY v—%RELET,

AT 74 mkapreshared-key key-chain key-chain-name
15'] .
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Device (config) # mka pre-shared-key key-chain 10

MKA Fgii#:H F—I{Z keychainl0 Z3% € L £,

G¥) MKA FHiHEAE =T, WEA X —T A AERE T TA 0 H =T =2 ADWT NN TRET

XFTN, WHA L E—T oA ALY T —T 2L ADWHT

macsec
EAPOL 7 L' — A% A 7D MACsec i iE L £7,
macsec replay-protection window window-size
Y7L AT 4 RUZ 10ICEELET,

end

¥#E EXEC £ — FIZEREY £,

enable
K¢l EXEC E— R A3z L ¥,
e NRAT—RE AN LET @FEREINEZHE)

configureterminal
ya—) ary 7 4 Xal—ay ET— RERBLET,
interface GigabitEthernet0/0/2
FitE EXEC E— RE& AN L E T,
e NAT—REANLET (ERINZHE) .

serviceinstance 10 Ethernet
it EXEC T— F&EAIC L £,
e NRAT—R&EATTLET FEREINEZHE)

configureterminal
Ju—r)ary7 4 F¥al—rary ET— RERBLET,

interface GigabitEther net0/0/2
FE EXEC E— R AT L £ T,

THZLIFITEEEA,
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B v—cx 701 5— %y ko—sFAGHAK— FTO MACsec EVC D

NATU—=REANLET (ERINHE

ATw 71 encapsulation dotlqg 10

ATw 78 rewriteingresstag push dotlg 20 symmetric

ATw 79  bridge-domain number

ATY 70 10 interface GigabitEthernet0/0/2

service instance 11 Ethernet

encapsulation dotlg 10

rewrite ingress tag push dotlg 20 symmetric

bridge-domain 21
interface GigabitEthernet0/0/2

service instance 12 Ethernet

encapsulation dotlg 10

rewrite ingress tag push dotlg 20 symmetric

bridge-domain 22

&s
Iy

o
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H—EX JONAF— %y FT—0AROHE KR — kTD MACsec

EVC D% E

ATv 71 enable
AT w72 configureterminal

&1

interface tenGigabitEthernet0/1/1

macsec dotlg-in-clear 1
service instance 20 Ethernet
encapsulation dotlg 20
mka pre-shared-key key-chain kcl
macsec
bridge-domain 20
service instance 21 Ethernet
encapsulation dotlg 21
mka pre-shared-key key-chain kcl
macsec
bridge-domain 21
service instance 22 Ethernet
encapsulation dotlg 22
mka pre-shared-key key-chain kcl
macsec
bridge-domain 22

MACsec 5L UMKAL Y a3 VIZEDLLEHEHHEEXFT—DE N EDIER

FIEDOWE
1. enable
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F IR D ¥4

AFv 71 enable
ATFvr2

show running-config | sec kcl
key chain kcl macsec
key 01
cryptographic-algorithm aes-128-cmac
key-string 12345678901234567890123456789012
mka pre-shared-key key-chain kcl
mka pre-shared key-chain kcl

I, =R LV AZ L AE—RTT 740 bARY —%HH L CEHEEAF— (PSK) _N—2AD
MKA/MACsec &> a VEHNCTHDDOREFZRLET,

Device#show running-config interface gi0/0/0
Building configuration...

Current configuration : 142 bytes
|
interface Ethernet0/0
no ip address
negotiation auto
service instance 10 ethernet
encapsulation dotlg 10
rewrite ingress tag pop 1 symmetric
mka pre-shared key-chain kcl
macsec
bridge-domain 100

end
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MACsec 5 U MKAD A —H 2y FMrlEREEYHR—FD
% TE 3

Bl — T S TN a—TFTa0T
Bl — G RS TN a—T (Y

Bl - SZEIMNI-showmkaa< > K

Bl : HFESNT-showmka a7 K

Bl - #HEtDRTR

MACsec statistics on an EFP: To validate MACsec Statistics on an EFP instance, use
show macsec statistics interface gi0/0/3 efp 10
MACsec Statistics for Gi0/0/3.EFP10
SecY Counters
Ingress Untag Pkts:
Ingress No Tag Pkts: 63440

Ingress Bad Tag Pkts: 0
Ingress Unknown SCI Pkts: O
Ingress No SCI Pkts: 0
Ingress Overrun Pkts: 0
Ingress Validated Octets: O
Ingress Decrypted Octets: 0
Egress Untag Pkts: 0
Egress Too Long Pkts: 0
Egress Protected Octets: O
Egress Encrypted Octets: O
Controlled Port Counters
IF In Octets: 0
IF In Packets: 0
IF In Discard: 63440
IF In Errors: 0
IF Out Octets: 0
IF Out Packets: 0
IF Out Errors: 0
Transmit SC Counters (SCI: 70708BBA4683000A)
Out Pkts Protected: 0
Out Pkts Encrypted: 0
Transmit SA Counters (AN 2)
Out Pkts Protected: 0
Out Pkts Encrypted: 0
Receive SA Counters (SCI: 70708BBA4183000A AN 2)
In Pkts Unchecked: 0
In Pkts Delayed: 0
In Pkts OK: 0
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f : showefp <> K .

In Pkts Invalid:

In Pkts Not Valid:

In Pkts Not using SA:
In Pkts Unused SA:

In Pkts Late:

o O O o o

{5 : showefpa <> K

5l : showefp 27> F

MACsec 5 XU MKA DA —H 3y MrEREHYHR— K
ESERSBENIE R

EpER=
ZEESKXURFC
EAERFC| 2 A ~JL
FE e BE%
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