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Table 1: /N7y b FL—X LARJL

Ny Rk
L—ALAN)L

B

THOT 4
N

Nry NNV —ADT AT 4T TiE, *y NU—7 7 ak v PICHA
DFTH7y NI RENET, Ty NNV —RADT AT 4 U 7ITA
FOBNRT =< AT 7T 4T 4 THY ., Wb Ih b £ CTHERIIIC
FEITSINET,

Y~ U—

Ry R L—Z2DH= U — LTI, RONTED Ny b F— & 2
EEINnNET, Xy P =2V —F, ANWA v F—T =4 REHN
A B =T A A Ff&B2 0y FOIREE, BLOry oS b R
ny /S AVl varyEfEERLET, Y~ U —FT—XDIEIL, @
WOy MU IR L TR 7+ —~ 2 2AREL ., ME0HH A 5 —T =
A A& BET D DIEN B ET,

IRAF—H

R B R L—=ZADNRNAFT—=Z L~YULTIE, 7w b b L— ARG MR
LUV TTEITEINET, BBONEEO Ay FadBics—2nINESNE
Fo Ty b L= ADSAT—H TR, R ET Ay S IDEGLT 4
RN TFr SNET, ZOF—SIE BTNy T S BAZLT B
L OMEREEI A DA b L—RF — & L AT ABICR S £,

NRAF—HIZIE, 737 > bk 22 ¥ — & Feature Invocation Array (FIA) kL — 2
EWVWH 2ODF T a U EREDHV ET, Ny habv—FT v a i
THLE Ty FOKELAY (LAY 2, LAV 3, LAT4) TAHN

Ty MMy Neabe—T&Ed, FIANL—XFT a0, Ty
MU RIZREO M ST X ToOME= N 2B LET, 2037 e
E Ty MBI Z 5 TV D AR T DBICRLH E T,

Note IRAF—H OIVETIE. %< Oy NLERY v — 2348 S
T4, F ATV a3 VRIS Y R T e~ L R A T
WELZRTLET, TORD, NATF—H L-YULIRERRF ¥
WNUT 4 THERT L0, Ty b7 —< U AOERHRT
ILORWMTHEAL TSN,

INTY b FL—RADEREICET AERLOAA K51
N7y b b L= AERAERET DB, RORRANT T 7T 4 AEBFE LTS,
NNy FEXVAFEICERTR T 5I2IE, Ty b L= REREAE T DB AN SR '

EHT 52

ML £

e X7y P ML—=ADRTEICIE., T—HF T VL= A NMETT, T—F T L —UAF)
DHIRENTWE VAT ATIE, X7y b L —AMlE EDO X D ITEIRT B 02 [HEITH
FMLTLEEY, X7y b =R ZXoTHEIND AE Y BEOMEE X, KkOA TR
OHILET,

. N7y kL —R
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sy b rr—zosE ||

BERAEY = (WA A— A=~y F) + 0y M) * (B2 U =% X+ F =29 X+
Sy b E—HA )

Ny b R ZRREAINCT D L, REHHICOBROREE AT Y REID B THRET, [k
i Ty RNZEOT 22Xy T F T ONG. Y~ U =T = RISy MY RO
EARY PBETE, 7o72L, ADBRTLIIE, P L—RRGRITER LIy MR, /82
TR LNy POAE—EETZNEINCE T, HREND AT ERRE RS
NOAREMEDN S D £7,

Ny R FL—RDETE

SUMMARY STEPS

DETAILED STEPS

N7y b b L= AREARIET HITIE. ROFIEZFETLET,

\)

Note

AR, BEOM =227y MUZREEISERT 5481 H Y £97, show platform

hardwareqfp activeinfrastructureexmem statistics =~ > RZEHT5 &, BEDOT—X 7L —

VO DRAM AEVHEBEER2T = v/ TXET,

N7y b R AERRIC K o THHBE SN D ATV ORIT, AT v b LU —AREDKELZIT
£, MEOY—EZADOHUWTERET D720, Ty FTEDNRAT =2 LAt =Ny T 7D

1. enable

2. debug platform packet-trace packet pki-num [fia-trace | summary-only] [circular] [data-size
data-size]

3. debug platform packet-trace {punt |inject|copy|drop|packet|statistics}

debug platform condition [ipv4 | ipv6] [interface interface][access-list access-list -name |

ipv4-address / subnet-mask | ipve-address / subnet-mask] [ingress | egress |both]

debug platform condition start

debug platform condition stop

show platform packet-trace {configuration | statistics | summary | packet {all | pkt-num}}

clear platform condition all

exit

P

© 0N

Command or Action Purpose

AT w71 |enable

Example:

Router> enable

FiHE EXEC®— R& A X —7/MCLET, NAT—
REANLEY (ERShIZHER) .

R Fw 2 | debug platform packet-trace packet pkt-num [fia-trace| 5@ L7-3D 7 v FOW <) —F—Z 52 INE L F

| summary-only] [circular] [data-size data-siz€] . F T4 P CIHEE AT — X Bk ST ¥
Example: L, HEIISUTFIA FL—RXZFETLET,

Ny b bL—X .
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Command or Action

Purpose

Router# debug platform packet-trace packets 2048
summary-only

pkt-num : FiTE OIFHICHERF VD37 v b ORI
ERELET,

fiatrace: ~V —7—% BEEEHFOT —X 72 L
MR LSV DOT =Xy T TF Yy EIATLET, £
7oy N7y MLUEHIZT 7 B A IS8T v b
UbERLET,

summary-only : FERBIEH Z e/ MNRIC L7~ Y —
T—HDOX XY T T EHHILET,

cdreular : FlT b L—A Iy vOT— X B{R
FLET,

data-size : %737 v FNOBERET —# & FIA hL— X
T =R ERAET DT —H Ny T 7 DY A Xa Ak
WAL I ELET, 7y N CIERICEV ST v b
WEMNFAT ST h, 22— — TR U T
TNy T 7 DF A REPRLF LN TEET,
7 7 4V MAEIL 2048 T,

R 7 3 | debug platform packet-trace {punt F—Hnbary ho— L L —r A~y hERoR
linj ect|copy|drop|packet|statistics} o hD R L— R BN LET,
Example:
Router# debug platform packet-trace punt

R 7 4 |debug platform condition [ipv4 | ipv6] [interface Ry " e L —RT 300 LML IETELE
interface][access-list access-list -name | ipv4-address/ |4~ —p Lo P7 FLABLOH Ty kv %
subnet-mask | ipv6-address/ subnet-mask] [ingress| egress Y T r REEY 2 R (ACL) . Ay H—T = A
Iboth] 2, BACEBT A ME Y v IR R L £,
Example:
Router# debug platform condition interface g0/0/0

ingress

Z 5 7§ | debug platform condition start EE LA EEEE AL TSy F hL—2%
Example: BAsE L E T,
Router# debug platform condition start

R 7w 7 6 | debug platform condition stop FMEIET /T4 7ICLTC, ATy PO ML—R %

Example:

Router# debug platform condition start

Ik L ET,

. N7y kL —R
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UDEF Tty rEERALE ATy F kL—v0EE [

Command or Action

Purpose

ATy T1

show platform packet-trace {configuration | statistics
| summary | packet {all | pkt-num}}

Example:

Router# show platform packet-trace 14

fRESNEA Ty aiifitoT, "y b bhL—2
T—HEFRLET, showa~v > KOA T a0
FEHELZ DUNTIE,  {start cross reference} # 21-1 {end
cross reference} ML T 72 &0y,

ATvT8

clear platform condition all

Example:

Router (config) # clear platform condition all

debug platform condition =~ > K35 & UF debug
platform packet-trace =~ > RiZ X - TSz
REZHIBRL £,

ATvT9

exit
Example:

Router# exit

¥ M EXEC E— FAKRTLET,

UDFA 2Dty b ZEERLZ/ANTY b FL—HDEE

F7%y NEH LTy b ML —RZ UDF Zi%ET 2I121L, ROFIRZFATLET,

udf udf name header {inner | outer} {13|14} offset offset-in-bytes length length-in-bytes

debug platform condition [ipv4 | ipv6] [ interface interface] [access-list access-list -name |

ipv4-address / subnet-mask | ipv6-address/ subnet-mask] [ ingress | egress [both ]

9. debug platform packet-tr ace packet pkt-num[ fia-trace| summary-only] [ circular ] [ data-size

debug platform packet-trace {punt | inject|copy | drop |packet | statistics}

SUMMARY STEPS
1. enable
2. configureterminal
3.
4. udf udf name {header | packet-start} offset-base offset length
5. ip access-list extended {acl-name |acl-num;}
6. ip access-list extended { deny | permit } udf udf-name value mask
7
8. debug platform condition start
data-size]
10.
11.  debug platform condition stop
12. exit
DETAILED STEPS

Command or Action

Purpose

ATy T

enable

Example:

Device> enable

¥#E EXEC £— REZ A% L1,
e NRAT—FREANLET ERENTEHA) o

Ny b bL—X .



B ovortoey rEmRLEAY Y F Ly ORE

Kry k=2 |

Command or Action

Purpose

Z 5w F2 |configureterminal sa—)ar7 4 X¥al—3ig Ly E— N&HG
Example: LET.
Device# configure terminal
RAFw 73 |udf udf name header {inner.|outer} {13]14} offset %D UDF €% %% EL$7., UDFDALRET. 47
offset-in-bytes length length-in-bytes Ty NTEDOFRy T —F o Py F—_ 42
Example: THDOREIERECTEET,
_ _ inner ¥ —7U— NI outer ¥—U—Fid, 77
Router (config) # udf TEST UDF NAME 1 header inner
13 64 1 - TSN TN LA PI3EE LA V4D~
=MD F 7ty NORIGERET 50, £721E
Router (config) # udf TEST UDF NAME 2 header inner| 1 7B IALEINT-/3r v F03H HLEEIINESLI/L4
e NHDA 7y ORI ERE LT,
Router (config) # udf TEST UDF NAME 3 header outer|lengthF¥—U— FiZF 7ty b bDR S 231 |k
13651 BN CRELET, ARHMIT1 ~2TT,
Router (config) # udf TEST_UDF_NAME 4 header outer]
14 67 1
R w74 |udfudf name {header | packet-start} offset-base offset eheader : =7ty FOEARBREXIEE LTI,
length
E le: * packet-start : packet-start 7> 5 DA 7t v hX—
Xample: AZfRE L ¥, packet-start [X, /X7 > b b
Router (config)# udf TEST UDF NAME 5 packet-start] L AIRA AT BTy MDY T AT
120 1 YRRy AN LS TRARD F, ry
NRL—=2ABA R Ry NHTH LY
B Ty FBRBRIELVA VIRV ET, TU
cST v ROEGETE, packet-start [ X L+ ¥ 31
70 ET,
eoffset : 7y h R—=2AMWL A4 T7Ey M EE
HRA MEERELET, A7y F X=X
(LAY 3LAT A~y H—) DEDOIEHA
A MI—HSELIZE, A7y FE2OITRE
L%,
elength : 77ty R BLOAA MEEFRELE
T, 18 MEF 2, NEFRYFR— S
NWET, BMOAS MUI—HS 22T, #
0> UDF OEFRDBLETT,
ZFw 75 |ipaccess-list extended {acl-name |acl-num} PIEACLa L 7 4 Fal—3i g v B— REEDIC

Example:

Router (config) # ip access-list extended acl?2

. N7y kL —R

LEJ, CLIIIVEEACL 2y 7 4 ¥ a2l —v g
T—REBBLET, Z0F— FTIE, &+
TOa~y RBBIEDYERET 72 A Y 2 A S
NET, LR ACLIL, IP/X7y hOEETLT KL
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UDEF Tty rEERALE ATy F kL—v0EE [

Command or Action

Purpose

2B L0%EHLET KL 2% ACLICRESILTWAT
RLAEHELT, FT 707 &%H#LET,

ATw 76 |ipaccesslistextended {deny|permit} udfudf-name|HfEDT 7 2 2Hl#Hl= s U (ACE) & T,
value mask UDF C—#7 2% L5 ICACLEZ#HEL £, ACLT
Example: EFRSNTND/AA MTOXD3 TY, v AL, 7F

AIBEIMMESRT D N7 70 v 7 &2BETH L 01T,

Router (config-acl) # permit ip any any udf IPACL CIP7T RFL &AL LY L:{ﬁﬁﬁ Lij‘o
TEST UDF NAME 5 0xD3 OxFF

R w 77 |debugplatform condition [ipv4 | ipv6] [ interface Riry " hL—2RFT 3700 HIEELFEFELE
interface] [access-list access-list -name | ipvd-address/ | 4~ ' vz P77 FLABLOY 7%y b=
subnet-mask | ipv6-address / subnet-mask] [ ingress | 20 T AU A R (ACL) . A v H—T =
egress jboth | SR HENCE BT A H Y TR AR L %
Example: 9,
Router# debug platform condition interface
gi0/0/0 ipv4 access-list acl2 both

X5 w78 |debugplatform condition start BELEEER SNz LTy N hL—R %
Example: BAtE L £
Router# debug platform condition start

A5 w79 |debugplatform packet-trace packet pkt-numf[ fia-trace| 5 L7307 v kDY~ U —F— & IV £

| summary-only] [ circular ] [ data-size data-size]

Example:

Router# debug platform packet-trace packet 1024
fia-trace data-size 2048

T, TV TIIEERRAT — 22X v I F v
L. SHEIZSUTFIA FL—R22FETLET,

pkt-num : FTE DRFFNCHERF SN D 3T v FORKR
BERELET,

fiatrace : ¥~V —7F—% HEEEFEOT—¥ 72

ELHEMRLANVDOT—E Xy T F v B ETLE
I, Flo. Ny MBI T 7 ' R ST A EE
RS ERRLET,

summary-only : FEATEH 2 F/MRIC L7z~ U —
T=EDOX T TF Y A LET,

circular : SEiE R L— R SNy ROF—F %
RIFLET

data-size : %/ 7 > hOBERET — & L FIA h L — &
TR ERGFT DT —H Ny T 7 O A X%/ A1 |
B CHRELET, 7y FTIHEFIZEN AT v B
BN FAT SN 6, 2 —F— I EITIE U T
T—H Ny T 7 DA R T ZENTEET,
7 7+ /v MEIE 2048 T,

Ny b bL—X .
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Command or Action

Purpose

ATy 710

debug platform packet-trace{punt |inject|copy |drop | & — % i a2y hr— T L—2r Xy h X378

|[packet | statistics}

Example:

Router# debug platform packet-trace punt

sy RO =R EANCLET.

ATy 7N

debug platform condition stop

Example:

Router# debug platform condition start

FMEEIFRT 7T 4 TICLT, ATy PO R L—A %
fFIELET,

ATvT12

exit
Example:

Router# exit

¥fE EXEC E— F&EKTLET,

INT Y b b L—RIFHOERTR

INTY R RL—RT—H DHI

Ny b b= A ERERIRT HI21E, RO show 2~ > R L £,

Table 2: show 2 < > K

avyU kR

Bl

show platform packet-trace
configuration

TITAN N eEFLN Ty b L ARENFRSLE
ﬁdo

show platform packet-trace statistics

ML —RAEINTZTRTONRNT Y "OT AT T 4T
T NEREINET,

show platform packet-tracesummary

B

show platform packet-trace {all |
pkt-num} [decode]

TRTONRTy NERIFBE LT ATy hONRRAT—X
NERENFET, decoded 7 v a v ZHTHE, A
F U Ry RO X0 ANEPHE LT WERA~DT 72—
RRAHINET,

23

Nry b= ATF =8 %227 VT T HIE, Roavy REERLET,

. N7y kL —R
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INTY R R

A AN

Table 3:cleara < > K

sy rL—zosEn ]

avU kR

BLl]

clear platform packet-trace statistics WEENTE Ay B L —RAF— X2 EEE3 a7 )T

LEY,

clear platform packet-traceconfiguration | /X4 v ~ N L—RXEBEEHHEZ 7 VT LET,

L— XD EH

Z T, ROBREFNZOWTHIALET,

NL—RDERTE

ZOFITIE, ATy L —2EREL, MREERTDHECOVWTHHALET, Z0fIT
. FHEY P A=V Ry A X =T 2 200/l ~DFEFE/ Ty B R L—RAZ4, )
D128 737 FDOFIA L —ATFT—HNF X FF vy SnET, £/o, ANy y hdar—&
N E 9, show platform packet-tracepacket 0 =~ > KiZL v, /X7 v h0IZ2W\WT, HET—

g & Ny MR

Router>

enable

Router# debug platform
Router# debug platform
Router# debug platform
Router# debug platform
Router#! ping to UUT
Router# debug platform

T RASNEAKERET S M RRRENET,

packet-trace packet 128 fia-trace
packet-trace punt

condition interface g0/0/1 ingress
condition start

condition stop

Router# show platform packet-trace packet 0

Packet: 0 CBUG ID: 9
Summary
Input : GigabitEthernet0/0/1
Output : GigabitEthernet0/0/0
State : FWD
Timestamp
Start : 1819281992118 ns (05/17/2014 06:42:01.207240 UTC)
Stop : 1819282095121 ns (05/17/2014 06:42:01.207343 UTC)

Path Trace
Feature: IPV4

Source :198.51.100.2
Destination : 198.51.100.2
Protocol : 1 (ICMP)

Feature: FIA TRACE

Entry : 0x8059dbe8 - DEBUG COND INPUT PKT
Timestamp : 3685243309297

Feature: FIA TRACE

Entry : 0x82011a00 - IPV4 INPUT DST LOOKUP_ CONSUME
Timestamp : 3685243311450

Feature: FIA TRACE

Entry : 0x82000170 - IPV4 INPUT FOR US_MARTIAN
Timestamp : 3685243312427

Feature: FIA TRACE

Ny b bL—X .
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Entry 0x82004b68 - IPV4 OUTPUT LOOKUP_ PROCESS
Timestamp 3685243313230

Feature: FIA TRACE
Entry 0x8034f210 - IPV4 INPUT_IPOPTIONS_PROCESS
Timestamp 3685243315033

Feature: FIA TRACE
Entry 0x82013200 - IPV4_OUTPUT_GOTO_OUTPUT_FEATURE
Timestamp 3685243315787

Feature: FIA TRACE
Entry 0x80321450 - IPV4_VFR REFRAG
Timestamp 3685243316980

Feature: FIA TRACE
Entry 082014700 - IPV6_ INPUT L2 REWRITE
Timestamp 3685243317713

Feature: FIA TRACE
Entry 0x82000080 - IPV4 OUTPUT FRAG
Timestamp 3685243319223

Feature: FIA TRACE
Entry 0x8200e500 - IPV4 OUTPUT_ DROP_POLICY
Timestamp 3685243319950

Feature: FIA TRACE
Entry 0x8059%9aff4 - PACTRAC_OUTPUT_STATS
Timestamp 3685243323603

Feature: FIA TRACE

Entry
Timestamp

0x82016100 - MARMOT SPA D TRANSMIT PKT
3685243326183

Kry k=2 |

Router# clear platform condition all
Router# exit

LFTS (Linux Forwarding Transport Service) (X, CPP 72530 h Sfu7= 3% v k% 10Sd LIS D
TV —2a VHEETDH R T UAR—= R AN =ZALTT, ZOFITIE, A F2—t7 &
iz binos 77U r—3a V3 TO LFTIS X—A D7 v MRFERINTET,

Router# show platform packet-trace packet 10

Packet: 10 CBUG ID: 52
Summary
Input GigabitEthernet0/0/0
Output internal0/0/rp:1
State PUNT 55 (For-us control)
Timestamp
Start 597718358383 ns (06/06/2016 09:00:13.643341 UTC)
Stop 597718409650 ns (06/06/2016 09:00:13.643392 UTC)
Path Trace
Feature: IPV4
Input GigabitEthernet0/0/0
Output <unknown>
Source 10.64.68.2
Destination 224.0.0.102

Protocol : 17 (UDP)
SrcPort : 1985
DstPort : 1985

Feature:
Input
Output
Entry
Lapsed

Feature:
Input
Output
Entry
Lapsed

Feature:
Input

. N7y kL —R

FIA TRACE

GigabitEthernet0/0/0

<unknown>

0x8a0177bc - DEBUG _COND_ INPUT PKT
time : 426 ns
FIA TRACE

GigabitEthernet0/0/0

<unknown>

0x8a017788 - IPV4 INPUT DST LOOKUP CONSUME
time : 386 ns
FIA TRACE

GigabitEthernet0/0/0
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Output <unknown>
Entry 0x8a01778c - IPV4_ INPUT FOR_US_MARTIAN
Lapsed time : 13653 ns
Feature: FIA TRACE
Input GigabitEthernet0/0/0
Output internal0/0/rp:1
Entry 0x8a017730 - IPV4_ INPUT LOOKUP PROCESS EXT
Lapsed time : 2360 ns
Feature: FIA TRACE
Input GigabitEthernet0/0/0
Output internal0/0/rp:1
Entry 0x8a017be0 - IPV4_ INPUT IPOPTIONS PROCESS EXT
Lapsed time : 66 ns
Feature: FIA TRACE
Input GigabitEthernet0/0/0
Output internal0/0/rp:1
Entry 0x8a017bfc - IPV4_INPUT GOTO OUTPUT FEATURE EXT
Lapsed time : 680 ns
Feature: FIA TRACE
Input GigabitEthernet0/0/0
Output internal0/0/rp:1
Entry 0x82017d60 - IPV4_ INTERNAL ARL SANITY EXT
Lapsed time : 320 ns
Feature: FIA TRACE
Input GigabitEthernet0/0/0
Output internal0/0/rp:1
Entry 0x82017a40 - IPV4 VFR REFRAG_EXT
Lapsed time : 106 ns
Feature: FIA TRACE
Input GigabitEthernet0/0/0
Output internal0/0/rp:1
Entry 0x8a017d2c - IPV4_OUTPUT DROP POLICY EXT
Lapsed time : 1173 ns
Feature: FIA TRACE
Input GigabitEthernet0/0/0
Output internal0/0/rp:1
Entry 0x8a017940 - INTERNAL TRANSMIT PKT EXT
Lapsed time : 20173 ns
LFTS Path Flow: Packet: 10 CBUG ID: 52

Feature: LFTS

Pkt Direction: IN

Punt Cause : 55
subCause : 0

Bl N7y b L—RADER

Wiz, 2y b b L —AZfEH LT Cisco ASR 1006 /L— ¥ O NAT

g 5oy b rL—2osm |

RETRRTZy bRy 7O

NS TN 2T 4 L T RITH LTV AOHETRLET, ZOBIIE, /7y b L— A
7 X o THRAAES AL 2 B L~ L 2SRRI U C RN B 2 e e L. R0 4
T SRR o B B RS A TOET,

ZOVUFIATHEH, BERLLZ b0, EInb NI TNy a—T 4 7 % Btk
FTHEIZOEbNY FHA, LIRS T, ZHOFEE N7y by M hL—2ADH <
V=7 7 BRTAHZ LERFNTHILERLD £,

Router# debug platform condition ingress

Router# debug platform packet-trace packet 2048 summary-only
Router# debug platform condition start

Router# debug platform condition stop

Ny b bL—X .
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Router# show platform packet-trace summary

Pkt Input Output State Reason

0 G10/0/0 Gi0/0/0 DROP 402 (NoStatsUpdate)

1 internal0/0/rp:0 internal0/0/rp:0 PUNT 21  (RP<->QFP keepalive)
2 internal0/0/recycle:0 Gi0/0/0 FWD

ORI, FHAEY M A=V Xy N A HX—T 4 X 0/0/0 D NAT RENFRIK T/
R R Yy Z7EN TV ERREINTWET, ZNICE- T, MEIIFEDAS X —T A
ATRELTWDZ ERDNYET, ZOFEHREFEHAL T, PL—RXFT2537 > FZHIRL,

T=EX X T TFxONTy MRERO L, AL~V E LT 2R TEET,

Router# debug platform packet-trace packet 256
Router# debug platform packet-trace punt

Router# debug platform condition interface Gi0/0/0
Router# debug platform condition start

Router# debug platform condition stop

Router# show platform packet-trace summary

Router# show platform packet-trace 15

Packet: 15 CBUG ID: 238
Summary
Input : GigabitEthernet0/0/0
Output : internal0/0/rp:1
State : PUNT 55 (For-us control)
Timestamp
Start : 1166288346725 ns (06/06/2016 09:09:42.202734 UTC)
Stop : 1166288383210 ns (06/06/2016 09:09:42.202770 UTC)

Path Trace
Feature: IPV4

Input : GigabitEthernet0/0/0
Output : <unknown>
Source : 10.64.68.3
Destination : 224.0.0.102
Protocol : 17 (UDP)
SrcPort : 1985
DstPort : 1985
I0Sd Path Flow: Packet: 15 CBUG ID: 238

Feature: INFRA

Pkt Direction: IN

Packet Rcvd From CPP
Feature: IP

Pkt Direction: IN

Source : 10.64.68.122

Destination : 10.64.68.255
Feature: IP

Pkt Direction: IN

Packet Enqueued in IP layer

Source : 10.64.68.122
Destination : 10.64.68.255
Interface : GigabitEthernet0/0/0

Feature: UDP
Pkt Direction: IN

src : 10.64.68.122(1053)
dst : 10.64.68.255(1947)
length : 48

Router#show platform packet-trace packet 10

Packet: 10 CBUG ID: 10
Summary
Input : GigabitEthernet0/0/0
Output : internal0/0/rp:0
State : PUNT 55 (For-us control)
Timestamp
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Start ¢ 274777907351 ns (01/10/2020 10:56:47.918494 UTC)
Stop : 274777922664 ns (01/10/2020 10:56:47.918509 UTC)
Path Trace
Feature: IPV4 (Input)

Input : GigabitEthernet0/0/0
Output : <unknown>
Source : 10.78.106.2
Destination : 224.0.0.102
Protocol : 17 (UDP)
SrcPort : 1985
DstPort : 1985
I0Sd Path Flow: Packet: 10 CBUG ID: 10

Feature: INFRA
Pkt Direction: IN
Packet Rcvd From DATAPLANE
Feature: IP
Pkt Direction: IN
Packet Enqueued in IP layer

Source : 10.78.106.2
Destination : 224.0.0.102
Interface : GigabitEthernet0/0/0

Feature: UDP
Pkt Direction: IN DROP
Pkt : DROPPED
UDP: Discarding silently

src : 881 10.78.106.2(1985)
dst : 224.0.0.102(1985)
length : 60

Router#show platform packet-trace packet 12

Packet: 12 CBUG ID: 767
Summary
Input : GigabitEthernet3
Output : internal0/0/rp:0
State : PUNT 11 (For-us data)
Timestamp
Start : 16120990774814 ns (01/20/2020 12:38:02.816435 UTC)
Stop : 16120990801840 ns (01/20/2020 12:38:02.816462 UTC)

Path Trace
Feature: IPV4 (Input)

Input : GigabitEthernet3
Output : <unknown>
Source :12.1.1.1
Destination : 12.1.1.2
Protocol : 6 (TCP)
SrcPort : 46593
DstPort : 23
IOSd Path Flow: Packet: 12 CBUG ID: 767

Feature: INFRA
Pkt Direction: IN
Packet Rcvd From DATAPLANE

Feature: IP
Pkt Direction: IN
Packet Enqueued in IP layer

Source :12.1.1.1
Destination : 12.1.1.2
Interface : GigabitEthernet3

Feature: IP
Pkt Direction: IN
FORWARDEDTo transport layer
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Source : 12.1.1.1
Destination 0 12.1.1.2
Interface : GigabitEthernet3

Feature: TCP
Pkt Direction: IN
tcpO: I NoTCB 12.1.1.1:46593 12.1.1.2:23 seq 1925377975 OPTS 4 SYN WIN 4128

Router# show platform packet-trace summary

Pkt Input Output State Reason

0 INJ.2 Gil FWD

1 Gil internal0/0/rp:0 PUNT 11 (For-us data)
2 INJ.2 Gil FWD

3 Gil internal0/0/rp:0 PUNT 11 (For-us data)
4 INJ.2 Gil FWD

5 INJ.2 Gil FWD

6 Gil internal0/0/rp:0 PUNT 11 (For-us data)
7 Gil internal0/0/rp:0 PUNT 11 (For-us data)
8 Gil internal0/0/rp:0 PUNT 11 (For-us data)
9 Gil internal0/0/rp:0 PUNT 11 (For-us data)
10 INJ.2 Gil FWD

11 INJ.2 Gil FWD

12 INJ.2 Gil FWD

13 Gil internal0/0/rp:0 PUNT 11 (For-us data)
14 Gil internal0/0/rp:0 PUNT 11 (For-us data)
15 Gil internal0/0/rp:0 PUNT 11 (For-us data)
16 INJ.2 Gil FWD

KIZ, Ty b =R T =2 OfEEFRT DR LE T,

Router#show platform packet-trace statistics
Packets Summary
Matched 3
Traced 3
Packets Received
Ingress O
Inject 0
Packets Processed
Forward O

Punt 3

Count Code Cause

3 56 RP injected for-us control
Drop 0

Consume O

PKT _DIR IN
Dropped Consumed Forwarded
INFRA 0 0 0
TCP 0
UDP 0 0 0
Ip 0 0 0
IPV6 0 0 0
ARP 0 0 0
PKT_DIR OUT
Dropped Consumed Forwarded
INFRA 0 0 0
TCP 0
UDP 0 0 0
Ip 0 0 0
IPV6 0 0 0
ARP 0 0 0
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Router#debug platform condition ipv4 10.118.74.53/32 both
Router#Router#debug platform condition start
Router#debug platform packet-trace packet 200

Packet count rounded up from 200 to 256

Router#show platform packet-tracer packet 0
show plat pack pa 0

Packet: 0 CBUG ID: 674
Summary
Input : GigabitEthernetl
Output : internal0/0/rp:0
State : PUNT 11 (For-us data)
Timestamp
Start : 17756544435656 ns (06/29/2020 18:19:17.326313 UTC)
Stop : 17756544469451 ns (06/29/2020 18:19:17.326346 UTC)

Path Trace
Feature: IPV4 (Input)

Input GigabitEthernetl
Output : <unknown>
Source : 10.118.74.53
Destination : 198.51.100.38
Protocol : 17 (UDP)
SrcPort : 2640
DstPort : 500
IOSd Path Flow: Packet: O CBUG ID: 674

Feature: INFRA
Pkt Direction: IN
Packet Rcvd From DATAPLANE

Feature: IP
Pkt Direction: IN
Packet Enqueued in IP layer

Source : 10.118.74.53
Destination : 198.51.100.38
Interface : GigabitEthernetl

Feature: IP
Pkt Direction: IN
FORWARDED To transport layer

Source : 10.118.74.53
Destination : 198.51.100.38
Interface : GigabitEthernetl

Feature: UDP
Pkt Direction: IN

DROPPED
UDP: Checksum error: dropping
Source : 10.118.74.53(2640)

Destination : 198.51.100.38(500)

Routerf#show platform packet-tracer packet 2
Packet: 2 CBUG ID: 2

IOSd Path Flow:

Feature: TCP

Pkt Direction: OUTtcpO: O SYNRCVD 198.51.100.38:22 198.51.100.55:52774 seq 3052140910
OPTS 4 ACK 2346709419 SYN WIN 4128

Feature: TCP
Pkt Direction: OUT
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FORWARDED
TCP: Connection is in SYNRCVD state
ACK : 2346709419
SEQ : 3052140910
Source : 198.51.100.38(22)

Destination : 198.51.100.55(52774)

Feature: IP
Pkt Direction: OUTRoute out the generated packet.srcaddr: 198.51.100.38, dstaddr:
198.51.100.55

Feature: IP
Pkt Direction: OUTInject and forward successful srcaddr: 198.51.100.38, dstaddr:
198.51.100.55

Feature: TCP
Pkt Direction: OUTtcpO: O SYNRCVD 198.51.100.38:22 198.51.100.55:52774 seq 3052140910
OPTS 4 ACK 2346709419 SYN WIN 4128

Summary
Input : INJ.2
Output : GigabitEthernetl
State : FWD
Timestamp
Start : 490928006866 ns (06/29/2020 13:31:30.807879 UTC)
Stop : 490928038567 ns (06/29/2020 13:31:30.807911 UTC)

Path Trace
Feature: IPV4 (Input)

Input : internal0/0/rp:0
Output : <unknown>
Source : 172.18.124.38
Destination : 172.18.124.55
Protocol : 6 (ICP)

SrcPort : 22

DstPort : 52774

Feature: IPSec

Result : IPSEC_RESULT_DENY
Action ¢ SEND_CLEAR

SA Handle : O
Peer Addr : 55.124.18.172
Local Addr: 38.124.18.172

Router#
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+ debug platform packet-trace packet pkt-num [fia-trace |
summary-only] [data-size data-size] [circular]
« debug platform packet-trace copy packet {input | output | both}
[size num-bytes] [L2 | L3 | L4]
« show platform packet-trace {configuration | statistics| summary
| packet {all | pkt-num} }
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« debug platform packet-trace drop [code drop-num)|

« show platform packet-trace packet {all | pkt-num} [decode]
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packet-trace punt.
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