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AAA Ta—F— FlFa—F—IN—TOR) v—RNERINHE, EEHEIL, AAA
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TVIT 4 TBLOENLD CoA TOMfAFEEETe, RADIUS A ¥ —7 = A ADOFHE|Z
DWTIBA L £,

RADIUS CoA |Z. AAAt v arvDEMEEE Yy Y a VBRI EETATEODA =R L%E
hhbiﬁomﬁmmﬁ—ﬂ—@n—ﬁ FFa—Y— N —TF TR —DEFEEIN-
EPE 1T RADIUS $—/3—7235 RADIUS CoA 7 utv ZZFHEL T, HLWARY > —%F

Fth nEi T HERTE LT,

Access-Request, CoA-Request (43),
subscriber:command=reauthentication

Access-Accept, CoA-ACK(44), Error-Cause=200

802.1X Re-Authentication

Access-Accept / Access-Reject,
ACS:CiscoSecure-Defined-ACL=<name of dACL1>
ipv6:CiscoSecure-Defined-ACL=<name of dACL2>

EAP Success / Failure

F 7 )V T, RADIUSA ' H—T = A AINT A ZATHEBI 2> TET, 72720, kD
BHEIZOWTIE, —HOER 2B ENLEIZ Y F7,

cEFa YT L ARRT— R
ThUUT 4T

RAFXTHARAL NIRRT DHE, REOTEAA L RSB EINTZa L TFI4T Ak
REIZHE DX | COATRBAEa~ Y RICK s TRIED 7 A4 7> hDT A AR F v NT—
IT I RANT vadNET, ¥Uru— K72 ACL %2, ®eT 257 747 2 Mk
BDEFED Y ) —A~D Permit-ALL F72IEHIRAT & 7 7 2 22 H L CEMAT 2008 5 23T
BTT, ByvaryORE, EyiarofT, RAMOFFEFE, A—bhDv vy NF T

BIXOR—=FI AT ATHEH, By g TEDCAERNYR—MENEST, ZOET I,
WD X HT, 1 DOHEK (CoA-Request) & 2 ODEZ HNDHINET— R THERINET,

* CoA acknowledgement (ACK) [CoA-ACK]

* CoA nonacknowledgement (NAK) [CoA-NAK]

RAZEE (CoA) 1, RAF ¥ T EAA L FOFRERIZESNT, = RFRA U Oy T —
TR T A HRAEE IR A G T A 720DV Y a—3 g VOBEERES T,
Z OF%EEIL. Cisco AnyConnect 73— a3 > 4.8 3L W Cisco ISE /N—T 3 2.6 EEIN TV
i?‘o
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WDOFy hT—7 bR id, Fv o 3AEET 2o X —IZBHE SN2 ISEMD R v
NI ==L R LD EX2T T 7RI ND, XY NIT—THNOT T T N—4 L
L CO—fEHI72 Cisco 1000 > Y — R —E AHEARL—Z - L TWET,

B 1:SERHD Ry bD—I 9 —ERICkBEXaT7T7IERICERAIASRY T—2HNO Cisco ISR1000

Windows PC IP-Phone

Wireless AP

CoAlF, RAF ¥ TEARALY NOFERICHESNT, =V RFEAL L DRy NU—Z T 7 RIT
S A HRAEE IR A ARG T A720D Y V) 2a— a VOBEERETS T, Fyrn—FR
AR ACL XY Y a—Ya U RED X —57y MEBTY, ZOACLICLY, 7747
Tl AR AR EINTE X2V T AR —RNEHRLET,

A ZREDFIFIEIR

*DACLBL WY XA L7 b ACLZY R —rT5 TCAM NHDHDIL 8 AR— bk SKU DA T
9,

o XACL [T EMEREIZOR—ELET >, <, >=, <=FZVF—FSnTWHERA) ,

e 21 v F ASIC TCAM PREFTX HDFAF 255 = Y (IPv4ACL = FVU) £TT
ﬁ‘o

cIPVA AT a Ny A —I PR ENTELT, ACLX7ry hA VAT Vg L TD
P77 A b HR—FEINTHERA,

¢ IPV6 1T Z DEBE TIZ Y R— F &N TV EH A,
e R— M ACL X Z DHBRETIEI VR — F S TWEHR A,

RALE
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+ SISF %, none-secure device-tracking (ZF¥ = U7 1 L~Ub [glean] O bT v F 2 FHRY
V=) OHEFR—FLTWET,

o < JLFZREE VLAN L. Cisco 1000 >V — X H—EZFHERAL—F TEAR— T
FHA,

N7 %7 Tenable tracking] IZEEHZ LNDZ EIEH Y FHA,

s ITAT U M AV E—T o2 ATEEEZBEEEY IR LT 2 LIk, ZOHE VLAN
NEFEINDZLITHY EHA,

B TE A7k

Essential dot1x | SANet (D%

aaa new-model

aaa authentication dotlx default group coa-ise
aaa authorization network default group coa-ise
dotlx system-auth-control

aaa group server radius coa-ise

se

rver name coa

radius server coa
address ipv4 10.10.1.10 auth-port 1812 acct-port 1813

ke
pol

y ciscol23
icy-map type control subscriber simple coa

event session-started match-all

1

int

0 class always do-until-failure
10 authenticate using dotlx
erface gigabitethernet0/0/1

switchport access vlan 22
switchport mode access

ac
ac
do
ser

AL E DT

aaa
cl
se
au

cess-session closed

cess-session port-control auto

tlx pae authenticator

vice-policy type control subscriber simple coa

server radius dynamic-author
ient

rver-key ***xx*x
th-type any

ignore server-key

ip
20
25
30
40
50
60
70

dev

. ﬂlh‘jgﬁ

access-list extended redirect acl
deny udp any eq bootps any

deny udp any eq domain any

deny udp any any eq bootpc

deny udp any eq bootpc any

deny ip any host %{ise.ip}
permit tcp any any eq www

permit tcp any any eq 443
ice-tracking tracking
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device-tracking policy tracking test
security-level glean

no protocol ndp

no protocol dhcp6

tracking enable

interface 0/0/1

device-tracking attach-policy tracking test

i Al B DEXE B

{51 : RADIUS H—/\—D\iREHhH &£ 5 Hh DHERR

Device# show aaa servers
RADIUS: id 1, priority 1, host 10.75.28.231, auth-port 1812, acct-port 1813, hostname
host

State: current UP, duration 188755s, previous duration Os

Dead: total time 0O0s, count 0

Platform State from SMD: current UP, duration 188755s, previous duration Os

Bl: TINAR FZyXDT KR I—

Device# show aaa group radius coa3 **** port 1813 new-code
User successfully authenticated

USER ATTRIBUTES

username 0 "coa3"

INT A=Z PN > TWDH N E D D E R 24

Device# show device-tracking policies

Target Type Policy Feature Target range
Gi0/1/1 PORT tracking test Device-tracking vlan all
Gi0/1/2 PORT tracking test Device-tracking vlan all
Gi0/1/3 PORT tracking test Device-tracking vlan all
Gi0/1/4 PORT tracking test Device-tracking vlan all

SISF & — 7 V% i85 A4 :

Device# show device-tracking database
Binding Table has 1 entries, 1 dynamic (limit 100000)

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access

0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned

0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned

Network Address Link Address Interface vlan prlvl age state

Time left

ARP 10.11.22.20 0050.5683.3£97 Gi0/1/4 22 0005 11s REACHABLE
295 s

TI7RAE Yy a YAREES L, BEMES TV D0 E ) Dzl 3 561

Device# show access-session interface gigabitEthernet 0/1/7 detail
Interface: GigabitEthernet0/1/7

| zazE
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IIF-ID:

MAC Address:
IPv6 Address:
IPv4 Address:
User-Name:

Status: Authorized

Domain:

Oper host mode:
Oper control dir:
Session timeout:
Common Session ID:
Acct Session ID:
Handle:

Current Policy:

Server Policies:

Method status list:

0x0DB9315A
p496.913d.4£f9b
Unknown
10.10.22.27
coaz2

DATA
multi-auth
both

N/A

611C4BOA00000053F483D7R0
Unknown

0x21000049
POLICY COA
Filter-ID: Filter ID COA2
Method State
dotlx Authc Success
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