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SIS LRI, v A anBUIGOMERCRE L TV A IEAZ B L9 < LET, SmartCall
Home Zf#H L 72\ 54 T, AnonymousReporting 21 1r—7 /Ml 5L, VAT TNA A
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1 2D a<y RTTXTO Call Home DERRTEE A X—T7 W T DT, ROFINEEZFEITL
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FIEDHE
1. configure terminal
2. call-home reporting {anonymous | contact-email-addr email-address} [http-proxy
{ipv4-address | ipv6-address | name} port port-number]
F g > ¥ 48
ARV RFEREET7TIVa Y E]:3)
Z 5w 71 |configure terminal ary 74 F¥al—varE—RIADET,
1 -
Router# configure terminal
R T 72 |cal-home reporting {anonymous | 1 2Oz~ R&EH LT Call Home DHEARE %

contact-email-addr email-address} [http-proxy
{ipv4-address | ipv6-address | name} port
port-number ]

1

Router (config)# call-home reporting
contact-email-addr email@company.com

AR—=T M LET,

+ anonymous : Call-Home TAC 7’1 7 7 A /L3 7
TyvarvkE—U AX A yE—
V. BIOTAMNAvE—VOREEEFL, =
NoEDAyE—VZEATEETLEIICLE
R

« contact-email-addr : Smart Call Home — & A D
)V LIR— MR A X —T ML, T A
vy R Y A yE—T% Call Home TAC 7' 12
7 7 A /)25 Smart Call Home Y—/NZ3%{E L
TN T ot Z2BELET,

* http-proxy {ipv4d-address| ipv6-address| name} :
IPv4 7213 1IPv6 7 RL A, H AW ——
HERELET, KARRIT 64 XFTT,

« port port-number : 7" — FFE 5,
HEMEDOFPHIZ 1 ~ 65535 T,
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G¥) call-homereporting =~ > R&f#iH L C
B4 F 7213 7 VB — K C Call Home
BIEFEICA F—T M Lizth, A Xy
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o TWBHIEA, 7VEEE— RO 7L
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U 2Avt—UREEINET, b
DA =T DFEENEDFEMIZONT
X, 79— K ZA—FokE1 Xk
La<wr R (@53—2) 2R 1L TL
72E0,

Smart Call Home M5 F & H3H1E

Cisco Smart Call Home ¥ —E AD7 7'V r—3 2 B X OBREICET D ERIZOVTIEL,
https://supportforums.cisco.com/community/4816/smart-call-home {Z 3 % [Smart Call Home User
Guide] @ [Getting Started] DIHZZ L T ZEV, ZTO~=a T WX, T4 ADHHE
B, F3EEES— U =A4 (TG) HEHIARA > b %4 LT Smart Call Home A v &— V% %15
THIOOREFNFTENLTNET,

)

GE)  HTTPS ([ZILBIR A o — RS LR G ENTNWDTD, BX =2 U7 4 EOBEBEND,
HTTPS #5547V a VAR TLHZ L2BBIO LET, 41—y b~OHERICEN A
U NERIET RN MEREAIL, Ciscocom B A U — RA[RERIZIEF — U= A
TNy 2T EFEHTEET,

Call Home DA r—J )Lk & T4 E—TILiE

Call Home #§fE% 1 X — T N E 72137 4 B—7 T DI12iE, RO FNEIZHENE T,

FIRDEE

1. configure terminal
2. service call-home
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3. no service call-home

Flgn 4
OV RFERETIVa Y B#

25w 71 |configure terminal Ay 74 Fal—raryE—RIAYET,
1 -
Router# configure terminal

R T F2|service call-home Call Home #§RE% A 2 —7 /W LET,
1 -
Router (config) # service call-home

AT w7 3|no service call-home Call Home ##E% 7 4 E—7 MiC LE T,
7l :

Router (config) # no service call-home

BT DHTE

EN—HIiE, BEEEEBF AT RUAREGENDILENH Y £7° (7272 L Call Home 73 E
HE— R TA X =T NVICHESNTWDLEEZRS) . LET, EiFES. For. 228 1D,
HAB<—1ID, A4 FID ZED S THZ ENTEFET,

ERSEEREEN D B TDHITE, ROFIEZFEITLET,

FIEDHE
1. configure terminal
2. call-home
3. contact-email-addr email-address
4. phone-number +phone-number
5. street-address street-address
6. customer-id text
7. site-id text
8. contract-id text
FlED FFHH
AU REEETIV 3 Y B
R w 71 |configure terminal a7 4 FXal—ary ET— RNIAY F1,
1
Router# configure terminal
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ARV RFERETIVa Yy

B8

ATv T2

call-home

1

Router (config) # call-home

Call Home R EV 7 — FITAV £,

ATvT3

contact-email-addr email-address

1

Router (cfg-call-home) # contact-email-addr
usernamelexample.com

HODBE ANV T RLAZEELET, EX—L
T RUVA 7 x—~< MITAN—R27 L THK 200
WFFTANTEET,

ATvT4

phone-number +phone-number

1

Router (cfg-call-home) # phone-number
+1-800-555-4567

(EE) HOOEREEZZHY L TET,
(6=3) FFIILTTTX (+) LETHRED .

Fova () LETFEINEEND K
L TLEEWN, 17T LFETANT
TET, AR—REFOLEAT, =
U AR () THLXLEDNDH Y
¥

ATvTh

street-address street-address
R

Router (cfg-call-home) # street-address “1234
Picaboo Street, Any city, Any state, 12345"

(f£E) RMA Bgs BRI Th D Ay OfEFT 2%
DY TET, HZK200LFETANTEEST, R
R=2ZEDHHEBIT, = N ZBIHE () T
PP ERH D £77,

ATvT6

customer-id text
51 -

Router (cfg-call-home) # customer-id Customerl234

EE) W AZ~—ID ZfELET, &KK64 LT
ETCANTEET, AN—R2GDL5EIF, =
FYU ZGI1fF () THHMLERH D 77,

ATy T17

site-id text
1

Router (cfg-call-home) # site-id SitelManhattanNY

EE) W AZ~— P A FIDZFELET, &K
200 LFFETANTEET, AR—REEOILIHE
T, = MU RS () CTHLGXERHD 9,

ATvT8

contract-id text
B -

Router (cfg-call-home) # contract-id Companyl234

EE) V»—ZDOEMIDZHRELET, K643
FTETANTEET, AR—REEOIHLHEIF.
v MU EFIAE () THDXLENDD £7,

1

WIS, R ERET DPl e R LET,

Router# configure terminal

Enter configuration commands, one per line.

Router (config) # call-home
Router (cfg-call-home) #
Router (cfg-call-home) #
Router (cfg-call-home) #
Router (cfg-call-home) #

s
it

End with CNTL/Z.

contact-email-addr username@example.com

phone-number +1-800-555-4567

street-address “1234 Picaboo Street, Any city, Any state,
customer-id Customerl1234

12345”
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Router (cfg-call-home) # site-id SitelManhattanNY
Router (cfg-call-home) # contract-id Companyl234
Router (cfg-call-home) # exit

O E I-.-I
BETOT 74 ILDETE

ST 7 A NI, T T — MBS REMETE RN A TWET, D b 1oD5
ETa 77 A NNBNETT, 1 DEIFEROZ A TOEHK O T 0 7 7 A NV ERETEE
bé‘o

HLVWGEE 7T e 7 7 A VEER L CERTH L b, ERFLADIEET 0 77 A LB a™ — L
THHATIZELTEET, LV n 7 7y A VEERT HHEAIL. 77 7 A V4 %%
DETHVERHY 97,

)

(GE)  Cisco Smart Call Home ' —E A M HT 254, 370 77 A MEIXML A vbE—Y 74—
~ v FPTRTUTZRY A

RORMEZSET 07 7 A VITRETE ET,

Ty ANL Y EREDHELET 0T 7 A N E BN T TS, Tr T AL
XL 31 XFFEFTTRLFE/NLFIER SN EE A,

N

CE) TmrvryrAnrgELCalidffflcEEzdi,

CHREHVE T T — M EETHEODIEA = AL (B A—/VETZIZTHTTP (HTTPS
Boate) ) .
s —WERDEHT 0 7 7 A NVDLH, EA—NBT 74V N T, ELOLEZIEN
FOEGEA N =R " A =TI TEET, WHFOFEET =TT 5 &,
E A — /L3 A F—T V2720 £,

e HOLMMUDERSINT-CiscoTAC 72 7 7 A VDA, WTNDLDOEREA =X L%
A RX—=TNMZTEETN, FRFIZIEFEA R =TI TEEREA,
CBEMET RL A 77— ha2XET AEEFTIEICEE LZEREOT KL A,

A=K T I FOREEIHEHTEIA -V, a—EFEEE T T 7 A
NOWRA T a i, a7 THFAM, Ya— b TFA M, £EEXMLTY, 57 4
U MI XML T, EBEFHLDOVATTAC 7027 7 A /LOEE. XML LMER T 4
/\Jo

e A=V A XA =T DR A R, AL 50 ~ 3,145,728 /XA kT
T, T 7 4V Ml 3,145,728 /31 N T,

Anonymous Reporting : B ID Z[EA DL FIZTH L OTIRTE E4, ZHIZEv ., @il
HWBEEINEE A,
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cBHLDOBHDLT T — h TN —T Ok KB OBELFERERTT 7 — b L — IRk

THIENTEET,

Z 2T, ROAFITHOWTHBAL
LW T v T 7 A VDR

=7,

(10 ~~—2)

ST Ty A NNDaA— (11 X—)

e T 7 A INVDELTE— RO

HLWEETO 771 IILDIER

L7 n 7 7 AV EER L,

E (12—=)

BRIET DI2E, RO FNAHENE T

FIEDOHE
1 configure terminal
2. call-home
3. profile name
4. [no] destination transport-method {email | http}
5. destination address {email email-address | http url}
6. destination preferred-msg-format {long-text | short-text | xml}
7 destination message-size-limit bytes
8. active
9. end
10. show call-home profile {name | all}
FIED F%H
ARV FFEREETIVa Yy EL:Y
25y F1 |configure terminal Sy 4¥al—var B RICAYET,
i
Router# configure terminal
RFwvF2 |cal-home Call Home & E Y 7€ — FIZAY £7,
1 -
Router (config) # call-home
AFwF3 |profile name E S5 7 1 7 7 A MTxd % CallHome 51
1l - a7y ANFEEYTE—RICAVET, HHES

Router (config-call-home) # profile profilel

Nizgide 7 m 7 7 A VIMFIE LI GE, 1k Eh
£7,
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sxeTn7r4r0at— ||

ARV FFEREETIVa Yy

E:)

RTFw 74 |[no] destination transport-method {email | http} | ({£&) A v&—VHEkFEE A F—7 ML E
Bl - To noA T a L EBRRT DL HIERT 4 &—
Router (cfg-call-home-profile)# destination j7/VLCiik)§iﬁ_o
transport-method email

AT w5 |destination address {email email-address | http | CallHome 2 v & — Y% EET D560 EA—L T K
url} VAETIXURL 2% E LE T,
2K GH) 585G URL & AH T 28 A 1, #— 30
Router (cfg-call-home-profile) # destination X7 “j“—*/\f&pé iR k 5 75;@:},4\5 rC
address email myaddress@example.com < http://i?’di httpS:// é’?’a‘ﬁ?bi‘%

AT w76 |destination preferred-msg-format {long-text | EE) EHT A v =V ERELET., 7
short-text | xml} 7 4/ ME XML T,
i -
Router (cfg-call-home-profile)# destination
preferred-msg-format xml

25w 7 |destination message-size-limit bytes EE) s a7 7 A LD A v B—T DK K
. A XEBELET.
Router (cfg-call-home-profile) # destination
message-size-limit 3145728

RATw 78 |active ST T AN F—T I LET, T 4L
B - FTIE. 7B 7 7 A VTERIRHC A R — T VT2
Router (cfg-call-home-profile) # active jf?fo

RFv79 |end FiE EXEC £— RIZRY £,
1 -
Router (cfg-call-home-profile) # end

A7y 710 |show call-home profile {name | all} BEINZT T 7 AV, FIATREFHDT T

1 :

Router# show call-home profile profilel

DT T 7 AIMIET D570 T 7 A NEREE T
RLUFET,

BETAT7AILOIE—
BEfEo 7 a7 7 AN Eab— L TH LWk 7 a7 7 A VEERRT HI12iE,. ROFNEIZHEVE

FIRDHE

‘j—o

1. configure terminal
2. call-home

3. copy profile source-profile target-profile
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ARV RFEEETIVa Y

=)

ATy T

configure terminal

1 -

Router# configure terminal

ary 74 Fal—varE—KRIAYET,

ATy T2

call-home

1

Router (config)# call-home

Call Home ¥ €V 7€ — KIZAD 77,

ATvT3

copy profile source-profile target-profile

1

Router (cfg-call-home) # copy profile profilel
profile2

BEFEOS 70 7 7 A )V ERI CRRE CTH LW sEke 7
077 ANVEERLET,

JOJ77A4ILDELE— FDERTE
BL T 7 7 AINNERET DL, ROFNEITHENET,

FIEOHE

F IR D ¥

1. configure terminal
2. call-home

3. profile name

4,

anonymous-reporting-only

ARV KRFERERETY VY

=)

R w 71 |configure terminal a7 4 Fal—ary E—RNIAY F1,
1 -
Router# configure terminal
AT J2|cal-home Call Home 3% EH 7 E— RIZAYD £7,
1 -
Router (config) # call-home
ZF 73 |profile name TaTZ AN arZ 4 ¥al—var ET—REA
i - F—T M LET,
Router (cfg-call-home) profile Profile-1
R T w 7 4 | anonymous-reporting-only a7 ANEELE— NIZRELET,

1 -
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75—+ n—F~0zi |

ARV RFERFTIVaY =)

Router (cfg-call-home-profile) # (/I) _7_7 Y ]\ .,G\\ Call Home hi\ 70]:1 7 >

anonymous-reporting-only

A INIHEFEINTNDTRTOA R b
AT T AR LR — M EEEL
¥ 9, anonymous-reporting-only 233% &
SNTWDLERIE. 7T vva, A0
YR BEOT A MR vE—UETN
FEESINET,

75—k JIL—T~DEER

T — kKT N—T1F, TRTONL—FTHR—FEINTWADCallHome 77— hE2H 6O
TELZYT7E®y TY, CallHome 7 7 — MIX A T ZLWBDOT 77—~ T A—FI12 7 —
FleEnEd, ROT 77—k TO—7REHAEETT,

* Crash

* Environment

* Inventory

* Snapshot

* Syslog

2T RONFIZOWTHALET,
c EHIEE (16 X—)
s Avk—UTE T (BERE) LIUVME (17 %—)
c AFvwTFvayhavry N UARNDODERE (17 3—=)
KT T—h I N—TDEMA R "2 T 77— I N—TDOEEA X heawr K (45—

D) WCRLET, T9—F NN —T Ao —C0ONRE A vE—VORNE (523—=) (1T
RLET,

ST T AN LR ETET I — N SV —T % | D RITEEORIR X £,

\)

G¥)  CallHome 77— ME. £®D CallHome 77— b WNEENTWNWET T — k FIL—FIT&EESH

TWASERETa 7 7 A M ULEEENEHA, EBIZ, 79— I NA—T %A F—TNITT
HVENH D F£7,

FET 0T 7 A NE N DETATERDOT T — T NA—TITMASE L2568, ROFIRIZTENF
j—o
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FIEDHE
1. configure terminal
2. call-home
3. alert-group {all | configuration | environment | inventory | syslog | crash | snapshot}
4. profile name
5. subscribe-to-alert-group all
6. subscribe-to-alert-group configuration [periodic {daily hh:mm | monthly date hh:mm
| weekly day hh:mm}]
7 subscribe-to-alert-group environment [severity {catastrophic | disaster | fatal | critical
| major | minor | warning | notification | normal | debugging}]
8. subscribe-to-alert-group inventory [periodic {daily hh:mm | monthly date hh:mm |
weekly day hh:mmj}]
9. subscribe-to-alert-group syslog [severity {catastrophic | disaster | fatal | critical |
major | minor | warning | notification | normal | debugging}]
10. subscribe-to-alert-group crash
1. subscribe-to-alert-group snapshot periodic {daily hh:mm | hourly mm | interval mm
| monthly date hh:mm | weekly day hh:mm;}
12. exit
FIED F%HH
AU RFEREETIVaY B#
25w F1 |configure terminal ar7 4 ¥al—yar E—RICADET,
i -
Router# configure terminal
RTwvF2 |cal-home Call Home i & H 7€ — FIZAY £7°,

&1

Router (config)# call-home

2573 |aert-group {all | configuration | environment | |f&E&ii=T I — k S—TE A F—T ML E

inventory | syslog | crash | snapshot} T TRCOT 7= IN—T&Ax—7N (H
Bl - ) IcT i, al ¥—v—FEEALET, 7

T AN E T, TRTCOT T — b T—T A F—
TR £T,

Router (cfg-call-home) # alert-group all

RTwv 4 |profile name fRE SNz m 7 7 A WIZxE9 % CallHome 56
Bl - KTaT 7 ANVBEYTE— RIZAY T,
Router (cfg-call-home) # profile profilel

AT w5 |subscribeto-alert-group all RbHEWETT ¢ (HERE) AL TWnDH T
Bl - TOMMARERT 7 —F ZA—7 128 LET,
Router (cfg-call-home-profile) # AT T OMHBAT v 1IN THHLTWA LT,
subscribe-to-alert-group all q%eﬁiﬂ@&/r 70:\\& L:'ﬂE}DJI“\ZT 5 ~ 7/1/_‘7()@:7&\"

ToHrZ b TEET,

. Call Home D% E



| call Home D3 E

75—+ n—F~0zi |

ARV FFEREETIVa Yy

E:)

GE) DA< RiE, syslog DT /N> 7D
TN IOV ETT ¢ (ERE) I
Bk InEd, sk, KEo

syslog A v B—UNERSIET, A
RS alE, WU eI 7 4 (EXR
) BLONRY—VE2FHLTT 77—
b Z =TI B L T E S

VY,

RTw 76 |subscribe-to-alert-group configuration [periodic | = »%5%:~7 v 7 7 A /L% Configuration 77— ~ 2/
{daily hh:mm | monthly date hhimm | weekly day| L —— |z z43 U 4. EHh@Em (16 ~=~—) T
hh: ] L TWa Loz, E#Hr7eim%1 I Configuration
i TI—=F IN—TERETEET,

Router (cfg-call-home-profile) #
subscribe-to-alert-group configuration
periodic daily 12:00

AFwF71 |subscribe-to-alert-group environment [severity ZD%iSE 7 v 7 7 A )V % Environment 75— ~ 7
{cat-astrophlc | .dlgaster \- .fata.d | critical | major | L —Flomsk L ET, Avb—ULETT 0 (A
| minor | warning | notification | normal | FE) LM (179—3) CHELTWA LD
debugaing; ] 2, YETT 4 (ERE) ELTA vE—V%
i - T 4 NE Y 7T B T8I Environment 7 7 — ~ 7
Router (cfg-call-home-profile) # /1/“—7078%%“6% iTo
subscribe-to-alert-group environment severity
major

AFw S8 |subscribeto-alert-group inventory [periodic {daily| = m5ist 7 = 7 7 A /L % Inventory 77— k 7 /L—
hh:mm | monthly date hh:mm | weekly day FICAEE L E T, @M (16 %—) THEL
hh:mm;] TWd kolz, M7 E A Inventory 7 7 —
i - N IN—TERETEET,

Router (cfg-call-home-profile) #
subscribe-to-alert-group inventory periodic
monthly 1 12:00
AT w9 |subscribeto-alert-group syslog [severity ORI e 7 7 A V% Syslog 7 T — h S —F

{catastrophic | disaster | fatal | critical | major
| minor | warning | notification | normal |
debugging}]

1 -

Router (cfg-call-home-profile) #
subscribe-to-alert-group environment severity
major

B LET, AvbE—Y3ET5 ¢ (BEKE) L
ZuME (17 X—Y) THHLTWL X oIz, vv
T77 4 (BERKE) USCTAYE—VET 4 LH]Y
V795895 Syslog 77— N IN—THFETE
£,

% syslog A vE—VNTHRAETDHTF AR RF—
VERETEET, XX —UERETDHE, FBES
NG =g EN, Y774 (ERE) LE
VMEIZ— BT 2 85A12 721 Syslog 77— k 71—
T A= UNREEINET, NF—UITAR—

Call Home %% [



Call Home OB |

B =oan
AT RERIFTIa Y B
ANEENDGAIEL. 5IHMF () TAR—2%H
DVERHY FT, T a7 s AN LT —
VESOFETHRETEET,
25w 710 |subscribeto-alert-group crash a—Y a7y A® Crash 77—k 7 )L—7IZ
- 28k LE9d, T 74/ FTTAC 71 7 7 A JLX

7 — L— B B4 AN
Router (cfg-call-home-profile)# [no | default] CraSh?7 }\ 77 7 ﬁéﬂ‘ Eﬁ%ﬁ*lﬁ:ﬁf
subscribe-to-alert-group crash éf itj:/l/o

AT w711 |subscribeto-alert-group snapshot periodic {daily | = ®%is 7= 7 7 A /L % Snapshot 77— k 7' /L—
hh:mm | hourly mm | interval mm | monthly date| - x4 U4, Elh@Es (16 ~—3°) THEL

hhimm | weekly day hh:mm} TWBH K S, EHIH7REA IS Snapshot 7 7 —
1 : N IN—=THRETEET,
Router‘(cfg—call—home—profile) # . . . ?—;‘771_}1/ }\ Tﬂj:\ Snapshot 75— }\ 7‘/1/%,7)@:%
subscribe-to-alert-group snapshot periodic daily|  _ . R _
12:00 T956avr REdbv A, a2~ FET77—Fh

TN—TDOHIZEBNTEET (RF T vay b

av s RYRROBRE (1735—2) 2#2528) , Z
99 % Z & C, Snapshot 77— k Z/L— 15BN
SEhiza~y ROMINAFT Yy Tvay b Ayvk—
VICHHAIAFEINE T,

ATy T 12 |exit CallHome 557" 0 7 7 A VIR ET 7T — K&K T
15'] : Liﬁ—o

Router (cfg-call-home-profile) # exit

€ # @ 5N

Configuration, Inventory, F72(% Snapshot 77—k Z/L—FIZ56e 7 07 7 A N aBEkT 5 &
& T I— M IN—=T Ao —VaIERMIICZET D0 EIMEE ORI EHRICZ
B o0aBRTEEd, EEHHT, ROVTFANITEET,

« HIK @ 24 BFRIRGEO R TEA (hhimm) TEET 2R 28E L3 (1 @ 14:30)

« IR : day hhirm O THEH L RFA A FEE L E T, day (3R ZEEET AL 0 K
LE3 (] : Monday) .

e A : datehh:mm OEXT 1 ~31 O R & A 2fFEE L E T,
o [0 B A v —URNEEENIREE 1 ~60 5 THRELET,
o FERE BRI A o — U R EINDHRE] (497) BZ0~59 4 THELET,

\}

GE) iR JOMRRIC X 2 @@L, Snapshot 77— kb Z /L —7 COHMEHATRE T,

. Call Home D% E



| call Home D3 E
Avt—ovEsTs @AE LxwiE

(EXKE) LELVE

e 1 7 7 A /L% Environment, F721% Syslog 77— b FNA—TIZB&GFTHEE, A vk—
CUVETT 4 (BERE) IZESWTT I IN—T Aot —VEEFETHEOHO L X WVWHE
ERETEET, 777 A VIHEELZLEWHEL VIERWVED 2 v —U01%, 5650k

FEnEdi,
LETT 4
7 4

(EREE) L EVWEOHPHIL,

(EKRE) LEWVEOREIMHEHINLGF—V—FE, ROKRIIRLET, VYEZ
catastrophic (L/L 9, @ BEE) 25 debugging (L

N0, FAKERZAFE) T9, Syslog £ 721% Environment 77— k ZL—7 DL BT T 4 (EKE)

L EVMEDFRE STV 72 WEE

7 7 # /L M & debugging (L)L 0) T, Configuration

77—k 7 N—7BLRInventory 77—k ZA—TTIETET T ¢ (HEKE) ITHETEE

HFh, VETT 4

)

(EEREE) 1312 normal IZ[EE SN FET,

GE) CallHome D> 7 7

ST £,

4 (BERE) I, VAT A2 AvE—VaX oo r g

R1:VEST 4 (EXE) EsyslogLRILDIYELY

LRI [ F—T—F Syslog L\ )L Bz

9 catastrophic — v T — 7 BRICERI R REENEAE LTV E
R

8 disaster — Xy NU—Z I ZERREEN R NET,

7 fatal 22 (0) VAT BHME A FTREZRAE,

6 critical 77—k (1) 7 VT 4 JVIRIREE, T BICEENLE,

5 major EE (2) ERIRAE,

4 minor =5— (3) 37 AN

3 warning s 4) R,

2 notification W (5) B2 BmMEB LOEHRA v E—UTF, fthe B
RL72v, BEMEORWIEE T,

1 normal B (6) FEHRIRREICR D 2 & 2 THEHEA N R T,

0 debugging FRy T (D (TR Avk—,

AFyFoaybavr R YR MDHRE

AFwFvayhavr R URARNERETDICE. ROFIEEZFEITLET,

FIEDHE
1. configure terminal

Call Home D&% E .

(B RE)



B sossrs—nAr7vavons

Call Home O |

2. call-home
3. [no | default] alert-group-config snapshot
4. [no | default] add-command command string
b. exit
FIED M
ARV FEREET7IV3 Y B
25 71| configure terminal ST 4R b—Tay e FICAD £
1
Router# configure terminal
AT 72 |cal-home Call Home i €% 7 E— RIZAD £7°,
1 -
Router (config) # call-home
X w73 |[no | default] alert-group-config snapshot 2FyFavhar74 ¥Fal— gy EF—F
I - 2R LR
Router (cfg-call-home) # alert-group-config snapshot| N0 E 7= |% default =~ > RN, +XCHORAF v
vayv havwry REHIRLET,
R w 74 |[no | default] add-command command string Snapshot 77—k A —7F|Za<w> REBMLE
Bl - T, no £izit default =~ > Rix, T sa~vr
Router (cfg-call-home-snapshot) # add-command “show| f‘é’ﬁ”&%bij‘o
version” « commandstring : 10S =~ > K, & KEIT 128 X
T
AT w75 |exit BrL, REERMFELETS,
1 -

Router (cfg-call-home-snapshot) # exit

g3 IR

EA—)L X vb—laik a2 AT 21203,

EFA—ILA TSI DHRTE

72 < & % 150 Simple Mail Transfer Protocol (SMTP;

VTN AUk T han) EA— Y= T RLAZRETHILERH D 9, FIE

TLEBREHRE A=/ 7T RLRAZRE
—é‘O

L.

Ny T 9T EA—Y—RE4O5FTHRETEE

—REI7RE A=V AT a VORERFIZIE, ROBRICER LTSN,
e NI T T EA—IN Y=L, Bb 774 4) T 4% =5%2/H 1L T, mal-server =

Y RE )R EERTE LT,

« mail-server priority number /X7 A —# X 1 ~ 100 |[ZEXEFHETT, T4 4V T 4 &b
RO (T TAF VT A BEERRBED) ="l LET,

. Call Home D% E



| call Home D3 E

FIEDHE

F IR D

—rnEFA—LA7var0zz |

—fREIIR E A=)V AT a VERET B2, ROFIEICHENET,

configure terminal
call-home

sender from email-address
sender reply-to email-address
source-interface interface-name
vrf vrf-name

NOGA®WN

mail-server [{ipv4-address | ipv6-address} | name] priority number

ARV RFERFTIaY

=)

25w 71| configure terminal AT 4 Falb—ar E—FNIADET,
f
Router# configure terminal
ATy J2|call-home Call Home i EH 7€ — FIZAY £,
fi
Router (config) # call-home
R T 73 |mail-server [{ipv4-address | ipv6-address} | name] |E A —/L H— 7 KL 2%V YT, HEFHDE
priority number A P SNOMXIIR T T A AV T 4 ZHI 0 4
f T
Router (cfg-call-home) # mail-server Kkg)b\jfoﬁ)U)j§%£V§?EiE[szjfo
stmp.example.com priority 1
cBFA—IN Y —=1DIPT FL R
BT AN Y= OTEEERM R A A 4
(FQDN) (64 XF%T) .
1 EDOTTAFVT 1) 15100 RIEDT T A
FVT4) OTIFTAFT VT 4 FZEZHYYHTET,
AT w74 |sender from email-address ({£#&) Call Home B A —/L A v &—® [from]
5l - ANV RICRRENDESA—NVT RLAZED
. BTET, 7 FUABRES L T RWEEIE, H#
outer (cfg-call-home) # sender from . R .
usernamelexample.com fgﬂq@ EX—7 ]‘ LA 75‘1%}% éj’biﬁ‘o
R T 75 |sender reply-to email-address (fEE) CallHome #E - A —/L A »E—D [reply-to]

1

Router (cfg-call-home) # sender reply-to
usernamelexample.com

T A=V RIZERINDETFA—NT RLAZED
WYCTET,

Call Home %% [



| I R DEPVE

Call Home OB |

ARV RFERETIVa Y

B8

AT 76 |source-interface interface-name Call-Home A v & — VY ZEXET D720 DFIEILA
Bl §—7 = A AHEED Y TET,
Router (cfg-call-home) # source-interface loopbackl « interface-name : %E{%f[j/]’ VRE—=T A X%O E‘j
KEIL 64 LFTT,
GE) HTTP A v —Y D4, BETA
YH—=T 2 AR IET DI
Jua—N)L a7 4 Fal—ig
>~ E&— R Tip http client
source-interface interface-name =~
YREFEHLET, kY, 7
INAADTXTOHTTPZ A 7
MR CRIETA v H—T = A A%
EHTEL LI £7,
A7y 77 |vrf wrf-name (f£%) Call-Home BT A —/L A v — Y% #IET

1

Router (cfg-call-home) # vrf vpnl

BT8O VRF A v AX L AEHEELET, VRF #15
TELRWE, Zua— s L )—F 4 7 FT—T L0
FRZET,

GE) HTTP A v &—YClid, ¥ETA V¥ —
7 = A AN VRF IZBEMT b TV D
e, Ja— a7 Xal—ig
> &— R Tip http client source-interface
interface-name =~ > RZHA LT, 7
INAADTXTOHTTPZ 7A T I T
D VRF A v A L 2% F5E L E
R

"

1

WRIZ, 79A4A Y EA— L F—R"BIREILFY EA—/L F—_7 L —EH7%

EA— /L NTGA—=Z OREFZRLET,

Router# configure terminal

Enter configuration commands, one per line.

Router (config) # call-home
Router (cfg-call-home) #
Router (cfg-call-home) #
Router (cfg-call-home) #
Router (cfg-call-home) #
Router (cfg-call-home) #
Router (cfg-call-home) #
Router (cfg-call-home) #
Router (config) #

vrf vpnl
exit

s

Call Home D& TE

End with CNTL/Z.

mail-server smtp.example.com priority 1
mail-server 192.0.2.1 priority 2

sender from username@example.com
sender reply-to username@example.com
source-interface loopbackl



| call Home D3 E

Call Home % v+ —UittEn L— riR0iEE [

CallHome A v t— I F{ED L — FHIRDIETE

CallHome A v —VHEDO L — MR ZET DI121E. WOFEEZFITLET,

Flan#EE
1. configure terminal
2. call-home
3. ratelimit number
Flgn

ARV KRFERERETYVa Y

B8

X w 71 |configure terminal
1 -

Router# configure terminal

a7 4 Fal—varyEw—RNICAYET,

R w 72 |cal-home
1

Router (config) # call-home

Call Home iR EYV 7 — KIZA Y £9°,

R 73 |rate-limit number

1

Router (cfg-call-home) # rate-limit 40

1SR ET D A v — VR ORIREZ R E L £7,

e number : FFAIZ 1 ~60 T, T 7/ 20
T‘g—(}

HTTP Z7OX% > H4—/\DIEFE

365512 CallHome HTTP (S) A v —V % FETHLOICHTTIP a3y —NEH{ET DI

3. ROFINEEZIATLET,

FIRDEE

1. configure terminal
2. call-home

3. http-proxy {ipv4-address | ipv6-address | name} port port-number

F IR D

ARV RFERETIVa Y

=)

R w 71 |configure terminal
1 -

Router# configure terminal

a7 4 Xal—r gy E—RICADET,

Call Home %% [



B catttome 2 v t—C0 108 a7 KEEFTT B0 AM BIEEOEMIE

Call Home OB |

AU RFERET7TIV3 Y B#
R T 72| cal-home Call Home % EH 7€ — RIZAY £,
1 -
Router (config) # call-home
25w 73| http-proxy {ipvd-address | ipv6-address | name} | HTTP ko>~ 1% o — S & fE L £,

port port-number

1

Router (cfg-call-home) # http-proxy 192.0.2.1 port
1

CallHome * v t—DI0S a7 Y REFETT 51=-6H0 AAA

3

FIRDEE

F IR D EFH

EL DA

365512 CallHome HTTP (S) A v —V % FETHLOICHTTP a3y —NEH{ETDHIC

I ROFIEEZIATLET,

configure terminal
call-home
aaa-authorization

pPwWN =

aaa-authorization [username username]

ARV RFERERTI VA Y

=)

Z 5w 71| configure terminal 2y 7 4 Xal—varE—RICAYET,
1
Router# configure terminal
ATy 72 |cal-home Call Home % &4 7 &— FIZAD £9°,
f
Router (config) # call-home
AT 7 3 |aaa-authorization AAA FRREZ A R—T VT LET,
i GE) F 7 4L hTld. AAAFRFEIE CallHome
Router (cfg-call-home) # aaa-authorization Tfﬁf/({2-jfjb7f7fo
R 7 4 |aaa-authorization [username username] TR OO a—Y4ZRELET,

1

Router (cfg-call-home) # aaa-authorization username|

user

s usernamet—H—4 : F 7 )L h D —HF—4
IZ callhome T§, fKFEIT 64 XLFTT,

. Call Home D% E



| call Home D3 E

syslog ROy k1) U5 DETE .

syslog O k1) VT DEKRTE

365512 CallHome HTTP (S) A v —V % FETHOICHTTIP v h—N"EHETHIC
I, WOFNEEFEITLET,

FlaD#E
1. configure terminal
2. call-home
3. [no] syslog-throttling
FIED %4
ARV RFEREET7TIVa Y ]3]
AT 71 |configure terminal a7 4 F¥al—aryET—RICADET,
f

Router# configure terminal

R w 72 |cal-home
1

Router (config) # call-home

Call Home iR EYV 7 £ — FIZ A £9°,

AT F3|[no] sysog-throttling Call Home syslog A vt—Y D21y Y o kA

1

Router (cfg-call-home) # syslog-throttling

F—TIWEILT 4 B—7/MIZ L, CallHomesyslog
AyvE—UREYRLEFESNRNE I LET,

GE) T 7 4/ FTIL, syslog A vE—Y &
2y MU TIEA R =TT,

CallHome T—4% 754 /\ —DHKTE

FIRDEE

data-privacy 2~ > Ri&, BABED T TA N —ZRET L7200, IPT RLRREDT—HD
ALY T THEEITWET, data-privacy 2~ REA F—T T DH L, KEDT—HX DA
770 TR ET ol L EIC CPUMMRICHELKITT ZLndHY £, BfE. show
running-config all 3 J T show startup-config data =~ > FH /DO ORIE A v — T & HEH
T, show 2~ FOHNIIAZ FJe v 7 snEd A,

1. configure terminal
2. call-home
3. data-privacy {level {normal | high} | hostname}

Call Home %% [



B cotvome mzoFmze

F IR D

Call Home OB |

ARV RFEEETIVa Y

=)

ATy T

configure terminal

1 -

Router# configure terminal

ary 74 Fal—varE—KRIAYET,

ATy T2

call-home

1

Router (config)# call-home

Call Home ¥ €V 7€ — KIZAD 77,

ATvT3

data-privacy {level {normal | high} | hostname}
f1

Router (cfg-call-home) # data-privacy level high

2—FDOTTA N —E T HIDIT, FTa
TA4X a2l —=2ary I rANDT—LE AT T
JHEL L F9, 7 7 4 /L KO data-privacy LL1E
normal T9,

GE) data-privacy 2~ > R& A F—7 /LIl T
LE, REDT—=H DAY T 7 HH
ZATo T2 & EIT CPU MR % K

ETZEnHYET,

enormal : TRTOEHEL )L avr RERT T
B AL ET

high : BE¥EL~L 3= RIZMA T, IP RAA
VALIPT RLADa<wy RDARY S5 E L FAL
HAEITWET,

« hostname : & L ~L =< > F{ZN1 2 T hostname
av L RORT FZ U TR AEITWET,
GE) —EDT T N T — LTI, BREA
B =V DORANGEART T B TR
% & . Smart Call Home ZLBE JcBd 5
ZERBYET,

Call Home BE D FE}X{E

FFEFE O Call Home #{E % T8 TE(E TX £ 7, Call Home #{E ZE(ET HI121E. ZOHEDE
EEFTLET, ZIZ2TE. WORNFIZOWTHRBALET,

* CallHome 7 A k A v&— 0O F#HkLGE
s CallHome 77—k ) —7 X vt—OFENEGE

o Call Home 5B L R LR — FERO%E(E

. Call Home D% E
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(26 =2—3)



| call Home D3 E
Call Home 7 2 + * v t—>nF%E ]

clopavy REREFa~vry R VA NHOa~wy KA A v =0 FEEE (28 L—
)
CallHome T X b A v E— T DFENEE

call-hometest =~ > RZFEH L T, 2—P—TFFD CallHome 7 A b A v —T 2 EETEF
7,

CallHome 7 A b A vE&—U % FEITEET BT, RO FNEIZENE T,

FleD#HEE
1. call-home test [“test-message’™] profile name
FIED ¥
ARV RFERRETI a3 Y B#J
7w 71 |cal-home test [“test-message”] profile name EEANTSETE 77 A NMIT AN A v —T%
il - RELET, 2=V ERBOT AN A vE—VDOT X

A MIMEERETT N, AN—ARNGENLIHEIC
i, BLAM () CTHLMLERHY £, 2—FE
BORAvE—URREIN TV RWES, T 741
F Ay B—UREEINET,

Router# call-home test profile profilel

CallHome 75—k YIL—T A vt —CDFEEIE

call-homesend =~ > FEEHA LT, BHEDT T — L —T R o=V FEITHRETE E

—§—O
CallHome 77— ks 7 V—7 A o=V %2 FETHEET HH561F. ROEEFHIIES TLE
é 1( \O
« FEICE/E TEX 5 DIL, Crash, Snapshot, Configuration, 33X NInventory 77— k 7 /L—
TIREFTY,

* Crash, Snapshot, Configuration, %7213 Inventory 77—k 7 /b —7" X vt — V% F#)T
NIT—=FDEE, 5707 7 ANVHERET DL, TRT 7 ANDT 7T 4T AT —
BALMAAT —=H A, K3 e 77 4 (BERE) RECERR, sik7m 77 AL
WA Y E—=UNEEINET,

« Crash, Snapshot, Configuration, F721% Inventory 77—k 7/ —7" X vt —U % F#)T
NI T—=FHL&E, 5777 A NVAZEELRWE | normal £72I3H5ESNTZT T —
N I N—=T ~OEMB BRI ATE SN T 7T 4 7RI T 7 A NTRTUIA v E—Y
MEEINET,

CallHome 77— ks JV—7 A v —T%FEICT MY H—F2121F, ROFNRIHENET,

Call Home %% [



B catttome S5 S ULK— FERDRIE

FIRDEE

FIRD

call-home send alert-group
call-home send alert-group
call-home send alert-group
call-home send alert-group

PN =

Call Home OB |

snapshot [profile name]
crash [profile name]
configuration [profile name]
inventory [profile name]

ARV KRFERERETYVa Y

=)

ATy T

call-home send alert-group snapshot [profile name]

1

Router# call-home send alert-group snapshot
profile profilel

1 oD% 7Ta 7740 FBEINTWAHES) £
TITBE SN TNBTRXTOLET 1 7 7 A VIZ
Snapshot 77— K Z v —7 X v —T%HEEF L E
7,

ATvT2

call-home send alert-group crash [profile name]

1

Router# call-home send alert-group crash profile
profilel

1 OD%kE7Tmn 7 7 A0 (FEESNTWDLEE) £
TI3BEFEINTWDTXTOsLET a 7 7 A4 iz
Crash 77— h JN—TF Aot —U% KB ELET,

ATvT3

call-home send alert-group configuration [profile
name]
fi

Router# call-home send alert-group configuration
profile profilel

SRTB T 7AND 1o (FEEShTHWLHE) &
TLIEBER SN TV DT RTDLEET r 7 7 A Wi
Configuration 77— k 7/ —7 A v —T%EF L
ij‘o

ATvT4

call-home send alert-group inventory [profile name]

1 -

Router# call-home send alert-group inventory
profile profilel

BT T 7 A NVD 1D FEESNTWDHEE) £
TGRS TCWDA TR TCOFL 7T 7 74 WV
Inventory 77— b Z—7 X ot —UEIRELE
—g—o

Call Home DB K P LR— FERDE(E

call-homerequest =~ > K& 5 &,

AT AT B EHRE Cisco ITEEL T, VAT

LB OEM 2S5 BLE OV R— MERAZITMAZ N TEET, B2 U T 1 g
BEENDONRT RA N TTZ70T 4 A, a<wr R U 77 LAY, SEEERVR— FEER

TEET,

Call Home 73T LN LR — MR 2 FEICEIET 284,

WOEBEEHEICIE> T EN,

e profilename Z$5ET 5 &, ERITT 0 7 7 A MTEESNE T, 07 7 A LDBEES
NTW7eWnWEA, R Cisco TAC 7' 1 7 7 A JWIZEE S E T, Call Home BERDZAF
HTO T ANEA XTI THHLENTIH Y A, BRA v E—T % Cisco TAC ([ZH#z5

P L. SmartCallHome " —E AN LIREZZETE A LI,

Transport Gateway 73 5% /& &

NIEEFA—NVT RLREZT o7 7 A VITRELET,

. Call Home D% E
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FIRDEE

F IR D %

Call Home ST E KV LR— FERDEE

» ccoid user-id |%, Smart Call Home = —H# D XgkiF A ID T, user-id Zf5ET 5 &, &
T8 —FDE A—/L 7 FLRAIZEEINET, user-id 25 € LT i, In&iEs
NA ZADEIEEEFA—L T FLAZEE ST T,

cERTDHVR—=FDIATZIRET H2F =V — RITESNT, ROEWPIRSNET,

« config-sanity : BAEDFATa L 7 4 Fa b —3a VICEET LR N 7575 1 A

e

e bugs-list : T3 —T 3 VB L OBEEH STV S BERICET 2 BB N7,

s command-reference : 77 4 X2 b— a3 U OTRTOa~vy NIxtT 55

V7,

s product-advisory : % NV —27 NDT /3 A R TS 2 AIREM: D & 5 Product Security
Incident Response Team (PSIRT) i@, H7AR— M&T (EOL) F7-iXik7E& T (EOS)
%N, & D\ T Field Notice (FN)

Cisco Output Interpreter > — /L7 5381 L OV AR — MER OB R 2 %(EFT 5 121F, kO TFIAIC

PEWET,

1. call-home request output-analysis “show-command” [profile name] [ccoid user-id]
2. call-home request {config-sanity | bugslist | command-reference | product-advisory}

[profile name] [ccoid user-id]

AR NFEERTIVa Y

=)

25y 71| call-home request output-analysis ““show-command” | #7 L 7= show =1~ > RO 71% 5347 FICR4ME L &
[profile name] [ccoid user-id] T show = FIE, IR (™) CHTLERD
fil D ET,
Router# call-home request output-analysis “show
diag” profile TG

A5 F2|cal-home request {config-sanity | bugslist | S3HT D 7=81Z, show running-configall. show version

command-reference | product-advisory} [profile
name] [ccoid user-id]
{5

Router# call-home request config-sanity profile
TG

Fzidshowmodule 2~ > R EOFTEDa~ > K
ty "o EEELET, E72. callhomerequest
product-advisory ¥~ 2~ RiZiX, +XTDA
RO TI— M IN—Tawr RREGENET,

request DRZRICHRESNIZF—U— RiIck v, LER
LiR— bDX A TNRESNET,

1

WIZ, 2—=PHRIED show 2~ > ROGFEROFI 2~ L ET,

Call Home %% [
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B ooo~ rErEavs R UR MEOITY AL v E—SOFEIAE

Router# call-home request output-analysis "show diag" profile TG

12QaAT Y RFERIFATUR YA MNEOOAT U FHEAA v E—DFENEE

call-homesend =~ > RZMHL T, 120108 2~ FEFIZI0S 2~ RO A & E(T
L. o~ KHAQZ HTTP £7213E FA—L7a baliz L TCEETEET,

vy FHAZRETHEIF. KOEEFHITHE > TIZEW,

T, EEOEFAw FERETEET, a7y KL, S () CTHELERD X
j‘o

o lTemail] ¥—U—F&foTETA—N AT a BB, BFA—NL T FLA%E
ETDE, avr FHNEEOT FLRACEFESET, BFA— /AT 2 L HTTP
F 7 a UHRE LRWGE, MTREO Y — e AERE S LI 7 T % X M
T Sisco TAC  (attach@cisco.com) [Z26(F S E 9,

o Temail] ¥F—U—F% lhttp] F—UV—RFLEELRVWES, 27 7F X MERE XML
A =DM T —EAERF S DB MEL I, B A —VOHLHITICY—E R
FORFE SR INET,

*HTTP A7 v 3 v ZFE L CWAHHA. CiscoTac-1 7’1 7 7 A L D%E S HTTP % 721X HTTPS
URL 23465 & LT & EJ . Smart Call Home 7B A—/L 7 RV AIZA vE—Y
EELETHE D, SEEDE T AT RLAZECTEET, =—HiX, s8eD0ETA—
VT RUARIESREZOVTOANZIRET DLERSH Y £ (MG ZHETLI LD
TEET) .

avy FZETL, avy FHAOZEET I3, ROFIEEZIATLET,

FIEDHE
1. call-home send {cli command | cli list} [email email msg-format {long-text | xml} |
http {destination-email-address email}] [tac-service-request SR#]

F g D E#48
AU RFERETIVa Y =)

R7 v 71 |cal-home send {cli command | cli list} [email — |CLI%72(XCLI U A F&FE(TL, EfA—/LELT
email msg-format {long-text | xml} | http HTTP & CHAZEE L ET,
{destination-email-address email}]

[tac-service-request SR#] « {cli command|clilist} : 1 2D 10S =2~ NE/
Bl - X (1) TEYI-72) 108z~ FU A h&fs
' FLET, TR_RTOEY 2 — kT Havy
Router# 11-h d “sh i ;sh ~ N N > Y=
running-config;show inventory” email KE&D, HESun v FEEETEE
support@example.com msg-format xml "9’40 :ﬂ%@:l'?\/ Hi%‘lﬁﬁﬁ (“”) TEB’LIZ\
ERH Y ET,

. Call Home D% E
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1203%Y FERFavYU R YR FAGITY Fith 4 vt—ooFmziE [

ARV RFERFTIVaY =)

+» email email msg-format {long-text [ xml} : Z®
email 47> a URBIREN TV D IGE, F7E
DBEFA—ILT FLAZEITCr Y7 TFA b
BRELIIXMLIER CTa~y FRHEARKEE S
L. V=B RBEREFEENZEDHLIIZTDONE
T, EFA—NT FLUA, =B RAERE S,
EIZEOWMGERET D2LERHY £¥, &
FA=NT FUABRESNRWEEIE, —
AV 72X NEENRLETT (F 74/ T
X, v 7 77X 2 MEROBHEI
attach@cisco.com, XML D51
callhome@cisco.com)

* http {destination-email-addressemail} : Z @ http
FT T a URBRIREN TV DHA, o~ N
J71% XML 23 C Smart Call Home /N 7 =2 K
P —_— (TAC a7 7 A )L THRES N
URL) (Z¥ESNET,

destination-email-addressemail Z#5& L T, /3w
J Ly R —=N—=nbEFA—VT LR
AyE—VEBETEDHLIITTHI LNAEE
TF, EBFA—INT FL A, —ERBERE
T ERIZEOWMGEARRET D HLERDH Y E
7T

. tac-service-request SR# : Y — B AERE 5 A5

ELET, BEFA—ILT FLANEESARN
LAk, =RV 7oA NEEBNETT,

1
w2, avr RO hE2a2—FREDETF A —NL T FLRAIZRET 2602~ LET,

Router# call-home send “show diag” email support@example.com

WIZ, SREFDIRESIL, 77 7% X MEATattach@cisco.com [ZEE S5 2~
Y R oFERLET,

Router# call-home send “show version; show run” tac-service-request 123456

WIZ, XML A v ¥ — VAT callhome@cisco.com | Zi5(E &b 2~ R OF %R
L\i‘a_c

Router# call-home send “show version; show run” email callhome@cisco.com msg-format xml

Call Home %% [



Call Home OB |
B orov-5rozx

KT, SREFVIEES . XML A & — VAT Cisco TAC /3w 7 L2 R 43
EESNa~vy RO EZRLET,

Router# call-home send “show version; show run” http tac-service-request 123456

&IZ, CiscoTAC Ny 7 R P — IZHTTP a2 ba L2 L CEESH, 2—
PRBELIZEFA—L T RLR LS a~y FHEOOBZ R LET,

Router# call-home send “show version; show run” http destination-email-address
user@company . com

SAMNC & Npg— =JL =

2D —F Y DERTE
PWrs S =F v BRI, TYUANBAENTY T2 F v BT AL R u— R LET, 2
Wi 7' =Fx (DS) 77 ANViE, BHiAX FOEREELTNDE T+ —~y NELT 7 A
AT, ZHIZED, YAV 7 02T 27 v 77— RTH52¢ v I TNV a—T 4
VI EFEITTEET, DSOHBIE, BEEOR Y U —7 TIHAL TV D EER O % fifg ik
THEDIHERAARER N T TNy a—T 4 U ERERBMETE D, FEOEWA T
Voo AERMTHZETT,

WL T =F vI2oT

W F=F v O (30 X—2)

Wiy 7 =F ¥ ORiESM (31 %—)

Wiy =Ty - (328—)

ZW S =F DU —r To— (322—2)

B S =FyDANRNET gy (338—=)

BT T =F ¥ DA RV MR (33 8—Y)

PWiL S =F x0TI ay (343—0)

By S =F vy OEE (34 3—)

PO FrDBE

CallHome ¥ A7 ADBWiv 7 =F % (DS) i > TWAFIRAR T L—LU—2712X 0.,
LWARY PBIUORHINT D CLI 2 ERTEET, ZNOOCLIZHEATEIE, VA2 V7
Ny =T 57 77— REFTIZINEDAL Ry NESTTTXET,

DSIZ XV, XD Call Home HERE T HR— FENTWARWA R N XA TE NI H— X AT
PEBMMPICERTEET, DSHT VAT AL, 774 NVET A R IX T a— KL CALE
L, i =F v A X Da—N Ny 7 B0 LET,

. Call Home D% E
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s =7 romzst [

WL VS =F v BRI, T ANDOEROT O ENEBLY F=F v BTN, AIA T a— R
LET, DS 77 A ViE, WA X bOBEHREREL., 2NHDOARX DN T TN 2—
T4 T REARMETSE, V=~ NERT T ANV TT,

DS 77 A NMTIE, A X FOHRBHAZIEET A XML T —Z &, MWERT 7 a w3715
CLIa~V RELIFAZ VT INEENTWET, 607 7 A ik, EBEM, EEt:, &
X2 T 4 BAAT DI, VAT FERT T — R A= 4 ICkDTFT oA NELEINTWE
7,

DS 7 7 A VOREEIL, IROWTINTT,

e AR NFATERET D, AXT—HICES HMRESL, £, AV FOREST
7 aryDFET (728 ZIXCLIZEH LI HmONE) ITEHTE2Z20MoHRS 2
WCEENET, IBIT, ZOBLIE, BEOATIIRTHEMER E L TT A ZAOREE
EHEFTHZLHLTEET,

o $HARIAIA XY N v F—T % (EEM) Tool Command Language (Tcl) A7 U 7 hMZ3-5<
Bl ZTHIFEA R D LURZITTH LA R REFEEL, Tl A2 V7 K TEIMOT
JvarEBELET,

o FREROM T O OMAE I,
DS 7 7 A MIZIR DO ERITER NG ENTHET,
¢ ID (—ENEE) DSOMBIMFEATEXEIDS 77 ANV EeRT—EHDF—,

« &1 (ShortDescription) :®IRAH Y A R THEHTE 5, DS 7 7 A MZBET 5 —
5

BB AT BT,
CUESaY A=V VER, DS OWNEREH SIS L KEARYET,

cARVIBEUTIL I BmHEREDA R N AR NOREBIZEITTRET Y
varEE#RLET,

rmu

BW YU ZTF v DETIRE S

FNRAAZZWY 7V =F % (DS) #F v ua—RLUTHRET DRI, ROFEHEZMT- LTV
z) & %%th L/jij‘o

e TNA RO EDODS ZED Y TCHMLENRHY ET, T4 ZA~DO DS OEID YK TO
AN OWTIR, Wi =Ty Xy re— R 328—) EZRRLTIEIN,

DS7 7 ANEHE T a— KT 57X HTTP/Secure HTTP (HTTPS) k7 AR — b d
BT, m%Hﬁmﬁ%ﬂ@m£%47 TZT HITIE, FRRER) (CA) FEREZ A
VA M= TABLEND D F,

\)

6= 7 A BT RE AR ET D5 AT, CAREFIIAETY,

Call Home %% [
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. BWLIZFrDFyoa—F

W —FrDSFHO0—F

W

"

e =Fx DS) 7r7ANEX U a— KT 521F, X =7 HTTP (HTTPS) '&u k=
ANUBETT, TRAL AT 7 ANEE T a— RT5 50 LTEFA—NEEFRE2TT
WICRELTCWDAEA, DSZX v rn— KLU THERATHICE, B0 Y THEAT T T 7 A VR
HA%& HTTPS ICAEH T HMERH Y £,

Cisco Y 7 b U = TIIREMOFEIMERS (CA) MO DOFEHET— V2TV a =7 (R1F,
BLOEHET L HFREAERTH720DICPKL F T 2 M — VEHBREAHEH LES, T4 AT
X OHRENRT 7 LV B TA F—T7NMCHESNTWVET, M T AN —UEEEIZL D, CA
RERAENHBIICA A b= ENE T, CAGEHAEL, %62 HTTPS % — "OFGEIC LB T
7

DS7 7 ANEZ Yy a— R 570D DS HERICIE, HEHEX T o— REEfHZy om—
RO2FEENHY £9, FHEX 7o — NE, FLEHINZDS 77 A VEERLET, £
ey vm— RERZ Y T—35120%, EMNRRELZENT L0, £7234 T~ RT
CLI #Bt L E 7, X T o — REHIE, ZRINTEDS A=V a BT 3A 2 LD DS
W=DV EBRRDGEICORIATENE T, EHIRIRL 7 v— X, DS Web R—%Z L)
BT A 2T TIZEID Y THN DS BIFHET 2L BICORBM I NET, F Y TR TH
Nietk, RICTARAADLDOEMA VXU R A ybE—U~OEoFiz, EMiN72DS DX
yoa— RBIOEFHZRGT X9 T A RZ@HTDH7 4 — /L KPR EENET, DS B
BRA v bE—II2F, DSORAT—Z AL Vg v FEenaEnEd, 2nicky., &EY
EYa B EODS TR Ty — RENET,

WA T a— RTIE, $ED 12O DS £ HEDO DS BN v — REhEd, @&
vona— REHEREZ N =T M—DHEE, A>T~ RTCLIZHET 52 & TY,
WA 7 o — FEHERTIE, T4 ZA LEOBEDO DS 7 7 A LDR— g TR L,
BHNA—=YardODS 77 A ANE T rn— RENET,

DS 7 7 A NMTIET DX NVBLANMHNTWET, Forn— REND5TXTODS 771 ViZ
L CTEBLORIENFEITIIL, 77 ANVNEHTEDL Y —ANLDLDTHD Z &ENHERIN
ESc

o =—FrDI—- 70—

Cisco Y 7 b =7 Tldiziry 7 =F % (DS) MEEENT 7 4L b TA F— T I E ST
9, iy =F ¥y 2 HEAT IOV T —%2RIRLET,
e X —FRTBEDSERDITT, FNHET AL AZEINYTET, ZOAT v 7L,
DT X 7o — R TIIMETTR, Ml 7o — R TIEINETEH Y FHA,
« TS AL, DO EYIFA T o — REIA T~ o oMl #7 oo — T, #0Y
THONTWAETRTODS FHRIT/HED 1 >ODS XU a—RKLET,
* T AFTARTODS OFT VHNVELERFEL £, BRECERKT D L. T34 A
T—= K7 T an—RKT 4 AT R EDEEMT 4 AZIZDS 7 7 A NVERFLET,

ik, TR A a—RRIZDS 77 ANV ERHIRDZENTEES, L—HT
IZ. DS 7 7 A /L7 bootflash:/call home & 1 L' 7 s VITIRTESNLE T,

Ei—]

Call Home DEXTE
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v s=Frns vrersvay |

e TNRARIDS OEFHVED a L ERELTT A, ANOEHEWI BV g VA EE#Z D7
DI, MEOTEM DS ¥ v m— REREZEE LT ET,

o TNA RFIARY FEER L, AXRVEIBREETDE, DS 77 A MIEZRINTNET
JvarEFETLET,

BT ZFYDARNUNETI VT Y

ARV eI varvkTrvarkwsvaid, iy =F v THEMA IS EeMEK T,
AR MBIV a T, AN MRBIEA SN TR TOA X FNORMEEZERLET,
TIvarksvaryTiE, AR MEARICETTALERNH LT XTOT 7 ay (2L
Z ¥ show 2~ > R ZUE L THEHT O 72 912 Smart Call Home (23515) MU X M &N ET,

MU ZFrDA R MEH

ZWie 7 =Fx (DS) DA ~» MRIHOTTEE LT, Bt N MR &R N B
D2OPERESNTNET,

B—a ARy EH

EERRIE, KO 2 EO VAN T,

DS A XU MEEXA T : R —=FEINTNDEA R N XA 7L, syslog, THI, &%iE,

BIRHEMESER (OIR) . B XU Call Home TF,  [HIRE) L1, 2O XA 7D DS 131~
Y hEBREET, XU u— RSN EEBIZEOT 7 a v RNETEND I EERLT
WE 9, Call-Home % A 1%, BEFDOT 77—k Z—F I L CEHZE SN TV D BED

CLIa~y REEELET,

¢ HPIAIA RN h =3 —T % (EEM) f8EHX A 7 :Cisco Y 7 MU =T 2 EETH L7z
<, TRTOFLWVWEEM ARV N F 4T 7 2% HR—FLET,

EEM Z [ L7=A X LSS Tl Tool Command Language (Tcl) A7 U 7 h&ff -
TAXRY MR ZA TR EESND L, DSH M) T—SNET,

BEARY FRHE

A X2 MR TR, BEOANR N T 4T 7 & ST HDEBOBHRRA T =7 MIR
e, BROA R bAEMMZERLET, A~ MroRERERITIE, BExgA ~
YT 4T RICETAEEA NN MABEE GO L LN TEET, L XIE 3 o0 R
k7472 % (syslog, OIR, IPSLA) 73, DS 7 7 A VOIERBFICER SN E T, ZhbDA
NN T T 7 XU THRE S VA MBI, syslog £ X R L VOIR A X 3RS
MU T—ENDH, T IPSLA BWHEMT R H—END5E112, DSBT 7 v a & FETT
HTEERLET,

Call Home %% [
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B esoor=-5v07sa>

MO FNYDTI Iy
BWiL S =F % (DS) 77 A ME. A~ FORECIET_ESEXERT /a0 T

HRENES, 77 ar 24 7%, BEDA Xy M LTI END T 7 2 a » OFfEkE
ZRLET,

BEE, 77 ANEN ARG~ A XTI S D DS NOEHKTY,
DST 7 vavid, RD4ODH A FITHEENET,

» call-home

» command

* emailto

* script

DS 77 v a v ¥ A 7 call-home 3 £ O emailto {FA X b F—X ZUVE L. Call-Home % —/3
FLIFEREHLBEBTF AN T FLRAIAvE—VEZEELET, ZOAvE—UTIE, Ay
t— # A4 7L LT [diagnostic-signature] , A vtE—Y %7 X147 L LTDSID BMEMHE
=

DST 7 v arv A FICEHLTERSNTWSa<r Rk, T8 ZOFREDEF, show 2~
R ADOWEE., F1ETF A A TOLEEDEXEC 2~v Yy ROFE{TEITH CLI=2~ > RE G
LET, DSTZ v ar XA Fscriptid, Tl A7 V7 N&EITLET,

P FrDEHR
BHEITZW L 7 =F % (DS) WTHHREIN, DST7 7 A NEHAZARTHTE-DIER IR

£, DSERAMOEL L XBIT D720, TNTODSELENLIITT VT 4 v 7 Ads_ S
WTWET, P R— SN DS EHDOHX A T HLITFITRLET,

s VAT LER REEEELETLHZ L, TAALRICKY BEUIZEI D B THNADLERL,
Wy 7 =F ¥ HEHETIL. ds_hostname 35 X OV ds_signature id D 2 DD 2 AT LMY
AR—hSNTWET,

« BRIEASK ¢ call-home diagnostic-signature == > 7 4 ¥ = L'— 3 3 > ®&— KT environment
variable-namevariable-value =~ > R &> CTFEITHEI W 4 THNDE, 93CTD DS 85
BEEOL R EEEFRRT HI21E, show call-home diagnostic-signature =~ > R&fEH L £
T, RIEROBREEBN DS 7 7 A MIEGEENTWDLHA, BEMRIEINDLET, 20
DS IIREIRIEED £ FI1T/2 0 £,

o a7 NEH . R EXEC & — K C call-home diagnostic-signatureinstall ds-id =~ > K
S TFHTHY Y TOHNLME, ZOMEEHRELRWER. DS D AT —Z X3
2720 £,

s FHSBHREH  FRERIN-CLIa~y FEHE D, FHREBRAMEH LI RZF—r <
FIZE->TEY LB TOHNLE, ZOfEIEDS ODETHIZE Y TOHNET,

e syslog 4 X NEH : DS 7 7 A LTD syslog 4 X2 MEHFIZE VL THNDE, ZD
ZEHUE, syslog £ X MEHICEA L TOHRG2TT,

. Call Home D% E
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n/l’-kﬁ/a FrDEREHE .

BT FYDRERE

PZWrs /' =F 4 ® Call Home —E ZDOHEE (35 2—)

Py S =F v ORE (37 2—)

WS Y —F v Call Home H— E X DEE

Py 7 =F % (DS) ICBHHET 2B OREILTH HEEILOELF A —/L T KL AL, DS
TrFANDHE T 11— R T D HTTP/secure HTTP (HTTPS) URL 2 K@% ET 57
¥IZ, CallHome —E RAEREAHZRTE L F T,

Fo, L=V o7y A LEERL, ELWEMEZREL, 207077 A LE DS
77 ANELTEDVYTHZELTEET, EMNRY Y m— ROSHE, 7L A2 |
U Ave—VOEHKZKICERPDEEINET, AN OEYHRELEFTTLHE, DSOE
HMrora—REFBArYa—LaInEd,

)

CE) F 7L PFTIE. FRIERSNTZCiscoTAC-1 7277 A ABDS 7Tua 77 AL LTA R—
TVCEEINET, TNEFEHTL I L2BEOLET, TWEEHATLIHEG, HELERD
BB, ARt RO E L http ICEE 5 Z L7217 T,

FIEDHE
1. configure terminal
2. service call-home
3. call-home
4, contact-email-addr email-address
5. mail-server {ipvd-addr | name} priority number
6. profile profile-name
7 destination transport-method {email | http}
8. destination address {email address | http url}
9. subscribe-to-alert-group inventory [periodic {daily hh:mm | monthly dayhh:mm | weekly
day hh:mmj} ]
10. exit
FIED %
ARV RFEREETO3 Y B#
AT w71 |configure terminal Ta—r ) ar7 4 Xal— gy T— REBs
15“ : Liﬁ—o
Router# configure terminal
RTwv T2 |service call-home 734 AT CallHome h—E A% A F—7/MIC L%
i kK

Call Home D% E .



B 252 7=5 0 callHome ¥—E 2 DEE

Call Home OB |

ARV FFEREETIVa Yy

S

Router (config) # service call-home

RFw 73 |cal-home Call Home % 5% ET 572912, Call-Home = > 7
i - Fal—varE— FEBLET,
Router (config) # call-home

R w74 |contact-email-addr email-address (£5Z) Call Home DRAZ KA AT A&
4 - A=)V T RLABE D B TET,
Router (cfg-call-home) # contact-email-addr
userid@example.com

XTFw 75 |mail-server {ipvd-addr | name} priority number (fE:E) Call Home @ Simple Mail Transfer Protocol
B - (SMTP) DFEFA—/L P —" T L ZAEZHE L

- N s = < o 2
Router (cfg-call-home) # mail-server 10.1.1.1 I, ZOITREL \ﬁhb)? ]?S TSR Sh
priority 4 TWAT 7 v a CETFA—NEEREENLGE
WZDOBLEHSIVET,

RAFw 6 |profile profile-name CallHome D584 7 11 7 7 A /L A% L. Call Home

i - a7y AN ar74Xal—yaryE— NEH
Ly

Router (cfg-call-home) # profile userl ﬁn[/§£7fo

25w 7 |destination transport-method {email | http} CallHome D357 10 7 7 A VOt A HEE L
15'] : iﬁ—o
Router (cfg-call-home-profile)# destination GE) ZWry S =F v R TETHITIL. http
transport-method http j—7o‘.‘/5 ‘/%ﬁﬁﬁ?é%%i)\% Y \i—g—o

XFw 78 |destination address {email address | http url} CallHome A v B —VFEEHLDOT RLA XA T n
Bl - revarvERELET,
Router (cfg-call-home-profile) # destination GE) ZWr S =F v R ET HITIT. http
address http o N N N
https://tools.cisco.con/its/service/oddce/services/DDCEService| A7 = /%{ﬁﬁﬁﬁ‘é%%#&) v iﬁ—o

AT w79 |subscribeto-alert-group inventory [periodic {daily|Call Home ® Inventory 77— k 7 /L —7IZB84 %
hh:mm | monthly dayhh:mm | weekly dayhh:mmi]| x o+ — 2 a% =425 5. 5658707 7 A L4
i - ELET,
Rogter(lc):fq—calll—home—profile)# e aai e ZPDavwy RiE, DS 7 7 A NVDEMKIHF T

ibe-to- t- i t iodi i .

ST4?§El e-to-alert-group inventory periodic daily b RO S T

AT w10 |exit CallHome 7 77 A )V a7 4 X2l — g
%l - ET— RF&EKTLT, CallHome 27 4 F = L —

Router (cfg-call-home-profile) # exit

vary E'—FRIIREY ET,
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©

RDBERY

sy s=—Froxz |

BIROFIETHE LT a7 7 A NVEDS 7Tu 77 AL LTEREL., TOMD DS /3T A—

HaRELET,

Wi —F v DEKRTE

188 BRI
Call Home #5E

FEL T, CallHome 71 7 7 A LDEMZFRELET, T 74/ b D Cisco

TAC-1 7a 7 7y A NVEMEAT L, HILERLT2—F a7 A VEFHTXET,

FIEDHE
1. call-home
2. diagnostic-signature
3. profile ds-profile-name
4. environment ds env-var-name ds-env-var-value
5. end
6. call-home diagnostic-signature [{deinstall | download} {dsid | all} | install ds-id]
7. show call-home diagnostic-signhature [ds-id {actions | events | prerequisite | prompt |
variables | failure | statistics | download}]
FIED %
ARV KRFERRETY Va3 Y B#Y
AT 71 |cal-home Call Home # 7% &3 5722, Call-Home 2> 7 o
i - Fal—rvarE— Rl LET,

Router (config) # call-home

R T 72 |diagnostic-signature Call Home 2> 7 =F ¥ £— F&BM L £,
fi
Router (cfg-call-home) # diagnostic-signature
AT 73 |profile ds-profile-name THA A ETREiv 7 =F+ (DS) MMEMT H50%
B - Ta7 A NVERELET,
Router (cfg-call-home-diag-sign)# profile userl
R Fw 74 |environment ds env-var-name ds-env-var-value FNA AD DS OBREEMEERELET,
f
Router (cfg-call-home-diag-sign) # environment
ds _envl envarval
AT w75 |end Call-Home ZWis 7/ =F v £ — R& KT LT, Fi
il - EXEC &— FIZRY £

Router (cfg-call-home-diag-sign) # end

Call Home %% [



¥

Wi =F ¢ ORE

Call Home OB |

ARV RFERETIVa Y

B8

R 76 |cal-home diagnostic-signature [{deinstall | FNRARATEZWY V=F% 77 ANV EX T 01—
download} {ds-id | all} | install ds-id] RO AV A=, EFET oA A =L LE
f T
Router# call-home diagnostic-signature download
6030

R w77 |show call-home diagnostic-signature [ds-id {actions| Call-Home ZWi> 7/ =F ¥ FiHf s F R LE T,

| events | prerequisite | prompt | variables |
failure | statistics | download}]
{5l

Router# show call-home diagnostic-signature
actions

. Call Home @

DT ZTF v DEREH
wIZ,

By 7 =Fx (DS) 77 A NVOEMRRF T a— REREZ A R—T /T

LR R LUET, ZORETIE, B % 2:30 (Y —E 2 Call-Home ¥— 2T T
HFroom— RERPEESIN, DST7T7ANVDOF = 7% LET, EEFIEZHTTPIC

RESNET,
Router> enable
Router# configure terminal

Router (config) # service call-home
Router (config) # call-home

(
Router (cfg-call-home) # contact-email-addr userid@example.com
Router (cfg-call-home) # mail-server 10.1.1.1 priority 4
(
(

Router (cfg-call-home) # profile user-1

Router (cfg-call-home-profile)# destination transport-method http

Router (cfg-call-home-profile) # destination address http
https://tools.cisco.com/its/service/oddce/services/DDCEService

Router (cfg-call-home-profile)# subscribe-to-alert-group inventory periodic daily 14:30

Router (cfg-call-home-profile) # exit

Router (cfg-call-home) # diagnostic-signature

Router (cfg-call-home-diag-sign)# environment ds_envl envarval

(
(
Router (cfg-call-home-diag-sign) # profile userl
(
(

Router (cfg-call-home-diag-sign) # end

WA, BRR ORERL T D show call-home diagnostic-signature ==~ > KO H #2757 L%

j—O

outer# show call-home diagnostic-signature

Current diagnostic-signature settings:

enabled
ACTIVE)

Diagnostic-signature:
Profile: userl (status:
Environment variable:
ds_envl: abc
Downloaded DSes:

DS ID DS Name
6015 CronInterval
6030 ActCH

s
it

Revision Status Last Update (GMT+00:00)

registered 2013-01-16 04:49:52
registered 2013-01-16 06:10:22
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6032 MultiEvents
6033 PureTCL

Call Home X EBEHR D TR

show call-home =2~ > F& 3 XA THEA LT, Call Home ZEFHE TR TE ET,
X IEE & Call Home fF# 2 £ond 2121, WO FIEIZHENET,

FIEDHE

F IR D FH

show call-home
show call-home detail
show call-home alert-group

ok wbd-=

show call-home mail-server status
show call-home profile {all | name}
show call-home statistics [detail | profile profile_name]

Call Home E%EFEHRD KT .

registered 2013-01-16 06:10:37
registered 2013-01-16 06:11:48

= o
o o

AU RFEREIT7IIY

=)

A7 71 |show call-home Call Home & DBE 2 FK R L £,
i -
Router# show call-home

R F2|show call-home detail Call Home % E DFFfl 2 LET,
il -
Router# show call-home detail

R 73 |show call-home alert-group B RTEEA T T — b J T b 2D D AT — 4 A
15“ . ?‘Zi%ﬁ_\‘ Li—g«o
Router# show call-home alert-group

R Fw 74 |show call-home mail-server status WEFHDE A —)L b—R_"OT AT T 4 %
Bl Fxv s LTRRLET,
Router# show call-home mail-server status

A7 75 |show call-home profile {all | name} FRESNISLE T 7 7 A NVORELZFRLET,
i - alF—U— RNzl LTINTosmE7n 77 AL
Router# show call-home profile all DRGEEFRRLET,

A7 76 |show call-home statistics [detail | profile Call Home - > b OfgiHE @A £ R L ET,

profile_name]

1

Call Home %% [
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REFRORT

Call Home OB |

ARV RFERETIVa Y

B8

Router# show call-home statistics

1

Call Home 1EER D E£Y

Call Home 15RO £

B ATREZ: Call Home 75—k S )L—T

EA—)L H—/I\DRXT—4 RIEH

TRTOEETOT 74 ILDIER

a

—HERTETO T 71 ILDIER

Call Home D #fETIER
KiZ, showcall-home =~ RORR L ATy a v ZEA LIZBAEOH 2R L £

B

Router# show call-home
Current call home settings:

call home feature : enable

call home message's from address: router@example.com
call home message's reply-to address:

support@example.com

vrf for call-home messages: Not yet set up

contact person's email address: technicallexample.com

contact person's phone number: +1-408-555-1234

street address: 1234 Picaboo Street, Any city,

customer ID: ExampleCorp
contract ID: X123456789
site ID: SantaClara

source ip address: Not yet set up
source interface: GigabitEthernet0/0

Mail-server[1l]: Address: 192.0.2.1 Priority:
Mail-server[2]: Address: 209.165.202.254 Priority:

http proxy: 192.0.2.2:80

aaa-authorization: disable
aaa-authorization username: callhome
data-privacy: normal

syslog throttling: enable

Rate-limit: 20 message(s) per minute

Snapshot command[0]: show version
Snapshot command[l]: show clock

. Call Home D% E

(default)

1

Any state,

2
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Available alert groups:

Keyword State
configuration Enable
crash Enable
environment Enable
inventory Enable
snapshot Enable
syslog Enable
Profiles:

Profile Name:
Profile Name:
Router#

campus-noc
CiscoTAC-1

Router# show call-home detail

Current call home settings:
call home feature enable
call home message's from address:
call home message's reply-to addr

vrf for call-home messages: Not y

contact person's email address: t
contact person's phone number: +1
street address: 1234 Picaboo Stre
customer ID: ExampleCorp

contract ID: X123456789

site ID: SantaClara

source ip address: Not yet set up
source interface: GigabitEthernet
Mail-server[1l]: Address: 192.0.2.
Mail-server[2]: Address: 209.165.
http proxy: 192.0.2.2:80

aaa-authorization: disable

aaa-authorization username: callh
data-privacy: normal

syslog throttling: enable
Rate-limit: 20 message(s) per min

show version
show clock

Snapshot command([0]:
Snapshot command[1]:

Available alert groups:

Keyword State
configuration Enable
crash Enable
environment Enable
inventory Enable
snapshot Enable
syslog Enable
Profiles:
Profile Name: campus-noc
Profile status: ACTIVE
Preferred Message Format: xml
Message Size Limit: 3145728 Bytes

email
noc@example.co

Transport Method:
Email address (es):

grrmoxs [

Call Home

Description
configuration info

crash and traceback info
environmental info
inventory info

snapshot info

syslog info

router@example.com

ess: support@example.com

et set up
echnical@example.com
-408-555-1234

et, Any city, Any state, 12345
0/0

1 Priority: 1

202.254 Priority: 2

ome (default)
ute
Description

configuration info

crash and traceback info
environmental info
inventory info

snapshot info

syslog info

m

Call Home D&% E .
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REFRORT

Call Home O |

HTTP address(es): Not yet set up

Alert-group Severity

configuration normal

crash normal

environment debug

inventory normal

Syslog-Pattern Severity
. *CALL_LOOP.* debug

Profile Name: CiscoTAC-1
Profile status: INACTIVE
Profile mode: Full Reporting
Preferred Message Format: xml
Message Size Limit: 3145728 Bytes
Transport Method: email
Email address(es): callhome@cisco.com
HTTP address(es): https://tools.cisco.com/its/service/oddce/services/DDCEService

Periodic configuration info message is scheduled every 14 day of the month at 11:12

Periodic inventory info message is scheduled every 14 day of the month at 10:57

Alert-group Severity
crash normal
environment minor
Syslog-Pattern Severity
. *CALL_LOOP.* debug
Router#

Router# show call-home alert-group
Available alert groups:

Keyword State Description
configuration Enable configuration info
crash Enable crash and traceback info
environment Enable environmental info
inventory Enable inventory info
snapshot Enable snapshot info
syslog Enable syslog info

Router#

Router# show call-home mail-server status
Please wait. Checking for mail server status ...

Mail-server[1l]: Address: 192.0.2.1 Priority: 1 [Not Available]
Mail-server[2]: Address: 209.165.202.254 Priority: 2 [Available]
Router#

Router# show call-home profile all

Profile Name: campus-noc
Profile status: ACTIVE
Preferred Message Format: xml
Message Size Limit: 3145728 Bytes
Transport Method: email
Email address(es): noc@example.com
HTTP address(es): Not yet set up

Il call Home D&%
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Alert-group Severity

configuration normal

crash normal

environment debug

inventory normal

Syslog-Pattern Severity
. *CALL_LOOP.* debug

Profile Name: CiscoTAC-1
Profile status: INACTIVE

Profile mode: Full Reporting

Preferred Message Format:

xml

Message Size Limit: 3145728 Bytes

Transport Method: email

Email address(es): callhome@cisco.com

HTTP address (es

Call Home E%EFEHRD KT .

): https://tools.cisco.com/its/service/oddce/services/DDCEService

Periodic configuration info message is scheduled every 14 day of the month at 11:12

Periodic inventory info message is scheduled every 14 day of the month at 10:57

Alert-group Severity
crash normal
environment minor
Syslog-Pattern Severity
+cALL_TooR.x dgebug

Router#

Router# show call-home profile campus-noc

Profile Name: campus-noc
Profile status: ACTIVE

Preferred Message Format:

xml

Message Size Limit: 3145728 Bytes

Transport Method: email
Email address (es):
HTTP address(es):

noc@example.com
Not yet set up

Alert-group Severity
configuration normal
crash normal
environment debug
inventory normal
Syslog-Pattern Severity
.*CALL LOOP.* debug

Router#

Router# show call-home statistics

Message Types Total

Total Success 3
Config 3
Crash 0
Environment 0
Inventory 0
Snapshot 0

Call Home D&% E .
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SysLog 0 0
Test 0 0
Request 0 0
Send-CLI 0 0
Total In-Queue O 0
Config 0 0
Crash 0 0
Environment 0 0
Inventory 0 0
Snapshot 0 0
SysLog 0 0
Test 0 0
Request 0 0
Send-CLI 0 0
Total Failed 0 0
Config 0 0
Crash 0 0
Environment 0 0
Inventory 0 0
Snapshot 0 0
SysLog 0 0
Test 0 0
Request 0 0
Send-CLI 0 0
Total Ratelimit
—-dropped O 0
Config 0 0
Crash 0 0
Environment 0 0
Inventory 0 0
Snapshot 0 0
SysLog 0 0
Test 0 0
Request 0 0
Send-CLI 0 0

Last call-home message sent time: 2011-09-26 23:26:50 GMT-08:00

Router#

Call Home O T 7 4 JL FEETE

W DFEIZ, CallHome DT 7 4 /v FREZRLET,

"

% 2:Call Home T 7 + )L F&TE

o O O o

O O OO OO oo oo O O OO OO oo oo

O O OO OO oo oo

Call Home O |

—_

NFA—4 T4
Call Home #§EED A 7 — & A Fo4E—T I
A—WERTD T FAINLDAT—F A Active
EFRFHDY A TAC 717 7 A L0 AT — | Inactive

S

s

Call Home D& TE
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75—t sn—JoEss~vteazor |

INTG A=A T4k
HAE VA HAA—IL
AyE—=VDT p—~vv kN HAT XML

By FRAN, va— R TFFA R, F720%|3.145,728
XMLIEATEHESND A vE—VD5EA >
=YV A X

TI—=h IN—=TDAT—H A A =TI
CallHome A vt —Y DO EZ 7 ¢ (HEHKE) |Debug

L& WMl

1 ISR ET DA vE—T O L— MR 20

AAA Authorization F A4 =T
Call Home @ syslog A vt—Y 2y U ¥ |4 Fx—T )b
P

F—B TTA N — L f e

T7o—hcJIL—TOEHARNFEOaATUR

CallHome &Y A XV MIT 7 — b Z A=A SN, &7 77—~ JA—72iE, 41X b
FRAERHIFEITEINDa<wr RREIV S COHNET, BRI A vE—2iZida~wry RHEON

GENET, ROETIE. £T7IT—F I L—7F

TN—TDEAR NOVETT ¢ (FEKRE)

WCEERLEBA N FERLET, TI—F

L. EfTE&RRSavr FLRLET,

Call Home %% [
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. FTS5— b TL—TORBA Ry TR

& 3:CallHome 75—+ TIL—T, 4R+, BLUEIE

Call Home DEEE |

75—k 4 )L— |CallHome &2E4A |Syslog 1 N> b |SEST 4 (BEX|HBALLUVETE

7 ~v b ) W EE T

Crash SYSTEM_CRASH |- - YT =T T
AR
HA R R,

The following
commands are
executed:

show version
show logging
show region
show inventory
show stack

crashinfofile (Z
crashinfo 7 7 1 /V
DODNEEFRRLE
)

TRACEBACK

Y7 hy=T DR
L—A Xy r A
N RERHLE
EE

The following
commands are
executed:

show version
show logging
show region
show stack

s
hily
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75—t sn—JoEss~vteazor |

7Z— bk FJL— |Call Home #2&1( |Syslog 1 N>+ |YEST«4 (EX|FHASIUETS
7 V2 ) hdavv kK
BE - - - EFE T I IR ER
FA -~ MZET
Ha—WAER I
7o R,

The following

commands are
executed:

show platform
show inventory

show
running-config all

show
startup-config

show version

b
i
\
\
\

wR, 770 R
JET T — Ll ED
REY U
FICBET 51X
VL

The following
commands are
executed:

show environment
show inventory
show platform

show logging

_ SHUT 0 REET=40
Yy v MU E
BEIE L F L7,

_ - ENVCRIT 2 RS F 7 1R
EMEN T VT 47
e LEVEZ R
ZFE LIz,

_ _ BLOWER 3 MBI DT 7
kLA N2,

Call Home %% [



. FS—k FI—TORE AR FEaATUR

Call Home OB |

7Z— bk F)L— |Call Home #2&1( |Syslog 1 N>k |YEST«4 (EX|FHASIUETS

7 Ry bk FE) ndavrk

_ _ ENVWARN 4 IR F 7= 13 E R
TEEIVEL L& W
fEEBzE L,

_ _ RPSFAIL 4 PRI bR L7
F 2B HD F
7,

_ ENVM PSCHANGE 6 BIRAG DETE

_ _ PSLEV 6 EIIREED L H

_ - PSOK 6 IR IE 5 B E
LTWbXEHT
7,

Il call Home D&%
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75—t sn—JoEss~vteazor |

Call Home &2 &)1 |Syslog 1 N> k

EST4 (EX|HASLUETSE

T53—hTNL— >
7 b E) hdawr K
Inventory - - -

Call Home %% [



B 5-+rr—Joesrroreazor

Call Home OB |

75—k JIL—

Call Home &2 &1

Uk

Syslog 1 N> |+

BB KUERTS
hdavo kK

Inventory A7 — %
A%, =y bR
a—/)L K 7—h
Shi=-%a

FRU 23N E 72
BN R NV Wit
HITHEIND,
ZiuL, ERTIE
RNA R N ER
7RI, IEERIEA
T A LB
ENWEH IS
P4 — R Cs(E
SNHTRTOA
PR Ay
=L TV
E— N THESN
DT IVHE A
YR AvtE—
VIR LTHEITS
nta<r R
show diag all
eeprom detail
show version
show inventory oid

show platform
TV — KT
EEIND 7L
AR
A= IZx L
THEITESNL =~
VN

show platform

show diag all
eeprom detail

show version
show inventory oid
show bootflash: all

show

Il call Home D&%
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75—t sn—JoEss~vteazor |

T53—hTNL—

Call Home &2 &1

Ry b

Syslog 1 N> |+

BB KUERTS
hdavo kK

data-corruption
show interfaces
show file systems

show memory
statistics

show process
memory

show process cpu

show process cpu
history

show license udi
show licensedetail

show buffers

HARDWARE
REMOVAL

REMCARD

H— KN Aw v b
%d NHED /X
N, Ao ¥ —7=
AANT 48—
NI o Tz,

HARDWARE
INSERTION

INSCARD

F— KPR A| v b
%d A S E
Lz, BE A
2 —T A AL
vy hFTUL
EJr AN

Syslog

syslog {2 7 i dk
SNDHANU |

The following
commands are
executed:

show inventory

show logging

SYSLOG

LOG_EMERG

VAT DHMERAR
AREZRIRTE,

SYSLOG

LOG ALERT

IS5 op AN/

SYSLOG

LOG_CRIT

R TT

Call Home %% [
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Call Home O |

7Z— bk F)L— |Call Home #2&1( |Syslog 1 N>k |YEST«4 (EX|FHASIUETS

7 Ry bk %) hda<w2 kK

— SYSLOG LOG_ERR 3 T —IREETT,

- SYSLOG LOG_WARNING |4 BRI AR RS

- SYSLOG LOG NOTICE 5 EFTEDEKIR
fE,

- SYSLOG LOG_INFO 6 PGS

- SYSLOG LOG DEBUG 7 FRy L~
Ayt—,

AN Avt—

The following
commands are
executed:

show platform
show inventory

show version

AytE—CNDAR

ZITHEH T IN—T A=V ORNEFOEXERT W ODOEERLET,

ROFIZ, Ya—FTHFAF AvE—VORNET 4=V FaERLET,
F4:Va—FTERF AvE—SORR

T—4IEE L]

734 Z 1D RIE ST N A4

HIKFA & EEA X hDHA AR T

I —HA = B A N h ORI (9EEE)

T T — DR VAT A Ayk—VICEHESNS L) T — LUL

WDOFEIZ, TRXCOOLTTHFARNRAyE—T L XML A vE—0 358

BT H5HNAR7 4 —/L K

%%LiTo%m®77~byw—7f/t JICEAED T 4 — L R, @7 4 — L FD
BN A SN E T, FHARA » MIFEIORLTWET,

. Call Home D% E
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R5:OVT THRRAP AV E—DEXMLA Y E—SFTRTITHBED T 4 —IL K

rvt—vonz ||

T—4EE (FL—r TFX
b & & U XML)

BB (FL—r THFRRARE &
U XML)

Call-Home » v +— 424
(XML @ &)

Time stamp

ISO FFZIZRFE (YYYY-MM-DD
HH:MM:SSGMT+HH:MM) =
XA ANEZ A L
2B T

CallHome/EventTime

A ve—T4

A= D4R, BRI
AR NLDY A NIT T—
kN Z—T7OfdE A X R b
avw R (458—=Y) (TR&
nTunxEd,

Ya—hFTFAMAvE—Y
DIGHE DI

Ao —T 2T

[Call Home] % ¥&8/E.,

CallHome/Event/Type

Message subtype

BEDAyE— A7
full, delta, test

CallHome/Event/SubType

Aov— F)—F

lreactive| ZI5E, T 7 4 /v
M Treactive] TH D=,
{5,

Long-text A & — U Hi [

eI (ERE)

Avt—UOVETT 4 (H
KE) (Ave—VEZ
T4 (EKE) LEvME
~=) EZH)

(17

Body/Block/Severity

B
i)l
=
o

J—7 7ua— T nbER
BisE T o2 A7, —i%
W7 > I U4 TT,

Long-text A & — U HH

Call Home %% [
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Call Home OB |

T—4EB (FL—r TFR
k& & U XML)

BB (TL—r TR MEL
U XML)

Call-Home » v t&— 424
(XML @ &)

T34 A ID

AvE—VEARTHZ R
7734 A® Unique Device
Identifier (UDI) , A vt&—
N7 7TV w7 AA v FITH
B TRWES, 207 4—)b
Fixz=E, B,
type@Sd@serial,
stypeld, Ny 7S L—r
IDPROM 7> 5 DR Al
E.
@ IZXYIY XFTT,
-SdiFC T, YUTAID
Exr— VU TINEE
ELTRELET,
~serial 13, Sid 74— K
Lo Tl SN2 E =
<7,

f : CISCO3845@C@12345678

CallHome/CustomerData/
ContractData/Deviceld

B AR <— 1D

PHR— K F—E RIS TH
FIE R OO ID I S
NAF7aroa—FRE
AIREZR T 4 — L N

CallHome/CustomerData/
ContractData/Customerld

A% ID

PR—h H—tRICLSTH
FIE R DD ID I S
NHF7arDa—RE
AIREZR T 4 — L N

CallHome/CustomerData/
ContractData/Customerld

# A ~ID

VAaPEE LY A MIDE
TEBOYR— —E R
Lo TEWRD® D Z DD
TN S ATV 3
Y DO—YERIEFRER T 1 —
VR

CallHome/CustomerData/
ContractData/Customerld

. Call Home D% E
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rvt—vonz ||

T—4EB (FL—r TFR
k& & U XML)

BB (TL—r TR MEL
U XML)

Call-Home » v t&— 424
(XML @ &)

Server ID

Av—UNT7 77 Uw s A
A v TFPLERSNTWDY
H. THIAAL v TFOEFO
T34 21D (UDI) ,

stypeld, Ny 7T L—r
IDPROM 7> & D # 5 oAl
%o

* @ ITXYIY LFTY,

+SdiFC T, ¥UTNID
By —2 VU TNVER
& LTHRIE L ETS

e serial I%, Sid 7 1 —/L
o THAI S NS E
<.

f : CISCO3845@C@12345678

OV TRARNRAE-TD
a0,

A — 0

T T — 2P M I,

CallHome/MessageDescription

F RS R4 AR "4 TSH ) — R, | CallHome/CustomerData/
ZHIE. FAAL ADEA R SystemInfo/NameName
<,

Y4 ARy REAEFO ) — Rizp | CallHome/CustomerData/

T AREORIWE bR
EEEZR

SystemInfo/Contact

MG E A —L

D=y FOEKLETH D
NPDOBFA—IV T RL A,

CallHome/CustomerData/
SystemInfo/ContactEmail

D=y FOERKETHD
N O R

CallHome/CustomerData/
SystemInfo/ContactPhoneNumber

Z D=y MIEE L7~ RMA
R DREAH R &2 Rl L C
WAL T a7 44—
[N

CallHome/CustomerData/
SystemInfo/StreetAddress

ETINV4

N—FDET N, Zivd
W77 2 ULDO—ERTH B [E
HETFILTT,

CallHome/Device/Cisco Chassis/Model

U T IINEE

2=y POV =YDV IT
IV

CallHome/Device/Cisco_Chassis/
SerialNumber

Call Home %% [
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Call Home O |

F—4AmEE (FL—rTFR
k& & U XML)

BB (TL—r TR MEL
U XML)

Call-Home » v t&— 424
(XML @ &)

v — v DOEHmE S

T —DEETECTVE

=

CallHome/Device/
Cisco_Chassis/Additionallnformation/
AD@name="PartNumber”

System object ID AT Nk —E\TEERIT 5 3 | CallHome/Device/
25 A AT kD, Cisco_Chassis/Additionallnformation/
AD@name="sysObjectID”
> AT Atk RPN T A A D 25 A | CallHome/Device/

i,

Cisco_Chassis/Additionallnformation/
AD@name="sysDescr”

RDOFIZ, FFEDT T —F I N—T AyE—VIZEADOHAT 4 —/V FERLET,

N\

GE)

LHENHY £,

ZDT7T—= R IN—=TFICRH L THEBEOa~ > RRETENDL L. IROT 4=V R IRIS

REBEDTS— L TIL—F AvE—SICEAAEREAT 4 —ILE

o< N4 FEiTENT-a~y ROEM: | /aml/Attachments/Attachment/Name
i,

Wbt 5 4 T8 9F AL RO A7, i | faml/Attachments/Attachment@type
H 1L “inline”,

MIME % A 7 WH L, "text", "plain", F7- |/aml/Attachments/Attachment/

WX EALH A T DUV,

Data@encoding

g~y RIATF A b

HEIWIZFE TS za~ > R
oI (TI7—K T —T7D
EEh A X hEavw K (45
=) )

/mml/attachments/attachment/atdata
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