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ZOETHHTIARIT. RO LBV T,
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e hL—AL~YL (5§ —)

e FL—Z L_LDOFR (7 5—2)

e hL—RA LULDHIE (8 2—)
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FL—RXDEE

Mo—2R%, WA X b ER 7 T5HETT, NL—AXA AvE—VE2EL ML —X 774
I EHBEIIZIER &4, v—% @ hard disk: 7 7 A /v ¥ AT LD tracelogs 7 4 L7 b UITERAT
ENFT (T 7T vall b b—R 77 A APMREEINET)

MNL—AT7 7 A NDT =X L, ROWEELTH GEITERL B E T,

s NTTNYa—T 4 T N—FDORMEERE L TR T HDIENLLET, VAT AT
HORENRRRHIBAE L TWAHEETH, ZBHMIiE— R TChL—R 77 AV IT 7 EATE
F7,

TN T VAT AT Vv ay EEAEOFEME BST 2 DITERL B £ T,

kL —X DR

FL—RX, —FONEA X FORNFZEEHLET, TV a2 — BT TXTO ML—
AN EET b L—A 7 7 A VDEMBNAERGS T S 4L, tracelog 7 4 L7 R UITIRAE
ENET, FPL—RT7 AT, VAT LR T 3 —v LV AICEELZRFT LR, 20T 4
L7 FUDBIEELT, 77 ANV AT ADAR—ZAZEET A ENTEXES, 77 A /LG
ERERE (FTP, TFTP72 L) A#MHLTCINOD 7 7 A M ZMDsdEica ' —C& £4, £/,
TL—V TXAN 2T 4 X TR ZENTEET,
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B wrtoty rEERLEAY Y b FL—YORE

\)

() N—HThrL—RET 4TI THILIITEEEA,

FL—2fF@REFRL, PL—ZX LNAEZRETDHITIE, ROa~vr ReEHLET,

« show logging process module : $EDE Y 2 —/VIZET HHHD b L—AFEREFR L E
T, ZOa~vy NIFHEEXECE— FBLUOZKE— FTHEMETY, Z2e— T2
Dawy FaMd % &, CiscolOS XE DEEFEFEARIC b L—A n ZERENETE £
R

- set platform softwaretrace : tH/JZRFESNDA v E—V DX A THRETDH R L—A L
NV ERELET, FL—R LLOFERIZOW T, FLr—AL~L (5R—Y) %
S LT IEEN,

UDFA+ Dty bZFERLE/ANNTY FL—HYDERTE

F7%y MR LTy b hL—RAUDF & ET HI11E, ROFIEEZFATLET,

FIEDHE
1. enable
2. configureterminal
3. udf udf name header {inner | outer} {13|14} offset offset-in-bytes length length-in-bytes
4. udf udf name {header | packet-start} offset-base offset length
5. ip access-list extended {acl-name |acl-num;}
6. ip access-list extended { deny | permit } udf udf-name value mask
7 debug platform condition [ipv4 | ipv6] [ interface interface] [access-list access-list -name |
ipv4-address / subnet-mask | ipv6-address/ subnet-mask] [ ingress | egress [both ]
8. debug platform condition start
9. debug platform packet-tr ace packet pkt-num[ fia-trace| summary-only] [ circular ] [ data-size
data-size]
10. debug platform packet-trace {punt | inject|copy | drop |packet | statistics}
11.  debug platform condition stop
12. exit
F g o> %48
FIE
OV RFERIETOYa Y B#Y
AT 71 |enable Kk EXEC E— REAILE T
i e MAT—READNLET FERENTHA)
Device> enable
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UDEF Tty rEERALE ATy F kL—v0EE [

AV RFERETI3 Y B &
25w 2 |configureterminal Ju—N)L a7 4 FXal—ay T— REHB
1§| : L/jzﬁﬁo
Device# configure terminal
RTw 73 |udfudfname header {inner |outer} {13|14; offset | i~ ¢ UDF €#% % E L £ 3, UDF D4R, * 7
offset-in-bytes length length-in-bytes Ty NEOF Y T =% Sy H— Hhithi T %
i T DORIEEETEET,
ot i) é e TEST UDF NAME 1 header 1 inner ¥x—7U— RE/iZouter ¥—U— Rix, 7
ST SUDENBME_L Beader MRS b LMk SN TR LA T3 E L LA T 4D~
H—=InbDA 7y NOBBERRET 50, £720X
Router (config) # udf TEST UDF NAME 2 header inner AT RMEI TR T R ® D565 1XEL3/L4
L4 7n 2 MHDF Ty OB EEELET,
Router (config) # udf TEST UDF NAME 3 header outer| |ENQthF—U— NiIAT7 &y MpHLORIZ/3A b
13 65 1 BALTHE LET, ARHEMIT 1 ~2TY,
Router (config) # udf TEST UDF NAME 4 header outer
14 67 1
R w74 |udfudf name {header | packet-start} offset-base offset eheader : 7w FORAZEFIEELET,
length
« packet-start : packet-start 2>5 DA 7 & v FX—
2K AZFBELET, packetstart (£, 737 > b b
Router (config)# udf TEST UDF NAME 5 packet-start 1/%;275)/‘) ‘//ilj‘/ R Fﬁﬁb)?v }‘07“7
120 1 T VRN AT E TR 3, Ny
FRL—=ANRA RN RNy NHTH LY
B Ay bRIZ LA Y2120 ET, T Y
cRT v ROYATEL, packet-start [ L LA 7 31T
Y ET,
soffset : 7y h X"—=2AnbH A7y FEE
HNAL MEERELET, 78y b X—2
(LAY 3L AT 4~y F—) IpEDOISEAN
A MI—EHSELTE, A7y FEOITHE
LET,
slength : 7€y B OAA NEERREL £
T 1A NEZF 24 FETRYAFR— S
NWET, BMOAL MU SE DT, B
D UDF DEZRNBLE T,
ZXFw 75 |ipaccesslist extended {acl-name [acl-num} JERACLa V7 4 X alb—aryE— ReFIC

&1

Router (config)# ip access-list extended acl2

LEJ, CLIIIMEEACL2 v 7 4 Fal—v g
FT—FEBBLET, Z0F— FTIE, #FEOTX
TOa~y RPBIEOIET 7B A Y A MI#EH S
nEI, JERACLIX, IP X7y hOXE[FETLT KL
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ARV FFEREETIVa Yy

S

2B LUSEHET RL A% ACLICRESNLTWAEST
KLzEHB LT, bT7 40 v 7 ZHIILET,

XTFw 6 |ipaccesslist extended { deny | permit} udf udf-name|HED 7 7 2 &l#l=> F U (ACE) &pPfdC,
value mask UDF C—#7 5% L 5ICACLEZ#E L £, ACLT
- ERSNTVD/A MEO0xD3 T, v AZIE, #F

ABLOMESRT D NI 70 v 2BETDH LT,

Router (config-acl) # permit ip any any udf IPACL CIPT7 RLREEHIEALET,
TEST UDF_NAME 5 0xD3 OxFF

R w 77 |debugplatform condition [ipv4 | ipv6] [ interface Ry N R L—RFTAREDO—FEEELEELE
interface] [access-list access-list -name | ipvd-address/ | 4~ —m ha, P77 FLZABLOH 7%y v
w?g;—lrg?tsrl]({ ipv6-address / subnet-mask] [ ingress | 2 T o RERY 2 R (ACL) . Ay H—T =
% 4R, FINCED T 4 A2 ) v S Hehe AR L%
i - T
Router# debug platform condition interface
gi0/0/0 ipv4 access-list acl2 both

RTw 78 |debugplatform condition start RE LI EEEEZ AL Ty b hL—2%
il - BRAA LT,
Router# debug platform condition start

25w 79 |debugplatform packet-trace packet pkt-num([ fia-trace| 54 L7=% D 47 v kDY~ U —F— & IV L £

| summary-only] [ circular ] [ data-size data-size]

51

Router# debug platform packet-trace packet 1024
fia-trace data-size 2048

To 774V P TIIERENSAT =2 X v T TF v
L. BEIZIGCTFIA FL—2AZ2FTLET,

pkt-num : FTE DRI HERF SN D37 v FORR
BEELET,

fiatrace : '~ U —F—% _ KEREFEAH DF — & 73
BRI LAV OT 4 % 1 Ty 2 FETLE
To \if:\ /Qb‘\y Fﬂﬁtpﬁ:?ﬁfxgﬂf:%%ﬁg
T MU HERLET,

summary-only : FEAIE# 2 F/NRIZ L7~ U —
F—EDF ¥ TF BN LET,

circular : FEiE R L— R SRy ROF—H %
RAELET

data-size : /37 > N OWEET —# L FIA F L —X
F— B B RIET BT =Sy 7 7 DY A RE /A |
B CHRELET, N7y N TIHEFIZEVT » B
BN FEAT S NG A, 22— — I EIZGE T T
T—H RNy T 7 DY A XTI ENTEET,
7 7+ /v MEIE 2048 T,
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rL—zuan |}

ARV FFEREETIVa Yy

E:)

2w 710 |debugplatform packet-trace{punt |inject|copy |drop |F—4#nb oy fr—L 7L —1~sS0 XN
[packet | statistics} 7y hO M =2 E AN LET,
1 -
Router# debug platform packet-trace punt

ZFw 711 |debug platform condition stop SMEIET VT 4 7ICLT, ATy b R L—R %
15'] : 1"3:'_“-“:- L/iﬁ—o
Router# debug platform condition start

ATw 12 |exit BiHE EXEC E— R&&TLET,
51

Router# exit

L—

AbANJL

FL—=ZL YU, PL—ANRNy 77 E T =R T 7 A MRFT DM EDH HEY 22—

MERDOEZRELET,

WOFINT, FHARERT R TORL—R Ll B R L—R L~ TRRIND A vE—

DX A S ITHONTIHLET,

RI1:FL—ALRILEFORE

FL—RA LA

LRILEE

AEA

Ba 0

VAT AOMERAEEIZ 72 B R
BHDORA v E— T,

75—k !

1 B HIET B UED &5
FEIZHOVWTDORA v E—TT
R

= 2

70T 4 FVIRIREEIC DWW T
DA vE—TTT, Tk,
=B EOFT_RTOEY 22—
JCEET 25T 7 4L R ET
7T

VAT LT T — | ZOWVWTD
A E—TY,
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FL—zgE |
|

kL—ZR LRI LRILEE SRER

st 4 VAT DEEBRIZONTDA
-Eb—:\/“(:\_é—o

pCiRSY 5 ERZRMEIZET D A vtE—
UTY, 7L, V—HIidE
WHEBUVEMEL TCWET,

T 6 B #RZ T 272000
A vv—ITT,

TRy T 7 TR 7 LL D ) ik

THA Y E—ITT,

FEA 8 ARRATREZ2 T _TD FL— R
Ao —UNEEEINET,

AR — FY 2 — LT DWW T AR TRE
BTRTORL—R A vE—
UM I E T,

I A R~V IR BT
FL—ZA L ULITAEY L E

T b L —RERED SR DL
RIZ Ko T, Verbose L'~ &
DEHEW L —R LAyLRNE
ANENDH5E6TH, Noise X
JUTHRICEA S NS P L —
A LYV L REEIZR D £,

ML= LAULRRESINTWVDEGE, RESINTWVWD FL—RA L-YULEKE, XL VIK
WTRTO R L—R LNLDOWHTDORX v =N IESNET,

7-EziE, PL—RA L% 3 (mT—) ITRETDHE, FL—RA T 7 A LZ1Z L0 (BR
2.1 (7Tg—F) 2 (EHE [ BXO3 (=9—) oAvE—URHhENET,

ML —R LULZ 4 () ICRETHE, LUL0 (BA) (1 (TFF7—b) | 2 (B |
3 (=T7—) . BXU4 (S oXve—URHhENET,

N—=BDFTRTCDEY 2—NVDT 74/ bLb—RZ LULE5 (@) TY,

FL—Z2 LY, 207 4 Fal—ary B— RTEBETINERA, 20D, L—XF
DY a— REIZ L —R LAULRENT 7 4L MEIZEY £,

A

HE O EV2— DO RL—RA LoULE TRy S LoULLL FICERET D L, T p—~ o A | ZEE A
ZRIET RN H Y £,
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A

x

B ZHOEV2—NATEWVIL—RALULERETDHE, RT3 —~< ANKIEIE T 5 A6
HERHY £, BHEORRTE WD L —R L-ULRKLEREAIE, #EROEY 22— TEW L
AL BEBRTETHRDVIC, BIZ1IODFEY2— LD R L —R L-ULEELRETHI L2 BE)
HLET,

kL—X LRNJLDERR

FI7HNNTIE, V—F EOFTRTOE2—AN5 GEH) ICRESNET, 2 —FRLEH
LW ED  ZOREFTOEEMEINE T,

N—=BDEY 2—/VD =R LVEEKRT DI, FFHEEXECE— FEZITZHE— T
show logging process =~ > K& A LET,

DT, show loggingprocess =~ > R&MHA LT, 7275 4 72 RP LO T+ U —F 1
JwF—Vx TaEAD R L— AL ERRLET,

Router# showlogging process forwarding-manager rp active
Module Name Trace Level

acl Notice
binos Notice
binos/brand Notice
bipc Notice
bsignal Notice
btrace Notice
cce Notice
cdllib Notice
cef Notice
chasfs Notice
chasutil Notice
erspan Notice
ess Notice
ether-channel Notice
evlib Notice
evutil Notice
file alloc Notice
fman rp Notice
fom Notice
fw Notice
icmp Notice
interfaces Notice
iosd Notice
ipc Notice
ipclog Notice
iphc Notice
IPsec Notice
mgmte-acl Notice
mlp Notice
mgipc Notice
nat Notice
nbar Notice
netflow Notice
om Notice
peer Notice
gos Notice
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g
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route-map Notice
sbc Notice
services Notice
sw_wdog Notice
tdl_acl config type Notice
tdl _acl db_type Notice
tdl_cdlcore message Notice
tdl cef config common_ type Notice
tdl cef config type Notice
tdl dpidb_config type Notice
tdl fman rp comm_type Notice
tdl fman_ rp message Notice
tdl fw config type Notice
tdl _hapi_tdl type Notice
tdl icmp type Notice
tdl ip_options_type Notice
tdl _ipc_ack_type Notice
tdl IPsec db_type Notice
tdl mcp comm type Notice
tdl mlp config type Notice
tdl mlp db_type Notice
tdl_om type Notice
tdl _ui message Notice
tdl_ui_type Notice
tdl urpf config type Notice
tdllib Notice
trans_avl Notice
uihandler Notice
uipeer Notice
uistatus Notice
urpf Notice
vista Notice
wcep Notice

KL—XR LRJLDERE

N—BIZEEND I ODFEY2a—/LD L —A LU, FHI3L—ZICBITAE T a& R(C
GENDTRTDEY 2—LD b L—R LV ERET HI01E, BHEEXECE— R E 72132
E— KT set platform softwaretrace =~ > K& A ) L E7,

WOHEITIE, A b 0@ ESP 7'ut& v ¥ ® Forwarding Manager C ACL £ = —/VIZEH9 %
ML —ZA L% info ICRELET,

set platform software trace forwarding-manager FO0 acl info

NL—RANYIT7DT—2DERT

M=y 77y NELIZT7 7 AVAD b L —RARX v E—V%FRT DI, FitEEXEC € —
R E 721372t — T show logging process =~ > K& A L£4, kOB TiL, showlogging
processcommand =~ > FZ i L T, Route Processor A & > | 0 T Host Manager 7" 1 & A
DRL—ARA =V EFRLET,

Router# show logging process host-manager RO

08/23 12:09:14.408 [uipeer]: (info): Looking for a ui_ req msg
08/23 12:09:14.408 [uipeer]: (info): Start of request handling for con 0x100a6lc8
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LAY Y,
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08/23 12:09:14.399 [uipeer]: (info): Accepted connection for 14 as 0x100a61lc8

08/23 12:09:14.399 [uipeer]: (info): Received new connection 0x100a6lc8 on descriptor
14

08/23 12:09:14.398 [uipeer]: (info): Accepting command connection on listen fd 7

08/23 11:53:57.440 [uipeer]: (info): Going to send a status update to the shell manager
in slot O

08/23 11:53:47.417 [uipeer]: (info): Going to send a status update to the shell manager

in slot O

L —RDEMA

Wiz, 247y b b L—Z & LT Cisco ASR 1006 /L —% O NAT RET/X7 v k Kua v 70
NFGITNY a—T 4 T EATH TV AOFIZRLET, ZOfNZIE, 737> bk L—ABHE
W E o THRAE SN D FEM L~ L 22 RACRI A L CRIEIZE T 2 M A e L, MEZEY 45
T, RRRZ O D HIERRSNTVWET,

ZOTFIVATIE, BERSLZ TNV ETR, E2nb NI TN a—T 0 7 E B
FTAIUXE DTN EHA, LER->T, ZHOFEE Ty Oy ML —2ADH~

V=7 78 ATHZLERFTHHLERDY 9,

Router#
Router#

debug platform
debug platform

condition ingress
packet-trace packet 2048 summary-only

Router# debug platform condition start

Router# debug platform condition stop

Router# show platform packet-trace summary

Pkt Input Output State Reason

0 G10/0/0 G10/0/0 DROP 402 (NoStatsUpdate)

1 internal0/0/rp:0 internal0/0/rp:0 PUNT 21  (RP<->QFP keepalive)
2 internal0/0/recycle:0 Gi0/0/0 FWD

ZOHIZIE, FTEY b A=Yy b A Z—T x4 A 0/0/0 D NAT &% ENFKT7
ARy 7INTNDZEPRINTVWET, ZHUTE-T, MEIIFFEDA 2 —7 = A
ATHRALTNWDZ RN ET, ZOFEREMEN LT, FL—2AFT 257y FEHIRL,
T XX TF DOy MEEEL L, REL~LE P52 EnTEET,

Router#
Router#
Router#
Router#
Router#

debug platform
debug platform
debug platform
debug platform
debug platform

packet-trace packet 256
packet-trace punt
condition interface
condition start
condition stop

Gi0/0/0

Router# show platform packet-trace summary
Router# show platform packet-trace 15
Packet: 15 CBUG ID: 238
Summary
Input : GigabitEthernet0/0/0
Output : internal0/0/rp:1
State : PUNT 55 (For-us control)
Timestamp
Start 1166288346725 ns (06/06/2016 09:09:42.202734 UTC)
Stop 1166288383210 ns (06/06/2016 09:09:42.202770 UTC)
Path Trace
Feature: IPV4
Input : GigabitEthernet0/0/0
Output : <unknown>
Source : 10.64.68.3
Destination : 224.0.0.102
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Protocol : 17 (UDP)
SrcPort : 1985
DstPort : 1985
I0Sd Path Flow: Packet: 15 CBUG ID: 238

Feature: INFRA

Pkt Direction: IN

Packet Rcvd From CPP
Feature: IP

Pkt Direction: IN

Source : 10.64.68.122

Destination : 10.64.68.255
Feature: IP

Pkt Direction: IN

Packet Enqueued in IP layer

Source : 10.64.68.122
Destination : 10.64.68.255
Interface : GigabitEthernet0/0/0

Feature: UDP
Pkt Direction: IN

src : 10.64.68.122(1053)
dst : 10.64.68.255(1947)
length : 48

Router#show platform packet-trace packet 10

Packet: 10 CBUG ID: 10
Summary
Input : GigabitEthernet0/0/0
Output : internal0/0/rp:0
State : PUNT 55 (For-us control)
Timestamp
Start : 274777907351 ns (01/10/2020 10:56:47.918494 UTC)
Stop 1 274777922664 ns (01/10/2020 10:56:47.918509 UTC)

Path Trace
Feature: IPV4 (Input)

Input GigabitEthernet0/0/0
Output : <unknown>
Source : 10.78.106.2
Destination : 224.0.0.102
Protocol : 17 (UDP)
SrcPort : 1985
DstPort : 1985
IOSd Path Flow: Packet: 10 CBUG ID: 10

Feature: INFRA
Pkt Direction: IN
Packet Rcvd From DATAPLANE
Feature: IP
Pkt Direction: IN
Packet Enqueued in IP layer

Source : 10.78.106.2
Destination : 224.0.0.102
Interface : GigabitEthernet0/0/0

Feature: UDP
Pkt Direction: IN DROP
Pkt : DROPPED
UDP: Discarding silently

src : 881 10.78.106.2(1985)
dst :224.0.0.102(1985)
length : 60

Router#show platform packet-trace packet 12
Packet: 12 CBUG ID: 767
Summary
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Input GigabitEthernet3
Output internal0/0/rp:0
State PUNT 11 (For-us data)
Timestamp
Start 16120990774814 ns (01/20/2020 12:38:02.816435 UTC)
Stop 16120990801840 ns (01/20/2020 12:38:02.816462 UTC)
Path Trace
Feature: IPV4 (Input)
Input GigabitEthernet3
Output <unknown>
Source 12.1.1.1
Destination 12.1.1.2
Protocol : 6 (ICP)
SrcPort 46593
DstPort 23
I0Sd Path Flow: Packet: 12 CBUG ID: 767
Feature: INFRA

Feature:

Pkt Direction: IN
Packet Rcvd From DATAPLANE

IPp
Pkt Direction: IN
Packet Enqueued in IP layer

Source 12.1.1.1

Destination 12.1.1.2

Interface GigabitEthernet3
Feature: IP

Pkt Direction: IN

FORWARDEDTo transport layer

Source 12.1.1.1

Destination 12.1.1.2

Interface GigabitEthernet3

Feature: TCP

Pkt Direction: IN

tcpO: I NoTCB 12.1.1.1:46593 12.1.1.2:23 seq 1925377975 OPTS 4 SYN WIN 4128
Router# show platform packet-trace summary
Pkt Input Output State Reason
0 INJ.2 Gil FWD
1 Gil internal0/0/rp:0 PUNT 11 (For-us data)
2 INJ.2 Gil FWD
3 Gil internal0/0/rp:0 PUNT 11 (For-us data)
4 INJ.2 Gil FWD
5 INJ.2 Gil FWD
6 Gil internal0/0/rp:0 PUNT 11 (For-us data)
7 Gil internal0/0/rp:0 PUNT 11 (For-us data)
8 Gil internal0/0/rp:0 PUNT 11 (For-us data)
9 Gil internal0/0/rp:0 PUNT 11 (For-us data)
10 INJ.2 Gil FWD
11 INJ.2 Gil FWD
12 INJ.2 Gil FWD
13 Gil internal0/0/rp:0 PUNT 11 (For-us data)
14 Gil internal0/0/rp:0 PUNT 11 (For-us data)
15 Gil internal0/0/rp:0 PUNT 11 (For-us data)
16 INJ.2 Gil FWD

KIZ, Ty b =R T =2 OfE 2 FRT DR LE T,

Router#show platform packet-trace statistics
Packets Summary

Matched 3

Traced 3
Packets Received
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Ingress O

Inject 0
Packets Processed

Forward O

Punt 3

Count Code Cause

3 56 RP injected for-us control
Drop 0

Consume 0

PKT DIR IN
Dropped Consumed Forwarded

INFRA 0 0 0

TCP 0

UDP 0 0 0

Ip 0 0 0

IPV6 0 0 0

ARP 0 0 0

PKT_DIR OUT

Dropped Consumed Forwarded

INFRA 0 0 0

TCP 0

UDP 0 0 0

Ip 0 0 0

IPV6 0 0 0

ARP 0 0 0

WIZ, aryva— T L—rnE 73 T =T 477 ety AL IO FER B
iy NaeRRTBHHERLET,

Router#debug platform condition ipv4 10.118.74.53/32 both
Router#Router#debug platform condition start
Router#debug platform packet-trace packet 200

Packet count rounded up from 200 to 256

Router#show platform packet-tracer packet 0
show plat pack pa 0

Packet: 0 CBUG ID: 674
Summary
Input : GigabitEthernetl
Output : internal0/0/rp:0
State : PUNT 11 (For-us data)
Timestamp
Start : 17756544435656 ns (06/29/2020 18:19:17.326313 UTC)
Stop : 17756544469451 ns (06/29/2020 18:19:17.326346 UTC)

Path Trace
Feature: IPV4 (Input)

Input : GigabitEthernetl
Output : <unknown>
Source : 10.118.74.53
Destination : 198.51.100.38
Protocol : 17 (UDP)
SrcPort : 2640
DstPort : 500
IOSd Path Flow: Packet: O CBUG ID: 674

Feature: INFRA
Pkt Direction: IN
Packet Rcvd From DATAPLANE

Feature: IP

Pkt Direction: IN
Packet Enqueued in IP layer
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Source : 10.118.74.53
Destination : 198.51.100.38
Interface : GigabitEthernetl

Feature: IP
Pkt Direction: IN
FORWARDED To transport layer

Source : 10.118.74.53
Destination : 198.51.100.38
Interface : GigabitEthernetl

Feature: UDP
Pkt Direction: IN

DROPPED
UDP: Checksum error: dropping
Source : 10.118.74.53(2640)

Destination : 198.51.100.38(500)

Router#show platform packet-tracer packet 2
Packet: 2 CBUG ID: 2

IOSd Path Flow:

Feature: TCP

Pkt Direction: OUTtcpO: O SYNRCVD 198.51.100.38:22 198.51.100.55:52774 seq 3052140910
OPTS 4 ACK 2346709419 SYN WIN 4128

Feature: TCP
Pkt Direction: OUT

FORWARDED
TCP: Connection is in SYNRCVD state
ACK : 2346709419
SEQ : 3052140910
Source :198.51.100.38(22)

Destination : 198.51.100.55(52774)

Feature: IP
Pkt Direction: OUTRoute out the generated packet.srcaddr: 198.51.100.38, dstaddr:
198.51.100.55

Feature: IP
Pkt Direction: OUTInject and forward successful srcaddr: 198.51.100.38, dstaddr:
198.51.100.55

Feature: TCP
Pkt Direction: OUTtcpO: O SYNRCVD 198.51.100.38:22 198.51.100.55:52774 seq 3052140910
OPTS 4 ACK 2346709419 SYN WIN 4128

Summary
Input : INJ.2
Output : GigabitEthernetl
State : FWD
Timestamp
Start : 490928006866 ns (06/29/2020 13:31:30.807879 UTC)
Stop : 490928038567 ns (06/29/2020 13:31:30.807911 UTC)

Path Trace
Feature: IPV4 (Input)

Input : internal0/0/rp:0
Output : <unknown>
Source : 172.18.124.38
Destination : 172.18.124.55
Protocol : 6 (TCP)

SrcPort : 22

DstPort : 52774

Feature: IPSec
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Result
Action
SA Handle
Peer Addr

Local Addr:

Router#

. FL—REHE

IPSEC_RESULT_DENY
SEND_CLEAR

0

55.124.18.172
38.124.18.172
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