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1. configureterminal {ip-address | interface-type interface-number [ip-address]}
2. voice-card dot/subslot
3. controller TY/E1 dlot/subslot/port
4, framing {sf | esf }
5. linecode {b8zs | ami}
6. dsO-group dsO-group-notimesiots timeslot-list type{e&mfgd | fgd-eana}
7. noshutdown
8. exit
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Router (config) # configure terminal

AT w 72 |voicecard dot/subsot BEEI—RA A —T A AL T 4 X2l —3
i - v E-FERBL, EHFOL—ZIZECTO—S5
DIEEEALTAR Y b OBF&IRELET
Router (config) # voice-card slot/subslot
Z 5w 73 |controller TUE1 slot/subslot/port BEShTE-2oy MNAR—FOBFFT, TIZY hu—
151 - SOayire—7 ary74FXal—ygr F—R
ERBLET, Ary hER— NOFRMEILO0 &
Router (config) # controller Tl slot/subslot/port 1 TFTro
ATy 74 |framing {sf | esf } P—ERT B AL —DFRIE->T, 7b—I
#l - 7 %% E LE 7, Extended Superframe (ESF) ZxZE
7213 Superframe (SF) JERA IR L 7,
Router (config) # framing {sf | esf}
A5y 75 |linecode {b8zs | ami} Y= AT aNA, L —DRRICES T, [T
a—F 4 V7 EEE L E T, Bipolar-8 Zero Substitution
(B8ZS) TiE. [M#t=—7F 1 v ViER BT 57
DI, EHELIZ8 DD 0E—EDNAF I —F
Az a— R L ¥, Alternate Mark Inversion
(AMI) TiX, £ty LT ZBALTERE
KL, FEY MEATI F720300 2 EIHEH L
T1A2FLET, AMITiE, EEMT 31 A2 ones
density ZHEFFT DM EEN BV £9°, ones density 73
T—H AN — N EERRICHR SN Z & 1EH Y
FHA,
A5y 76 |ds0-group dsO-group-notimeslots B g a— L THEASND TI Fyarr e, —

timeslot-list type{e&mfgd | fgd-eana}

SR PBX £721X COCHE T DI+ 57
TV T HEEZEFRLUET, dsO-group-no L, DSO
ITN—THWEETH0~23 DETT,  (7F)
dsO-group =< > KX, slot/port:ds0-group-no D=
TESVT OGRS AR — - & HEIRYIZ/ERR
LET, fERESNDHEFA— MI1-27EFTT D,
T D a— IS =T NOIEEDTF ¥ KV
JV—T 4 7 ZNET, timeslot-list 1X., H—DE
T WU TR LNTZEEOK T, FEFA L
Avy hO#EPFAETRTANA 7 TRE G TO
A7 TY, THICHETE HEIZ 1 —24 T, fEx
DDSOF A LAvy e~y B 7351, 80
DIN—THEZLET, VAT AIF, ERINT
KT N—TIBMOEFR— e~y 7 LE
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A Fw 71 |noshutdown ary e—S%7 77471 LET,
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72527 7ADIPT RUARMETHY, £DT KL AL CiscoCommunications Manager & MGCP
BEES— U = A TRETLHLEND Y 9, MOH OFEDFHA OV TIE,
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cminterop/configuration/15-0m/vc-15-0m-book/
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SCCP7— kT4 TDTLS1.2DHYHR—

[SCCP 7 —F 7= A TOTLS 12 P AR—b] TlE, 2=F v A EFETV v 2G0T 0H
N TFLFat v (DSP) 77 —LD SCCP 7 u k2L TO TLS 1.2 HEICHOWTEELL
HBALET,

(CFB) . AT 47 Z—IF—arRAr b (MTP) . BLONSCCP 7 L 7 + =—H#IfH
(STC) 77V /r—< 3> (STCAPP) .

F—=h7xA EODSPIE, BMETLII N T RAI—TFT 4 T DAT 4TV Y =R LTHM
TEET, AT 47V / A1, Secure Skinny Client Control Protocol (SCCP) #f#ifH L C
Cisco Unified Communications Manager & i#{5 L £9°, BifE, TLS 1.0 & [F%d SSL3.1 3t F =
TRIEFOEFIMHEHSINTHNET, ZOWREICEIY ., TLS1.2 DY R— b snEzT,
Cisco IOS XE Cupertino 17.7.1a LARE, TLS 1.2 2MEok S, AR 5(k (NGE) Wi5 A A — h
EYR—bTHEeDELE,
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(G¥)  Cisco Unified Communications Manager (CUCM) ~3—<37 = > 14SU2 %, AA:22:BB:44:55 £ 7-1%
AA22BB4SS DL D2, auvftEEizidan kLo 7Y M7 44—V R (CN4)
RO F 2T R SCCP I — MU = A Y R— T DX ITRSNE L,

CUCM %, SCCP #— h T = A MO DOFEEFEHED CN 7 4 — /L RZ2HER L, 207 —F U=
A @ CUCM IZ3%E X #17= DeviceName & WA L THESR L ¥ 9, DeviceName (Z1%, ¥ — h U =
ADMACT RLUABREENTWVET, CUCM L, DeviceName D MAC 7 KL R % 2w &
D MAC 7 R AIZEH L (AA:22:BB:44:55 72 ) | 7 — F U = A OFEHFED CN 4 THGE L
F9, Lo T, CUCM T, = hU oA BAEHENOCN 7 4 — /L K, D0 HT V=
7 R4z avfE DO MAC T RLADOMHNRD STV ET,

ERitE#HR 2T L5 (DISA) OFHLWHA RTIALICky, 7P =7 "7 4 —/L FCNIC
Tae AR LN EREEL RS> TET, 728 21, AA22BB4455 T,

SCCP TLS 4%

CiscoSSL (% OpenSSL (233 TuvE 9, SCCP I CiscoSSL 2 H L TilEE 52 RA#E L £
D

VY —=ANt X 27— R TRESNTWDEE, SCCPT 7'V 77— 3 > (X, TransportLayer
Security (TLS) /N> Ry =A V7 2R T35/ AZBELET, N Ry=A 7 DR, Y—
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SSL 3.1 IX TLS 1.0 & [F% T4, TLS 1.2 ¥R — MEAREIZ, SCCP X277 F VU o 71T TLS
129 R —FrE2EALET,

TLS N> Ry A 7 N5 T+ 5 &, SCCPIZH@MEN, SCCPix7mnr A&l T LET,

N R = A 7 PIEFIZGET T 5 & REGISTER A v E—U X 27 b /L& T Cisco
Unified Communications Manager (22515 SN E T, Ny R=A 7 BRRL, AT 022 e
BlE, LT e 2npthshE T,

)

GE)  SCCP_—RAMI 7 F VY7 Tlt, TLS RSA WITH AES 128 CBC SHA Mf 5 A A — b D&
FAR—FENFET,

EEXA—k
SCCP_—AD L 7 F Y 7 Tid, TLS RSA WITH_AES 128 CBC_SHA; 5 A1 — h 3 %R —
FEET,
Cisco I0S XE Cupertino 17.7.1a LAFE, ¥k NGE 55 A A — b bR — Sk,
« ECDHE-RSA-AES128-GCM-SHA256

* ECDHE-RSA-AES256-GCM-SHA384

INHDOREE AL — MZX Y, STCAPP 7)1 /&% & SCCP DSPFarm &35 Y— B A DM ;5T
X TREBEFVTFTY VN ERRICR Y £, BEEAAL — FOERE, F— U =4 &£ CUCM
O TxrI—FENET,

NGE 75 A A — P 2T 251218, ROBHESRMENEH S E T,

eTLS 12 ZHELET, FHEMZHOWTIL, STICT 7V r— a3 D TLS X—V 3 VOKIE
(7 =) ZMLTLEEIN,

cCUCM U U —R 141SUL LUK, BIOTLS12Z2 Y R— " A55FF— o x=A F2137
Ty h 7 —2rEFHALET,

* CUCM Web UI 7>&, [Cipher Management] (Z#8) L, [CIPHER switch] % [NGE] & L Ci&
ELET, GO VTR, ESEH] 2ZRLTZSN,

WB A A — N OMEROTEMICHOWNTIE, TLS N— g v R AL — FOER (7 32—2)
ZHERLTLSIEE N,

SRTP THEFAL I NI AT 4 7T DA, LV EERKESAA — (AEAD-AES-128-GCM 7=
X AEAD-AES-256-GCM) #fiH C& 9, ZNOHDORZAA — FORERIT, ¥X2T 7277
R EFREN—RU 2T RET IV UERAT 4T OEIFIZONT, GW & CUCM & DO#T
HEIFIZ R 2o =— F I3 FE T, Authenticated Encryption with Associated Data (AEAD) 7=
I, A v b=V 0% ERIET DHAIAZD SHA 702 ) X 5 EH RS IO BEE, w4
P B X OMEHEMEZ RIRHCER L £,
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sccp #— k4o Ts1204%K—~ ]

HR—brENBE3TS5Y b7+ —L
SCCP 7 — T = A HERETD TLS 12 ViR — NI, DT T v b7 3 — AL THHATE 9,
« Cisco Catalyst 8200 33 L8300 >V —RX =¥ 7T » 74— A

SIC77)—2 3 DTS NAN—2aVDETE
STCT 7Y r— g DTLS N—2 3 VARETHITIE. ROZ AT B EITLET,

enable

configure terminal

stcapp security tls-version v1.2
exit

N\

(GE)  steapp security tls 2~ > RiX, TLS N— 3 > %v.1.0, vl.l, £ vI2 ODAICHELET,
WIREOICRRE SRS, 7 7 4 /L F T TLS vI.0 2NER S E T,

DSP 77 —L 7O 7ANIZHTBEF27E—FTOILS N\—2 3 VDRTE

DSP 77— L7077 ANDTLS N—V 3 v atXaTE— RTRET DL, ROX R
EIITLET,

enable

configure terminal

dspfarm profile 7 conference security

tls-version v1.2
exit

A\

GE) H#E tsa~vry NI, EX2UTF 4 F— R TOARETXET,

TISN—2 a3V EBERA— FDORESR
TLS N—V a U EBEFAA — N EMERT DT, ROX AT #FITLET,

# show dspfarm profile 100
Dspfarm Profile Configuration

Profile ID = 100, Service = CONFERENCING, Resource ID = 2

Profile Service Mode : secure

Trustpoint : Overlord DSPFarm GW

TLS Version : v1.2

TLS Cipher : ECDHE-RSA-AES256-GCM-SHA384

Profile Admin State : UP

Profile Operation State : ACTIVE

Application : SCCP Status : ASSOCIATED
Resource Provider : FLEX DSPRM Status : UP
Total Number of Resources Configured : 10
Total Number of Resources Available : 10
Total Number of Resources Out of Service : 0
Total Number of Resources Active : 0

Maximum conference participants : 8

Codec Configuration: num of codecs:6
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Codec g7llulaw, Maximum Packetization Period 30
Codec g7llalaw, Maximum Packetization Period 30
Codec g729ar8, Maximum Packetization Period 60
Codec g729abr8, Maximum Packetization Period 60
Codec g729r8, Maximum Packetization Period 60 ,
Codec g729br8, Maximum Packetization Period 60

STCAPP 7 J'\) i —

STCAPP 7 U r—3 9D TLS N—V 3 %

Device# show call

App Status: Active
CCM Status: UP
CCM Group: 120

Registration Mode:
Total Devices: 0

Total Calls in Progress:
Total Call Legs in Use:

ROH Timeout: 45
TLS Version: v1.2

# show stcapp dev
Port Identifier:
Device Type:
Device Id:

Device Name:

Device Security Mode

TLS version

TLS cipher
Modem Capability:
Device State:
Diagnostic:
Directory Number:
Dial Peer(s):

Dialtone after remote onhook feature:
Busytone after remote onhook feature:

Last
Line
Line
Hook
mwi:

Event:
State:
Mode:

State:

vmwi :

mwi config:
Privacy:

HG Status:
PLAR:

Callback State:

CWT Repetition Interval:

Number of CCBs:
Global call info:

Total CCB count
Total call leg count

Call State for Connection 2

~
<

IaVDTSN—2 3 DR

application voice stcapp

CCM

0
0

voice 0/1/0

0/1/0

ALG

585

ANB3176C85F0080

Encrypted

TLS version 1.2
ECDHE-RSA-AES256-GCM-SHA384
None

IS

None

80010

100

activated

not activated
STCAPP_CC_EV_CALL_MODIFY DONE
ACTIVE

CALL_CONF

OFFHOOK

DISABLE

OFF

Both

Not configured

Unknown
DISABLE
DISABLED
0

second(s) (no repetition)

1

(ACTIVE) : TsConnected

Connected Call Info:

Call Reference:
Call ID (DSP):
Local IP Addr:
Local IP Port:
Remote IP Addr:
Remote IP Port:
Calling Number:

B =EsEoRE

33535871

187
198.51.100.2
8234
198.51.100.20
8154

80010

’

’

o
o

1

amp

, Transcoder: Not Required

Transcoder: Not Required
Transcoder: Not Required
, Transcoder: Not Required
Transcoder: Not Required
Transcoder: Not Required
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BT AT, ROEZ AT B EFTFTLET,
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Called Number:

Codec: g7llulaw

SRTP: on

RX Cipher: AEAD AES 256_GCM
TX Cipher: AEAD AES 256_GCM

sccp #— k4o Ts1204%K—~ ]

DSPfarm #f5t @ sRTP K5 A A — L 2R T HI1TIE, IROFZ AT HZFEITLET,

# show sccp connection detail

bridge-info (bid, cid)

- Normal bridge information (Bridge id, Calleg id)

mmbridge-info (bid, cid) - Mixed mode bridge information (Bridge id, Calleg id)
sess_id conn_id call-id codec pkt-period dtmf method type
bridge-info (bid, cid) mmbridge-info (bid, cid) srtp_cryptosuite dscp
call ref spid conn_id tx
16778224 - 125 N/A N/A rfc2833 pthru confmsp All
RTPSPI Callegs All MM-MSP Callegs N/A N/A
16778224 16777232 126 g711lu 20 rfc2833 pthru s- rtpspi (101,125)
N/A AEAD AES 256 _GCM 184
30751576 16777219 -
16778224 16777231 124 g711lu 20 rfc2833 pthru s- rtpspi (100,125)
N/A AEAD AES 256_GCM 184
30751576 16777219 -

Total number of active session(s) 1,

a— LB DR

connection(s) 2, and callegs 3

TXxT—F 4T FL—r A B —T A A (FPD) ITRESH TS TDM 22—/ 1 & IVR

a— )LD a— U EREFRT HIZIE, showvoipfpicallsz~> REMHL £, a2—/VID %5
R L. show voip fpi callsconflD call_id number ==~ > FZfliH L TR S A A — h &R TX £
9, WOFITIX, K5 A4 — b 61X AES 256 GCM T,

#show voip fpi calls
Number of Calls : 2

confID correlator AcallID BcallID state event
1 1 87 88 ALLOCATED DETAIL STAT RSP
21 21 89 90 ALLOCATED DETAIL STAT RSP
#show voip fpi calls confID 1
VoIP-FPI call entry details:
Call Type TDM IP confID : 1
correlator : 1 call state ALLOCATED
last_event DETAIL STAT RSP alloc_start time 1796860810
modify start time: 0 delete start time: 0
Media Type (SideA) : SRTP cipher suite : 6
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xFET,
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