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1. configureterminal {ip-address | interface-type interface-number [ip-address]}
2. voice-card dot/subslot
3. controller TY/E1 dlot/subslot/port
4. framing {sf | esf }
5. linecode {b8zs | ami}
6. dsO-group dsO-group-notimesiots timeslot-list type{e&mfgd | fgd-eana}
7. noshutdown
8. exit
FIIE D
aAX U RFERET7TIV3 Y B#
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Router (config) # configure terminal
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R T F2|voicecard slot/subslot BTREA—RA B —T 2 A AL T 4 X2l — g
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Router (config) # voice-card slot/subslot
R w F3|controller TUE1 dlot/subdlot/port BEeasnzz2ay MNAE— FNOBFRT, TIay hr—
%l - Joarrte—7 aryJ74¥xal—yaryE—FNK
FRIELET, Ay hER— NOFRRMEILO &
Router (config) # controller Tl slot/subslot/port 1 T4,
RT v F4|framing {sf | esf } PR B AL T —DRRIE->T, 7b—3I
% - 7% % E L ¥, Extended Superframe (ESF) B F
7213 Superframe (SF) JEA SR L £,
Router (config) # framing {sf | esf}
R T 75 |linecode {b8zs | ami} =R T NAF—DRRICNES T, Blf=
a—7 4 7 % E L E T, Bipolar-8 Zero Substitution
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ELET, FFCOVWTIEL, EEEH] 22RLTIZ3N,
AL — N OMERBOFHEMNCDONTIE, TLS N— 3 v EFF AL — hORER (7 =—)
%’5?@LT< EEN,
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enable

configure terminal

stcapp security tls-version v1.2
exit

\}

(GE)  steapp security tls 2~ > RiX, TLS N— 3 > %v.1.0, vl.l, FEvI2 ORICHELET,
BIREICRRE SRV EIE, 7 7 4 /L F T TLS vI.0 2NER S E T,
DSP O 7—LTOAT7ANICHT HEXa7E—FTOTS/N—2 3 VDHRTE
DSP 77 —AL7 077 ANVDTLS N—V a kX a7 E— R TRET DI, ROF AT

EIEITLET,

enable

configure terminal

dspfarm profile 7 conference security
tls-version v1.2
exit

\}

GE) HEE:tsa<wr NI, X274 E— RTOARETEET,

TISN—2 3V EEBRA— bORESR
TLS "= g VM HAA — MR T HITiE, ROZ A7 ZFATLET,

# show dspfarm profile 100
Dspfarm Profile Configuration

Profile ID = 100, Service = CONFERENCING, Resource ID = 2

Profile Service Mode : secure

Trustpoint : Overlord DSPFarm GW

TLS Version : v1.2

TLS Cipher : ECDHE-RSA-AES256-GCM-SHA384

Profile Admin State : UP

Profile Operation State : ACTIVE

Application : SCCP Status : ASSOCIATED
Resource Provider : FLEX DSPRM Status : UP
Total Number of Resources Configured : 10
Total Number of Resources Available : 10
Total Number of Resources Out of Service : O
Total Number of Resources Active : 0

Maximum conference participants : 8

Codec Conflquratlon num of codecs:6

Codec : g7l1lulaw, Maximum Packetization Period : 30 , Transcoder: Not Required
Codec : g7l1lalaw, Maximum Packetization Period : 30 , Transcoder: Not Required
Codec : g729%ar8, Maximum Packetization Period : 60 , Transcoder: Not Required
Codec : g729%abr8, Maximum Packetization Period : 60 , Transcoder: Not Required

Codec : g729r8, Maximum Packetization Period : 60 , Transcoder: Not Required

Codec : g729br8, Maximum Packetization Period : 60 , Transcoder: Not Required
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STCAPP 7 7 U &r—< 9 D TLS N—2 g U AR THI21E, ROX AT BEITLET,

Device# show call

App Status: Active

CCM Status: UP
CCM Group: 120
Registration Mode:
Total Devices: 0

application voice stcapp

CCM

Total Calls in Progress: O
Total Call Legs in Use: O

ROH Timeout: 45
TLS Version: v1.2

# show stcapp dev
Port Identifier:
Device Type:
Device Id:

Device Name:

voice 0/1/0
0/1/0

ALG

585
ANB3176C85F0080

Device Security Mode : Encrypted

TLS version

TLS cipher
Modem Capability:
Device State:
Diagnostic:
Directory Number:
Dial Peer(s):

TLS version 1.2
ECDHE-RSA-AES256-GCM-SHA384
None
Is
None
80010
100

Dialtone after remote onhook feature: activated
Busytone after remote onhook feature: not activated

Last Event:

STCAPP CC_EV_CALL MODIFY DONE

Line State: ACTIVE
Line Mode: CALL CONF
Hook State: OFFHOOK
mwi: DISABLE
vmwi : OFF
mwi config: Both
Privacy: Not configured
HG Status: Unknown
PLAR: DISABLE
Callback State: DISABLED
CWT Repetition Interval: 0 second(s) (no repetition)
Number of CCBs: 1
Global call info:
Total CCB count =3

Total call leg count = 6

Call State for Connection 2 (ACTIVE): TsConnected
Connected Call Info:

Call Reference:
Call ID (DSP):

Local IP Addr:

Local IP Port:

Remote IP Addr:
Remote IP Port:
Calling Number:
Called Number:

Codec:

SRTP:

RX Cipher:

TX Cipher:

DSPfarm #f5t @ sRTP K5 A A — s 2R T HI1TIE, IROZ AT ZFITLET,

B =EsEoRE

33535871

187
198.51.100.2
8234
198.51.100.20
8154

80010

g7llulaw

on
AEAD AES 256_GCM
AEAD AES 256_GCM

z |
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# show sccp connection detail

bridge-info (bid, cid) - Normal bridge information (Bridge id, Calleg id)
mmbridge-info (bid, cid) - Mixed mode bridge information (Bridge id, Calleg id)
sess_id conn_id call-id codec pkt-period dtmf method type
bridge-info (bid, cid) mmbridge-info (bid, cid) srtp_cryptosuite dscp
call ref spid conn_id tx
16778224 - 125 N/A N/A rfc2833 pthru confmsp All
RTPSPI Callegs All MM-MSP Callegs N/A N/A
16778224 16777232 126 g711lu 20 rfc2833 pthru s- rtpspi (101,125)
N/A AEAD AES_256_GCM 184

30751576 16777219 -

16778224 16777231 124 g71lu 20 rfc2833 _pthru s- rtpspi (100,125)
N/A AEAD AES_256_GCM 184
30751576 16777219 -

Total number of active session(s) 1, connection(s) 2, and callegs 3

a— LB DR

THT—=T 47 T—rv A F—TxA A (FPI) IZRFESN TS TDM 22—/ & IVR
a— )LD a— U EREFRT DL, showvoipfpicalls~ > REMHLES, 2—/LID %%
R L. show voip fpi callsconflD call_id number =~ > FZfliH L THf S A A — h &R T &
9, WOFITIX, K5 A4 — bk 61X AES 256 GCM T,

#show voip fpi calls
Number of Calls : 2

confID correlator AcallID BcallID state event
87 88 ALLOCATED DETAIL STAT RSP
21 21 89 90 ALLOCATED DETAIL STAT RSP

Call Type : TDM IP confID : 1
correlator : 1 call state : ALLOCATED
last _event : DETAIL STAT RSP alloc_start time : 1796860810
modify start time: 0 delete start time: 0
Media Type (SideA) : SRTP cipher suite : 6
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