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INTY b FL—RADEREICET AERLOAA K51
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NNy FEXVAFEICERTR T 5I2IE, Ty b L= REREAE T DB AN SR '
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Ny b b —ZERREANCT D L. BERTHICDBEOEEAEY BEID B THNET, Rk
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Ny b DT =S Xy T Ty T 56, P~ ) =T =2 HIEATy MChEDE

EAEDBBETT, 2L, AR T Lo, P —AFRITER LI AT v MO, /SR
TR LNy hOAE—EHIETLINE I NS T, HWEREINDL AT ENRE EES
NHWRMERH Y £,

Ny R FL—RDETE

N7y b b L= AREARIET HITIE. ROFIEZFETLET,

\)

GE) Ny b hU—RHRRIC L > THESND AEY ORIX, N7y b b —AREOHELZ T
FT, BFEOV—EAOHFWEZRIT H7-DIZ, Ty NTEDNRRAT—=FLabt ="y 77D
YA X, BEXOM—2F5 "7y MUz EERIERT 20203 H Y £3°, show platform
hardwareqfp activeinfrastructureexmemstatistics =~ > R&f 325 &, BEOT —4 7L —
» D DRAM A E VHEEEL T = v 7 TEET,
FIEDHE
1. enable
2. debug platform packet-trace packet pkt-num [fia-trace | summary-only] [circular] [data-size
data-size]
3. debug platform packet-trace {punt |inject|copy|drop|packet|statistics}
4. debug platform condition [ipv4 | ipv6] [interface interface][access-list access-list -name |
ipv4-address / subnet-mask | ipve-address / subnet-mask] [ingress | egress |both]
5. debug platform condition start
6. debug platform condition stop
7. show platform packet-trace {configuration | statistics | summary | packet {all | pkt-num}}
8. clear platform condition all
9. exit
FIE D
ARV RFERIETY Va3 Y B#Y
ATy 71 |enable FiMEEXECE— K& A 2—T7 /M LET, AT —
1 FEADLES (ERENEZHE) .
Router> enable
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Kry k=2 |

ARV REEEFET7IVa Y B
2w 7 2 | debug platform packet-trace packet pkt-num [fia-trace | 57 L= %D %7 v DY~ ) —F — X #IVE L %
| summary-only] [circular] [data-size data-size] 4. F T4 F IR SR T — 2 X S F
1 - L, MBS U TFIA b L—2%FETLET,
pkt-num : FTE DRFHRICHERF S %237 b DRcREL
Router# debug platform packet-trace packets 2048 i
summary-only EERELET,
fiatrace: r~V —7—% BEEEHFOT —X 72 L
PR L SV DOT =2 Xy T TFy EIATLET, F
7oy X7y MLUERHRIZT 7 2 S-S tEeT v b
VHFRRLET,
summary-only : FERBIEH Z e/ NRIC L7~ —
T=HADX X T T X B HMMLET,
creular : il b L—A SN2y OT—H EAR
FLET,
data-size : %37 v hORERET —# £ FIA F L —X
TR R AFT DT —H N T 7 DY A XeRA K
BALCHELET, Ty N THFIZEWN ST v b
WEMNFAT ST h, 22— — IR U T
T ANy T 7OV A AT ENTEET,
7 7 4V MEIE 2048 T,
ATv73 erug platform packet-tracg{punt F=EMhbaryha—L L —r~R hERER
[inj ect|copy|drop|packet|statistics} o hdO R L—RAEECLET,
i) :
Router# debug platform packet-trace punt
R w 7 4 | debug platform condition [ipv4 | ipv6] [interface Ry " R —RAT A0 —KEERETELE
interface][access-list access-list -name | ipv4-address/ |4~ o fva P7 FLABLIOH 7%y hv 2
subnet-mask | ipv6-address/ subnet-mask] [ingress| egress y T o REEY A R (ACL) . AV H—T = A
Iboth] . HENCE BT 45 ) o TR L £,
i -
Router# debug platform condition interface g0/0/0
ingress
R T 75 | debug platform condition start FRE LI MEEEEZ G Ty b hL—R%
15“ : Eﬁﬁé Lij‘o
Router# debug platform condition start
R T 7 6 | debug platform condition stop SMEIET VT 4 TIZLT, ATy hDORL—2 %

1
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UDEF Tty rEERALE ATy F kL—v0EE [

AU RFERETIVa Y
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Router# debug platform condition start

Z 5w 77 | show platform packet-trace {configuration | statistics |fgE <747 a LIcHE-T, &y v F fL—2R
| summary | packet {all | pkt-numj} Fn aFR LET. show o~y KDATS 320
Bl - FERELZDUNTIE,  {start cross reference} % 21-1 {end
cross reference} ML TS 7230,
Router# show platform packet-trace 14
AT 7 8 |clear platform condition all debug platform condition =~ > K3 X O} debug

1 -

Router (config) # clear platform condition all

platform packet-trace =~ > RiZ X » TSz
REXHIFRL £,

ATvT9

exit
B

Router# exit

HibE EXEC £ — REK T LET,

UDFA 2ty b ZEERLIZ/ANTY b FL—HDEE

F7%y MR LTy b FL—AUDF ZRET DI, ROFIEEZFATLET,

FIRDEE

udf udf name header {inner | outer} {13|14} offset offset-in-bytes length length-in-bytes

debug platform condition [ipv4 | ipv6] [ interface interface] [access-list access-list -name |

ipv4-address / subnet-mask | ipv6-address/ subnet-mask] [ ingress | egress [both ]

debug platform packet-trace packet pkt-num[ fia-trace| summary-only] [ circular ] [ data-size

debug platform packet-trace {punt | inject|copy | drop |packet | statistics}

1. enable
2. configureterminal
3.
4, udf udf name {header | packet-start} offset-base offset length
5. ip access-list extended {acl-name |acl-num}
6. ip access-list extended { deny | permit } udf udf-name value mask
7
8. debug platform condition start
9.
data-size]
10.
11.  debug platform condition stop
12.  exit
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FIED 4
AR EERRTIVa Y E[:)

ATy 71 |enable FitE EXEC E— R ANC LET,
Bl : « NAT =Rz AN LET ERSNHR) .
Device> enable

RFw 72 |configureterminal ra—)ar7Z 4 Xal—ay T— N2
i LETS
Device# configure terminal

RFw 73 |udfudfname header {inner |outer} {13|14; offset | i x ¢ UDF €#% % E L £ 3, UDF ORI, 47
offset-in-bytes length length-in-bytes Ty DRy FT—F Sy X — TS
i T—HDORSEHRETEET,
ot i) h udf TEST UDE NAME 1 hesder | inner ¥x—7U— NE/iZouter ¥—U— Rix, #~7
oore onme b PR S header R SN TV LA Y3 E LA T A4D A~y

F—=noDA 7y FORMERET 25, X

Router (config) # udf TEST UDF NAME 2 header inner AT BIMCS VT NT > RN DA IENEL3/L4
e PoDF 7y FOBIMEIRELET,
Router (config)# udf TEST UDF NAME 3 header outer length F—U— NI4Tt > Fﬁ)g@ﬁé %/§4 k
13651 WAL CHRE LE9, AR 1 ~2 T,
Router (config) # udf TEST UDF NAME 4 header outer
14 67 1

R w 74 |udfudf name {header | packet-start} offset-base offset eheader : =7ty FOEKRBREXIEE LTI,

length
1 -

Router (config) # udf TEST UDF NAME 5 packet-start
120 1

* packet-start : packet-start 7> 5 DA 7 v hX—
AEFEE L ET, packet-start (£, X7 > b b
L—=ANA N RNy NPT D RRY
VRATy FHANZ Lo TRV ET, Ty
FNRU—=2BA R Ry NHTH LY
B Ty FBRBIELA VIRV ET, TU
hoXT o ROYATL, packet-start | X LA ¥ 31
Y ET,

eoffset : 7w h XR=2AMb A7y XK

BN MNERELET, A7y FR"—2X

(LAY 3L ATA~yH—) NEDOYEIEN

A MI—ESHELIZE, A7y FE2OITRE
LET,

elength : =7ty R BLOAA MEEFREELE

T 1A FERF 231 FETBYER—FE
NWET, BIONAS MIUZ—ESE 21T, B
D UDF OEHRNPMLETT,
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UDEF Tty rEERALE ATy F kL—v0EE [

ARV FFEREETIVa Yy

E:)

ZFwF5 |ipaccesslist extended {acl-name |acl-num} EACLaZ Y 7 4 Fal—3 gy E— REARIC
Bl - LEF, CLIFHIEEACL 207 4 ¥ ab—a v
T—REFBLET, Z0OF— T, BT
Router (config)# ip access-list extended acl2 Thav I\ﬁ@ﬁhE@Tfﬁ?ﬁT?JﬁX YAk (:Eﬁﬁﬁ =
NWET, JEEACLIE, IPX 7y FOEETLT KL
ABIOSHT FLAZ ACLIZRESINTWDT
RLUALHEBELT, M7 74y 7 Z2fl#lLET,
XTFw 6 |ipaccesslist extended { deny | permit} udf udf-name|HED 7 7 2 &= F U (ACE) &pPfdC,
value mask UDF C—%3% L 9 ICACLZ#&E L E3, ACLT
- ERSNTVD/A MEO0xD3 T, vAZIE, #7F
ABIMNERTE N7 74 v 7 BRETDH L DI,
Router (config-acl) # permit ip any any udf IPACL CIPT7T RLARE EHITHEALET,
TEST_UDF_NAME 5 0xD3 OxFF
R w77 |debugplatform condition [ipv4 | ipv6] [ interface Ry e N —R T30 KEELXIETELE
interface] [access-list access-list -name | ipvd-address/ | 4~ —p ha, P77 FLABLOH 7%y b~
w?g;—r;;srl]q ipv6-address / subnet-mask] [ ingress| 2 T o RERY 2 R (ACL) . Ay H—T =
egressboth ] 1R HENCEBT A A Y o TR AR L %
1 - 7,
Router# debug platform condition interface
gi0/0/0 ipv4 access-list acl2 both
A5 w 78 |debugplatform condition start BELFVBREEZENZLT Yy F hL—2 %
i - BRAA LT,
Router# debug platform condition start
A5 w79 |debugplatform packet-trace packet pkt-numf[ fia-trace| 54 L7=3 D 47 v kDY~ U —F— & IV £

| summary-only] [ circular ] [ data-size data-size]

1

Router# debug platform packet-trace packet 1024
fia-trace data-size 2048

T, T 74V N TIIEEE AT — X Xy 7T vy
L. EIZSUTFIA FL—XZ2FETLET,

pkt-num : FTE DRFICHERF S D37 v h DER
BAERELET,

fiartrace : ¥~ U —7—2% BEREREA DT — 5 72
UM LNALOF — 2 Xy FF v BT LE
T E T oy MLBRRICT 7 A ST AR RE
Ty bERLET,

summary-only : FEflE A e/ NRIC Lo~ U —
T—ADORY T F X AN LET,

circular : SEiE R L— R &Ny ROF—F %
TRIFELET,

Ny b bL—X .
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ARV FFEREETIVa Yy

S

data-size : %737 > hOBERET — & L FIA h L — &
TR ERGFT BT — Xy T 7OV A X%/ 1 |
BALCHRELET, Ny b TIERICE VWY v b
BN FAT S NI 6E, 22— — IR U T
T—H RNy T 7 DY A XTI ENTEET,
7 7+ /v MEIE 2048 T,

ATy 710

debug platform packet-trace{punt |inject|copy |drop | ¥ — % i a2y fr— 7T L—r Xy X728

|packet | statistics}
1 -

Router# debug platform packet-trace punt

ry hO =2 EHBLET,

ATvIN

debug platform condition stop
i -

Router# debug platform condition start

GMEIET 7T 4 TN T, Ny RO RL—2%
EiELET,

ATvT12

exit
&1

Router# exit

¥ fE EXEC E— FEKTLET,

Ny b R L—RIBHRORTR

Ny b b L —REREFTRT DI, RO show 2~ REEHLET,

#F2:showa<v v K

avy R

BLL]

show platform packet-trace
configuration

FIFINV RGNy B MU= ARENFREINE
7

show platform packet-trace statistics

ML —=RAENTZTRTORT Y NOT IO T 40T
F—=AENEREINET,

show platform packet-tracesummary

R

show platform packet-trace {all |
pkt-num} [decode]

FTANTONTy PEFE LA v FOAAT =4
NFERENFET, decodet 7> a v ZFEHTHE, A
F Uy bO XY NEPHEE LT WERA~DOT 22—
FARASNET,

. N7y kL —R
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NIy M RL—RXT—32 DOHIK
Ry N RL—RF—X %7 V75512, koavy ReERALET,

K 3:clearav< > K

avU R SR AA

clear platform packet-trace statistics IRESINT Ny N N —RTF—X L#EHE2 7 )T
L/i‘g—o

clear platform packet-traceconfiguration | /<4 v h h L — R ELFHFHE2 7 VT LET,

Ny b L—XDEEFEH

Z T, ROBREFNZHOWTHIALET,

Bl N7y b L—RADEETE

ZOBITIE, Ny P RL—Z2EREL, fMREZRTDHEIOWTHHALET, ZofT
i, ¥ b A =P Ry b A Z—T A ZX0/0/1 ~DFEEXT Y 8B N —RAEZh, &)
D128 737 FDOFIA hL—AT—HRNF X 7 F vy INFET, £/, ASry har—&
FvE T, show platform packet-tracepacket 0 =~ > RiZ XV, X7 > R 0IZ2OW T, #ET—
2l Ny MLUEHIZT 7B A SN AHRE= Y MU BREREINET,

Router>

enable

Router# debug platform packet-trace packet 128 fia-trace
Router# debug platform packet-trace punt

Router# debug platform condition interface g0/0/1 ingress
Router# debug platform condition start

Router#! ping to UUT

Router# debug platform condition stop

Router# show platform packet-trace packet 0

Packet: 0 CBUG ID: 9
Summary
Input : GigabitEthernet0/0/1
Output : GigabitEthernet0/0/0
State : FWD
Timestamp
Start : 1819281992118 ns (05/17/2014 06:42:01.207240 UTC)
Stop : 1819282095121 ns (05/17/2014 06:42:01.207343 UTC)

Path Trace
Feature: IPV4

Source :198.51.100.2
Destination : 198.51.100.2
Protocol : 1 (ICMP)
Feature: FIA TRACE
Entry : 0x8059dbe8 - DEBUG_COND INPUT PKT

Timestamp : 3685243309297

Nry b bL—X
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Feature: FIA TRACE
Entry 0x82011a00 - IPV4 INPUT_DST_LOOKUP_ CONSUME
Timestamp 3685243311450

Feature: FIA TRACE
Entry 082000170 - IPV4_ INPUT FOR_US_MARTIAN
Timestamp 3685243312427

Feature: FIA TRACE
Entry 0x82004b68 - IPV4 OUTPUT LOOKUP_ PROCESS
Timestamp 3685243313230

Feature: FIA TRACE
Entry 0x8034f210 - IPV4 _INPUT_IPOPTIONS_PROCESS
Timestamp 3685243315033

Feature: FIA TRACE
Entry 0x82013200 - IPV4 _OUTPUT_GOTO_OUTPUT_FEATURE
Timestamp 3685243315787

Feature: FIA TRACE
Entry 0x80321450 - IPV4_VFR REFRAG
Timestamp 3685243316980

Feature: FIA TRACE
Entry 0x82014700 - IPV6_ INPUT L2 REWRITE
Timestamp 3685243317713

Feature: FIA TRACE
Entry 0x82000080 - IPV4 OUTPUT FRAG
Timestamp 3685243319223

Feature: FIA TRACE
Entry 0x8200e500 - IPV4 OUTPUT_ DROP_POLICY
Timestamp 3685243319950

Feature: FIA TRACE
Entry 0x8059%9aff4 - PACTRAC_OUTPUT_STATS
Timestamp 3685243323603

Feature: FIA TRACE
Entry 082016100 - MARMOT SPA D TRANSMIT PKT
Timestamp 3685243326183

Router# clear platform condition all
Router# exit

Kry k=2 |

LFTS (Linux Forwarding Transport Service) (&, CPP 7»5 /30 h &7z > k% 10Sd LIS D

T r—

vay

WZHRET D N TV AR— MAN=ALTT, ZOFITIE, A Z—E7 S

7z binos 7 7Y r—3 3 5T D LFTS N— A D7 hBFRENTWET,

Router# show platform packet-trace packet 10

Packet: 10 CBUG ID: 52
Summary
Input GigabitEthernet0/0/0
Output internal0/0/rp:1
State PUNT 55 (For-us control)
Timestamp
Start 597718358383 ns (06/06/2016 09:00:13.643341 UTC)
Stop 597718409650 ns (06/06/2016 09:00:13.643392 UTC)
Path Trace
Feature: IPV4
Input GigabitEthernet0/0/0
Output <unknown>
Source 10.64.68.2
Destination 224.0.0.102

Protocol : 17 (UDP)
SrcPort : 1985
DstPort : 1985

Feature:
Input
Output
Entry
Lapsed

b RL—Z

FIA TRACE

GigabitEthernet0/0/0

<unknown>

0x8a0177bc - DEBUG _COND_ INPUT PKT
time : 426 ns
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Feature: FIA TRACE

Input : GigabitEthernet0/0/0
Output : <unknown>
Entry : 0x8a017788 - IPV4 INPUT_DST_LOOKUP_ CONSUME

Lapsed time : 386 ns
Feature: FIA TRACE

Input : GigabitEthernet0/0/0
Output : <unknown>
Entry : 0x8a01778c - IPV4 INPUT FOR US MARTIAN

Lapsed time : 13653 ns
Feature: FIA TRACE

Input : GigabitEthernet0/0/0
Output : internal0/0/rp:1
Entry : 0x8a017730 - IPV4 INPUT LOOKUP_PROCESS EXT

Lapsed time : 2360 ns
Feature: FIA TRACE

Input : GigabitEthernet0/0/0
Output : internal0/0/rp:1
Entry : 0x8a017be0 - IPV4 INPUT_IPOPTIONS PROCESS EXT

Lapsed time : 66 ns
Feature: FIA TRACE

Input : GigabitEthernet0/0/0
Output : internal0/0/rp:1
Entry : 0x8a0l7bfc - IPV4 INPUT GOTO OUTPUT FEATURE EXT

Lapsed time : 680 ns
Feature: FIA TRACE

Input : GigabitEthernet0/0/0
Output : internal0/0/rp:1
Entry : 0x8a017d60 - IPV4 INTERNAL ARL SANITY EXT

Lapsed time : 320 ns
Feature: FIA TRACE

Input : GigabitEthernet0/0/0
Output : internal0/0/rp:1
Entry : 0x8a017a40 - IPV4 VFR REFRAG EXT

Lapsed time : 106 ns
Feature: FIA TRACE

Input : GigabitEthernet0/0/0
Output : internal0/0/rp:1
Entry : 0x8a0l17d2c - IPV4 OUTPUT DROP POLICY EXT

Lapsed time : 1173 ns
Feature: FIA TRACE

Input : GigabitEthernet0/0/0
Output : internal0/0/rp:1
Entry : 0x8a017940 - INTERNAL TRANSMIT PKT EXT
Lapsed time : 20173 ns
LFTS Path Flow: Packet: 10 CBUG ID: 52

Feature: LFTS

Pkt Direction: IN

Punt Cause : 55
subCause : 0

Bl Ny R L—RADERA
WIZ, "7y M L —Z%#HH LT Cisco ASR 1006 L—Z D NAT RET/ 7y F Fa v 70
NTGTNY a—T 4 T EITHI TV FOFERLET, ZOFIZIE, 737y b b L— AERE
WL > CIREL SN DM L~V 220 BRI U CRIEICET 28 A IE L, BIEZ 9 &5
T, fRIRRE RO B HERREINTHET,

| N7y b kL—X .



B s <rorri—zomm

Kry k=2 |

ZOVFIATHEH, BERGLZ b T, EI0nb NI TNy a—T 40 7 %Rtk
FTUT LT FHA, LIz o T, 2HOERE N7y hOXry ML —ADY~
V—ZT7 78 ATHZ EEMHTTILNENDY £7,

Router# debug platform condition ingress

Router# debug platform packet-trace packet 2048 summary-only

Router# debug platform condition start

Router# debug platform condition stop

Router# show platform packet-trace summary

Pkt Input Output State Reason

0 Gi0/0/0 Gi0/0/0 DROP 402 (NoStatsUpdate)

1 internal0/0/rp:0 internal0/0/rp:0 PUNT 21 (RP<->QFP keepalive)
2 internal0/0/recycle:0 Gi0/0/0 FWD

ZOHEDITE, FAEY P A=y b A F—T A Z0/0/0 D NAT iR EMNFRK T/ >
ERRBE Yy 7SN TWNWLZEDNRINTWVET, ZHUCL-> T, MEIIFFEDS v F—T A
ATHALTNWDLZERDNY ET, ZOFREZMEHLT, FL—2F25.7y FEHIRL,
F=A XX TF DOy M EEEL L, BAEL-LE EFD 2 EnTEET,

Router#
Router#
Router#
Router#
Router#
Router#
Router#
Packet:
Summary
Input
Output
State
Timest
Star
Stop
Path Tra
Featur
Inpu
Outp
Sour
Dest
Prot
Sr
Ds

debug platform packet-trace packet 256
debug platform packet-trace punt

debug platform condition interface Gi0/0/0
debug platform condition start

debug platform condition stop

show platform packet-trace summary

show platform packet-trace 15

15 CBUG ID: 238

GigabitEthernet0/0/0
internal0/0/rp:1
PUNT 55 (For-us control)
amp
t : 1166288346725 ns (06/06/2016 09:09:42.202734 UTC)
1166288383210 ns (06/06/2016 09:09:42.202770 UTC)
ce
e: IPV4
t : GigabitEthernet0/0/0
ut : <unknown>
ce : 10.64.68.3
ination : 224.0.0.102
ocol : 17 (UDP)
cPort : 1985
tPort : 1985

I0Sd Path Flow: Packet: 15 CBUG ID: 238

Featur
Pkt
Pack

Featur
Pkt
Sour
Dest

e: INFRA

Direction: IN

et Rcvd From CPP

e: IP

Direction: IN

ce : 10.64.68.122
ination : 10.64.68.255

Feature: IP

Pkt

Direction: IN

Packet Enqueued in IP layer

Sour
Dest
Inte

ce : 10.64.68.122
ination : 10.64.68.255
rface : GigabitEthernet0/0/0

Feature: UDP

Pkt
src
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dst : 10.64.68.255(1947)
length : 48

Router#show platform packet-trace packet 10

g 5oy b rL—2osm |

Packet: 10 CBUG ID: 10
Summary
Input : GigabitEthernet0/0/0
Output : internalO/0/rp:0
State : PUNT 55 (For-us control)
Timestamp
Start : 274777907351 ns (01/10/2020 10:56:47.918494 UTC)
Stop : 274777922664 ns (01/10/2020 10:56:47.918509 UTC)

Path Trace
Feature: IPV4 (Input)

Input : GigabitEthernet0/0/0
Output : <unknown>
Source : 10.78.106.2
Destination : 224.0.0.102
Protocol : 17 (UDP)
SrcPort : 1985
DstPort : 1985
IOSd Path Flow: Packet: 10 CBUG ID: 10

Feature: INFRA
Pkt Direction: IN
Packet Rcvd From DATAPLANE
Feature: IP
Pkt Direction: IN
Packet Enqueued in IP layer

Source : 10.78.106.2
Destination : 224.0.0.102
Interface : GigabitEthernet0/0/0

Feature: UDP
Pkt Direction: IN DROP
Pkt : DROPPED
UDP: Discarding silently

src : 881 10.78.106.2(1985)
dst : 224.0.0.102(1985)
length : 60

Router#show platform packet-trace packet 12

Packet: 12 CBUG ID: 767
Summary
Input : GigabitEthernet3
Output : internal0/0/rp:0
State : PUNT 11 (For-us data)
Timestamp
Start : 16120990774814 ns (01/20/2020 12:38:02.816435 UTC)
Stop : 16120990801840 ns (01/20/2020 12:38:02.816462 UTC)

Path Trace
Feature: IPV4 (Input)

Input : GigabitEthernet3
Output : <unknown>
Source :12.1.1.1
Destination : 12.1.1.2
Protocol : 6 (TCP)
SrcPort : 46593
DstPort : 23
I0OSd Path Flow: Packet: 12 CBUG ID: 767

Feature: INFRA
Pkt Direction: IN
Packet Rcvd From DATAPLANE

Ny b bL—X .
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Feature: IP
Pkt Direction: IN
Packet Enqueued in IP layer

Source : 12.1.1.1
Destination : 12.1.1.2
Interface : GigabitEthernet3

Feature: IP
Pkt Direction: IN
FORWARDEDTo transport layer

Source : 12.1.1.1
Destination 0 12.1.1.2
Interface : GigabitEthernet3

Feature: TCP
Pkt Direction: IN
tcpO: I NoTCB 12.1.1.1:46593 12.1.1.2:23 seq 1925377975 OPTS 4 SYN WIN 4128

Router# show platform packet-trace summary

Pkt Input Output State Reason

0 INJ.2 Gil FWD

1 Gil internal0/0/rp:0 PUNT 11 (For-us data)
2 INJ.2 Gil FWD

3 Gil internal0/0/rp:0 PUNT 11 (For-us data)
4 INJ.2 Gil FWD

5 INJ.2 Gil FWD

6 Gil internal0/0/rp:0 PUNT 11 (For-us data)
7 Gil internal0/0/rp:0 PUNT 11 (For-us data)
8 Gil internal0/0/rp:0 PUNT 11 (For-us data)
9 Gil internal0/0/rp:0 PUNT 11 (For-us data)
10 INJ.2 Gil FWD

11 INJ.2 Gil FWD

12 INJ.2 Gil FWD

13 Gil internal0/0/rp:0 PUNT 11 (For-us data)
14 Gil internal0/0/rp:0 PUNT 11 (For-us data)
15 Gil internal0/0/rp:0 PUNT 11 (For-us data)
16 INJ.2 Gil FWD

KIZ, NTy b =R T =2 OfEEFRT DR LE T,

Router#show platform packet-trace statistics
Packets Summary
Matched 3
Traced 3
Packets Received
Ingress O
Inject 0
Packets Processed
Forward O

Punt 3

Count Code Cause

3 56 RP injected for-us control
Drop 0

Consume O

PKT _DIR IN
Dropped Consumed Forwarded

INFRA 0 0 0

TCP 0

UDP 0 0 0

Ip 0 0 0

IPV6 0 0 0

ARP 0 0 0

PKT DIR OUT
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Dropped Consumed Forwarded
INFRA 0 0 0
TCP 0
UDP 0 0 0
Ip 0 0 0
IPV6 0 0 0
ARP 0 0 0

Wiz, a2y ha—nLTL—unb 73U =T 47 7at oy PIEAB IO hEanb R
iy NaeRRTHEERLET,

Router#debug platform condition ipv4 10.118.74.53/32 both
Router#Router#debug platform condition start
Router#debug platform packet-trace packet 200

Packet count rounded up from 200 to 256

Router#show platform packet-tracer packet 0
show plat pack pa 0

Packet: 0 CBUG ID: 674
Summary
Input : GigabitEthernetl
Output : internal0/0/rp:0
State : PUNT 11 (For-us data)
Timestamp
Start : 17756544435656 ns (06/29/2020 18:19:17.326313 UTC)
Stop : 17756544469451 ns (06/29/2020 18:19:17.326346 UTC)

Path Trace
Feature: IPV4 (Input)

Input : GigabitEthernetl
Output : <unknown>
Source : 10.118.74.53
Destination : 198.51.100.38
Protocol : 17 (UDP)
SrcPort : 2640
DstPort : 500
IOSd Path Flow: Packet: O CBUG ID: 674

Feature: INFRA
Pkt Direction: IN
Packet Rcvd From DATAPLANE

Feature: IP
Pkt Direction: IN
Packet Enqueued in IP layer

Source : 10.118.74.53
Destination : 198.51.100.38
Interface : GigabitEthernetl

Feature: IP
Pkt Direction: IN
FORWARDED To transport layer

Source : 10.118.74.53
Destination : 198.51.100.38
Interface : GigabitEthernetl

Feature: UDP
Pkt Direction: IN

DROPPED
UDP: Checksum error: dropping
Source : 10.118.74.53(2640)

Destination : 198.51.100.38(500)

Routerf#show platform packet-tracer packet 2
Packet: 2 CBUG ID: 2

Nry b bL—X
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I0Sd Path Flow:

Feature: TCP

Pkt Direction: OUTtcpO: O SYNRCVD 198.51.100.38:22 198.51.100.55:52774 seq 3052140910
OPTS 4 ACK 2346709419 SYN WIN 4128

Feature: TCP
Pkt Direction: OUT

FORWARDED
TCP: Connection is in SYNRCVD state
ACK ¢ 2346709419
SEQ : 3052140910
Source : 198.51.100.38(22)

Destination : 198.51.100.55(52774)

Feature: IP
Pkt Direction: OUTRoute out the generated packet.srcaddr: 198.51.100.38, dstaddr:
198.51.100.55

Feature: IP
Pkt Direction: OUTInject and forward successful srcaddr: 198.51.100.38, dstaddr:
198.51.100.55

Feature: TCP
Pkt Direction: OUTtcpO: O SYNRCVD 198.51.100.38:22 198.51.100.55:52774 seq 3052140910
OPTS 4 ACK 2346709419 SYN WIN 4128

Summary
Input : INJ.2
Output : GigabitEthernetl
State : FWD
Timestamp
Start : 490928006866 ns (06/29/2020 13:31:30.807879 UTC)
Stop : 490928038567 ns (06/29/2020 13:31:30.807911 UTC)

Path Trace
Feature: IPV4 (Input)

Input : internal0/0/rp:0
Output : <unknown>
Source : 172.18.124.38
Destination : 172.18.124.55
Protocol : 6 (ICP)

SrcPort : 22

DstPort : 52774

Feature: IPSec

Result : IPSEC_RESULT_DENY
Action : SEND_CLEAR

SA Handle : O
Peer Addr : 55.124.18.172
Local Addr: 38.124.18.172

Router#
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3.10S

27y b L= ARREIL, CiscolOSXE Y 7 b7 = TIZ k57—
Ny D ORBIHEIZBY i wma et L £

CiscoIOS XE V U —A 3.10S TiL, Z D#%EEIL Cisco ASR 1000 >
V=X 77V F—=vary —bER L—HZEAINE LT,
WDa~<y RPREAFIIAERINE L,
« debug platform packet-trace packet pkt-num [fia-trace |
summary-only] [data-size data-size] [circular ]
+ debug platform packet-trace copy packet {input | output | both}
[size num-bytes] [L2 | L3|L4]
« show platform packet-trace {configuration | statistics| summary
| packet {all | pkt-num}}

Cisco IOS XE
3.11S

CiscolIOSXE U U —RZ 3.11S T, Z OHERENILIE S, ROFEEEN
BEND LT ELL,

o —H L7kt LBl S TR,

o NU—RBIAZ A DAZ L TITIMZ T, b L—AEIEZ A A

AB T,

WDz~ RPNEAFIERINE LT,

« debug platform packet-trace drop [code drop-num]

« show platform packet-trace packet {all | pkt-num} [decode]

Cisco IOS XE
Denali 16.3.1

Cisco IOS XE Denali 16.3.1 T, Z OHSRENTLIES L, 10Sd & & %
LAY 3 7y ML —AREGENDL LIV E LT,

WDz~ RPNEANFETITERZIVE L, debug platform
packet-trace punt.

Cisco I0S XE
Amsterdam 17.3.1

show platform packet-trace =~ > KD H /12, 10Sd 7> 53[5 S
7237w Ry, 10Sd F 7213t BinOS 7' a2 AFa D347 v M
TLEMD b L—2FRNEEND LI ITRY LT,
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