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setinx 0E [l

: A=)
SELinux D ExE
Enforcing *&— R C SELinux B§RE % A 20k F 7213 HAET 5 72 DI B2 B N O BRSO E FIA
EH 0 £ A,
SELinux ODFERED—H L LT, WD a~vy RRBEAINTWHET,
set platform software selinux {default | enforcing | permissive}
platform security selinux {enforcing | permissive}

show platform software selinux

\}

CE) Zhbo@lLvnwa~y RiE, sarviceinternal =~ > RE L TEAINET,

SELinux D% E (EXEC E— F)
set platform software selinux =~ > K% ffl L T, EXEC *£— R C SELinux Z#%E L £7,
WIZ, EXEC “E— K T® SELinux & EDHI %R LET,

Device# set platform software selinux ?
default Set SELinux mode to default

enforcing Set SELinux mode to enforcing
permissive Set SELinux mode to permissive

- = | >

SELinux W% 7E (CONFIG E— )
platform security selinux =~ > F&HfI LT, =27 4 ¥ =2 L —3 3 F— FTSELinux %%
ELET,
W DFE, CONFIG &— KT SELinux i Z =~ L CWET,

Device (config) # platform security selinux

enforcing Set SELinux policy to Enforcing mode
permissive Set SELinux policy to Permissive mode

Device (config) # platform security selinux permissive
Device (config) #
*Oct 20 21:52:45.155: $IOSXE-1-PLATFORM: R0/0:

SELINUX MODE_PROG: Platform Selinux confinement mode downgraded to permissive!

Device (config) #

SELinux M5l

RIZ, &— K% Enforcing 7> Permissive (28 L7256 O 12~ L ET,
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“*Oct 20 21:44:03.609: $IOSXE-1-PLATFORM: R0/0:
SELINUX MODE_ PROG: Platform Selinux confinement mode downgraded to permissive!”

&IZ, &— K% Permissive 7> 5 Enforcing IZEF L7zG& O NHIZ R LET,

“*<O0ct 20 21:44:34.160: $IOSXE-1-PLATFORM: RO/0:
SELINUX MODE_ PROG: Platform Selinux confinement mode upgraded to enforcing!”

\}

(¥)  SELinux T®— RBREHFIND &, TOLHEF AT A X2 T 4 AV MERREN,

AT v T Ay =T PRERSIVET,

Syslog Avt—21) D27 LR

HWREEXE=_—FE=vY)

%SELINUX-1-VIOLATION

AR O ER 75— hl~yrn s
A y— ML

A =DM

VY—=ADT 78 AR —NFEELRNT
gt AZLEST, VY—RAT 7 EANRFETE
NELEZ, BEC7 I 7NEESN, VY —
AT 7R ABPERESNE L, 7TrkRY) V—
AT IR ABMERE SN E W) TFERE ST
AT Lhua I RERSIE LT,

avR—F b

SELINUX

HEDEALE

WO BEE I 2 istF 7 7 A /L C Cisco TAC |
BELTLL I,
e Y — )LEFIITATAICHIIEND
LBYDORA -
« show tech-support =~ > KD (7%
A KNT 7 AI)

e RNy T AMEH D Btrace 7 7 A VDT — T
A7 (kDa<y FaEER)

request platform software trace archive
target <URL>

- show platform softwareselinux =~ > Ko

A5V

WIZ, syslog A v E—TOflERLET,
il
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*Nov 14 00:09:04.943: $SELINUX-1-VIOLATION: R0O/0: audispd: type=AVC

msg=audit (1699927057.934:129): avc: denied { getattr } for pid=5899 comm="1s"
path="/root/test" dev="rootfs" ino=25839
scontext=system u:system r:polaris iosd t:s0
tcontext=system u:object r:admin home t:s0 tclass=file permissive=0

5] 2 :

*Nov 14 00:09:04.947: $SELINUX-1-VIOLATION: R0/0: audispd: t type=AVC
msg=audit (1699927198.486:130): avc: denied { write } for pid=6012 comm="echo"
path="/root/test" dev="rootfs" ino=25839
scontext=system u:system r:polaris iosd t:s0
tcontext=system u:object r:admin home t:s0 tclass=file permissive= 0

SELinux O XML DHEER

show platform software selinux ==~ > FZfif] L T, SELinux X EE— FEZ &R LE T,

Device# show platform software selinux

IOS-XE SELINUX STATUS

SElinux Status : Enabled
Current Mode : Enforcing
Config file Mode : Enforcing

- — N ~ — -~ N
SELinux D cS>JI)La—T 4
FNA AFE 1T %y U —2 T SELinux B DA v A X ARH LA, IROEEM % Cisco
TAC ITHEAE L TL &V,
s Y NFFIEFVAT A SIIHIENDEBYVDOA vE—T, RIZHIEZRLET,

device#request platform software trace archive target
flash:selinux btrace logs

« show tech-support =~ > KO (FF AR 7 7 A L)

e R T AMBD Btrace 7 7 ANDT —HAT (RDOa< > Raflif)

request platform software trace archivetarget <URL >

« show platform software selinux =~ > KD H /)
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