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EEVE/ TN —F DY 7 — EBRFETENET, TREANRZAZ v 7 LTNDENI Ty a Ll
lEE=X-DBRBRET DL, syslogm T — A vE—UREREINET, T A NEEE)R]
RERG A IR S, ENLSNOSE TV — 2 BNFEE S ET,

VAT AN Y= ADRICE - T, BV EIMEEBAERNCKRETE D720, VAT LADE
IEZERECE F9, WIZ, ETWRREEROAY v hE2RLET,
DTS THEB L TNE T D — RO AT Y RENEN T, KB N SAT
HLHHEMENH D £, ATV DFEHRNEEHRTHZ LT, F4 0 I—FDAEY ORE
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B ciscoros Totzoyv—2

EHRRERIC L > T ER R AT DAMOEENHELSNET, N— o277
NY =T ET T L= RLERIC, ZOFREZBRORPWLE LTHEHAL, 7y 77—
R Y Y —=ZADMRARICE B 5T E D hald TE £,

Ciscol0S 7OtEAM!) Y —X

TIT 47 TuktAD CPUMMARFEHERZFZRL, Zhb6D 7 XA THEFEATND A
T OFREZHERT HI121E. showmemory =~ > K & show processcpu =~ > RZEHATX %
T, ZNbDa~<r KL, CiscolOS 7ut ADHDAEY & CPU DR AR LET, 7
Ty N7 —LBEOY V=R T HIERITEENEE A, 7oL 21X, 8 GBRAM Z i
L. 1 D® CiscolOS 7t A%FE{TLTW\WDH I AT AT showmemory 2~ REFEITT 5
L. ROAEVHERRUPFERSNET,

Router# show memory

Head Total (b) Used (b) Free (b) Lowest (b) Largest (b)
Processor 2ABEA4316010 4489061884 314474916 4174586968 3580216380 3512323496
lsmpi io 2ABFAFF471A8 6295128 6294212 916 916 916
Critical 2ABEB7C72EBO 1024004 92 1023912 1023912 1023912

show processcpu =2~ > RiX, Cisco IOS CPU OB Z RO X H IR R L ET,

Router# show process cpu

CPU utilization for five seconds: 0%/0%; one minute: 0%; five minutes: 0%
PID Runtime (ms) Invoked uSecs 5Sec 1Min 5Min TTY Process

1 583 48054 12 0.00% 0.00% 0.00% 0 Chunk Manager
2 991 176805 5 0.00% 0.00% 0.00% 0 Load Meter
3 0 2 0 0.00% 0.00% 0.00% 0 IFCOM Msg Hdlr
4 0 11 0 0.00% 0.00% 0.00% 0 Retransmission o
5 0 3 0 0.00% 0.00% 0.00% 0 IPC ISSU Dispatc
6 230385 119697 1924 0.00% 0.01% 0.00% 0 Check heaps
7 49 28 1750 0.00% 0.00% 0.00% 0 Pool Manager
8 0 2 0 0.00% 0.00% 0.00% 0 Timers
9 17268 644656 26 0.00% 0.00% 0.00% 0 ARP Input
10 197 922201 0 0.00% 0.00% 0.00% 0 ARP Background
11 0 2 0 0.00% 0.00% 0.00% 0 ATM Idle Timer
12 0 1 0 0.00% 0.00% 0.00% 0 ATM ASYNC PROC
13 0 1 0 0.00% 0.00% 0.00% 0 AAA SERVER _DEADT
14 0 1 0 0.00% 0.00% 0.00% 0 Policy Manager
15 0 2 0 0.00% 0.00% 0.00% 0 DDR Timers
16 1 15 66 0.00% 0.00% 0.00% 0 Entity MIB API
17 13 1195 10 0.00% 0.00% 0.00% 0 EEM ED Syslog
18 93 46 2021 0.00% 0.00% 0.00% 0 PrstVbl
19 0 1 0 0.00% 0.00% 0.00% 0 RO Notify Timers

ayvkao—J)L TL—22E& D) Y—X

Karvirp—raktydoarto—IL FL—rDAEYELORCPU DM ARIICLD
aryha— T L—rBRDY ) —RAEERTEET, v br— LT L —2DAEY L CPU
O R OfE #2795 121%, show platform softwar e status control-processor brief =t~ >~
K (< VU— B=—) 7213 show platform software status control-processor =~ > K (Gf#fl
Ba—) ZEHTEET,
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TRTHay bo—L Fak vy PO AT —F AL LT [Healthy] NFREN D5 DNIER TT,
IR RSV B AT —F ADfEIE, [Warning] & [Critical] T9, [Warning] iX, /L — & DNEIME
HTHLHHLOD, BIEL VOB PMLETHDH Z L& L TWET, [Critical] I%, /L—# T
FEENEAET HRREENEH N 2R L TWET,

[Warning] & 721 [Critical] 27— % ANFERINTE B, IO TFIEHES TS0,

c RENDOEZ DRz WO T, BN —E2AOFRRZHIRL T, VAT LMIXT DHH
BLOBHRAMZID LET,

o —H2 LRSS OB AT S L7200 . ACL7R EDONL— L O EFIR L7720, VLAN ¥ %
S Lz 72 EORPLEITVET,

Z Z TlE. show platform software status control-processor =~ > RO D7 4 —/L K22
T LET,

Load Average

[Load Average] I%, CPU Y YV —Z2D 7 ¥R Fa—Fii7etRr arsrrrarazrLlE
T, e xX, o aruty b TRENRAMN T OEEIX. 7T 207 v ANELT
FREZRRREIZ 2> TWVT, 2D B 1 ORBIEFATH EVWI B TT, Ta7/rarra
o THEMMMNT Lo TWVAEE. 7HOD 7 at ANEITRRE/IREEIZ /2> TWT, FDH
HLO2ONBERITH THDLZ EERLET,

Memory Utilization
[Memory Utilization] Tk D 7 4 —/L R TRENET,
*Total : 74 > — ROEFAEY
* Used : flEffIEAAEY
* Free : ffiflnJRE/R A€V
» Committed : 7' 0 & AZHID HTHATWDEEAEY

CPU Utilization

[CPU Utilization] X CPU 2MFEH STV A OFEI G2 FTHL DT, RO T 4 —/L R TREN
\iﬁqo

*CPU : HIV Y THA TR Y

e User : Linux I —x VLSO T ot 2

» System : Linux 7 —R/v O 7 1 ¥ A

*Nice : 7T A AV T 4 DIERNT B LR
«Idle : CPUDIET 7T 4 712> T RefH DEIE

«IRQ : #HIV A
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+SIRQ : v AT LDE|Y AR

* [Owait : CPU X A ) &R - CW 2B 0 EI &

>

{51 : show platform software status control-processor 1< > |

& 1Z show platform software status control-processor =~ > KD < DO i f % 7~
LET,

Router# show platform software status control-processor
RPO: online, statistics updated 5 seconds ago
Load Average: healthy
1-Min: 0.07, status: healthy, under 5.00
5-Min: 0.11, status: healthy, under 5.00
15-Min: 0.09, status: healthy, under 5.00
Memory (kb): healthy
Total: 3971216
Used: 3415976 (86%)
Free: 555240 (14%)
Committed: 2594412 (65%), status: healthy, under 90%
Per-core Statistics
CPUO: CPU Utilization (percentage of time spent)
User: 1.40, System: 1.20, Nice: 0.00, Idle: 97.39
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00
CPUl: CPU Utilization (percentage of time spent)
User: 0.89, System: 0.79, Nice: 0.00, Idle: 98.30
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00
CPU2: CPU Utilization (percentage of time spent)
User: 0.80, System: 2.50, Nice: 0.00, Idle: 96.70
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00
CPU3: CPU Utilization (percentage of time spent)
User: 3.09, System: 6.19, Nice: 0.00, Idle: 90.60
IRQ: 0.00, SIRQ: 0.09, IOwait: 0.00
CPU4: CPU Utilization (percentage of time spent)
User: 0.10, System: 0.30, Nice: 0.00, Idle: 99.60
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00
CPU5: CPU Utilization (percentage of time spent)
User: 0.89, System: 1.59, Nice: 0.00, Idle: 97.50
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00
CPU6: CPU Utilization (percentage of time spent)
User: 0.80, System: 1.10, Nice: 0.00, Idle: 98.10
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00
CPU7: CPU Utilization (percentage of time spent)
User: 0.20, System: 3.40, Nice: 0.00, Idle: 96.40
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00

Router# show platform software status control-processor brief
Load Average

Slot Status 1-Min 5-Min 15-Min

RPO Healthy 0.09 0.10 0.09

Memory (kB)
Slot Status Total Used (Pct) Free (Pct) Committed (Pct)
RPO Healthy 3971216 3426452 (86%) 544764 (14%) 2595212 (65%)

CPU Utilization

Slot CPU User System Nice Idle IRQ SIRQ IOwait
RPO 0 1.60 0.90 0.00 97.30 0.10 0.10 0.00
1 0.09 1.29 0.00 98.60 0.00 0.00 0.00
2 0.10 0.10 0.00 99.79 0.00 0.00 0.00
3 0.00 0.00 0.00 100.00 0.00 0.00 0.00
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4 0.60 4.90 0.00 94.50 0.00 0.00 0.00
5 0.70 1.30 0.00 98.00 0.00 0.00 0.00
6 0.10 0.00 0.00 99.90 0.00 0.00 0.00
7 1.39 0.49 0.00 98.10 0.00 0.00 0.00

75— LEZFERALIEN—FY9TT7NDEWR

= HDEFFEN— R =T DR (53—-)
TR T T va T4 AT DOER (58—)

e N— R =T T 53— ADERKTE (52—)

IW—BDFKEHEN—FD T T DER

MR SND ENV—F DT F— BN EINET, 2Tk, Xy FU—2 %
F— P CTEMHTE LT, show 2~ FEMH L TTF A 22 EHICR—Y > 73 50203
HYFEFEAN, BEIISCTHIA N E=Z Y T HFITTEET,

T— 73922 TARIDER

T—=h 7T aT 4 A7, 20o0aT XU T ERIFTE 507028 & E S ME T,
COFMNRERENT, 7= 7T v va TAARAINR2O00aT X2 T ERGET HIZIT/NE
T LA, ROBNIRT X 5 72 syslog 77 — AR ERESINET,

Aug 22 13:40:41.038 RO/0: SFLASH CHECK-3-DISK QUOTA: Flash disk quota exceeded
[free space is 7084440 kB] - Please clean up files on bootflash.

T=hT7Tvva T4 AT OFA XL, DR E B FITHERSN T OB AT LRT
YA A TRITFNIERY T/ A, ZOEMEETZ L TORWEES. ROFNIRT X S 722syslog 7
T AR ERSIET,

$IOSXEBOOT-2-FLASH SIZE CHECK: (rp/0): Flash capacity (8 GB) is insufficient for fault
analysis based on

installed memory of RP (16 GB)

$IOSXEBOOT-2-FLASH SIZE CHECK: (rp/0): Please increase the size of installed flash to

at least 16 GB (same as
physical memory size)

N—FD 7 75—LDERAE

T I A FDOFRy FU = ERENRET T — L TR T — DT D (63—
)

e aY—)LE L syslog TOT T —Ah A vE—VOMR (6 ~—)
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B 751 rory ro—vEmELATET S—LELETRT S—LCHET S

s SNMPHEHICTT 77— 2R ESINTZHADR Yy NT—VEBU AT AL DXy NT—7
BHEA~OEL (9 —)

ToH4 bRy FO—OEBENAETY S —LFEEFABRT T —LICHET S

c FW[BET T — L L AT T —AIZONT (6 3—)
CHNET T —L D7 VT (63—)
cHHTT—2D I VT (62—)

A7 5 —LERABT I —LIZDNT

A7 5 —LDY )T

A7 5—LDY )T

BHEY 2 —/VODB-257 7—Lh ax 7 X efifl4 52 LIk, ST A A2 EBRE
Va—/WlERRTEET, INET A RIERET T — LA DCEIKE TR T 7 — A B~ L
<7,

J—H ORIE 7 L — ~MZH D CRIT, MIN, F721Z MAT DWW NN LED 37 7 —AIZ 8L -
TR T 256, RT 7 =2 FRTAHET 7 — 2038 INTWD &, TI7—AITL -
THEIRDB-25 27 2 DT 7—L U L—bAFEI L, DL, E7IXEERP AL ET,

WHET T — L fEERT H121E. ROWTIRNDOEEELITVET,
« B 7 L — k@ Audible Cut Off R % > % 4
« clear facility-alarm =2~ > K& A 13 %

T 7 —LEMRERT HI2IE, 77 —LGMEFRT H0LERH Y £7°, clear facility-alarm
a<w L RE AN LTS, BiE 7 L— FDO7 T —ALED DR DCEHROMITIZI TE £ A,
TrezIE TIOT 4T RED2a—NETL—RATMIET 7T 4 TALETITID S LTI
IVT AN T T—ALLED BELT LGS, 207 7 — L& FRT OME—DHIEITEY 22—
NEFERY 52 & TY,

Oy —I)LE=(Esyslog TOT 5 —L A vE—DDHER

Ty NU—JEHEIL, VAT L ay ) —LVEREVATA Ayvkw—a s (syslog) 23
BEENDT T—L Ay —VhERTHZEICEY, 77— A vb—VEEHTEET,

« logging alarm =2~ > ROHFME (7 2—)
T T—Lh A= 0f (74—)

e T T —h A —U0WRE ST (9 3—)
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logging alarm 2 < > KO EZHE .

logging alarm 21 < > KD AL
TIT—h A=k ar Y — R syslog i ED XL T TN ZNTEET HITIE, logging
darm A~y FEANCTLMERDY £3, Z0a~vy NET 7 4+/b M TIHEIZZR> T
£,
BRI SIND T T LAOBEKRKE LV EBEETEET, HMELEZLEWEN EOT 77— A
DRETHI-NNT, TI—A Avb—UBRERESNET, LExE ROa~vw>y RTEz Y
TAINT T—h A=V FRaX 7 T30 RAEEINET,

Router (config) # logging alarm critical

T ADEREFEELARVES. T RTOEREDOL LD T FT—h A vb—IURa
T TN RATEEESNET,

TS—LAytE—200
ELWIET 7T 4 TALOFEITHNCE Y 2 — AR I S B/Iicary Y — kg Ens 7
S— A AvE—TORE, WIORLET, T2 AAFREETLLE. TI—ATHEESR
F7,

EDa—IBBY S ESn-5E

*Aug 22 13:27:33.774: $ISR4451-X OIR-6-REMSPA: Module removed from subslot 1/1, interfaces
disabled

*Aug 22 13:27:33.775: $SPA_OIR-6-OFFLINECARD: Module (SPA-4XT-SERIAL) offline in subslot
1/1

EDVA-ABUEESINGE

*Aug 22 13:32:29.447: $ISR4451-X OIR-6-INSSPA: Module inserted in subslot 1/1

*Aug 22 13:32:34.916: $SPA OIR-6-ONLINECARD: Module (SPA-4XT-SERIAL) online in subslot
1/1

*Aug 22 13:32:35.523: S$LINK-3-UPDOWN: SIP1/1: Interface EOBCl/1, changed state to up

T7o—L4

T T —hEFoRT HI2IE, showfacility-alarmstatus =~ > Ra& AL £, BROZ VT 470
VT T —=LOFERITRLUET,

Router# show facility-alarm status
System Totals Critical: 5 Major: 0O Minor: O

Source Severity Description [Index]

Power Supply Bay 0 CRITICAL Power Supply/FAN Module Missing [0]
GigabitEthernet0/0/0 INFO Physical Port Link Down [1]
GigabitEthernet0/0/1 INFO Physical Port Link Down [1]
GigabitEthernet0/0/2 INFO Physical Port Link Down [1]
GigabitEthernet0/0/3 INFO Physical Port Link Down [1]

xcvr container 0/0/0 INFO Transceiver Missing [0]

xcvr container 0/0/1 INFO Transceiver Missing [0]

xcvr container 0/0/2 INFO Transceiver Missing [0]

xcvr container 0/0/3 INFO Transceiver Missing [0]
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IIVT A INT T —LERRTDHITIE, ROBNZRT L 9 I show facility-alarm status critical
a~vy REfHLET,

Router# show facility-alarm status critical

System Totals Critical: 5 Major: O Minor: O

Source Severity Description [Index]

Power Supply Bay 0 CRITICAL Power Supply/FAN Module Missing [0]
GigabitEthernet0/0/0 INFO Physical Port Link Down [1]
GigabitEthernet0/0/1 INFO Physical Port Link Down [1]
GigabitEthernet0/0/2 INFO Physical Port Link Down [1]
GigabitEthernet0/0/3 INFO Physical Port Link Down [1]

N—ZDEFEN— R =7 ar R R—3x FOERIREBLEZ R 5121, show platform diag =
<~V FEFEALET, ROBNE, ERPO CREENBELLZIEEZRLET,

Router# show platform diag
Chassis type: ISR4451/K9

Slot: 0, ISR4451-NGSM
Running state
Internal state
Internal operational state
Physical insert detect time
Software declared up time
CPLD version
Firmware version

101]

Sub-slot: 0/0, ISR4451-4X1GE
Operational status
Internal state
Physical insert detect time
Logical insert detect time

Slot: 1, ISR4451-NGSM
Running state
Internal state
Internal operational state
Physical insert detect time
Software declared up time
CPLD version
Firmware version

101]

Slot: 2, ISR4451-NGSM
Running state
Internal state
Internal operational state
Physical insert detect time
Software declared up time
CPLD version
Firmware version

101]

Slot: RO, ISR4451/K9
Running state
Internal state
Internal operational state
Physical insert detect time
Software declared up time
CPLD version

B JotxALREZHRYLY

ok
online
ok
00:01:09
00:01:42
12061320
12.2(20120618:163328) [ciscouser-ESGROM 20120618 GAMMA

(1w0d ago)
(1w0d ago)

ok

inserted
00:02:48
00:02:48

(1w0d ago)
(1w0d ago)

ok
online
ok
00:01:09
00:01:43
12061320
12.2(20120618:163328) [ciscouser-ESGROM 20120618 GAMMA

(1w0d ago)
(1w0d ago)

ok
online
ok
00:01:09
00:01:44
12061320
12.2(20120618:163328) [ciscouser-ESGROM 20120618 GAMMA

(1w0d ago)
(1w0d ago)

ok, active

online

ok

00:01:09 (1w0d ago)
00:01:09 (1w0d ago)
12061320
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Firmware version : 12.2(20120618:163328) [ciscouser-ESGROM 20120618 GAMMA
101]

Slot: FO, ISR4451-FP

Running state : init, active

Internal state : online

Internal operational state : ok

Physical insert detect time : 00:01:09 (1wOd ago)

Software declared up time : 00:01:37 (1lwOd ago)

Hardware ready signal time : 00:00:00 (never ago)

Packet ready signal time : 00:00:00 (never ago)

CPLD version :

Firmware version : 12.2(20120618:163328) [ciscouser-ESGROM 20120618 GAMMA
101]

Slot: PO, Unknown
State : ps, fail
Physical insert detect time : 00:00:00 (never ago)

Slot: P1, XXX-XXXX-XX
State : ok
Physical insert detect time : 00:01:26 (1lwOd ago)

Slot: P2, ACS-4450-FANASSY
State : ok
Physical insert detect time : 00:01:26 (1lwOd ago)

DDFER LT

TT—h A=V DOMRERD T D0, Ay —LEiEsyslog il ESNTT 77—
AAye—TaGHT2A7 V7 NefEilkcEsd, A2 VT MNE, 779—4, BX2UT+
DELE A H—T 2 A ADAT—HF AR EDA X MIETLHLER—FERRTEET,

syslog A v—% CISCO-SYSLOG-MIB IZEFR SN TWHEREEAHEM LT, ffigx > b
— &8 7 ha (SNMP) HTT 7 A TEET,

SNMP EHTT7 5 —LDNHESN-HZEDRY FIT—V BBV ATLIZLE SRy FT—

VEHEANDES

TV r—varErae halThhHSNMPIE, Xy MU =7 NOT /A R &L L OVE #
THEDO, BEELINZT7 L —AU— LIEOSEARMELES, 7T —LEEHT T
RTOFEOHF T, SNMPIE, T2 H—T T4 XLV =R T M XDty N7 v 7 THE
DNV—F HERT D72 DEE 2 FETT,

SNMP /%, H—ERICEEE KITTHREEOH HEE, 77 —4, Rz@EmLET, iz
LV, Xy NI EBREIX, v TOMR, TAAAOR—V 7 vl LiR— NOMEREAT
IROVIZ, Rry NT—T7EE I ZT A (NMS) R TL—2EREAFTEET,

SNMP #fFH L T7 7—2BHERET2I12%, RO MIB #FEHLET,

« ENTITY-MIB,RFC4133 (CISCO-ENTITY-ALARM-MIB 33 J (Y CISCO-ENTITY-SENSOR-MIB
DRI 6 ZE)

* CISCO-ENTITY-ALARM-MIB
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B swWrescrs—LaRESNEBEDRY NIV EBURFAILL SR Y FT—H BEE~AQLE

« CISCO-ENTITY-SENSOR-MIB (T > — BT 5 —AEHRH, ZOERIT
CISCO-ENTITY-ALARM-MIB Tl S EHA)
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