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VPN SIP DEZE 5 i&

VPN SIP D& F

VPN SIP %9 % FIEIZRD LBV TY,

1. Y= FAA=7 4GHE, ACBAENE., T3 FaEAF—2 A L T REE
ERELET,
1. FEHFEZENT L xR

EDF >y 8T —27 NIZH HAEAER (CA) J— "0 OiFAEZREGT 57200 b
FARNRA LV FEFRELET, ZHUL MU RAVEIETHETT, ROFBRELHEHAL
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peerl (config)# crypto pki trustpoint CA
enrollment url http://10.45.18.132/
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serial-number none
subject-name CN=peer2
revocation-check crl
rsakeypair peer2

peer2 (config) # crypto pki authenticate CA
Certificate has the following attributes:
Fingerprint MD5: F38A9B4C 2D80490C F8E7581B BABET7CBD
Fingerprint SHAl: 4907CC36 B1957258 5DFE23B2 649E7DDA 99BDB7C3
% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.

peer2 (config) #crypto pki enroll CA

Start certificate enrollment

Create a challenge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.

For security reasons your password will not be saved in the configuration.
Please make a note of it.

Password:

Re-enter password:

The subject name in the certificate will include: CN=peer2

The subject name in the certificate will include: peer2

Include an IP address in the subject name? [no]:

Request certificate from CA? [yes/no]: yes

Certificate request sent to Certificate Authority

The 'show crypto pki certificate verbose CA' command will show the fingerprint.

Certificate map for Trustpoint

crypto pki certificate map data 1

issuer-name co cn = orange

HOBAGEAEZM AT 5 b o RV 38GE

HOeBAMNELZHEN L GREZIT Y%A, TOT 3 A LICA B4 I EEZ 4
KT HPKI T A MKRA LV FERELET, WOREEFEHALET,

peerd (config) #crypto pki trustpoint Self
enrollment selfsigned
revocation-check none
rsakeypair myRSA
exit

crypto pki enroll Self

o o o°

o o o

o
]
o
]

Do you want to continue generating a new Self Signed Certificate? [yes/no]l: yes

% Include the router serial number in the subject name? [yes/nol: yes
% Include an IP address in the subject name? [no]l: no
Generate Self Signed Router Certificate? [yes/no]: yes

Router Self Signed Certificate successfully created

HATEEF—Z2FEH LT M VR ARELET,

crypto ikev2 keyring keys
peer peerl

identity key-id 1234
pre-shared-key keyl23

SFEHED IKEV2 7u 7 7 A LV EHRELET,

crypto ikev2 profile IPROF
match certificate data
identity local key-id 5678
authentication remote rsa-sig
authentication local rsa-sig
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keyring local keys
pki trustpoint self
nat force-encap

A —DIKEV 7 u 7 7 A L EZELET,

crypto ikev2 profile IPROF
match identity remote any
identity local key-id 5678
authentication remote pre-share
authentication local pre-share
keyring local keys

nat force-encap

GE)

IKEV2 SA 3% ET H12i1%, WD ET Tnatforceencap 2~ RERETLHLENRH Y 7,
UDP O h 7 /NALN SDP TR AL = — hENDHD T, IKEV2 XA — k 4500 TER#E LiiT &L
5%‘%:%)%@&?‘*0

IPsec 7 7 7 A NVERELET,

crypto ipsec profile IPROF
set security-association idle-time 2000

LANfIA > % 72— A%BRELET,

interface V1anlO1l
ip address 192.0.2.3 255.255.255.0
no shutdown

interface GigabitEthernet2
switchport access vlan 101
no ip address

N—T Ry B —T A AR ELET,

N—T Ry 7 f B =T 2 A AT, B FY VPN F RV DEETCA E—T = A
AL LTHERHEINET,

interface loopback 1
ip address 192.0.2.1 255.0.0.0
ip nat inside

TV A E—T oA AEFELET,

G¥)

7.

Y H o E) A F—=T oA AT IPT FLA, SIPYV—RT KLA, BIORVZ—EAD
5% DHCP S CZETH LI ICRETHLENH Y £,

interface GigabitEthernet8
ip dhcp client request sip-server-address
ip dhcp client request vendor-identifying-specific
ip address dhcp
ip nat outside

rogfV A B —T oA AZXHTELET,
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11.

VPN SIP DE%E .

interface Tunnell
ip address 192.0.2.1 255.255.255.255
load-interval 30
tunnel source Loopbackl
tunnel mode ipsec ipvié
tunnel destination dynamic
tunnel protection ipsec profile IPROF ikev2-profile IPROF
vpn-sip local-number 5678 remote-number 1234 bandwidth 1000

vpn-sip local-number local-number remote-number remote-number bandwidth bw-number o
<~V REMHA LT, SVTIA ¥ —7 = A A|Z VPN-SIP Z5%E LE£7, #idig L 1x, =
DET XA — NSNDUEDHDHHRKT —ZImEEEDZ & T, Xﬂ/l%%é
WIED RV A B —T 2 A RTRESNET, M TE ST 64 Kbps, 128
Kbps. 256 Kbps. 512 Kbps, 35001000 Kbps T3,  (FRIE : 1283 X 18256 Kbpsh ik i
A[AEZ2 DL 10S XE 17.10LAE T3, )

VPN SIP FIZ SVTI 3% E L7=% T, b FE— K, FURLVOERL, hrxLro
EET. BLAOM RUR#EEZET S5 LT TEETA, T— R, HE7T. #Hik.
FIL RN EE TS HI20E, TDOSVILA X —7 = A AH 5 VPN SIP % iE %
HIBR S 2 M BN H Y 7,

Bty NU—JIZAZT 4w 7 — b aBMLET,
AR IZRENET XY L— FEBIMLET,

ip route 192.0.2.168 255.255.255.0 TunnelO track 1
ip route 192.0.2.168 255.255.255.0 Tunnell 254

IPSLA % E LT,

ip sla 1
icmp-echo 192.0.2.11
threshold 500
timeout 500
frequency 2
ip sla schedule 1 life forever start-time now

N—h FT R TERELET,

track 1 ip sla 1 reachability

VPN SIP #H 0k L7,

vpn-sip enable

vpn-sip local-number 5678 address ipv4 GigabitEthernet8

vpn-sip tunnel source Loopbackl

vpn-sip logging

VPN SIP Z @ ET DI2iE, B =B ADSIPFEGL =DV T FVRAZRET DMENH
v £, vpn-sip local-number SIP-number addressipv4 WAN-interface-name =~ > K % fifi
MLT, SIP 2 — /M T 20— SIP S L, BEST LN IPvE T R L A&
i’]\/ij—o
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\}

GE) IPAT FLADBRETEET, fEEY2—NMET a7V AX v 7B R—FLTWEY
/\/o
e RNy T T WANA v Z—T A ZADT KL AL, DHCP IV {TIZEASNWTEDL S Z
ENHY FEF,

T4 <Y WAN A & 72— ANEREL TV AE4A. VPNSIP k> kLD

Ny T 9T WANA U H—T 2 ATRESH, Frx A4 — 7:4x#ﬁﬁ
ROFET, NT T4 IBD R RN A B —T oA ATIN—T 4 T ENDEE., B
JEILSIP XA m—2 3 VDO SDP MLFEESNAETOIP 7 RUAIZRESNET,
7°§4’<7) WAN A U Z—T 2 A ANKRM LIS E, Ny 7 v— BT 77 4 7{bSih
TWiE, X7y NIRRT v P E N L TCSsVTLICV—T 4 V7 ENET,

A—AJL JL—2 D VPN SIP DHEER

GE) N—T Ry I A B—=T 2 A ADT RLRIZIN—T 4 T RARERREHOT KL R & F
L. TON—T Ry I LB —T A A IMONWD72 5 BIICHHEH LWL 9 IkEiD LE
T, =T Ny I A B =T 2 A AZFETHE, VPNSIPIZZ DA H—T =4 AZHT5H
TRCOEHF T 77 L% /X/L zhbxa7m vy 7 LEd, vpn-siplogging =~ > RiZ
L0, By aroBth, KT, BEREREDOA N MIEHT D VPN-SIPEY =2 — /LD
x?Am%yfﬁﬁﬁmﬁwiio

BRAZ—TADHR

Peerl# show vpn-sip registration-status
SIP registration of local number 0388881001 : registered 10.6.6.50

SIP LY X M5 DOHER
Peerl#show vpn-sip sip registrar

Line destination expires(sec) contact transport call-id

0388881001 example.com 2359 10.6.6.50 UDP
3176F988-9EAA11E7-8002AFAO0-8EF41435

VPN SIP R 7—% R DHEFR

Peerl#show vpn-sip session detail
VPN-SIP session current status

Interface: Tunnell
Session status: SESSION_UP (I)

Uptime : 00:00:42
Remote number : 0388881001 =====> This is the Remote Router's SIP number
Local number : 0388882001 =====> Local router's SIP number
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Remote address:port: 10.6.6.49:50002

Local address:port : 10.6.6.50:50001

Crypto conn handle: 0x8000017D

SIP Handle : 0x800000C7

SIP callID : 1554
Configured/Negotiated bandwidth: 64/64 kbps

ESttyia o DEDR

Peerl# show crypto session detail
Crypto session current status

Code: C - IKE Configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsulation
X - IKE Extended Authentication, F - IKE Fragmentation

R - IKE Auto Reconnect, U - IKE Dynamic Route Update

S - SIP Vpn-sip

Interface: Tunnell
Profile: IPROF
Uptime: 00:03:53
Session status: UP-ACTIVE
Peer: 10.6.6.49 port 4500 fvrf: (none) ivrf: (none)
Phasel id: 10.6.6.49
Desc: (none)
Session ID: 43
IKEv2 SA: local 10.11.1.1/4500 remote 10.6.6.49/50002 Active
Capabilities:S connid:1 lifetime:23:56:07 ====> Capabilities:S indicates this
is a SIP VPN _SIP Session
IPSEC FLOW: permit ip 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 6 drop 0 life (KB/Sec) 4222536/3366
Outbound: #pkts enc'ed 4 drop 0 life (KB/Sec) 4222537/3366

IP NAT Z# D7

Peerl#sh ip nat translations

Pro Inside global Inside local Outside local Outside global
udp 2.2.2.2:4500 10.6.6.50:50001 10.6.6.49:50002 10.6.6.49:50002
DHCP SIP 5% & D2

Peer9#show vpn-sip sip dhcp
SIP DHCP Info

SIP-DHCP interface: GigabitEthernet8

SIP server address:
Domain name: dns:example.com

') E— k JL—%5 D VPN SIP O F#:2

JE—F JL—R D VPNSIP B T—2 XDHER

Peer2# show vpn-sip registration-status
SIP registration of local number 0388882001 : registered 10.6.6.49
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JE—FJL—FZDVPNSIP LR FSORER

Peer2# show vpn-sip sip registrar
Line destination expires(sec) contact transport call-id

0388882001 example.com 2478 10.6.6.49 UDP
E6F23809-9EAB11E7-80029279-40B97F59

DE—FIL—FDVPNSIP v 3 VICET SHEHHDMHER

Peer2# show vpn-sip session detail
VPN-SIP session current status
Interface: Tunnell

Session status: SESSION_UP (R)

Uptime : 00:00:21
Remote number : 0388882001 =====
Local number : 0388881001 =====

Remote address:port: 10.6.6.50:50001

Local address:port : 10.6.6.49:50002

Crypto conn handle: 0x8000017E

SIP Handle : 0x800000BE

SIP callID : 1556
Configured/Negotiated bandwidth: 1000/64 kbps

JE—FIIL—E2DOEESILtEY L aVICET EFHOMESR

Peer2 #show crypto session detail

Crypto session current status

Code: C - IKE Configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsulation
X - IKE Extended Authentication, F - IKE Fragmentation

R - IKE Auto Reconnect, U - IKE Dynamic Route Update

S - SIP VPN-SIP

Interface: Tunnell
Profile: IPROF
Uptime: 00:02:32
Session status: UP-ACTIVE
Peer: 10.6.6.50 port 50001 fvrf: (none) ivrf: (none)
Phasel id: 10.6.6.50
Desc: (none)
Session ID: 147
IKEv2 SA: local 10.17.1.1/4500 remote 10.6.6.50/50001 Active
Capabilities:S connid:1 lifetime:23:57:28 ====> Capabilities:S indicates this
is a SIP VPN-SIP Session
IPSEC FLOW: permit ip 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 4 drop 0 life (KB/Sec) 4293728/3448
Outbound: #pkts enc'ed 6 drop 0 life (KB/Sec) 4293728/3448

JE—F JL—%2 O IPNAT O

Peer2#show ip nat translations
Pro Inside global Inside local Outside local Outside global
udp 3.3.3.3:4500 10.6.6.49:50002 10.6.6.50:50001 10.6.6.50:50001
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VPN-SIP i QoS D% E

MEZG UC, Quality of Service (QoS) 7R U 3—% VPN-SIP (2 T& £9, QoS KV v—
mmﬁé LT BEDZATD T T 4w 71Tk L TLEETTRIBENS AIRER Y —E A
GAIZ Ko CIRFES NI — A Z T 5 2 LN TE £,

1 @R RY—~y T ERELET,

Device (config) #class-map match-all UDP

match protocol ip

|

policy-map CBWFQ

class UDP
bandwidth percent 60
queue-limit 12 packets

2. RYT—=~ v 7% VPN-SIP IZf L £9,

Device (config) #interface Tunnell

vpn-sip local-number 5678 remote-number 1234 bandwidth 1000 service-policy CBWFQ

)

GE)  VPN-SIPt v aUNEFICFRATT— SN THMND & BN —EZ2RY —3 b
VHRNA A =T A A LEEJB/J CEHENET, ZDOA U H—T 2 A AIZX LT show
running-config 2~ K% 94T LTH. H%?ié/‘]fcﬁ‘ﬁ—_‘t\‘x AU — i?ﬁ%?éﬂi’@f/\/ T A
A TR LTeR Y =< v 71, ORI —EZXARY —DFRY >—L78 b E£7,

VPN-SIP @ QoS DH#ERE

R o—<y TE ==lo): £

Peerl#sh policy-map int tunl
Tunnell

Service-policy output: VPN-SIP-Tunnell-Bandwidth

Class-map: class-default (match-any)

0 packets, 0 bytes
5 minute offered rate 0000 bps, drop rate 0000 bps
Match: any
Queueing
queue limit 64 packets
(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 0/0
QoS Set

dscp cs4

Packets marked O

shape (average) cir 1000000, bc 4000, be 4000
target shape rate 1000000

Service-policy : CBWFQ
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Ccl

ass-map: UDP (match-all)

0 packets, 0 bytes

5 minute offered rate 0000 bps, drop rate
Match: protocol ip

Queueing

queue limit 12 packets

(queue depth/total drops/no-buffer drops)
(pkts output/bytes output) 0/0

bandwidth 60% (600 kbps)

Class-map: class-default (match-any)

0 packets, 0 bytes
5 minute offered rate 0000 bps, drop rate
Match: any

queue limit 64 packets
(queue depth/total drops/no-buffer drops)
(pkts output/bytes output) 0/0

Peerl#sh vpn-sip session detail
VPN-SIP session current status

Interface:

Tunnell

Session status: SESSION _UP (R)

Uptime
Remote

00:00:15
number : 5678

Local number : 1234

Remote

address:port: 6.6.6.40:51878

Local address:port : 6.6.6.89:50010

Crypto conn handle: 0x40000017
SIP Handle : 0x4000000B
SIP callID : 2288

Configured/Negotiated bandwidth: 1000/1000 kbps
Applied service policy: CBWFQ

KSTJ4v o 70—0OWR

RY L —ZEHTHHICUDP T 7 v 7 B

ZHER L ET

Peerl#sh policy-map int tunl

Tunnell

Service-policy output: VPN-SIP-Tunnell-Bandwidth

Class-map: class-default (match-any)
105782 packets, 4865972 bytes

5 minute offered rate 130000 bps,

Match: any
Queueing
queue limit 64 packets

(queue depth/total drops/no-buffer drops)

(pkts output/bytes output) 7068/890568

QoS

Set

dscp cs4

Packets marked 105782

shape (average) cir 1000000, bc 4000, be 4000
target shape rate 1000000

Service-policy : CBWEQ

Class-map: UDP (match-all)

105775 packets, 4865650 bytes
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0000 bps

0/0/0

0000 bps

0/0/0

Lizth, WOEHWC T 74w T7na—

drop rate 0000 bps

0/98707/0
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5 minute offered rate 130000 bps, drop rate 331000 bps
Match: protocol ip

Queueing

queue limit 12 packets

(queue depth/total drops/no-buffer drops) 11/98707/0
(pkts output/bytes output) 7068/890568

bandwidth 60% (600 kbps)

Class-map: class-default (match-any)
0 packets, 0 bytes
5 minute offered rate 0000 bps, drop rate 0000 bps
Match: any

queue limit 64 packets
(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 0/0

VPN SIP 0 &% 7€ 31

RIRECELTREOMER

SREEHOE L EBLAAELZ A LT VPN SIP 3% ET 262 &kIZ;x LEF, VPN SIP
T, A== XL AR OO —VIGEWNIHY A, BT /— FEORE
1. EHEEINT-m2—H LD SIPHE L [E—I122 0 £9.

// Self-signed certificate
crypto pki trustpoint selfCert
rsakeypair myRSA
enrollment selfsigned
revocation-check none
!
crypto ikev2 profile vpn-sip-profile
match identity remote any
authentication local rsa-sig
authentication remote rsa-sig
pki trustpoint selfCert // Use same self-signed trustpoint for sign and verify
nat force-encap
!
crypto ipsec profile vpn-sip-ipsec
set security-association idle-time 120
!
vpn-sip enable
vpn-sip local-number 0388883001 address ipv4 GigabitEthernetl
vpn-sip tunnel source Loopbackll
vpn-sip logging
!
// one tunnel per peer - configuration is for peer with a SIP-number of 0388884001
int tunnelO
ip unnumbered loopback 0
tunnel source loopbackll
tunnel mode ipsec ipv4
tunnel destination dynamic
tunnel protection ipsec profile vpn-sip-ipsec ikev2-profile vpn-sip-profile
vpn-sip local-number 0388883001 remote-number 0388884001 bandwidth 1000
!
// ip unnumbered of tunnel interfaces
int loopback 0
ip address 10.21.1.1 255.255.255.255
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int loopbackll
ip address 10.9.9.9 255.255.255.255
ip nat inside

|

// one tunnel per peer - this is for peer with SIP-number 0388885001
int tunnell

ip unnumbered loopback 0

tunnel source loopbackll

tunnel mode ipsec ipv4

tunnel destination dynamic

tunnel protection ipsec profile vpn-sip-ipsec ikev2-profile iprof
vpn-sip sip-local 0388883001 sip-remote 0388885001 bandwidth 1000
|

interface GigabitEthernetS8

ip dhcp client request sip-server-address

ip dhcp client request vendor-identifying-specific

ip address dhcp

ip nat outside

// backup routes configured with higher AD so that these routes will be activated only
when primary path goes down. AD need to be chosen to be greater than that of primary
route.

ip route 10.0.0.0 255.0.0.0 tunnel 0 250
ip route 10.1.0.0 255.0.0.0 tunnel 0 250
ip route 10.2.0.0 255.0.0.0 tunnel 0 250
ip route 10.3.0.0 255.0.0.0 tunnel 0 250

VPNSIPD ST a—F 408

show AT FOHBAIZF U RILAVEA—T A RERTT S
Show VPN-SIP Z v L 5 NI h o RbA v B 72— ADBERRFRINET A, ROFITIE.
MoZ A B —T 2 A AT D tunnell ODFERNE RSN TWHOER A,

Peer5-F#show vpn-sip session
VPN-SIP session current status

Interface: Tunnel2
Session status: READY TO CONNECT
Remote number : 0334563333
Local number : 0623458888
Remote address:port: 10.10.0.0:0
Local address:port : 192.0.2.22:0

Interface: Tunnel3
Session status: READY TO CONNECT
Remote number : 0323452222
Local number : 0623458888
Remote address:port: 10.10.0.0:0
Local address:port : 192.0.2.22:0

Interface: Tunneld
Session status: READY TO_ CONNECT
Remote number : 0612349999
Local number : 0623458888
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Remote address:port: 10.10.0.0:0
Local address:port : 192.0.2.22:0

erface: Tunnel6

Session status: READY TO_CONNECT
Remote number : 0634567777

Local number : 0623458888

Remote address:port: 10.10.0.0:0
Local address:port : 172.30.18.22:0

EZZ2 5N 5EIK
FOR N A B —T 2 A AT VPNSIP BDBRESNTWERA,

Pee
Bui

Cur

!

int
ip
tu
tu
tu

r5-F#sh run int tunl
lding configuration...

rent configuration : 201 bytes

erface Tunnell

address 10.5.5.5 255.255.255.0
nnel source Loopbackll

nnel mode ipsec ipvi4

nnel destination dynamic

VeNSPD k5T a—F1o5 [

tunnel protection ipsec profile test-prof ikev2-profile test

end

HEDEAL[E

FOR N A H—T A AT VPNSIP 2R ELET,

Pee
Bui

Cur

!

int
ip
tu
tu
tu

r5-F#show running interface tunnel 1
lding configuration...

rent configuration : 278 bytes
erface Tunnell

address 10.5.5.5 255.255.255.255
nnel source Loopbackll

nnel mode ipsec ipvi4

nnel destination dynamic

tunnel protection ipsec profile test-prof ikev2-profile test
vpn-sip local-number 0623458888 remote-number 0312341111 bandwidth 1000

end

WIC, ERROT TV 23T LI 2R L ET,

Pee
VPN

Int

r5-F#show vpn-sip session detail
-SIP session current status

erface: Tunnell

Session status: READY TO_CONNECT
Remote number : 0312341111

Local number : 0623458888

Remote address:port: 10.0.0.0:0
Local address:port : 172.30.18.22:0

Crypto conn handle: 0x8000002C

SIP Handle : 0x0

SIP callID HEE

Configured/Negotiated bandwidth: 1000/0 kbps

Session Initiation Protocol ') 77— VPN .



Session Initiation Protocol ') 77— VPN |
B vnserorsoLea—500y

Interface: Tunnel?2
Session status: READY TO_CONNECT
Remote number : 0334563333
Local number : 0623458888
Remote address:port: 10.0.0.0:0
Local address:port : 172.30.18.22:0
Crypto conn handle: 0x80000012
SIP Handle : 0x0
SIP calllID H
Configured/Negotiated bandwidth: 512/0 kbps

Interface: Tunnel3
Session status: READY TO_CONNECT
Remote number : 0323452222
Local number : 0623458888
Remote address:port: 10.0.0.0:0
Local address:port : 172.30.18.22:0
Crypto conn handle: 0x80000031
SIP Handle : 0x0
SIP calllID H
Configured/Negotiated bandwidth: 512/0 kbps

Interface: Tunneld
Session status: READY TO_CONNECT
Remote number : 0612349999
Local number : 0623458888
Remote address:port: 10.0.0.0:0
Local address:port : 172.30.18.22:0
Crypto conn handle: 0x8000002F
SIP Handle : 0x0
SIP calllID H
Configured/Negotiated bandwidth: 1000/0 kbps

Interface: Tunnelé6
Session status: READY TO_CONNECT
Remote number : 0634567777
Local number : 0623458888
Remote address:port: 10.0.0.0:0
Local address:port : 172.30.18.22:0
Crypto conn handle: 0x80000026
SIP Handle : 0x0
SIP calllID H
Configured/Negotiated bandwidth: 1000/0 kbps

SIPEBFRAT—RAD S TN a—TFa42Y
SIP BEE AT —H ANBEFEIN TWER A

Peer5S#show vpn-sip sip registrar
Line destination expires (sec) contact
transport call-id

Peer5-F#show vpn-sip registration-status

SIP registration of local number 0623458888 : not registered

e Ay WY N
FOWANA V2 —T A4 AZIP T RLARREINTWERA,
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PeerS5#show ip interface brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernet0/0 unassigned YES unset down down
GigabitEthernet0/1 unassigned YES unset up up
GigabitEthernet0/2 unassigned YES unset down down
GigabitEthernet0/3 unassigned YES unset down down
GigabitEthernet0/4 unassigned YES unset up up
GigabitEthernet0/5 10.5.5.5 YES manual up up
Vlanl 10.45.1.5 YES NVRAM up up
NVIO 10.1.1.1 YES unset up up
Loopbackl 10.1.1.1 YES NVRAM up up
Loopback5 10.5.5.5 YES NVRAM administratively down down
Loopbackll 10.11.11.11 YES NVRAM up up
Tunnell 10.5.5.5 YES NVRAM up down
Tunnel?2 10.2.2.2 YES NVRAM up down
Tunnel3 10.3.3.3 YES NVRAM up down
Tunneld 10.4.4.4 YES NVRAM up down
Tunnel6 10.8.8.8 YES NVRAM up down

Peer5-F#show run interface gigabitEthernet 0/4
Building configuration...

Current configuration : 213 bytes
|
interface GigabitEthernet0/4
ip dhcp client request sip-server-address
ip dhcp client request vendor-identifying-specific
no ip address ====> no IP address
ip nat outside
ip virtual-reassembly in
duplex auto
speed auto
end

HELLAL(E
ipaddressdhcp =~ > RZHHLTA X —7 =24 ZADIP T RLAEZRET D,

Peer5-F#show running-config interface gigabitEthernet 0/4
Building configuration...

Current configuration : 215 bytes
|
interface GigabitEthernet0/4
ip dhcp client request sip-server-address
ip dhcp client request vendor-identifying-specific
ip address dhcp ====> configure IP address DHCP
ip nat outside
ip virtual-reassembly in
duplex auto
speed auto
end

Peer5-F#show ip interface brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernet0/0 unassigned YES unset down down
GigabitEthernet0/1 unassigned YES unset up up
GigabitEthernet0/2 unassigned YES unset down down
GigabitEthernet0/3 unassigned YES unset down down
GigabitEthernet0/4 172.30.18.22 YES DHCP up up
GigabitEthernet0/5 10.5.5.5 YES manual up up

Vlanl 10.45.1.5 YES NVRAM up up

NVIO 10.1.1.1 YES unset up up
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Loopbackl 10.1.1.1 YES NVRAM up up
Loopback5 10.5.5.5 YES NVRAM administratively down down
Loopbackll 10.11.11.11 YES NVRAM up up
Tunnell 10.6.5.5 YES NVRAM up down
Tunnel?2 10.2.2.2 YES NVRAM up down
Tunnel3 10.3.3.3 YES NVRAM up down
Tunneld 10.4.4.4 YES NVRAM up down
Tunnel6 10.8.8.8 YES NVRAM up down
Peer5-F#show vpn-sip sip registrar

Line destination expires (sec) contact

transport call-id

0623458888 example.com 2863 172.30.18.22

UDP 1E83ECF0-AF0611E7-802B8FCF-594EB9E7@10.50.18.22

Peer5-F#show vpn-sip registration-status

SIP registration of local number 0623458888

Negotiating IKEKREE TDE v > 3 U{FLE

Negotiating IKE YRHET VPN SIP & v ¥ 2 »ME ik L ET,

registered 172.30.18.22

PeerS5#show vpn-sip session remote-number 0612349999 detail

VPN-SIP session current status

Interface: Tunneld
Session status: NEGOTIATING IKE
Uptime : 00:00:58
Remote number 0612349999
Local number 0623458888

Remote address:port:
Local address:port

Crypto conn handle: 0x8000002E
SIP Handle 0x8000000C
SIP callID 16

Configured/Negotiated bandwidth:

Ez 55 RA
IKEv2 BE#E DR E N AE L) T9,

WOFITIE, F—V T THREINTWNSF—ID A,

FHEA,

(R)

72.30.168.3:24825
72.30.168.22:50012

Peer5-F#show running-config interface tunnel 4

Building configuration...

Current configuration
|

interface Tunneld

ip address 10.4.4.4 255.255.255.0

tunnel source Loopbackll
tunnel mode ipsec ipv4
tunnel destination dynamic

276 bytes

1000/1000 kbps

VE—h ETDOSIPHESE LTV

tunnel protection ipsec profile test-prof ikev2-profile test

VPN-SIP local-number 0623458888 remote-number 0612349999 bandwidth 1000

====> Remote

number mentioned here doesn’t match the remote number in the keyring

end
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IKEv2 Keyring configs:
|
crypto ikev2 keyring keys
peer peerl
identity key-id 0312341111
pre-shared-key pskl
|
peer abc
identity key-id 0345674444
pre-shared-key pskl
|
peer peer?2
identity key-id 0334563333
pre-shared-key pskl10337101690
|
peer peer6
identity key-id 0634567777
pre-shared-key ciscol23
|
peer peer3
identity key-id 0323452222
pre-shared-key ciscol23
|
peer peeré
identity key-id 0645676666
pre-shared-key pskl
|
peer NONID
identity fgdn example.com
pre-shared-key pskl
|
|
!
crypto ikev2 profile test
match identity remote any
identity local key-id 0623458888
authentication remote pre-share
authentication local pre-share
keyring local keys
dpd 10 6 periodic
nat force-encap

HEsHLE
F— U VS OREEEELET,

rypto ikev2 keyring keys
peer peerl
identity key-id 0312341111
pre-shared-key pskl
|
peer abc
identity key-id 0345674444
pre-shared-key pskl
|
peer peer2
identity key-id 0334563333
pre-shared-key pskl
|
peer peerb6
identity key-id 0634567777
pre-shared-key pskl
|

peer peer3
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identity key-id 0323452222
pre-shared-key pskl
|
peer peeré
identity key-id 0612349999
pre-shared-key pskl
|
peer NONID
identity fgdn example.com
pre-shared-key pskl
|
|
!
crypto ikev2 profile test
match identity remote any
identity local key-id 0623458888
authentication remote pre-share
authentication local pre-share
keyring local keys
dpd 10 6 periodic
nat force-encap

Peer5-F#show vpn-sip session remote-number 0612349999 detail
VPN-SIP session current status

Interface: Tunnel4d
Session status: SESSION _UP (R)

Uptime : 00:02:04
Remote number : 0612349999
Local number : 0623458888

Remote address:port: 198.51.100.3:24845

Local address:port : 198.51.100.22:50020

Crypto conn handle: 0x8000004E

SIP Handle : 0x80000014

SIP callID : 24

Configured/Negotiated bandwidth: 1000/1000 kbps

ty 3 VBB FS T a—F a0

FEAR
v ia UNBRAE T, Negotiating IKE IRRE TS 1L L £ 9,
E2HNDEIA

RKEZPKIGEHENIKE FIEA v —VICEENTWAIRM T, IKE Xy "R T7 T T A
T—varEEILTWET,

HESE AL
JIW—HBIWZIKEV2 7T 7 AT —2a U ERELET,

debug o< > K
WDF Ny 7 a< K& VPNSIP REDT Ny ZIfFEHTE £9,
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®1:F1\v5FavoR

VNSIPO 5Ty a—F425 [

o v AV NP4

Bl

debug vpn-sip event

VPN SIP Zffi i L7= SVTI %8k, SIP %8k,
a— )by N7 T REDT R T A yt—
CEHALET,

debugvpn-sip errors

UL, Bk, a— vty N7 v TR EDRK
HZe T —NRAE LG ARICDHR, =T — Ay
“E—y%mjj Lijﬂo

debug vpn-sip sip all

TR_RTCDOSIPT Ny 7 FL—2EHRLF
—a‘o

debug vpn-sip sip calls

SIPSPI Z—/LDF RNy 7 L —RAEHHE L
F9,

debug vpn-sip sip dhcp

SIPDHCPT /Ny 7 ML —R2 &/ LET,

debug vpn-sip sip error

SIP=T—DOF NNy 7 L —2A%FbLE
7,

debug vpn-sip sip events

SIP A N b DTNy 7 b L—R2EHEL
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debug vpn-sip sip feature

WREL XL TOT RNy 7270 L £,

debug vpn-sip sip function

SIPHEREDT /N> 7 b L—RZ AL L,

debug vpn-sip sip info

SIPIE#MDT /Ny 77 F =A% 439ME L £ T,

debug vpn-sip sip level

BNV TOT Ny 72 G L ET,

debug vpn-sip sip media

SIP AT AT DTNy bL—RE3E1L
F9,

debug vpn-sip sip messages

SIPSPI A v 2—Y DT RNy 7 L —RXEHG%)
iLELET,

debug vpn-sip sip non-call

a—)L a T HANUSND R L —2R
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debug vpn-sip sip preauth

SIP FRTREFEDT /N> 7k L—RAEH L
7

debug vpn-sip sip states

SIPSPIARRED T /N> 77 L — R EH M L E
T,
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debug vpn-sip sip translate SIPEHDT /N 7 L— AL L ET,

debug vpn-sip sip transport SIP f 7V AR—=h DTNy hL—R%H
L E T,

debug vpn-sip sip verbose TNy T = REAMELET,
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“C. Session Initiation Protocol
(SIP) ZEMA LT, A>T~
VR AT TRETRIOT T
Ur— g AT

VPN NRESNET,

koA~ RPREASHEL
7z : nat force-encap, show
vpn-sip session, show vpn-sip
sip, show vpn-sip
registration-status, vpn-sip
local-number, vpn-sip logging,
vpn-sip tunnel source
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