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enable
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Device> enable
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ATvT2

configureterminal
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Device# configure terminal

Ja—\) a7 4Xalb—vay T— K&
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ATvT3

crypto ssl proposal proposal-name
fl

Device (config) # crypto ssl proposal proposall

SSL 7 b AR—H 4 & 5EH L, SSL 7 mli—L =
YT 4F¥alb—var B RERBLET,

ATv74

protection

1 -

Device (config-crypto-ssl-proposal) # protection
rsa-3des-ede-shal rsa-aesl28-shal

WOWGFAA— FDOFNG 1 DEITEBEEE L
=7,

* rsa-3des-ede-shal
* rsa-aes128-shal
* rsa-aes256-shal

* rsa-rc4128-md>5

ATy Th

end

1 -

Device (config-crypto-ssl-proposal) # end

SSL 7uR—¥ )L a7 4 Fal— g F—F
T L. ¥ M EXEC E— FITREY £7°,

ATvT6

show crypto ssl proposal [proposal hame]
1 -

Device# show crypto ssl proposal

(£E) SSL P R—F LaxFrnLE T,

SSLRY O—MDERTE

FIRDEE

enable
configureterminal
crypto ssl policy policy-name

pki trustpoint trustpoint-name sign
sdl proposal proposal-name
no shut

NSO A WN A
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9. end
10. show crypto sdl policy [policy-name]

sstiyv—ouE |

FIEDEEHM
ARV KEEEEFET7Ia Y B
ATwv 71 |enable ¥ifE EXEC E— K2 LET,
11 - Ta T EREREINTEERRT—-REANLE
Device> enable 7,
A5 w 2 |configureterminal ZTa—) a7 4 X2 lb—3ay EB— NEELG
15'] : I/i‘a‘o
Device# configure terminal
RTwF3 |cryptoss policy policy-name SSLARY v —4%&EHKL, SSLARY >— a7 ¢
Bl - Fal—arE— N LET,
Device (config)# crypto ssl policy policyl
RFw 74 |ipaddresslocal ip-address[vrf vrf-name] [port TCP Y A F—%Bth+A7-dDOa—H/LIPT KL
port-number] [standby redundancy-name] 2 EfEE LET,
i - GE) Zoawy REidipinterfacelocal =
Device (config-crypto-ssl-policy)# ip address ‘73/}s0)§§?fhi£§2§'57f
local 10.0.0.1 port 446 - °
ATFvTH ip interface local interface-name [vrf vrf-name] [port | TCP V) A F— %Pl T A7-bDa—H ) A X —
port-number] [standby redundancy-name] T ABEELET,
i - GE) ZP=a~vr REITip addresslocal =
Device (config-crypto-ssl-policy)# ip interface <7;/}50)§§?f6145g57§7y
local FastEthernet redundancyl - °
AT w76 |pkKitrustpoint trustpoint-name sign UT3E) SSL N> Ry = A 7 e — "—3FE %
4 - EETDHINITAMRAS L MERELET,
Device (config-crypto-ssl-policy) # pki trustpoint| (F) Zhawy RRIBEINTWVARWES
tpl sign X, TN FOHCESL R T A K
AV IPMEHSNET, 774V ED
HOZE4 b7 A MRA» bBFEELR
WIEAIE. VAT AIZEVF 740 B
D HCEAGERAEMER SN ET,
AT w71 |sdproposal proposal-name ({E&) SSL /Ny Ry A 7 HITER T DI A

&1

Device (config-crypto-ssl-policy)# ssl proposal
prl

A —FEBEELET,

G¥) 7R —PILRIEE STV RWGE
X, T 74 FO T aR—FLHMEH
ENFET,
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ARV RFERETI3Y EL:Y
RFw S8 |noshut REICHEASNTTCP UV A F—ZBA L £,
11 -
Device (config-crypto-ssl-policy)# no shut
ATv7S9 |end SSLARY v —ar 7 4¥al—yvar T—Raik
R T L. ¥ EXEC E— RIZIRY £,
Device (config-crypto-ssl-policy)# end
A7y 710 |show crypto ssl policy [policy-name] (L&) SSLARY v—&FKRLET,

1 -

Device# show crypto ssl policy

SSLoA T 7AILDEKRTE

1R8O BRI

AAA

REDFEMNIZ oW TIE,  [Authentication Authorization and Accounting Configuration Guidel

EZRLTIZEN,

FIEDHE
1. enable
2. configureterminal
3. crypto sdl profile profile-name
4. aaa accounting user-passlist list-name
5. aaa authentication user-passlist list-name
6. aaa authorization group [override] user-pass list aaa-listname aaa-username
7 aaa authorization user user-pass {cached | list aaa-listhame aaa-username}
8. match policy policy-name
9. match url url-name
10. noshut
1. end
12. show crypto sdl profile [profile-name]
FIIE D
aAv U RFERET7TIVaY B#Y
AFw 71 |enable FrHE EXEC T— &AL E T,
K Ty T bRFERSNIE LSRR T— FEASLE

Device> enable

S
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sst7nur 4 LnEE [

ARV FFEREETIVa Yy

E:)

25w 2 |configureterminal Ju—N)L a7 4 FXal—ay T— REHB
1§| : L/jzﬁﬁo
Device# configure terminal
AT w73 |cryptosds profile profile-name SSL7m 77 ANVEERL, SSLTr 77 AL 2
B - Y7 4Falb—varE—RERBLET,
Device (config)# crypto ssl profile profilel
25w J 4 |aaaaccounting user-passlist list-name WAL, WA, BLOT AT 127 (AAA) &
Bl KU A EHEELET
Device (config-crypto-ssl-profile)# aaa accounting
user-pass list listl
25w 75 |aaaauthentication user-passlist list-name AAA TRV A M EfRELET,
i
Device (config-crypto-ssl-profile)# aaa
authentication user-pass list list2
RFw 76 |aaaauthorization group [override] user-passlist TN—TBA[ D AAA FRU 2 N a—HF—4%
aaa-listname aaa-username feE LET,
i - sgroup : 7 —T7BAZRE L 9,
Device (config-crypto-ssl-profile)# aaa
authorization group override user-pass list listl coverride: (X)) BMo~—Id I r—7
usert BAD S DIFEE AN 5 BB H 2 L &R
ELET, 774N T, 22— —@EE
feENnEJ,
s user-pass : —H— /2T — RIS GRATE
fRELET,
« aaa-listname : AAA U A M4,
« @aaa-username : AAA ZLR CTEEM 2 LB &
Ha—W—H, TAA ATERSHL TS SSL
WARY =4 ESRLET,
25w 7 |aaaauthorization user user-pass {cached | list 2 —F = HD AAA Y A N a—HF—4%

aaa-listhame aaa-username}

51

Device (config-crypto-ssl-profile) # aaa
authorization user user-pass list listl userl

BELET,
cuser : 21— —FBAEZRELET,
s user-pass : L—Y— 2T — RZES A &
BELET,

« cached : EAPFRGETICZAE LZBIEE 721X AAA
HREAES =G LB E Sy v 2T
HDUNERHAHZEERELET,
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AR RFEREFT7TIVa Y

S

« aaa-listname : AAA RV % 44,

+ aaa-username : AAA B ER CHEHT HME
N D 2—H—4,

AT w78 |match policy policy-name match SCEFEH L, SSLAY o —&IZHS\TET
i - DSSL 7R T 7 A VEERNL LT,
Device (config-crypto-ssl-profile)# match policy
policyl

A7 w79 |matchurlurl-name match L& L, URL IZESWTET D SSL 7
i 077 A)VEERLET,
Device (config-crypto-ssl-profile)# match url
www.abc.com

AFw 710 |noshut matchpolicy 2~ > RTHREINLTWVLHARY »—7Nn
Bl - HEHENLETEOT R T 7 A VEHLRNE DT
Device (config-crypto-ssl-profile)# no shut HEL/EEer

ATy 71 |end SSL7Br 7y AL ar7 4FXal—yar E—F
i - ZAET L, F¥ME EXEC E— FIZRY 7,
Device (config-crypto-ssl-profile)# end

AT 712 |show crypto sdl profile [profile-name] (LE) SSL7 e 77 A VaRKnrLET,

1 -

Device# show crypto ssl profile

SSL Z27]

FIEOHE

R —DERFE

enable
configureterminal

banner banner-text

NoosWN

client profile profile-name
def-domain domain-name
WDOa~vy RO 1 2%FATLET,

crypto sdl authorization policy policy-name

* dns primary-server [secondary-server]

e 72X

* ipv6 dns primary-server [secondary-server]

8. dpd-interval {client | server} interval
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9. homepage homepage-text

10. include-local-lan

11.  ipv6 prefix prefix

12. keepalive seconds

13. module module-name

14. msie-proxy exception exception-name

15. msie-proxy option {auto | bypass| none}
16. msie-proxy server {ip-address| dns-name}
17  mtu bytes

18. netmask mask

19. kKOavw RO 152 FETLET,

* pool name
=l ¢
* ipv6 pool name

20. rekey time seconds
2. KOa~v> RO 1 25FTLET,

* route set access-list acl-name
« E72iF
* ipv6 route set access-list access-list-name

22. smartcard-removal-disconnect

23. split-dnsstring

24. timeout {disconnect seconds| idle seconds| session seconds}
25. winsprimary-server [secondary-server |

26. end

27. show crypto ssl authorization policy [policy-name]

sstaiy o —oiE [

FIEDEFH
AV RKFERETIa Y =l

RATwv 71 |enable it EXEC E— R&2 A LET,
1 e RAT—REANLET EREINTZHA) .
Device> enable

RFwF2 |configureterminal Ta—r ) ar7 4 Xal— gy T— REBs
15'] : L\iﬁ—o
Device# configure terminal

AFw 3 |cryptosd authorization policy policy-name SSLFBAIARY v —%fEEL, SSLBAIARY >— =2
- V74 Fal—ary EB— NERBEBLET,

Device (config) # crypto ssl authorization policy
policyl
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ARV FFEREETIVa Yy

S

ATy 74 |banner banner-text NF—ZFELET, AT —I1T R ARIEF I
Bl - LENDLRRESNET
Device (config-crypto-ssl-auth-policy) # banner
This is SSL VPN tunnel. NOTE: DO NOT dial
emergency response numbers (e.g. 911,112) from
software telephony clients. Your exact location
and the appropriate emergency response agency
may not be easily identified.
ZF w75 |clientprofile profile-name AnyConnect 7 7 A 7> N7 7 7 A LEIRE L F
i - 9, crypto vpn anyconnect profile =~ > R %
beus . o . LTI TIBESN TS T a7 7 A VEERT D
evice (config-crypto-ssl-auth-policy)# client N R . L
profile Employee VBN H Y F9, AnyConnect f A —T B L7 =
7 7 A NVOEEFNZ OV TIX, # : AnyConnect A
A=VBIOTm 7 7 A VOIE (20 X—) @
I a v EZRLTILES N,
AnyConnect DX EDFEMIZ DWW TIX,  [Cisco
AnyConnect Secure Mobility Client Administrator
Guidel] ZZHL T 7ZE0,
A7 w76 |def-domain domain-name TT7HNbE RALCERELET, ZONRT A—
R ZTIE, 77947 PERTELT 740 8 R
N =y
Device (config-crypto-ssl-auth-policy)# def-domain %44>¢/%E*EﬂiL/jzir°
example.com
ATV TT |ROa~> RO 1 2EFTLET, 774~V BLPED > F Y Domain Name Service
e dns prinqary_yver [Secondary-server] (DNS)b‘H-“_‘;‘_‘@ IPv4d 7 ]“ LA i 71:’_ Li IPv6 7 ]\
LA &
* ipv6 dns primary-server [secondary-server] * primary-server : 7°7 A <~ U DNS H—/3—®D IP
il TR
Device (config-crypto-ssl-auth-policy) # dns . secondary—server : (ﬁ}%) o :/&v U DNS "j-‘—
198.51.100.1 198.51.100.100 N—DIPT FL A,
i -
Device (config-crypto-ssl-auth-policy)# ipvé dns
2001:DB8:1::1 2001:DB8:2::2
RTw 78 |dpd-interval {client | server} interval 7747 v hETIFY—/3—00 Dead Peer Detection

&1

Device (config-crypto-ssl-auth-policy) #
dpd-interval client 1000
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(DPD; 7 v FETH#H) &7 10— VIR E L%
@40

eclient: 75 A4 7> FE— RODPD, &7 4/
MBI 300 (547) T9,

e server @ ——F— RODPD, T 74/ MA
12300 (54%) T,
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sstaiy o —oiE [

AT RERIFTIa Y E]:p]
«interval : fIfE (BPHNL) . #PHIX S ~ 3600 T
7,
AT v 79 | homepage homepage-text SSL VPN " —2A ~2—@ URL 2 8ELE T,
1 -

Device (config-crypto-ssl-auth-policy)# homepage
http://www.abc.com

25w 710 |include-local-lan ZDOX—U—FREfRETHE, B—HLLAND Y
B - V=R (Fy kU= FY L H7RE) 12V E—b

A—YPRT 7 EATEDLELIITRY £,

Device (config-crypto-ssl-auth-policy) #
include-local-lan

AT v 11 |ipv6 prefix prefix IPV6 7 RLADIPV6 L7 4 v 7 A& iEFELFE
i 7o
Devi;e (config-crypto-ssl-auth-policy)# ipvé * prefix : TVT 4w AR, AR EEIE 1 ~
prefix 64 128 T??ro

AT 712 |keepalive seconds F—=TT TA T ORME, KIE, BLOT 741
- Ml B B CREE L E T
Device (config-crypto-ssl-auth-policy) # keepalive

500

AT w713 | module module-name VPN ZHFED 7 N — T\ D 7o DI E IR E

15 - Va—nLEY =N ST = oI F T m— L
£

Device (config-crypto-ssl-auth-policy) # module

gina + dart : AnyConnect Diagnostics and Reporting Tool

(DART) EVa—/&Hyru—RLET,

« gina : Start Before Logon (SBL) £ =2 —/L%

Ao —RLET,

A7y 714 | msie-proxy exception exception-name exception-name 5|4 CHEE S 4172 DNS 44 £ 72 (% IP

il - T RLAET B ViEE TEEMTOILIRN L D
Device (config-crypto-ssl-auth-policy)# msie-proxy (272 h jﬁ?ﬁo
exception 198.51.100.2

AT w715 |msie-proxy option {auto | bypass| none} Microsoft Internet Explorer 7 7 7 4 ® 7' 11 % L 3% E

Bl FARE LET, W7 0% Y — S LT,

bevi . ]t h o L B¥ERY NT—7 ~OHERRFICT 7 TFD ~ 7
evice (config-crypto-ssl-auth-policy)# msie-proxy . . o, i S
option bypass TavrnTaxy —"ERihT 5 X5 ITEE
THHEEIE, T aXFUEENLETT,
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ARV FFEREETIVa Yy

S

sauto : 7 LY — N —@E A HEIRRH TS &
INCT T UFEFELET,

sbypass: m—H T FLADLHEITT 1 x>
== RRH LEEA,

snone: uFXF Y —N—%fHLRZWEL DI
TV ERELET,

Z 5w 716 |msieproxy server {ip-address| dns-name} TaXx P ——DIPT KLU AEZIIDNS4 (#
Bl K- MEREAHT AL B TEES)
Device (config-crypto-ssl-auth-policy) # msie-proxy| (F) msie-proxy option bypass =~ >~ K23Fg
server 198.51.100.2 ﬁéﬂ'{b‘é%/ﬁ\\ S Doy Rt
T,
AT w711 |mtubytes (E8) MTU OfoMiE, HKE, B3LOT 740
- Mz RE LT
Device (config-crypto-ssl-auth-policy)# mtu 1000| (GF) Zha<w RTHEEIL-fEIL, Cisco
AnyConnect Secure 7 7 A 7 > N DFRE
THESNLTWDT 7 4/ FD MTU
Ly bEEIhES, Zoav K
ZHEE L2V EE X, Cisco AnyConnect
Secure 7 74 7 > FORETHES N
TWLEAMTIUESE LTS E
T, FREEINEMIURZOa~ > R
THRE SN TWVWD MTU % Flal-> T
LA, Zoavy FIFERSNET,
AT w718 |netmask mask 74T MIIPT RLRAEZEID B THH TRy
- hOF bR s B IRELET
Device (config-crypto-ssl-auth-policy) # netmask e mask : '5‘7* v h=wRXT7 TR LA,
255.255.255.0
ATy T |[ROa~v RO 1 2%FATLET, VE—KTI7EAIZIAT Y MIIPT RLAEE

* pool name

s F721X

* ipv6 pool name
{1
Device (config-crypto-ssl-auth-policy) # pool abc
11

Device (config-crypto-ssl-auth-policy)# ipv6 pool]

ipvépool

WU TARDOa—hLIPvdT KL A F—)LE 7=
e —HLIPv6 7 LA F— L aEHRLET,

ename: T —H/)LIP 7 KL A 7 —)LD4Hi,
GE) iplocal pool =~ > R&MfH LTI Tl
EFINTNWDHLIR—HNLIPT RLA
T —=NVEMHTHMENRSHD £,
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sstaiy o —oiE [

AV RFERETI3 Y EL:Y
ATy T 20 |rekey timeseconds F—FAEROMREEMENLCIRELET, 7741
i - MEIE 3600 T,
Device (config-crypto-ssl-auth-policy)# rekey time
1110
ATFvT2N |[KOa~v RO 12%FTLET, TIRAVAREFEHLT, hrxrzfLlTt
. route set access.list acl-name F a2 U7 4 CR#ET DHENRH D IPv4 7213 IPv6
g N— ML LET,
* ipv6 route set access-list access-list-name sacl-name: 77X U R N4,
11
Device (config-crypto-ssl-auth-policy)# route set
access-list acll
1 -
Device (config-crypto-ssl-auth-policy)# ipv6é route
set access-list acll
A7y 722 |smartcard-removal-disconnect A~ — M — FOHIBRIC & 28R a Az L,
5l - A= b = KREIR S &2y FAT b
Device (config-crypto-ssl-auth-policy) # 1E‘UT_[Z vva :/%%ST?ZD £ 2 :’FEE Li‘a‘o
smartcard-removal-disconnect
A7y 723 |split-dnsstring 74T MUTT A4 _—k Xy bU—2 HIC
Bl BT B AL 4% 10 lE THETE £,
Device (config-crypto-ssl-auth-policy)# split-dns
example.com example.net
R Fw 724 |timeout {disconnect seconds| idle seconds| session B A LT NEREMTEELET,
seconds}
« disconnect seconds : Cisco AnyConnect 27 7 A 7
Bl - ¥ B — N T = A PN — O & B
Dévice (config-crypto-ssl-auth-policy)# timeout ?fj*é/ﬂ;qﬁa‘j%‘fﬁ@\g{jfj:gﬁgbij*o 3‘—“771_/1/ k
disconnect 10000
il o0 °%
eidleseconds : 7 A KL X A LT o N EFDHEALT
fBELET, 774/ ML 1800 (30 43) T
D
esessonseconds : t v a VXA LT U NER
HATCHRELE T, 7740 MiIZ43200 (12
Kefd) <9,
AT 725 |winsprimary-server [secondary-server] R Windows Internet Naming Service (WINS)

51

Device (config-crypto-ssl-auth-policy)# wins
203.0.113.1 203.0.113.115

P—=OT RV AZHEELET,

s primary-server : 75 A < U WINS ¥ —/3—®
IP7 FL A,

Secure Sockets Layer Virtual Private Network (SSLVPN) .



Secure Sockets Layer Virtual Private Network (SSLVPN) |

B ssuven oz
AR RFEREFT7TIVa Y E]:g]
» secondary-server : ({£E) &A% U WINS
P—"—DIPT KL XA,
A7y 72 |end SSLRBAIARY —ar7 4F¥alb—vars EF—F
Bl - ZHT L. FiHE EXEC T— NIZRY £,
Device (config-crypto-ssl-auth-policy)# end
R 721 |show crypto ss authorization policy [policy-name] (E5E) SSLBAARY v —%FrLET,
£l
Device (config-crypto-ssl-auth-policy) # show
crypto ssl authorization policy

SSL VPN

FIEDHE

F IR D FH

ATy T

ATy T2

X TE DHERR

D7 arTiE, show 2~ R&ff ] LT SSL VPN OFRIE & M4 5 ik >\ Tt

LET,
1. enable
2. show crypto ssl proposal [name]
3. show crypto sd policy [name]
4. show crypto sd profile [name]
5. show crypto sd authorization policy [name]
6. show crypto ssl session {user user-name | profile profile-name}
7. show crypto sd stats[profile profile-name] [tunnel] [detail ]
8. clear crypto ssl session {profile profile-name| user user-name}
enable
i

Device> enable
FitE EXEC E— Rz AN LE T,

Tur T MRRRINTZHNAT— RE AN LET,
show crypto ssl proposal [name]

i

Device# show crypto ssl proposal

SSL Proposal: sslprop
Protection: 3DES-SHAL
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ATvT3

ATy TH

SSL 7 R—HFLEFRLET,

show crypto ssl policy [name]
£

Device# show crypto ssl policy

SSL Policy: sslpolicy

Status : ACTIVE

Proposal sslprop

IP Address 10.78.106.23

Port : 443

fvrf : 0

Trust Point: TP-self-signed-1183786860
Redundancy none

SSLARY > —% K RLET,
show crypto ssl profile [name]

% -

Device# show crypto ssl profile

SSL Profile: sslprofile
Status: ACTIVE
Match Criteria:
URL: none
Policy:
sslpolicy
accounting List
authentication List
authorization cached
authorization user List
authorization user name:
authorization group List :none
authorization group name: none
Authentication Mode user credentials
Interface SSLVPN-VIF1
Status:

local
:none
:true
:default
sslauth

ENABLE
SSL7m 77 A VxR RLET,

show crypto ssl authorization policy [name]
1 -

Device# show crypto ssl authorization policy

SSL Auth Policy: sslauth
V4 Parameter:
Address Pool: SVC_POOL

Netmask: 255.255.255.0

Route ACL split-include
Banner : none
Home Page none
Idle timeout 300
Disconnect Timeout 0
Session Timeout 43200
Keepalive Interval 0
DPD Interval 300

Rekey
Interval: O

ssLveN EoiER |
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Method : none
Split DNS : none
Default domain : none

Proxy Settings
Server: none
Option: NULL

Exception(s): none
Anyconnect Profile Name
SBL Enabled : NO
MAX MTU : 1406
Smart Card
Removal Disconnect : NO

SSLARAIARY —a2 K RLET,
AT w76 show cryptoss session {user user-name| profile profile-name}

1 :

Device# show crypto ssl session user LAB

Session Type : Full Tunnel
Client User-Agent : AnyConnect Windows 3.0.08057

Username : LAB Num Connection : 1

Public IP : 10.163.209.245

Profile : sslprofile Policy Group : sslauth
Last-Used : 00:00:02 Created : *00:58:44.219 PDT Thu Jul 25 2013
Session Timeout : 43200 Idle Timeout : 300

DPD GW Timeout : 300 DPD CL Timeout : 300

Address Pool : sslvpn-pool MTU Size : 1406

Rekey Time H Rekey Method

Lease Duration : 43200

Tunnel IP : 10.1.1.2 Netmask : 255.255.255.0
Rx IP Packets : 0 Tx IP Packets : 125

CSTP Started : 00:01:12 Last-Received : 00:00:02

CSTP DPD-Reqg sent : 0 Virtual Access : 0

Msie-ProxyServer : None Msie-PxyPolicy : Disabled
Msie-Exception

Client Ports : 34552

Device# show crypto ssl session profile sslprofile
SSL profile name: sslprofile
Client Login Name Client IP Address No of Connections Created Last Used

LAB 10.163.209.245 1 00:00:33 00:00:00
Error receiving show session info from remote cores

SSLVPN & v a U EREFRRLET,

AT w F 7T show crypto sd stats[profile profile-name] [tunnel] [detail]
151

Device# show crypto ssl stats

SSLVPN Global statistics:

Active connections 0 AAA pending regs H
Peak connections 1 Peak time : lwed
Authentication failures 21

VPN session timeout 1 VPN idle timeout 0
User cleared VPN sessions: 0 Login Denined 0
Connect succeed 1 Connect failed 0
Reconnect succeed 0 Reconnect failed 0
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IP Addr Alloc Failed
Route Insertion Failed
IPV6 Addr Alloc Failed
IPV6 Route Insert Failed
IPV6 Hash Insert Failed
IPV6 STC Alloc Failed

in CSTP control

in CSTP data

VA creation failed : 0

out CSTP control : 3
1 out CSTP data : 8

N OO OO O oo

Device# show crypto ssl stats tunnel profile prfl
SSLVPN Profile name : prfl
Tunnel Statistics:

Active connections 0
Peak connections 0 Peak time : never
Connect succeed 0 Connect failed : 0
Reconnect succeed 0 Reconnect failed : 0
DPD timeout 0
Client
in CSTP frames 0 in CSTP control 0
in CSTP data 0 in CSTP bytes 0
out CSTP frames 0 out CSTP control 0
out CSTP data 0 out CSTP bytes 0
cef in CSTP data frames 0 cef in CSTP data bytes 0
cef out CSTP data frames 0 cef out CSTP data bytes 0
Server
In IP pkts : 0 In 1IP bytes 0
Out IP pkts : 0 Out IP bytes 0

SSL VPN Diffiati iz 2 L £,
AT w78 clear crypto sd session {profile profile-name user user-name}

51

Device# clear crypto ssl session sslprofile

SSLVPN v g %2707 LET,

SSL VPN )% E 5l

51 - SSLVPN DR EF> T L— FDIERK

KOHITIE, SSLVPN OF > 7 L— N E1ERR T3 HiEEZ R LET,

Device> enable

Device# configure terminal

Device (config) # interface virtual-template 1 type vpn
Device (config-if) # ip unnumbered Te0/0/4

Device (config-if)# ip tcp adjust-mss 1300

Device (config-if)# end
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. {5] : AnyConnect f A —CH LU TAT 7 A ILDIEE

{5l : AnyConnect 1 A —H LUV TOT 74 ILDIEFE

WOHIL, CiscoAnyConnect f A —V B IO T' B 7 7 A VOREHFEEZRLTNET,

Device> enable

Device# configure terminal

Device (config) # crypto vpn anyconnect bootflash:/webvpn/anyconnect-win-3.1.04072-k9.pkg
sequence 1

Device (config) # crypto vpn anyconnect profile Employee bootflash:/Employee.xml

Device (config) # end

% : SSL T AR—FI)LDEXTE

WOHNE, SSL 7a R—F VOB EFEETRLTOVET,

Device> enable

Device# configure terminal

Device (config)# crypto ssl proposal proposall

Device (config-crypto-ssl-proposal) # protection rsa-3des-ede-shal rsa-aesl28-shal
Device (config-crypto-ssl-proposal) # end

15'] : SSL/‘I’SIJ :/_ODEQI'—E

WOHNE, SSLARY > —DFEFEEZTRLTHET,

Device> enable

Device# configure terminal

Device (config) # crypto ssl policy policyl

Device (config-crypto-ssl-policy)# ip address local 10.0.0.1 port 443
Device (config-crypto-ssl-policy)# pki trustpoint tpl sign

Device (config-crypto-ssl-policy)# ssl proposal proposall
Device (config-crypto-ssl-policy)# no shut
Device (config-crypto-ssl-policy)# end

5 . SSL 7O 7 7 A JLDERTE

WOFNL, SSL a7 7 A VOREFEEZRLTNET,

Device> enable

Device# configure terminal

Device (config)# crypto ssl profile profilel

Device (config-crypto-ssl-profile)# aaa accounting user-pass list listl

Device (config-crypto-ssl-profile)# aaa authentication user-pass list list2

Device (config-crypto-ssl-profile)# aaa authorization group override user-pass list listl
userl

Device (config-crypto-ssl-profile)# aaa authorization user user-pass list listl userl
Device (config-crypto-ssl-profile)# match policy policyl

Device (config-crypto-ssl-profile)# match url www.abc.com

Device (config-crypto-ssl-profile)# virtual-template 1
Device (config-crypto-ssl-profile)# no shut
Device (config-crypto-ssl-profile)# end
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=L

X

- ssLzaty v—nEE |

WwOBNL, SSLERFRY S —DOREHFELEZRLTWET,

Device> enable
Device# configure terminal

Device (config) # crypto ssl authorization policy policyl

Device (config-crypto-ssl-auth-policy) #
Device (config-crypto-ssl-auth-policy) #
Device (config-crypto-ssl-auth-policy) #
Device (config-crypto-ssl-auth-policy) #
Device (config-crypto-ssl-auth-policy) #
Device (config-crypto-ssl-auth-policy) #
Device (config-crypto-ssl-auth-policy) #
Device (config-crypto-ssl-auth-policy) #
Device (config-crypto-ssl-auth-policy) #
Device (config-crypto-ssl-auth-policy) #
Device (config-crypto-ssl-auth-policy) #
Device (config-crypto-ssl-auth-policy) #
Device (config-crypto-ssl-auth-policy) #
Device (config-crypto-ssl-auth-policy) #
Device (config-crypto-ssl-auth-policy) #
Device (config-crypto-ssl-auth-policy) #
Device (config-crypto-ssl-auth-policy) #
Device (config-crypto-ssl-auth-policy) #
Device (config-crypto-ssl-auth-policy) #
Device (config-crypto-ssl-auth-policy) #
Device (config-crypto-ssl-auth-policy) #
Device (config-crypto-ssl-auth-policy) #

DL, SSL VPN D IPv6 B — RE

Device> enable
Device# configure terminal

banner This is SSL VPN tunnel.
client profile Employee
def-domain cisco

dns 198.51.100.1 198.51.100.100
dpd client 1000

homepage http://www.abc.com
include-local-lan

keepalive 500

module gina

msie-proxy exception 198.51.100.2
msie-proxy option bypass
msie-proxy server 198.51.100.2
mtu 1000

netmask 255.255.255.0

pool abc

rekey interval 1110

route set access-list acll
smartcard-removal-disconnect
split-dns abcl

timeout disconnect 10000

wins 203.0.113.1 203.0.113.115
end

A RX—T VT D HEEZR L TOVET,

Device (config) # crypto ssl authorization policy policyl

Device (config-crypto-ssl-auth-policy) #
Device (config-crypto-ssl-auth-policy) #
Device (config-crypto-ssl-auth-policy) #
Device (config-crypto-ssl-auth-policy) #
Device (config-crypto-ssl-auth-policy) #
Device (config-crypto-ssl-auth-policy) #
Device (config-crypto-ssl-auth-policy) #
Device (config-crypto-ssl-auth-policy) #
Device (config-crypto-ssl-auth-policy) #
Device (config-crypto-ssl-auth-policy) #
Device (config-crypto-ssl-auth-policy) #
Device (config-crypto-ssl-auth-policy) #
Device (config-crypto-ssl-auth-policy) #
Device (config-crypto-ssl-auth-policy) #
Device (config-crypto-ssl-auth-policy) #
Device (config-crypto-ssl-auth-policy) #
Device (config-crypto-ssl-auth-policy) #
Device (config-crypto-ssl-auth-policy) #
Device (config-crypto-ssl-auth-policy) #
Device (config-crypto-ssl-auth-policy) #
Device (config-crypto-ssl-auth-policy) #
Device (config-crypto-ssl-auth-policy) #
Device (config-crypto-ssl-auth-policy) #

banner This is SSL VPN tunnel.
client profile profilel
def-domain cisco

ipvé dns 2001:DB8:1::1 2001:DB8:2::2
dpd client 1000

homepage http://www.abc.com
include-local-lan

ipv6é prefix 64

ipvé route set access-list acll
keepalive 500

module gina

msie-proxy exception 198.51.100.2
msie-proxy option bypass
msie-proxy server 198.51.100.2
mtu 1000

ipv6é pool ipvépool

rekey interval 1110

route set access-list acll
smartcard-removal-disconnect
split-dns abcl

timeout disconnect 10000

wins 203.0.113.1 203.0.113.115
end
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B
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Y —)l
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