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N—BZDYT Ny xT A A= %BFFT 5T, hitp:/software.cisco.com/download/navigator.html
T 7 A LTLIESN,

DB TA L RTHIET DT RTCOY T VAT LB SELDIC, A A=V RXR=ZADT A
BUAMERERE T, 20T AE, T— MNRCOBBEA SN E T,

universalk9 3 X Ot universalk9_npe A A — &1 ZBI#EIZ, Boot ROMMON A A — 3 Zfifi i T &
F9, FEMIZOVWTIE, TROMMON A A —Y | OB 7 a2 LTI EIN,

TUINBXMGEDL A2 YT N 2T OMGRE, A A=V T 7 A NDT VI VELFEROR
RIFIEIZOWTIX,  [Loading and Managing System Images Configuration Guide, Cisco 10S XE
Release 3SJ] @ [Digitally Signed Cisco Software| DIERZZH L T XY,

ROBITIZ, Ny =0y 7 by =7 OEIEMICET 25 & T R Z S35 5k
B LET,

« [ FUZNELNE Cisco Y7 MU =T BAERORR] OB a v
c [ BV a2—NVERTHENNy r—YOMHERET 5] okt var

ME/ Ny r—VOEED % < 1% ipbasek9 _N— AN r—JIZEENTWET, ipbasek9 /3
F=YDIARAF—IL, TIANKTT I T 4= FENET,

~ O ~O

V=NV T—T
T ) ao—= Ry =i, AR =0 Y T N 2 THSREEN G TR TCWET, B
HHEEY y FAEHT A, BIRLET 7 Juyo— R r—U 94k A2 x—TV (B
B W LET, T/ al— Ry =V EEICHAEbETCT AR A EA X —T VI TE
ESc I

BTy )ad— RNy —IIEE T A AR H Y F3, FHET A B A1 60 HZIZHEH
He (RTU) T4 B RITEHIN, ZTORITIEHIRIZERE 720 7,

T )aT—= RNy =Y DY A MERITRLET,

\)

(GE)  Cisco 1000 'V — X H—EAFAH/L— & TliE, L2TPv2 & v a > idappxk9 72 L CHIE) L £
TN, bT T4 v IRy a rEEART DT appxk9 T A B ANMETE, L2TPV2 & v
T a AT QoS AR —E M T 5B S appxk9 T A B U ARKETT,
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securityk9 7 7/ v —s3y - —UIZiX, IPsec, SSL/SSH., 77 A 7 74 —/b, EF¥ =27 VPN
mE, TARTOR LRI G ENTHET,

securityk9 npe/Xv 77— (npe=-~3A B— REFE{L72 L) 1ZiE, A v — PR S{LIEEEZ R <
securityk9 727 /) n =Ny =V OFT R TOBRENE ENTWET, Zauk, i BLH ek
~OERUZAES D TY, securityk9_npe 73> 77— 1% universalk9_npe 4 A — 2 TOAfEH
FHETY, L7=23- T, securityk9 /3> 77— & securityk9 _npe/~ > 77— ¥ OFEHE O FHIE s,
A 11— REFS{Lx I %EE  (IPsec <° Secure VPN 72 £) o& v~ hTY,

Cisco Unified Border Element (Cisco UBE) #¥%8E% BN 3 5 IZ1%, Unified Communications 7 2/
U=y —UNRMBETY, Cisco UBE BEREZERI 51212, By avr I/ R L,
AT 4 TS DO )T 0 77 /0 V— Ry r—UNNETT,

appxk9 77 ) a U — Ry S —IET S = a v g AR U AKRERE EN TN E
¥ ZHUE, Cisco # 2 AT — ERBERL— 2 D DATA /3 v 7 — T OEBEICE TV E T,
FEHELZ DUV TIE, http://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/
software-activation-on-integrated-services-routers-ist/white_paper_c11_556985.html#wp9000791 % 2

BLTIZEw,

appxk9 /% 7 — 12 1%, MPLS, PR, L2/L3 VPN, 7 m— K32 K| AVC 72 & DS E O HHE
DEENTVET,

BEES MR

HSECK9

WOFNEREAE AT HI1201%., ST AEET A B 22BN LET, DBEOETIIZON
T LET,

SERTRME SLERE A FEEE T HITIZT HSECKY 7 A & U ANMETY, HSECKO 7 A & A7
WA, 225D X 27 b2 LI U85 Mbps DR BALAIRIE 721 2 T& £,
HSECKO9 7 At AIZX V| securitykQ7 7 / b o— 3o r— U NOBKEEIX, RKBROEF =
7 b B LOW S bAiE 2 T& £9, HSECK9 74 B U A &[T DI,
Cisco.com 7> FL-44-HSEC-K9 7 A & A ZMEA L, licenseinstall license-files =~ > K& ffi >
TENEA A=V LET, BEETA B ZAOEFGE A A M —/LOFEMIC DOV TIE,
[Configuring the Cisco IOS Software Activation Feature| # &M L T 72 &0,
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Hsecko 45 1 £ 20l ]

\)

GE)  HSECKO9REREIZIX. 60 HIZIC RTU T4 B ACEM SN AN T A o 213G ENR W=
O, HRET A B AEBUETHLENRD Y F7,

i BRI AE & A2 LRV a1, 7734 AT HSECK9 7 1 & 2 AMREN R E STV T
b T/, AILHSECKY 74 £ AFRE A7 — b T A L A —A—THfE LEEA,

GE)  IOS XE Fuji 16.8.1 LARE, R R E W5 A —7 y MZBT D HIRAILE S AL TVWET,
HSEC 272V GE . B LA L—7"y MEIBRIZA F7 1A T250Mbps ToH D . k> R /L DT 1000
T,

72, HSECKOBERED 7 A4 B A Z BT HITIL, securityk9 7 7 / o ¥V— X v r— T (b
T, securityk9 77 v U — Ry r— U OFEMIIC DWW T, securityk9 (12 X—) &%
L TLIEEN,

HSECK9 ¥48E S 1 + > X D A&

AT T1
ATy T2
ATvT3
ATv74
ATvTH
ATv 76

IND F—

T XA A)>6 HSECKO #EBED T A & o A& HIFRT B 121X, IROFNEIZWEH-TTA L A% IE
WICHIBRT 2MENH Y £, 2—F—F, RBEISLT, BTIOITIA B AZEFSED
ZENTEET, ZNOHOFINEIHEDRNE, HEET A o AL, U a— FEIZRT Sk
BIZEY £7,

HSECKO #RED T A & A& HIFRT A I12i1E, ROFINEEFITLET,

TNA ADRGREfRER L 97,
no license featurehseck9 ==~ > & L C. HSEC 714 B ADOREEXER L £,

writememory =~ FEEH LT, EfTar 74 Falb—ra U aRFLET,

(LE) BEMERE LT A AREKRINDIGEE. T4 BV AR=FANET A ZEHIBRLET,
TNRAAZYr—RLET,
show licensedetail =~ > FZfEH LT, 4B ADHIBRESNTZZ L 2R L £ T,

BN

AN—""y FD EZFRRICT 537 +—v  AREIL, X7 4=~ A T4 B AIZE ST
AF—TWIZ7 0 ET, ZOKREIXIpbasekd 77 /Y — Ry F—UIZEENTWET, =
DIERER A X —T T HITIE, N7 —< 2 R T4 A (L% 5 FL-44-PERF-K9) %
THXLEEY, TOTA B AFAL—=T v F TA B AL LTHERREINET,

HEHIZAC L AET 7T 4 7L T A—F %2 a—RT5ZEI2K->T, 25Gbps 05 5
Gbps ICESP DAN—T > haT v 77 L— RRT&ET, FHIA B ADT 77 4 T{LDFE
Mz >\ Tik, [Configuring Cisco Right-To-Use License Configuration Guide] # & L C<
728N, ESP OBAED A/)L—T " b LLZPRET HITIE, show platform hardware throughput

VILIITDA VA= .
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level 3~v > REFEITLET, KIC, Z0axwr FOMMBIZRLES (RT74—v R Ty
T V=R A AR .

AN—"T" UL ERET HITIE, WOFIEEZEITLES, £/, AV—T v FL~UL%
T w77 L— K3 BITIE, platform hardware throughput level { 2500000 | 5000000} <3/

Rz LET,
1. =.—¥—EXEC = V74 Fal— g F— RNT, enable 2< 2 REATTLFET,

2. Jo—n)arr7 4 Xal—varE— REBET5I100E, configure terminal 22 K
ZANNDLET,

3. A=y hL~\L%ET vV L— K9 BIZ1X, platform hardware throughput
1evel {2500000]5000000} I~ K& ASTLFET,

4. = ar7 4 Fal—vary ®—REKTTLHEOIC, exitZ A LET
5. %&ﬁ%{%ﬁﬁééiﬂi\ copy running-config startup-config =¥ K& AJ) Ljﬁ'ﬁ—o

6. NW—HZ&ZUVn—K$AHITL, reload # ASTLET, Va— R, AL—7v h L-UL%T
7T 4 T T B I DI LB T E T,

show platform hardware throughput level
The current throughput level is 2500000 kb/s

AN—"T"2 UL ERET HIZIE, WOFIEEZETLES, £/, AV—T v FLUL%
T w77 L— K3 BITIE, platform hardware throughput level { 2500000 | 5000000} <3/

REfHLET,
1. Z=—H¥—EXEC 27 4 FXal— 3 F— KT, enable I~¥ 2 REZATTLET,

2. Jo—n)arr7 4 Xal—varE— REHBET5I1T0E, configure terminal 2~ K
EANDLET,

3. A=y hL~L%BT v 77 L— K9 521X, platform hardware throughput
1evel{2500000]5000000} I~ RE AJTLFET,

4. = ar7 4 Fal—valry ®—REKTTLHEOIC, exitZ A LET
5. %&ﬁ?%{%ﬁﬁ‘ééiﬂi\ copy running-config startup-config I~ K& AJ) Ljﬁ'@ﬂo

6. N—HZ&ZVno—K¥FAHITL, reload z AJTLET, Va— R, AL—7v b LT
7T 4 T T B DI T E T,

W, ANV—F9 b L\ LET v T 7L — R 562 RLET,

Router>enable

Router#configure terminal

Router (config) #platform hardware throughput level 5000000
% The config will take effect on next reboot

Router (config) #exit

Router#copy running-config startup-config

Router#reload

. VILIIT7DA R =)L
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IJ—z bt 7r—vvx54tv2 |}

T—RAMNRNITA—T R S4EVR

Cisco 7 —h RT3 —< ATV ABERAT DL, AN—T v MR Z T Z LT
EFET, ROE—KRTT— M XT3 =<2 AT BV AZHHNITEFET,

\)

=)

\)

T—=ARNNRT =< A TARUABEHTHI20E, T34 A TCiscolOSXE VY7 b =T

N—= 3 16.07.01 IBENREITEINTWABLENSY T, F/2, T4 BV ANT A B A

CSSM U ARY F VIZIBIMENDENTT SA AR CSSMICBIE SN TWAEES, 7—A T4 &
v2Zawy RIIMERTEERA, 7—A I RAavwy REFITTHITIE. CSSMMHTF

NA ZADRGRERER L TR LB TRENI DY £7,

6=

Cisco 4000 U —X ISR T — A T A B ZAEHINT LT-84 . Snort IPS 35 & (N ISR-WAAS

OIRBY—ER2a T FERETEEE A,

CSLE—KRTODIT—FNITA—TVRSAELUVADT I T4 71k
T—=A RT3 —< ATV A% Cisco Y7 b x=T 74k A (CSL) E— RKTT7 7~
T4 7T HITIE. WOFIREFATLET,

1.

ZOFNCTRT L 91T, licenseingtall bootflash:xxx =~ > R TF A A 2R EL £,

Device#license install bootflash:FD0203520HU_201804090203446350.1lic
Installing licenses from "bootflash:FD0O203520HU 201804090203446350.1ic"
Installing...Feature:booster performance...Successful:Supported

1/1 licenses were successfully installed

0/1 licenses were existing licenses

0/1 licenses were failed to install

Building configuration...

[OK]
% Throughput boost is configured, it will take effect after reload

BTICRDOA =V PERRINET,

*Apr 9 07:40:11.674: 3LICENSE-6-INSTALL: Feature booster performance 1.0 was installed
in this device.
UDI=ISR4331/K9:FD0203520HU; StorelIndex=2:Primary License Storage

platform hardware throughput level boost 735% & H EIIZIBM S v E 7,

Device#show running-config | include throughput

platform hardware throughput level boost

RETHREFEL, 1M A%V —FRKLT, 7—AM XT3 —< 2R TV RAEHIZ
LET, ZOFNRTEIC, Va—KEILT—AMT 3 =< ANT I T 4 TR
F9,

Device#show platform hardware throughput level

The current throughput level is unthrottled

VILIITDA VA= .
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Device#show license
<output omitted>

Index 11 Feature: booster performance
Period left: Life time

License Type: Permanent

License State: Active, In Use
License Count: Non-Counted

License Priority: Medium

5. Zm— b arZ4Xal—valryE— Rk TT20201C, exitw AJJLET
6. %&fﬁ%%ﬁ?é&ﬂi\ copy running-config startup-config =¥ K& AJJ Li‘?o

AYX—Fr A4 EZVRE—RTODT— b NRTF+—T R FA4EUR
ZITE 20D —RAr =L FAAL AN T — MR T =< A FGA B RET Y
TATIBLOET 77 4 7T 27 v RZONTHALET,
T—RAbNRTH+—I VR SAEADEMIE :

T NAABZAT = TA B AE—RTEBILET, 7—AMNTp—vRAav R
., A— FAR—FIIEE LW ERRINERTA,

¢ A — FPAR—=ZZEFIZRE LIS, A= T ATV FTT =AM RT 5 —v R
TA B ABERENE I ET =7 LET,

« ZOREE AT B I2iE, platform hardware throughput level boost =~ > K% L
F9, REZRGFTLOILERHYET, Av— K T IV NTHIRTA B ADNERMH
MR THI%H. T/ AD Y B— RZIZT — MRT 4 —~ VAN AN D £
R

T Ty N T F—N— R =T A=y b L EF 7T 5HIZIE, show platform
hardwarethroughputlevelboost =~ > RZfEH L £3, +070T7 A B AR 0WEEIL,
AT IA T REK (00C) A vE—UNRERIIL, AV—T v b LULOETLIT A
AZARY B— RFEATHEMIRY T A,

T4 ADRA :
« 734 A%, boost performance =¥ RAREINTZAY— F T A BV AE— Rl
Tb\ij—o

« show running-config =~ > K3 X O show licensesummary =~ > R&fH L T, A~— |
THY NINEDT —=A MNT =< U AERERRLET,

« no platform hardware throughput level boost =~ > K& fli ] L THREZ TE2hic L £,

. VILIIT7DA R =)L
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Cisco VT kI TF A EVRDRAY— k54t 2~0BT [

6=

Sy RIERED BEIRSAVET S, T4 L RLF AL AR B— RS EICORY U —

ASINFET,
A= P, TS AR B — RN ETHEIIRY £H A,
FTAV L ADOFEMIL, TAAL AR e— RENDHETHHATE £,

TN T —ZA R R T —< A TA B ARTI I T MRS, 1O A4 X
MDD T — VR ENET,

Cisco VI FITT7SAEVADAY—FSAEUVAANDEIT

ZZ T, Cisco V7 b =774k A (CSL) Zboost performance license?’ & 5 %4127
NARPCSL WO AR = TA B ARIIBATT DL EDA—AT =R IOV THH L £77,
T—=AMRT =< ADENEIL, CSLTT—A RT3 —< U ANT 7T 4 7fbENTWS
B, AN—RT AU FOTA B AR HMEIZ L > TIRESNLE T,

AN—" N LYV ERET DI, WOFNEEZFEITLEST, F/o, AL—Tv FLUL%E
T o7 T L — R4 512F, kEFEHALET

1

platform hardware throughput level boost =~ > RZ M L CTF /34 AZ & E L. show
running-config #fiH LT, 7—A M XT3 =< A TV ANT 7T 4 TfbENA T
LHINEIWEF v LET,

showlicense Z#{HH LT, 7—A MXT 3 —< U ANEHTTHY . kATA B AE—
RCTHEIZMNE I MEHERLET,

license smart enable v FEFEHLTA~—FT7 4B i/ﬁ?jﬂ: LET, BREEDIRR
T AL, FTABUAERN, RIEOT-DIZA~— MFE—ZCEHESNE T, L=
B, 7—AMRT A=<V RIIANTHY . Va— RE0EHY FHA, LSO
4. platform hardwarethroughput level boost ITF% E LR SN E T, 7 —A F X7 45—
~ U ARKREIX, Vv — RRRICEIZ D £,

BATHOBREANC T A © P ANET 25 B3, BTRDR) n— FE2#T 5720, 7
A B ADFHIEE — FEMERTOLERH Y £,

Jua—sLar7 4 Xal—rary ' —REaRTT57201C, exitw AJLET
%ﬁﬁ%ﬂ%ﬁﬁ‘é&:&i\ copy running-config startup-config I~ K& A7JJ Liﬁo

N—H &) a— RRTBIZE, reloadx AJLET, Va—RiE, A—7 v h L% T
7T 4 7T B IO MBI E T,

AX—bF;SA4EADCisco VI Iz T7 534V AANDEIT

OB va i, Av—FI7A4BUVRNS Cisco VT N 2T T A B RASORBITHIT ]
BEZDDONEDIATARD 2 DO — A r—AREGEENTVET,

T2 MR T F—< U AMEASINTHEES

VILIITDA VA= .
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* Devicet# platform hardwarethroughput level boost

» Device# show license C, A~— hIFA B LU AELET =AM XT3 —< L A TABUANEH
o TN Z L B MR L E T,

ST DTN ANE T —=A S R T =< A TA B ANRPEBE SN TWAEAIT. &
Y= IARATAIV L NEeTF 2y 7 LET,

e A — " TIA B ABHIBRLET,
 Device# no license smart enable

¢ T —ARNNT =< ATABUAREHFRNE O DETF v I L, 7T—Ahavwy
RERFFT D2 L2 ETEE T,

cBMDOY r— NINEH Y £ A,
T—RMRTH—TVRANMEAINTULVEWNES :
« show running-configuration C no platform hardware throughput level boost % F L &£,

A= TA B UABFBIIRS>TONDEDDT—A R R T =<2 AT ANY
A MZ7RW AL, Device# show license TF = v 7 LET,

AV —FMNTIAR AT IV eF v LET, ST ET AL AN T —A K X
TH—<LATA B ANEHEN TWER AL

e Av—h I AU AEHIBT 5121, nolicensesmart enable Z i L £,

« boost permanent license MEHFIRENE 5 &2 F = v 7 L, boost ¥—7 — RZEM L F
R

o T = I RT = ANT 7T 4 TSI, U u— F&IZ [ERF) REEIZR2D 7,
Y

GE)  EHFRERAAT A B ARRNE | < OHE . noboost
performance =~ R L OMEENAEE SN E T,

e N T1)w KD Ciscol OSXE ) ) —ZAMERHIh T SI54:

e NAT7 Y KD CiscolOSXE Y J—2 (I0SXE169x) ZHEHALTEH, A~v—FrTF714 &
VAMNBEAME (RTU) S4B R ca—A Ny 7T 548 1F. V—Z%2E)a— KL
T, 948 2% 77707, M REEIZLET,

« Device# configuration terminal

e Aw— I A B AEHEIBRT 5121, nolicensesmart enable 2 H L £,
» Device# no license smart enable

 Device# exist

s Aw—hF 74 B REHIRT DITIE, V—FEVr—RKLET,

. VILIIT7DA R =)L
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* Device# configure terminal
cyes AN LTy Ra—H—F 4 A EIZFELET,
* Devicet# exist

*RTU 7 Ak A% [ERAP] REICTAIZIZ, V —FXE2Vua—KLET,

LED 1 > Sy —4&

Jb—% @O LED OFEMIZ DWW TliE,  [Hardware Installation Guide for the Cisco 4000 Series Integrated
Services Routers] @ [Overview] DIH® [LED Indicators] #ZM L T 7230,

SSD %+ U 77— K NIM @ LED DFfMZ- oW TCIE, [Hardware Installation Guide for the Cisco
4000 Series Integrated Services Routers] @ [Installing and Upgrading Internal Modules and FRUs |
DIHD [Overview of the SSD Carrier Card NIM (NIM-SSD) | Z#Z ML T 72 &0,

e > My
BEE A
VTR 2T T4 ADFEMIZOWTIEL,  [Software Activation on Cisco Integrated Services

Routers and Cisco Integrated Service Routers G2J] # & L T 72 &\,

HRET A B ADEF & A A F—/LOFEMIZ DWW TIX,  TConfiguring the Cisco 10S Software
Activation Feature] #ZH L T3V,

YIRDITTDA VA M—ILEZEET YT L—FAZE

VI NI 2T EA AN VEREZT v 77— RT A2, BE Sy —F I TER S
=DV 7 N 2T BT AU TOWNT IO FIEENET, MEOES v a b5
LTL7Z&EW,

AN =V TEITTHL—FZOERBIOHE (19 2—)

cfEBID Ny =V HEH L TERITSN DN —F DERBIUOHRE (24 ~—)

MENYT—VTETITRIL—2DEERELUERTE
A\

GE) AT a0V TNy r—UbEA VAN AT LRERDL5EG, EIXEN O TRy
T=VET v 7T L= RT3 TEOHEIF. ZOFEEERLRNTIZESWN, #ER0/Sy
=Y EMMLTIEITSND V=2 DOEHBIUORE 24°—) 2L TIEZIN,

ccopy BL W boot =~ REMH LIZHE Ny r—VOBFEHEEERE (20 ~—)

sboot 2~ > REFMEH L CTFIPRHE CTHRA NNy r—Y ZEE#TAH LIV —FEHET D
B (21 ~<—3)
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copy 5&Uboot a7V REFALEHA/Nvr—SHERERE

MBI =% T v 77 L— RT3, copy 2~ K& L C/L—4% ® bootflash: 7 «
L7 PUVICHE NNy r—V % ar—LEd, 29 L THa NNy r—Yoab —aER L&,
MER =Y T7ANEHSTT = TD5LI9N—FERELET,

wOFENIL, TFTP 2 L T bootflash; 7 7 A L AT DAy r—V T 7 A L& o B'—
THHEERLTHET, &5I2, bootsystem =~ RaEMHAL CRETLI LI 7 o
Xal—Tary LYRAFEREL., bootsystem =2~ RIZ kY, bootflash: 7 7 A L AT A
WRIF SN T DA NNy r—VE AL TEBIT2 L9 v—Z IR LET, T0H%, Bl
VWERE 1L copy running-config startup-config =2~ > RIZK WERIFS N, VAT AR B— K&
NTFavARNKT LET,

Router# dir bootflash:

Directory of bootflash:/

11 drwx 16384 Dec 4 2007 04:32:46 -08:00 lost+found

86401 drwx 4096 Dec 4 2007 06:06:24 -08:00 .ssh

14401 drwx 4096 Dec 4 2007 06:06:36 -08:00 .rollback timer
28801 drwx 4096 Mar 18 2008 17:31:17 -07:00 .prst sync
43201 drwx 4096 Dec 4 2007 04:34:45 -08:00 .installer

928862208 bytes total (712273920 bytes free)

Router# copy tftp: bootflash:

Address or name of remote host []? 172.17.16.81

Source filename []?
/auto/tftp-users/user/isr4400-universalk9.03.10.00.S.153-3.S-ext.SPA.bin

Destination filename [isr4400-universalk9.03.10.00.S.153-3.S-ext.SPA.bin]?

Accessing
tftp://172.17.16.81//auto/tftp-users/user/isr4400-universalk9.03.10.00.5.153-3.5-ext.SPA.bin

Loading /auto/tftp-users/user/isr4400-universalk9.03.10.00.5.153-3.S-ext.SPA.bin from
172.17.16.81 (via GigabitEthernetO):
RN RN RN R RN R RN R R RN R R R R R R RN

[OK - 208904396 bytes]

208904396 bytes copied in 330.453 secs (632176 bytes/sec)
Router# dir bootflash:

Directory of bootflash:/

11 drwx 16384 Dec 4 2007 04:32:46 -08:00 lost+found

86401 drwx 4096 Dec 4 2007 06:06:24 -08:00 .ssh

14401 drwx 4096 Dec 4 2007 06:06:36 -08:00 .rollback timer
28801 drwx 4096 Mar 18 2008 17:31:17 -07:00 .prst sync

43201 drwx 4096 Dec 4 2007 04:34:45 -08:00 .installer

12 -rw- 208904396 May 28 2008 16:17:34 -07:00
isr4400-universalk9.03.10.00.5.153-3.S-ext.SPA.bin

928862208 bytes total (503156736 bytes free)

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) # boot system flash
bootflash:isr4400-universalk9.03.10.00.S.153-3.S-ext.SPA.bin
Router (config) # config-reg 0x2102

Router (config) # exit

Router# show run | include boot

boot-start-marker

boot system flash bootflash:isr4400-universalk9.03.10.00.5.153-3.S-ext.SPA.bin
boot-end-marker

Router# copy run start

Destination filename [startup-config]?
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boot 37> R&MEMA LT TFIP BETHE v 5 —3 2RBHT &5 —2 585756 [

Building configuration...
[CK]
Router# reload

boot a7 > FEFEALTTAIPRBHTRENY 7T —2 ZRBT HELIITIL—FZHET

% 151

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) #boot system tftp://10.81.116.4/rtp-isr4400-54/isr4400.bin
Router (config) #config-register 0x2102

Router (config) #exit

Router# show run | include boot

boot-start-marker

boot system tftp://10.81.116.4/rtp-isr4400-54/1sr4400.bin
boot-end-marker

license boot level adventerprise

Router# copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

Router# reload

Proceed with reload? [confirm]

Sep 13 17:42:54.445 RO/0: $PMAN-5-EXITACTION: Process manager is exiting: process exit
with

reload chassis code

Initializing Hardware

System integrity status: c0000600
Failures detected:
Boot FPGA corrupt

Key Sectors: (Primary, GOOD), (Backup,GOOD), (Revocation, GOOD)
Size of Primary = 2288 Backup = 2288 Revocation = 300

ROM:RSA Self Test Passed
ROM:Sha512 Self Test Passed
Self Tests Latency: 58 msec

System Bootstrap, Version 12.2(20120618:163328) [username-ESGROM 20120618 GAMMA 101],
DEVELOPMENT SOFTWARE

Copyright (c) 1994-2014 by cisco Systems, Inc.

Compiled Mon 05/27/2014 12:39:32.05 by username

Current image running: Boot ROMO

Last reset cause: LocalSoft

Cisco ISR 4400 platform with 4194304 Kbytes of main memory
IP ADDRESS: 172.18.42.119

IP_SUBNET MASK: 255.255.255.0

DEFAULT GATEWAY: 172.18.42.1

TFTP_SERVER: 10.81.116.4

TFTP _FILE: rtp-isr4400-54/isr4400.bin
TFTP_MACADDR: a4:4c:11:9d:ad:97
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TFTP_VERBOSE: Progress
TFTP_RETRY COUNT: 18
TFTP_TIMEOUT: 7200
TFTP_CHECKSUM: Yes
ETHER PORT: 0

ETHER SPEED MODE: Auto Detect
link up...

Receiving rtp-isr4400-54/isr4400.bin from 10.81.116.4
| T I

File reception completed.
Boot image size = 424317088 (0x194a90a0) bytes

ROM:RSA Self Test Passed
ROM:Shab512 Self Test Passed
Self Tests Latency: 58 msec

Package header rev 1 structure detected

Calculating SHA-1 hash...done

validate package: SHA-1 hash:

calculated 7294dffc:892a6c35:a7a133df:18c032£c:0670b303
expected 7294dffc:892a6c35:a7a133df:18c032fc:0670b303
Signed Header Version Based Image Detected

Using FLASH based Keys of type = PRIMARY KEY STORAGE

Using FLASH based Keys of type = ROLLOVER KEY STORAGE

RSA Signed DEVELOPMENT Image Signature Verification Successful.

Package Load Test Latency : 5116 msec

Image validated

$IOSXEBOOT-4-BOOT ACTIVITY LONG_TIME: (local/local) : load modules took: 2 seconds,
expected max time 2 seconds

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco I0S Software, ISR Software (X86_ 64 LINUX IOSD-UNIVERSALKS9-M), Experimental Version
15.4(20140527:095327)
[v154 3 s xe313 throttle-BLD-BLD V154 3 S XE313 THROTTLE LATEST 20140527 070027-ios 156]

Copyright (c) 1986-2014 by Cisco Systems, Inc.
Compiled Tue 27-May-14 21:28 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2014 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such

GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.
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boot 37> R&MEMA LT TFIP BETHE v 5 —3 2RBHT &5 —2 585756 [

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

Warning: the compile-time code checksum does not appear to be present.
cisco ISR4451/K9 (2RU) processor with 1133585K/6147K bytes of memory.
Processor board ID FGL1619100P

4 Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.

4194304K bytes of physical memory.

7393215K bytes of Compact flash at bootflash:.

7816688K bytes of USB flash at usbO:.

Press RETURN to get started!

Router>

Router>

Router>enable

Router# show version

Cisco IOS XE Software, Version BLD V154 3 S XE313 THROTTLE LATEST 20140527 070027-ext

Cisco IOS Software, ISR Software (X86 64 LINUX IOSD-UNIVERSALKS9-M), Experimental Version
15.4(20140527:095327)

v154 3 s _xe313_throttle-BLD-BLD V154 3 S XE313_ THROTTLE LATEST 20140527 _070027-ios 156]

I0S XE Version: BLD V154 3 S XE313 THROTTLE LATEST

Cisco IOS-XE software, Copyright (c) 2005-2014 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such

GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: IOS-XE ROMMON

Router uptime is 0 minutes

Uptime for this control processor is 3 minutes

System returned to ROM by reload

System image file is "tftp://10.81.116.4/rtp-1isr4400-54/1sr4400.bin"
Last reload reason: Reload Command

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
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use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

License Level: adventerprise

License Type: EvalRightToUse

--More-- Next reload license Level: adventerprise

cisco ISR4451/K9 (2RU) processor with 1133585K/6147K bytes of memory.
Processor board ID FGL1619100P

4 Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.

4194304K bytes of physical memory.

7393215K bytes of Compact flash at bootflash:.

7816688K bytes of USB flash at usbO:.

Configuration register is 0x2102

BRID/INY T —OFFRALTETINDIL—FDEER LUK

RO r =V DFEATEME NN =V DFATOEL L EZFRT L0 H>WTIE, VT b
TxTDALA NIV E | Okv 7 arEERLTLITEEN,

ZOETEH, WOHEHIZOWTHBALES,
BN T —=TUNEDY TRy =T DA A=) (24 =)
e T — LT =T BTN = DA A =L (36 32—)

7Ty va RIATORENRy =MbY TRy =% A A M=% (30—
)

HMENYET—HhoDH TNy —SDA VR =)L
TFTP H— 0Ok E /Ny r— VRS T 5121, ROFIEZFEITLET,

ZOFEON) 2= a2 LT, USB7 T vy a2 RIALATNBRERNy r—V 5T 5
L TEET, ZOHEE., 7T a RTIATOHRERy =N TRy =%
AV A= T D] THHINTWET,

1R BRI
TFTP — NI e N r—V &2 ab—LFE T,

FIEDEE

1. show version
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gavr—ohsnyIvr—ons vz k=1L [

request platform software package expand file URL-to-consolidated-package to

2. dir bootflash:
3. show platform
4. mkdir bootflash: URL-to-directory-name
5.
URL-to-directory-name
6. reload
7. boot URL-to-directory-name/packages.conf

8. show version installed

Flgn
ATV RFERETIVa Y B#Y
A7 71| show version N—BTETENTNDY 7 h =T DNR—Va
il - ERALET, BT A VAT LY T R
, TR=Tart o=V i TEET,
Router# show version
Cisco IOS Software, IOS-XE Software
(X86_64 LINUX IOSD-UNIVERSALK9-M), Experimental
Version 15.3(20120627:221639) [build 151722 111]
Copyright (c) 1986-2012 by Cisco Systems, Inc.
Compiled Thu 28-Jun-12 15:17 by mcpre
A7 F2|dir bootflash: V7 MUz TOHA=Ya v EFRL, Nylr—v
5l - MIFEL TG Z AR LET,
Router# dir bootflash:
RTw 73 |show platform A RN EFRRLET,
f
Router# show platform
Chassis type: ISR4451/K9
Z w7 4 | mkdir bootflash: URL-to-directory-name BELEY 7 02T A4 A=V ORGFET 47 b
15“ : U 7&1"'}:5‘2 Liﬁ—o
Router# mkdir bootflash:mydir T4V RPUICIEA A=V LRICARIZEECTE X
j‘@
25y 75 |request platform software package expand file | 25— 4 TR Li=A A —ARAFHF 4 L2 b Y

URL-to-consolidated-package to URL-to-directory-name
fAl

Router# request platform software package expand
file
bootflash:isr4400-universalk9-NIM.bin to

bootflash:mydir

(URL-to-directory-name) O 12, TETP H—/3—7»
5DV T RN =T A A=Y
(URL-to-consolidated-package) % &R L £,
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ARV RFERFTIVaY =)

AT 76 |reload

ROMMON E&— K& A X—7 M LET, TOE—
RC, BT 7ANVNDY T NI =T 2T 0T 47

f5
Router# reload LT E7,
rommon >

R w 77 |boot URL-to-directory-name/packages.conf TnveYa=r27 77 A/ (packages.conf) /%A
Bl LAREIEL T, Ay r— VR RBLET,
rommon 1 > boot bootflash:mydir/packages.conf

AT 78 |show version installed LA VAN ALENLEY T F T2 T ONR—V 3
5l YEFRRLET,

active

Router# show version installed
Package: Provisioning File, version: n/a, status:

il

Z DB OBRPIDES Tix, ey 77— isrd4400-universalk9.164422SSA bin 7% TFTP
P—NZabt—&nFET, ZIUINED AT v 7 TT, FlOZNLUBEDOES T, #
A7 7 A /L packages.conf 2N EEN S E 9,

Router# copy tftp:isr4400/isr4400-universalk9.164422SSA.bin bootflash:
Address or name of remote host []? 192.0.2.1

Destination filename [isr4400-universalk9.164422SSA.bin]?

Accessing tftp://192.0.2.1/1sr4400/1isr4400-universalk9.164422SSA.bin...

Loading 1sr4400/isr4400-universalk9.164422SSA.bin from 192.0.2.1 (via GigabitEthernetO) :
rrrrrrnd

[OK - 410506248 bytes]

410506248 bytes copied in 338.556 secs (1212521 bytes/sec)

Router# show version

Cisco IOS Software, IOS-XE Software (X86 64 LINUX IOSD-UNIVERSALK9-M), Experimental
Version

15.3(20120627:221639) [build 151722 111]

Copyright (c) 1986-2012 by Cisco Systems, Inc.

Compiled Thu 28-Jun-12 15:17 by mcpre

I0OS XE Version: 2012-06-28 15.31 mcpre

Cisco IOS-XE software, Copyright (c) 2005-2012 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such

GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: TIOS-XE ROMMON
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Router uptime is 0 minutes

Uptime for this control processor is 3 minutes
System returned to ROM by reload

System image file is "tftp:isr4400/isr4400.bin"
Last reload reason: Reload Command

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

License Level: adventerprise

License Type: EvalRightToUse

Next reload license Level: adventerprise

cisco ISR4451/K9 (2RU) processor with 1136676K/6147K bytes of memory.
Processor board ID FGL161611AB

4 Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.

4194304K bytes of physical memory.

7393215K bytes of Compact flash at bootflash:.

Configuration register is 0x8000

Router# dir bootflash:
Directory of bootflash:/

11 drwx 16384 May 3 2012 19:58:37 +00:00 lost+found

178465 drwx 4096 Jun 6 2012 15:20:20 +00:00 core

584065 drwx 4096 Jul 13 2012 19:19:00 +00:00 .prst sync
405601 drwx 4096 May 3 2012 19:59:30 +00:00 .rollback timer
113569 drwx 40960 Jul 13 2012 19:19:32 +00:00 tracelogs
64897 drwx 4096 May 3 2012 19:59:42 +00:00 .installer

13 -rw- 1305 May 7 2012 17:43:42 +00:00 startup-config

14 -rw- 1305 May 7 2012 17:43:55 +00:00 running-config

15 -r-- 1541 Jun 4 2012 18:32:41 +00:00 debug.conf

16 -rw- 1252 May 22 2012 19:58:39 +00:00 running-config-20120522
519169 drwx 4096 Jun 4 2012 15:29:01 +00:00 vman_ fdb

7451738112 bytes total (7067635712 bytes free)

Router# show platform
Chassis type: ISR4451/K9

Slot Type State Insert time (ago)
0 ISR4451/K9 ok 15:57:33

0/0 ISR4451-6X1GE ok 15:55:24

1 ISR4451/K9 ok 15:57:33

1/0 SM-1T3/E3 ok 15:55:24
2 ISR4451/K9 ok 15:57:33

2/0 SM-1T3/E3 ok 15:55:24
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RO ISR4451/K9 ok, active 15:57:33
FO ISR4451-FP ok, active 15:57:33
PO Unknown ps, fail never

Pl KXX-XXXX-XX ok 15:56:58
P2 ACS-4450-FANASSY ok 15:56:58
Slot CPLD Version Firmware Version

0 12090323 15.3(01r)S [ciscouser-ISRRO...
1 12090323 15.3(01r)S [ciscouser-ISRRO...
2 12090323 15.3(01r)S [ciscouser-ISRRO...
RO 12090323 15.3(01r)S [ciscouser-ISRRO...
FO 12090323 15.3(01r)S [ciscouser-ISRRO...

Router# mkdir bootflash:isr4400-universalk9.dirl

Create directory filename [isr4400-universalk9.dirl]?

Created dir bootflash:/isr4400-universalk9.dirl

Router# request platform software package expand file bootflash:isr4400-universalk9.NIM.bin

to bootflash:isr4400-universalk9.dirl

Verifying parameters

Validating package type

Copying package files

SUCCESS: Finished expanding all-in-one software package.

Router# reload
Proceed with reload? [confirm]

*Jul 13 19:39:06.354: $SYS-5-RELOAD: Reload requested by console.Reload Reason: Reload
Command.

rommon 1 > boot bootflash:isr4400-universalk9.dirl/packages.conf

File size is 0x00002836

Located isr4400-universalk9.dirl/packages.conf

Image size 10294 inode num 324484, bks cnt 3 blk size 8*512
#

File is comprised of 1 fragments (33%)

is _valid shalhash: SHA-1 hash:

calculated 62f6235a:£fc98eb3a:85cel83e:834f1cb3:8alf71d1l

expected 62f6235a:fc98eb3a:85cel83e:834f1lcb3:8alf71d1l

File size is 0x04b3dc00

Located isr4400-universalk9.dirl/isr4400-mono-universalk9-build 164422SSA.pkg

Image size 78896128 inode num 324491, bks cnt 19262 blk size 8*512

B 5 i
File is comprised of 21 fragments (0%)

Router# show version installed

Package: Provisioning File, version: n/a, status: active

File: bootflash:isr4400-universalk9.dirl/packages.conf, on: RPO
Built: n/a, by: n/a

File SHA1l checksum: ad09affd3f8820f4844f27accladd502e0b8£459

Package: rpbase, version: 2012-07-10 16.22 mcpre, status: active

File: bootflash:isr4400-universalk9.dirl/isr4400-mono-universalk9-build 164422SSA.pkg,
on: RPO

Built: 2012-07-10 16.22, by: mcpre

File SHAl checksum: 5e95c9cbcd4eafbadabalac846ee2d0£f41dlal26b

Package: firmware attributes, version: 2012-07-10 16.22 mcpre, status: active
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File: bootflash:isr4400-universalk9.dirl/isr4400-firmware attributes_ 164422SSA.pkg, on:
RP0/0

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 71614f2d9cbe7£96d3c6e99b67d514bd108c6c99

Package: firmware dsp sp2700, version: 2012-07-10_16.22 mcpre, status: active

File: bootflash:isr4400-universalk9.dirl/isr4400-firmware dsp 164422SSA.pkg, on: RP0/0
Built: 2012-07-10_16.22, by: mcpre

File SHALl checksum: 8334565edf7843fe246783bld5c6ed933d96d79%e

Package: firmware fpge, version: 2012-07-10_16.22 mcpre, status: active

File: bootflash:isr4400-universalk9.dirl/isr4400-firmware fpge 164422SSA.pkg, on: RP0/0
Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: eb72900ab32clc50652888££486c£370ac901dd?

Package: firmware sm 1t3e3, version: 2012-07-10_16.22 mcpre, status: active

File: bootflash:isr4400-universalk9.dirl/isr4400-firmware sm 1t3e3_164422SSA.pkg, on:
RP0/0

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 803005f15d8ea71ab088647e2766727ac2269871

Package: rpcontrol, version: 2012-07-10_16.22 mcpre, status: active

File: bootflash:isr4400-universalk9.dirl/isr4400-mono-universalk9 164422SSA.pkg, on:
RP0O/0

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 980fd58fe581e9346c44417b451d1c09ebb640c2

Package: rpios-universalk9, version: dirl, status: active

File: bootflash:isr4400-universalk9.dirl/isr4400-mono-universalk9 164422SSA.pkg, on:
RP0/0

Built: 2012-07-10_16.23, by: mcpre

File SHALl checksum: 27084f7e30a1d69d45a33e05d1b00345040799fb

Package: rpaccess, version: 2012-07-10_16.22 mcpre, status: active

File: bootflash:isr4400-universalk9.dirl/isr4400-mono-universalk9 164422SSA.pkg, on:
RP0O/0

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 0119802deda2da91c38473c47a998fb3ed423448

Package: firmware attributes, version: 2012-07-10 16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-firmware attributes_ 164422SSA.pkg, on:
RPO/1

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 71614f2d9cbe7£96d3c6e99b67d514bd108c6c99

Package: firmware dsp sp2700, version: 2012-07-10 16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-firmware dsp 164422SSA.pkg, on: RP0/1
Built: 2012-07-10_16.22, by: mcpre

File SHALl checksum: 8334565edf7843fe246783b1ld5c6ed933d96d79%e

Package: firmware fpge, version: 2012-07-10 16.22 mcpre, status: n/a

File:
bootflash:isr4400-universalk9.dirl/isr4400-firmware fpge-BLD-BLD MCP DEV_LATEST_ 20120710
164422S8SA.pkg, on: RP0O/1

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: eb72900ab32clc50652888££486c£370ac901dd?

Package: firmware sm 1t3e3, version: 2012-07-10 16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-firmware sm 1t3e3-BLD-BLD MCP_DEV_LATEST_
20120710_164422SSA.pkg, on: RPO/1

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 803005f15d8ea71ab088647e2766727ac2269871

Package: rpcontrol, version: 2012-07-10 16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-rpcontrol-BLD-BLD MCP_DEV_LATEST 20120710_
164422SSA.pkg, on: RPO/1
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Built: 2012-07-10_16.22, by: mcpre
File SHAl checksum: 980£fd58fe581e9346c44417b451d1c09ebb640c2

Package: rpios-universalk9, version: 2012-07-10_ 16.23 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-rpios-universalk9-BLD-BLD MCP_DEV_LATEST_
20120710 164422SSA.pkg, on: RP0O/1

Built: 2012-07-10_16.23, by: mcpre

File SHALl checksum: 27084f7e30a1d69d45a33e05d1b00345040799fb

Package: rpaccess, version: 2012-07-10 16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-rpaccess-BLD-BLD MCP_DEV_LATEST_ 20120710_
164422SSA.pkg, on: RPO/1

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 0119802deda2da91c38473c47a998fb3ed423448

Package: rpbase, version: 2012-07-10 16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-rpbase-BLD-BLD_MCP_DEV_LATEST 20120710_
164422SSA.pkg, on: RP1

Built: 2012-07-10_16.22, by: mcpre

File SHALl checksum: 5e95c9cbc4eafbadabalac846ee2d0£f41dla026b

Package: firmware attributes, version: 2012-07-10 16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-firmware attributes-BLD-BLD MCP_DEV_LATEST
_20120710_164422SSA.pkg, on: RP1/0

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 71614f2d9cbe7£96d3c6e99b67d514bd108c6c99

Package: firmware dsp sp2700, version: 2012-07-10 16.22 mcpre, status: n/a

File:
bootflash:isr4400-universalk9.dirl/isr4400-firmware dsp sp2700-BLD-BLD MCP_DEV LATEST
20120710_164422SSA.pkg, on: RP1/0

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 8334565edf7843fe246783b1d5c6ed933d96d79%e

Package: firmware fpge, version: 2012-07-10 16.22 mcpre, status: n/a

7292 RSIATOHENNV r—I oY TN r—S%4 VA =LY %

ATy I
ATvT2
ATv73
ATvTa
RATvTH
ATvT6
ATvI1
ATvT8

USB7 T vy a RTIATOHE N 7= TR r—2% A A b=V 5 FNAEIL.
ARy = DH TRy r—0A A F—)b] T EN TS FRIEICEITWE
7,

show version

show platform
mkdir bootflash: URL-to-directory-name
request platform software package expand fileusbn: package-name to URL-to-directory-name

boot URL-to-directory-name/packages.conf
show version installed

. VILIIT7DA R =)L



| vIryz7o1o2 =0

Cisco I0S XEDenali ) ) —RX 163 DY I b7z 7DA VR C—ILELUVT v TFIL—FAE .

CiscolOSXEDenali ') ) —X 163DV I Dz 7DA VA —ILELD
TyvITL—FKAZE

VI RNT 2T HRA VA=AV EFET v 77 L— RTA100%. oy r—F -3 ER Sy
=DV 7 N =T B EHATLIUTOWT OO FECHENET, HE 7 va %
LT IEEN,

ANy r—V TCIEITTHL—ZOERBLORE] B3 v
MEBIDS oy r—V 2 L CEITEINDINL—ZDOFEHEBIORE] B2 v a v

lboot =~ > REMFEH L TCTFTPRE CTRE /Ny 7 —Y 2RETH5 X0V — X 2R ET
L0 B g v
[CiscolOSXEDenali V V—Z 163 ~D7 v 7 7L — K| 7 3

Cisco I0S XE Denali ') ') —X 163 ~D7 v 745 L—F

TR, A& H]H T CiscoIOS XE Denali U V— A 163127 v 77 L— R4+ 5841%, Rioks
vaRENTWS FRIEEZMEHLET, 512, CiscolOSXEDenali U U — A 16321, &
/NROMMON /R—3 5 U ALEE T, T /734 A% Cisco I0S XE Denali A A — ¥ & Afi - THIH T
EE#THEE, A VAL ENTWHROMMON D A=V g 2T =7 L, VAT ANRE
WA=V g VEEITLTWASEARIET vy 77 L—RLEd, 7Ty 77— 7ok 2fIsrn
S ADBFEEZFHALZZNTL E S0, HLWWA— 5 OROMMON R A > A h—/L SN 5
L VAT AFBBNICT A, AEBEBHLET, 1A FM—th, AT LT CiscolOS XE
AA—VEBHEEBVICERLET,

\}

6=

FTNRA ZAZPOTHREN LT EIWIT v 77— FRREREES . EE 7 o' A SEKIZES DD
HIENRBHVET, ZOFaEATIE, ROMMONZT v 77 L — R4 572, Wi ORE) &

bR £,

WOBNL, HERNy r—YolRE#S 7o A& R L TWET,

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) #boot system tftp://10.81.116.4/rtp-1isr4400-54/isr4400.bin
Router (config) #config-register 0x2102

Router (config) #exit

Router# show run | include boot

boot-start-marker

boot system tftp://10.81.116.4/rtp-isr4400-54/1sr4400.bin
boot-end-marker

license boot level adventerprise

Router# copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

Router# reload

Proceed with reload? [confirm]

Sep 13 17:42:54.445 RO/0: %PMAN-5-EXITACTION: Process manager is exiting: process exit
with

reload chassis code
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Initializing Hardware

System integrity status: c0000600

Key Sectors: (Primary, GOOD), (Backup,GOOD), (Revocation, GOOD)
Size of Primary = 2288 Backup = 2288 Revocation = 300

ROM:RSA Self Test Passed
ROM:Shab512 Self Test Passed
Self Tests Latency: 58 msec

System Bootstrap, Version 12.2(20120618:163328) [username-ESGROM 20120618 GAMMA 101],
DEVELOPMENT SOFTWARE

Copyright (c) 1994-2014 by cisco Systems, Inc.

Compiled Mon 05/27/2014 12:39:32.05 by username

Current image running: Boot ROMO
Last reset cause: LocalSoft

Cisco ISR 4400 platform with 4194304 Kbytes of main memory

IP_ADDRESS: 172.18.42.119

IP _SUBNET MASK: 255.255.255.0
DEFAULT GATEWAY: 172.18.42.1
TFTP_SERVER: 10.81.116.4
TFTP_FILE: rtp-isr4400-54/isr4400.bin
TFTP_MACADDR: ad4:4c:11:9d:ad:97
TFTP_VERBOSE: Progress
TFTP_RETRY_ COUNT: 18
TFTP_TIMEOUT: 7200
TFTP_CHECKSUM: Yes

ETHER PORT: 0

ETHER SPEED MODE: Auto Detect
link up...

Receiving rtp-isr4400-54/isr4400.bin from 10.81.116.4
| T Y O I

File reception completed.
Boot image size = 504063931 (0xleOb67bb) bytes

ROM:RSA Self Test Passed
ROM:Shab512 Self Test Passed
Self Tests Latency: 58 msec

Package header rev 1 structure detected

Calculating SHA-1 hash...done

validate package: SHA-1 hash:

calculated 7294dffc:892a6c35:a7a133df:18c032£c:0670b303
expected 7294dffc:892a6c35:a7a133df:18c032fc:0670b303
Signed Header Version Based Image Detected

Using FLASH based Keys of type = PRIMARY KEY STORAGE

Using FLASH based Keys of type = ROLLOVER KEY STORAGE

RSA Signed DEVELOPMENT Image Signature Verification Successful.
Package Load Test Latency : 5116 msec

Image validated
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Detected old ROMMON version 12.2(20150910:184432), upgrade required

Upgrading to newer ROMMON version required by this version of IOS-XE, do not power cycle
the system. A reboot will automatically occur for the new ROMMON to take effect.
selected : 1

Booted : 1

Reset Reason: 1

Info: Upgrading entire flash from the rommon package

Switching to ROM O

Upgrade image MD5 signature is b702a0a59%9a46a20a4924£f9b17b8£0887

Upgrade image MD5 signature verification is b702a0a59a46a20a4924£f9p17b8£0887
Switching back to ROM 1

ROMMON upgrade complete.

To make the new ROMMON permanent, you must restart the RP.
ROMMON upgrade successful. Rebooting for upgrade to take effect.

Initializing Hardware

System integrity status: 00300610
Key Sectors: (Primary, GOOD), (Backup,GOOD), (Revocation, GOOD)
Size of Primary = 2288 Backup = 2288 Revocation = 300

ROM:RSA Self Test Passed

Expected hash:

ddaf35al193617abacc417349ae204131
12e6fad4e89a97ea20a9%eeee64b55d39%a
2192992a274fcla836ba3c23a3feebbd
454d4423643ce80e2a9ac94fab4cadof

Obtained hash:
ddaf35al193617abacc417349ae204131
12e6fad4e89a97ea20a9%eeee64b55d39%a
2192992a274fcla836ba3c23a3feebbd
454d4423643ce80e2a9ac94fab4cadof
ROM:Shab512 Self Test Passed

Self Tests Latency: 418 msec

Rom image verified correctly

System Bootstrap, Version 12.2(20120618:163328) [username-ESGROM 20120618 GAMMA 1017,
DEVELOPMENT SOFTWARE

Copyright (c) 1994-2014 by cisco Systems, Inc.

Compiled Mon 05/27/2014 12:39:32.05 by username

CPLD Version: 33 (MM/DD/YY): 06/23/14 Cisco ISR4351/K9 Slot:0
Current image running: Boot ROM1

Last reset cause: ResetRequest
Reading confreg 0x2102

Reading monitor variables from NVRAM
Enabling interrupts...done

Checking for PCIe device presence...done
Cisco ISR4351/K9 platform with 16777216 Kbytes of main memory

autoboot entry: NVRAM VALUES: bootconf: 0x0, autobootstate: 0
autobootcount: 0, autobootsptr: 0x0

Rommon upgrade requested

Flash upgrade reset 0 in progress
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Initializing Hardware

Checking for PCIe device presence...done

Reading confreg 2102

System integrity status: 0x300610

Key Sectors: (Primary, GOOD), (Backup,GOOD), (Revocation,GOOD)
Size of Primary = 2288 Backup = 2288 Revocation = 288

RSA Self Test Passed

Expected hash:

DDAF35A193617ABACC417349AE204131
12E6FA4E89A97EA20A9EEEE64B55D39A
2192992A274FC1A836BA3C23A3FEEBBD
454D4423643CE8BO0E2ASACO4FAS4CA49F

Obtained hash:
DDAF35A193617ABACC417349AE204131
12E6FA4E89A97EA20A9EEEE64B55D39A
2192992A274FC1A836BA3C23A3FEEBBD
454D4423643CE80E2A9AC94FA54CA49F
Shabl12 Self Test Passed

Rom image verified correctly

System Bootstrap, Version 16.2(lr), RELEASE SOFTWARE
Copyright (c) 1994-2016 Dby cisco Systems, Inc.

Current image running: *Upgrade in progress* Boot ROMO

Last reset cause: BootRomUpgrade
ISR4351/K9 platform with 16777216 Kbytes of main memory

Cisco ISR 4400 platform with 4194304 Kbytes of main memory

IP_ADDRESS: 172.18.42.119

IP _SUBNET MASK: 255.255.255.0
DEFAULT GATEWAY: 172.18.42.1
TFTP_SERVER: 10.81.116.4
TFTP_FILE: rtp-isr4400-54/isr4400.bin
TFTP_MACADDR: ad4:4c:11:9d:ad:97
TFTP_VERBOSE: Progress
TFTP_RETRY_ COUNT: 18
TFTP_TIMEOUT: 7200
TFTP_CHECKSUM: Yes

ETHER PORT: 0

ETHER SPEED MODE: Auto Detect
link up...

Receiving rtp-isr4400-54/isr4400.bin from 10.81.116.4
| T Y O I

File reception completed.
Boot image size = 504063931 (0xleOb67bb) bytes

Image Base is: 0x56834018

Image Size is: 0x1E089706

Package header rev 1 structure detected

Package type:30000, flags:0x0

IsoSize = 503874534

Parsing package TLV info:

000: 000000090000001D4B45595F544C565F - KEY TLV_
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010:
020:
030:
040:
050:
060:
070:
080:
090:
0AO:
0BO:
0CO:

TLV:
TLV:
TLV:
TLV:
TLV:
TLV:
TLV:
TLV:
TLV:
TLV:
TLV:
TLV:
TLV:
TLV:
Found DIGISIGN TLV type 12 length =

5041434B4147455F434F4D5041544942
494C495459000000000000090000000B
4652555F52505F545950450000000009
000000184B45595F544C565F5041434B
4147455F424F4F544152434800000009
0000000E415243485F693638365F5459
5045000000000009000000144B45595F
544C565F424F4152445F434F4D504154
0000000900000012424F4152445F6973
72343330305F54595045000000000009
000000184B45595F544C565F43525950
544F5F4B4559535452494E4700000009

RSA Self Test Passed

Expected hash:

DDAF35A193617ABACC417349AE204131
12E6FA4E89A97EA20A9EEEE64B55D39A
2192992A274FC1A836BA3C23A3FEEBBD
454D4423643CE8BO0E2A9ACO4FAS4CA49F

Obtained hash:
DDAF35A193617ABACC417349AE204131
12E6FA4E89A97EA20A9EEEE64B55D39A
2192992A274FC1A836BA3C23A3FEEBBD
454D4423643CE8BO0E2A9ACO4FAS4CA49F
Shab512 Self Test Passed

Found package arch type ARCH 1686 TYPE
Found package FRU type FRU_RP_TYPE

Calculating SHA-1 hash...Validate package:

392

Cisco I0S XEDenali ') ') —X 163 ~D7 v 75 L—F .

PACKAGE COMPATIB
ILITY
FRU RP TYPE

KEY TLV_ PACK
AGE_BOOTARCH

ARCH 1686 TY
PE KEY
TLV_BOARD COMPAT

BOARD is

r4300 TYPE

KEY TLV CRYP
TO KEYSTRING

V=CW_IMAGE=$isr4300-universalk9.2016-06-29 23.31 paj.SSA.bin$

IOS-XE Software$

T=9, L=29, V=KEY_TLV_PACKAGE_ COMPATIBILITY
T=9, L=11, V=FRU RP_TYPE

T=9, L=24, V=KEY_ TLV_PACKAGE_BOOTARCH

T=9, L=14, V=ARCH_i686_TYPE

T=9, L=20, V=KEY_ TLV_BOARD_ COMPAT

T=9, L=18, V=BOARD isr4300 TYPE

T=9, L=24, V=KEY_TLV_CRYPTO_KEYSTRING

T=9, L=10, V=EnCrY¥pTiOn

T=9, L=11, V:CW_BEGIN:$$

T=9, L=19, V=CW_FAMILY=$isr4300%

T=9, L=59,

T=9, L=19, V=CW _VERSION=$16.3.1%

T=9, L=52, V=CW _DESCRIPTION=$Cisco IOS Software,
T=9, L=9, V=CW_END=$$

SHA-1 hash:

calculated 8B082C48:35C23C9E:8A091441:D6FACEE6:B5111533

expected

Image validated

Restricted Rights Legend

Use,

(c)

Rights clause at FAR sec.
(1) (ii)
Software clause at DFARS sec.

(c)

cisco Systems,

duplication,

Inc.

170 West Tasman Drive

San Jose,

California 95134-1706

8B082C48:35C23C9E:8A091441:D6FACEE6:B5111533

or disclosure by the Government is
subject to restrictions as set forth in
of the Commercial Computer Software
52.227-19 and
of the Rights in Technical
252.227-7013.

subparagraph
- Restricted
subparagraph
Data and Computer
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Cisco I0S Software, ISR Software (X86_ 64 LINUX IOSD-UNIVERSALKS9-M), Experimental Version
16.3(20160527:095327)

[v163_throttle]

Copyright (c) 1986-2016 by Cisco Systems, Inc.

Compiled Tue 27-May-16 21:28 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2016 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such

GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

Warning: the compile-time code checksum does not appear to be present.
cisco ISR4451/K9 (2RU) processor with 1133585K/6147K bytes of memory.
Processor board ID FGL1619100P

4 Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.

4194304K bytes of physical memory.

7393215K bytes of Compact flash at bootflash:.

7816688K bytes of USB flash at usbO:.

Press RETURN to get started!

TJ7—LOTT7 HYINYvG5—2DA VR =)L

1R BHHEIIZ

WERT 77— LT =T Ny r—=VEF0RE Ny r—V 2 AF L, Ny =% EMLET,
EBNDRy r—V R L TEITSNDINL—ZOERBLORE 24 —2) 258 ,
Ty LU =T RNy =V EATTEEZ LD, LLTOFIRTEOFEHRE
URL-to-package-name (2 L &9,

T2 ZIZEBON o r =D B L CTEITENDNL—Z DERB LORRE 242—=) Il
O TNL—FANT TICEREINTWAEAE, 77— 0T IR r—T% A A R—)L
TEET,
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T7—LIITH TRy r—SDA VR =)L .

T AT =T F Ty DRI U — A SHE A, Ay VR LT
T MBS VRO T 7 — A =T Ny SRR TE £, TO%. KOFIECHE -
T77 =0T Nor—Vkh A VA =)L TEXET,

\}

GE) ANy r—VICEATAI Y —R /= EZBLT, Gy T —VADOT7 7y —L 7T &
N—BIZHEA VA b= EN TS CiscolOSXE VY 7 b7 =7 N—T 3 & OFEHEEN H
HTEEMERLTIEIN,
FIEDHE
1. show version
2. dir bootflash:
3. show platform
4. mkdir bootflash: URL-to-directory-name
5. request platform software package expand file URL-to-consolidated-package to
URL-to-directory-name
6. reload
7. boot URL-to-directory-name /packages.conf
8. show version installed
FIED F¥H
ARV KRFERRETI a3 Y B #
AT w7 1|show version N—BTCEITENTVWDEY T R =T DONR—T 3

1 -

Router# show version

Cisco IOS Software, IOS-XE Software

(X8 6_64_LINUX_IOSD—UNIVERSALK9—M) , Experimental
Version 15.3(20120627:221639) [build 151722 111]
Copyright (c) 1986-2012 by Cisco Systems, Inc.
Compiled Thu 28-Jun-12 15:17 by mcpre

ARRLET, BT A VA=V TBEYT MU
T NR—=T g b= g TR T,

ATvT2

dir bootflash:
1 -

Router# dir bootflash:

V7 2T OIRANRN—=V g v EFRRL, RNy br—
NIFEEL TS Z LA RLET,

ATvT3

show platform

1

Router# show platform
Chassis type: ISR4451/K9

AR 2R LET

TRE Ry =N DH TRy =D A A
f—=v] 7 v arofilzsR LT EEN,

ATvT4

mkdir bootflash: URL-to-directory-name
1 -

BEALZY 7 v 02T A A—=VORERT L7 b
VEERLET,
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ARV RFERETIVa Y

B8

Router# mkdir bootflash:mydir

F4L 7 FNIIZIEA A=V LRI AR A ETE E
ﬁ—o

RTw 75 |request platform software package expand file ATy T A TR LA A—VRGFRAT 4 L7 Y
URL-to-consolidated-package to URL-to-directory-name| (yRL-to-directory-name) O H1iZ, TETP H—/3—7»
fl BDOY TR 2T A A=Y
Router# request platform software package expand (URL—to—consoIidated—package) G Etﬂ Lijﬁo

file
bootflash:isr4400-universalk9-NIM.bin to
bootflash:mydir

AT 76 |reload ROMMON £— FZ A X —7 /M LEd, ZDF—
i - RC, HET7ANNDY T NI =T 52T 7T 47
Router# reload fETxE9,
rommon >

X 77 |boot URL-to-directory-name /packages.conf Tuv¥ya=>7 77 A/ (packages.conf) D/XA
Bl LAHEIREL T, SOy r— VR RBIL £
rommon 1 > boot bootflash:mydir/packages.conf

AT w78 |show version installed LA VA=V ENTEY T MU =T DNR—=TV g

1 -

Router# show version installed
Package: Provisioning File, version: n/a, status:
active

YEFRLET,

1

W OF DO EHIDOERSy Tk, TFTP H— N2

A —SNLME NNy r—

isr4400-universalk9.164422SSA.bin N/RINET, ZIUIMAD AT v 7T, fHloZ*
MLLBEDER Sy Tl #A 7 7 A /L packages.conf 23 EEN S U E 4,

Router# tftp:isr4400/isr4400-universalk9.164422SSA.bin bootflash:

Address or name of remote host
Destination filename

[1? 192

.0.2.1
[isr4400-universalk9.164422SSA.bin]?

Accessing tftp://192.0.2.1/isr4400/1isr4400-universalk9.164422SSA.bin...

Loading isr4400/isr4400-universalk9.164422SSA.bin from 192.0.2.1

[OK - 410506248 bytes]

410506248 bytes copied in 338.556 secs

Router# show version

Cisco I0S Software, IOS-XE Software

(via GigabitEthernetO) :

(1212521 bytes/sec)

(X86_64 LINUX IOSD-UNIVERSALK9-M), Experimental

Version
15.3(20120627:221639) [build 151722 111]
Copyright (c) 1986-2012 by Cisco Systems,

Compiled Thu 28-Jun-12 15:17 by mcpre

I0S XE Version: 2012-06-28 15.31 mcpre
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Cisco IOS-XE software, Copyright (c) 2005-2012 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such

GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: IOS-XE ROMMON

Router uptime is 0 minutes

Uptime for this control processor is 3 minutes
System returned to ROM by reload

System image file is "tftp:isr4400/isr4400.bin"
Last reload reason: Reload Command

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

License Level: adventerprise

License Type: EvalRightToUse

Next reload license Level: adventerprise

cisco ISR4451/K9 (2RU) processor with 1136676K/6147K bytes of memory.
Processor board ID FGL161611AB

4 Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.

4194304K bytes of physical memory.

7393215K bytes of Compact flash at bootflash:.

Configuration register is 0x8000

Router# dir bootflash:
Directory of bootflash:/

11 drwx 16384 May 3 2012 19:58:37 +00:00 lost+found

178465 drwx 4096 Jun 6 2012 15:20:20 +00:00 core

584065 drwx 4096 Jul 13 2012 19:19:00 +00:00 .prst _sync
405601 drwx 4096 May 3 2012 19:59:30 +00:00 .rollback timer
113569 drwx 40960 Jul 13 2012 19:19:32 +00:00 tracelogs
64897 drwx 4096 May 3 2012 19:59:42 +00:00 .installer

13 -rw- 1305 May 7 2012 17:43:42 +00:00 startup-config

14 -rw- 1305 May 7 2012 17:43:55 +00:00 running-config

15 -r-- 1541 Jun 4 2012 18:32:41 +00:00 debug.conf

16 -rw- 1252 May 22 2012 19:58:39 +00:00 running-config-20120522
519169 drwx 4096 Jun 4 2012 15:29:01 +00:00 vman_ fdb

7451738112 bytes total (7067635712 bytes free)

VILIITDA VA= .



YILRYzFDA VR = |
. T7—LozT7 HITRvTr—SDA4 VR =)L

Router# show platform
Chassis type: ISR4451/K9

0 ISR4451/K9 ok 15:57:33

0/0 ISR4451-6X1GE ok 15:55:24

1 ISR4451/K9 ok 15:57:33

1/0 SM-1T3/E3 ok 15:55:24

2 ISR4451/K9 ok 15:57:33

2/0 SM-1T3/E3 ok 15:55:24

RO ISR4451/K9 ok, active 15:57:33
FO ISR4451-FP ok, active 15:57:33
PO Unknown ps, fail never

Pl XXX-XXXX-XX ok 15:56:58

P2 ACS-4450-FANASSY ok 15:56:58

Slot CPLD Version Firmware Version

0 12090323 15.3(01r)S [ciscouser-ISRRO...
1 12090323 15.3(01r)S [ciscouser-ISRRO...
2 12090323 15.3(01r)S [ciscouser-ISRRO...
RO 12090323 15.3(01r)S [ciscouser-ISRRO...
FO 12090323 15.3(01r)S [ciscouser-ISRRO...

Router# mkdir bootflash:isr4400-universalk9.dirl

Create directory filename [isr4400-universalk9.dirl]?

Created dir bootflash:/isr4400-universalk9.dirl

Router# request platform software package expand file bootflash:isr4400-universalk9.NIM.bin
to

bootflash:isr4400-universalk9.dirl

Verifying parameters

Validating package type

Copying package files

SUCCESS: Finished expanding all-in-one software package.

Router# reload
Proceed with reload? [confirm]

*Jul 13 19:39:06.354: $SYS-5-RELOAD: Reload requested by console. Reload Reason: Reload
Command.

rommon 1 > boot bootflash:isr4400-universalk9.dirl/packages.conf

File size is 0x00002836

Located isr4400-universalk9.dirl/packages.conf

Image size 10294 inode num 324484, bks cnt 3 blk size 8*512
#

File is comprised of 1 fragments (33%)

is valid shalhash: SHA-1 hash:

calculated 62f6235a:£c98eb3a:85cel83e:834f1cb3:8alf71dl

expected 62f6235a:fc98eb3a:85cel83e:834f1cb3:8alf71d1l

File size is 0x04b3dc00

Located isr4400-universalk9.dirl/isr4400-mono-universalk9-build 164422SSA.pkg

Image size 78896128 inode num 324491, bks cnt 19262 blk size 8*512
5

File is comprised of 21 fragments (0%)
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Router# show version installed

Package: Provisioning File, version: n/a, status: active

File: bootflash:isr4400-universalk9.dirl/packages.conf, on: RPO
Built: n/a, by: n/a

File SHAl checksum: ad09affd3f8820£f4844f27accladd502e0b8£459

Package: rpbase, version: 2012-07-10 16.22 mcpre, status: active

File: bootflash:isr4400-universalk9.dirl/isr4400-mono-universalk9-build 164422SSA.pkg,
on: RPO

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 5e95c9cbcd4eafbadabalac846ee2d0£f41dlal26b

Package: firmware attributes, version: 2012-07-10_16.22 mcpre, status: active

File: bootflash:isr4400-universalk9.dirl/isr4400-firmware attributes 164422SSA.pkg, on:
RP0/0

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 71614f2d9cbe7£96d3c6e99b67d514bd108c6c99

Package: firmware dsp sp2700, version: 2012-07-10_16.22 mcpre, status: active

File: bootflash:isr4400-universalk9.dirl/isr4400-firmware dsp 164422SSA.pkg, on: RP0/0
Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 8334565edf7843£fe246783b1d5c6ed933d96d79%e

Package: firmware fpge, version: 2012-07-10 16.22 mcpre, status: active

File: bootflash:isr4400-universalk9.dirl/isr4400-firmware fpge 164422SSA.pkg, on: RP0/0
Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: eb72900ab32c1c50652888££486c£370ac901dd?

Package: firmware sm 1t3e3, version: 2012-07-10 16.22 mcpre, status: active

File: bootflash:isr4400-universalk9.dirl/isr4400-firmware sm 1t3e3 164422SSA.pkg, on:
RP0/0

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 803005f15d8ea71ab088647e2766727ac2269871

Package: rpcontrol, version: 2012-07-10_16.22 mcpre, status: active

File: bootflash:isr4400-universalk9.dirl/isr4400-mono-universalk9 164422SSA.pkg, on:
RPO/0

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 980£fd58fe581e9346c44417b451d1c09ebb640c2

Package: rpios-universalk9, version: dirl, status: active

File: bootflash:isr4400-universalk9.dirl/isr4400-mono-universalk9 164422SSA.pkg, on:
RPO/0

Built: 2012-07-10_16.23, by: mcpre

File SHAl checksum: 27084f7e30a1d69d45a33e05d1b00345040799fb

Package: rpaccess, version: 2012-07-10 16.22 mcpre, status: active

File: bootflash:isr4400-universalk9.dirl/isr4400-mono-universalk9 164422SSA.pkg, on:
RPO/0

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 0119802deda2da91c38473c47a998fb3ed423448

Package: firmware attributes, version: 2012-07-10 16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-firmware attributes 164422SSA.pkg, on:
RPO/1

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 71614f2d9cbe7£96d3c6e99b67d514bd108c6c99

Package: firmware dsp sp2700, version: 2012-07-10 16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-firmware dsp 164422SSA.pkg, on: RP0/1
Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 8334565edf7843fe246783bld5c6ed933d96d79%e

Package: firmware fpge, version: 2012-07-10 16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-firmware fpge-BLD-BLD MCP DEV LATEST
20120710_164422SSA.pkg, on: RPO/1
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Built: 2012-07-10_16.22, by: mcpre
File SHAl checksum: eb72900ab32c1c50652888£f486c£370ac901dd7

Package: firmware sm 1t3e3, version: 2012-07-10_16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-firmware sm 1t3e3-BLD-BLD MCP_DEV_LATEST_
20120710_164422SSA.pkg, on: RPO/1

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 803005f15d8ea71ab088647e2766727ac2269871

Package: rpcontrol, version: 2012-07-10 16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-rpcontrol-BLD-BLD MCP_DEV_LATEST 20120710_
164422SSA.pkg, on: RPO/1

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 980fd58fe581e9346c44417b451d1c09ebb640c2

Package: rpios-universalk9, version: 2012-07-10 16.23 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-rpios-universalk9-BLD-BLD MCP_DEV_LATEST_
20120710 164422SSA.pkg, on: RP0O/1

Built: 2012-07-10_16.23, by: mcpre

File SHALl checksum: 27084f7e30a1d69d45a33e05d1b00345040799fb

Package: rpaccess, version: 2012-07-10 16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-rpaccess-BLD-BLD MCP_DEV_LATEST_ 20120710_
164422SSA.pkg, on: RPO/1

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 0119802deda2da91c38473c47a998fb3ed423448

Package: rpbase, version: 2012-07-10 16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-rpbase-BLD-BLD_MCP_DEV_LATEST 20120710_
164422SSA.pkg, on: RP1

Built: 2012-07-10_16.22, by: mcpre

File SHALl checksum: 5e95c9cbcd4eafbadabalac846ee2d0£f41dlal26b

Package: firmware attributes, version: 2012-07-10 16.22 mcpre, status: n/a

File:
bootflash:isr4400-universalk9.dirl/isr4400-firmware_ attributes-BLD-BLD_ MCP_DEV_LATEST
20120710_164422SSA.pkg, on: RP1/0

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 71614f2d9cbe7£96d3c6e99b67d514bd108c6c99

Package: firmware dsp sp2700, version: 2012-07-10 16.22 mcpre, status: n/a

File:
bootflash:isr4400-universalk9.dirl/isr4400-firmware dsp sp2700-BLD-BLD MCP_DEV LATEST
20120710_164422SSA.pkg, on: RP1/0

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 8334565edf7843fe246783b1ld5c6ed933d96d79%e

Package: firmware fpge, version: 2012-07-10 16.22 mcpre, status: n/a

xDSLNIM TOD 7 7—L9xzT7DT7vITFL—FK

xDSLEXy hI— A B —Tx2A AFPa—)L NIM) D77 —L 0T %7 v 771 —FR
T 5121, WOFNEEFEITLET,

1R BHHEIIZ

A A R =L FIZ CiscoIOSXE A A — (A== Ry hr—) BEHAL TN r—T%
packages.confE— R CEB)T 5L, V—F 2V rn—NEFTICT77—L Y =T %27 v 77 L—R
FIF TS —RTEET, Jr— AT OT v L— RNz, (77— A
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DT Y TR —=V DA A M=) DRV a CEREHENTWAFRIEICHE D LENH Y
iﬁqo

CiscoIOS XE A A — U Z{#i L T, packages.conf &— R CT/L—& ZRE) L2V, 77—
AT T DT v T— REfEDHENC, IROFHESRFZRHTZ L TEBLER’H Y £5,

« 77— =T BTNy r—Y (NIM 77 —ADU=x7) % bootflash:/mydir {2 = &°— L &
ﬁ‘o

T Ty N T =LY T MU =T Ny r— UMY 7 A /L boot flash:/mydir/<10S-XE image>
WCESRZRE L, A==y —Ua R L X7,

e N— R 2T EVa— O} T Ay b2V —RLT, HHilLWIZ7y—AU =27 TEVa—
N EEN L ET,

» show platform software subdot x/y modulefirmware =~ > K& H LT, €2 — /2%
LW 7 —Ay 7 CEELZZ EEAHERLET,

FIRDOHE
1. CiscolOSXE A A—Y %7 —F7 7 vy amydir iZat—LET,
2. request platform software package expand file bootflash:/mydir /<IOSXEimage % {4
LT, A==y —U % EHLET,
3. reload,
4. boot bootflash:mydir/ /packages.conf,
5. copy NIM 7 7 —AL D=7 %7y r—% bootflash:mydir/ 7 + Vv Z 22— LET,
6. request platform software package install rp Ofilebootflash:/mydir/<firmware subpackage>
7. hw-modulesubslot x/y reload ZfEHI L T, HILW 77— AU =7 TEYV 2 — /L2 EH L %
D
8. show platform software subslot 0/2 modulefirmware Z i H L T, ¥ 2 —/L03H LW
Ty —Ly =7 CEEILI-Z EEERLET,
FED ¥
ARV RFERRETY a3 Y B#J
ATYT1|CiscolOSXEA A—V % T —h 7Ty amydir iZ|BELEZY 7 b =T A A—VDBRGERT 4 L7 B
av—L %7, UZlEpl LET,
fi TALVZ MUIZIEFA AV ERICARTZRETEE
Router# mkdir bootflash:mydir 7T

ATvT2

request platform software package expand file T N T =L I T NI T N r—T% A—
bootflash:/mydir /<IOSXEimage #AfEHL T, A— | X— o r—JICEB L7,

=Ry r—VaERLET,

1

Router# request platform software package expand

file

bootflash: /mydir/isr4400-universalk9.03.14.00.S.155-1.S-std. SPA.bin}

VILIITDA VA= .



B osinmcnrr—nvz7o7yToL—8

PPANE S A R 7 I |

ARV RFERETIVa Y

B8

AT v 73 |reload, ROMMON £— FZH#CLET, ZDOF— KT,
i - A—=R=Ry =T 7 A NVNDY 7 N =T %7
' 7T 4 T TEET,
Router# reload
rommon >
AT 74 |boot bootflash:mydir/ /packages.conf, Iuvya=27757A/) (packages.conf) D/XA

1

rommon 1 > boot bootflash:mydir/packages.conf

EATIERREL T, A— =Ry r— U5 E#) L
—é‘O

ATy TH

copy NIM 7 7 —ALD =T YT Ry =Tk
bootflash:mydir/ 7 + VX lZa e — L £ 7,

1 -

Router#copy
bootflash:isr4400-finmware nim xdsl.2014-11-17 11.05 39n.SSA.pkg

bootflash:mydir/

NIM 7 7 — 20 =7 %73y r— % bootflash:mydir
IZae—LET,

ATvT6

request platform software package install rpOfile
bootflash: /mydir/<firmware subpackage>

fi

Router#equest platform software package install
rp 0 file

bootflash:mydir/isr4400-fimware nim xdsl .2014-11-17 11.05 3%n.SSA.pka

VT RN =T Nl —UNA A ML ENET,

ATy T17

hw-module subslot x/y reload Zf#ifl LT, #H LW
Ty =AUz T TEVa—LEEHLET,

1 -

Router#hw-module subslot 0/2 reload

N=RY 2T EVa—LOY 7 A0y h&2)a—F
LT, HILWT 7y =LA =2T7 TEY2—/LERE L
i—g—o

ATvT8

show platform software subsot 0/2 modulefirmware
EHEALC, EVa2a—ABH LT 7 —L =T T
EE)L7ZZ E MR LET,

1 -

Router# show platform software subslot 0/2 module)
firmware
Pe

LA VA N—IVENTZT 7 —L T =T DIN—
Vark#RrLET,

il

WIZ, W AT a2a— VT T 77— xT 2T v 7L —RKT56%2R~rLET,

Routermkdir bootflash:mydir

Create directory filename [mydir]?
Created dir bootflash:/mydir
Router#c

Router#copy bootflash:isr4400-universalk9.03.14.00.S.155-1.S-std.SPA.bin bootflash:mydir/
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Destination filename [mydir/isr4400-universalk9.03.14.00.S.155-1.S-std.SPA.bin]?

Copy in progress...CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCcecceceeeeeeceecceecceeccececcee
CCCCCCCCCCCCCCcCCCCCCeeeeeeeeeeeeececeeeececececececececeecececececececececececececececececececececececececececececececc
CCCCCCCCCCCCCCcCCCCCeeeeeeeeeeeceeeececeeeecececececececececeeecececececececececececececececececececececececececececececececececc
CCCCCCCCCCCCCCcrCCCCCeeeeeeeeeeeeeeeceeececececececececececececeecececeecececececececececececececececcecececececececececececececc
CCCccC

425288648 bytes copied in 44.826 secs (9487544 bytes/sec)

Router#

Router#

Router#dir bootflash:mydir

Directory of bootflash:/mydir/

632738 -—rw- 425288648 Dec 12 2014 09:16:42 +00:00
isr4400-universalk9.03.14.00.S.155-1.S-std.SPA.bin

7451738112 bytes total (474025984 bytes free)
Router#

Router#request platform software package

expand file bootflash:/mydir/isr4400-universalk9.03.14.00.S.155-1.S-std.SPA.bin
Verifying parameters

Validating package type

Copying package files

SUCCESS: Finished expanding all-in-one software package.

Router#reload
Proceed with reload? [confirm]

*Dec 12 09:26:09.874: $SYS-5-RELOAD: Reload requested by console. Reload Reason:
Reload Command.Dec 12 09:26:25.156 R0/0: $PMAN-5-EXITACTION: Process manager is exiting:
process exit with reload chassis code

Initializing Hardware

System integrity status: 00000610

Rom image verified correctly

System Bootstrap, Version 15.3(3r)S1l, RELEASE SOFTWARE
Copyright (c) 1994-2013 Dby cisco Systems, Inc.

Current image running: Boot ROMO

Last reset cause: LocalSoft
Cisco ISR4451-X/K9 platform with 4194304 Kbytes of main memory

rommon 1 boot bootflash:mydir/packages.conf

File size is 0x000028f1

Located mydir/packages.conf

Image size

10481 inode num 632741, bks cnt 3 blk size 8*512

#

File size is 0x150ae3cc

Located mydir/isr4400-mono-universalk9.03.14.00.S.155-1.S-std.SPA.pkg
Image size 353035212 inode num 356929, bks cnt 86191 blk size 8*512
FHEH A AR A R R R R R
FHEH A AR A R R R R
Boot image size = 353035212 (0x150ae3cc) bytes

Package header rev 1 structure detected

Calculating SHA-1 hash...done
validate package: SHA-1 hash:
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calculated 8e966678:8afb08f4:8a88bb8f:£fe591121:8bddf4b3

expected

8e966678:8afb08f4:8a88bb8f:fe591121:8bddf4b3

RSA Signed RELEASE Image Signature Verification Successful.

Package Load Test Latency : 3799 msec
Image validated

Dec 12 09:28:50.338 R0/0: %FLASH CHECK-3-DISK QUOTA: Flash disk quota exceeded

[free space i1s 61864 kB] - Please clean up files on bootflash.

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph
(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer

Software clause at DFARS sec. 252.227-7013.

cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco IOS Software, ISR Software (X86 64 LINUX IOSD-UNIVERSALK9-M), Version 15.5(1)S,

RELEASE SOFTWARE (fcb)

Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2014 by Cisco Systems, Inc.
Compiled Thu 20-Nov-14 18:28 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2014 by cisco Systems,

Inc.

All rights reserved. Certain components of Cisco IOS-XE software are

licensed under the GNU General Public License ("GPL")

Version 2.0. The

software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such

GPL code under the terms of GPL Version 2.0. For more details,

see the

documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE

software.

This product contains cryptographic features and is subject to United

States and local country laws governing import, export,
use. Delivery of Cisco cryptographic products does not imply

transfer and

third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you

agree to comply with applicable laws and regulations.

If you are unable

to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:

http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email to

export@cisco.com.

cisco ISR4451-X/K9 (2RU) processor with 1681388K/6147K bytes of memory.

Processor board ID FTX1736AJUT
2 Ethernet interfaces

4 Gigabit Ethernet interfaces
2 ATM interfaces
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32768K bytes of non-volatile configuration memory.
4194304K bytes of physical memory.
7393215K bytes of flash memory at bootflash:.

Press RETURN to get started!

*Dec 12 09:28:58.922:
%I0S_LICENSE IMAGE APPLICATION-6-LICENSE LEVEL:
Module name = esg Next reboot level = appxk9 and License = appxk9
*Dec 12 09:28:58.943:
%I0S_LICENSE IMAGE APPLICATION-6-LICENSE LEVEL:
Module name = esg Next reboot level = ipbasek9 and License = ipbasek9
*Dec 12 09:28:58.981:
%ISR_THROUGHPUT-6-LEVEL: Throughput level has been set to 1000000 kbps
*Dec 12 09:29:13.302: %SPANTREE-5-EXTENDED SYSID: Extended SysId enabled for type vlan
*Dec 12 09:29:14.142: SLINK-3-UPDOWN: Interface LsmpiO, changed state to up
*Dec 12 09:29:14.142: SLINK-3-UPDOWN: Interface EOBCO, changed state to up
*Dec 12 09:29:14.142: SLINK-3-UPDOWN: Interface GigabitEthernet0O, changed state to down
*Dec 12 09:29:14.142: SLINK-3-UPDOWN: Interface LIINO, changed state to up
*Dec 12 09:28:51.438: $CMRP-3-PFU MISSING:cmand: The platform does not detect a power
supply in slot 1
*Dec 12 09:29:01.256: %CMLIB-6-THROUGHPUT VALUE:cmand: Throughput license found,
throughput set to 1000000 kbps
*Dec 12 09:29:03.223: %CPPHA-7-START:cpp ha: CPP
*Dec 12 09:29:03.238: SCPPHA-7-START:cpp ha: CPP
*Dec 12 09:29:11.335: %CPPHA-7-START:cpp ha: CPP
*Dec 12 09:29:11.645: SCPPHA-7-READY:cpp ha: CPP
*Dec 12 09:29:11.711: SIOSXE-6-PLATFORM:cpp cp:
Process CPP_PFILTER EA EVENT API CALL REGISTER
*Dec 12 09:29:16.280:
%I0SXE_MGMTVRF-6-CREATE_SUCCESS_INFO:
Management vrf Mgmt-intf created with ID 1, ipv4 table-id 0x1l, ipvé table-id 0x1E000001
*Dec 12 09:29:16.330:
SLINEPROTO-5-UPDOWN: Line protocol on Interface LsmpiO, changed state to up
*Dec 12 09:29:16.330:
SLINEPROTO-5-UPDOWN: Line protocol on Interface EOBCO, changed state to up
*Dec 12 09:29:16.330:
SLINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetO, changed state to down
*Dec 12 09:29:16.330:
SLINEPROTO-5-UPDOWN: Line protocol on Interface LIINO, changed state to up
*Dec 12 09:29:17.521: %SYS-5-LOG_CONFIG_CHANGE: Buffer logging disabled
*Dec 12 09:29:18.867: %SYS-5-CONFIG I: Configured from memory by console
*Dec 12 09:29:18.870:
$IOSXE_OIR-6-REMSPA: SPA removed from subslot 0/0, interfaces disabled
*Dec 12 09:29:18.870:
$IOSXE_OIR-6-REMSPA: SPA removed from subslot 0/1, interfaces disabled
*Dec 12 09:29:18.871:
$IOSXE_OIR-6-REMSPA: SPA removed from subslot 0/2, interfaces disabled
*Dec 12 09:29:18.873:
$SPA_OIR-6-OFFLINECARD: SPA (ISR4451-X-4x1GE) offline in subslot 0/0
*Dec 12 09:29:18.874: $SPA _OIR-6-OFFLINECARD: SPA (NIM-VA-B) offline in subslot 0/1
*Dec 12 09:29:18.874: $SPA_OIR-6-OFFLINECARD: SPA (NIM-VAB-A) offline in subslot 0/2
*Dec 12 09:29:18.876: %IOSXE OIR-6-INSCARD: Card (fp) inserted in slot FO
*Dec 12 09:29:18.876: %$IOSXE_OIR-6-ONLINECARD: Card (fp) online in slot FO
*Dec 12 09:29:18.882: $IOSXE OIR-6-INSSPA: SPA inserted in subslot 0/0
*Dec 12 09:29:18.884: $IOSXE OIR-6-INSSPA: SPA inserted in subslot 0/1
*Dec 12 09:29:18.884: $IOSXE OIR-6-INSSPA: SPA inserted in subslot 0/2
*Dec 12 09:29:18.935: %$SYS-5-RESTART: System restarted --
Cisco IOS Software, ISR Software (X86 64 LINUX IOSD-UNIVERSALK9-M), Version 15.5(1)S,
RELEASE SOFTWARE (fcb)
Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2014 by Cisco Systems, Inc.
Compiled Thu 20-Nov-14 18:28 by mcpre
*Dec 12 09:29:18.895: %SPA-3-ENVMON NOT MONITORED:iomd: Environmental monitoring

preparing ucode

startup init

running init

loading and initialization complete

o O O o
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is not enabled for ISR4451-X-4x1GE[0/0]

*Dec 12

changed

*Dec 12 09:29:
09:29:
09:29:

*Dec 12
*Dec 12
changed
*Dec 12
changed
*Dec 12
changed
*Dec 12
changed
*Dec 12

09:29:

state

state

09:29:

state

09:29:

state

09:29:

state

09:29:

19.

to

22.
22.
24
to
24.
to

24.
to
30
to
30.

878: SLINK-5-CHANGED: Interface GigabitEthernetO,

administratively down
419: %SPA OIR-6-ONLINECARD: SPA (ISR4451-X-4x1GE) online in subslot 0/0

610: %$SYS-6-BOOTTIME: Time taken to reboot after reload = 194 seconds
.354: $LINK-3-UPDOWN: Interface GigabitEthernet0/0/0,

down

415: $LINK-3-UPDOWN: Interface GigabitEthernet0/0/2,

down

417: $LINK-3-UPDOWN: Interface GigabitEthernet0/0/3,

down

.919: $LINK-3-UPDOWN: Interface GigabitEthernet0/0/0,

up
925: %LINK-3-UPDOWN: Interface GigabitEthernet0/0/2,

changed state to up
*Dec 12 09:29:30.936: $LINK-3-UPDOWN: Interface GigabitEthernet0/0/3,
changed state to up
*Dec 12 09:29:31.919: S$LINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet0/0/0, changed state to up
*Dec 12 09:29:31.930: $LINEPROTO-5-UPDOWN: Line protocol on
Interface GigabitEthernet0/0/2, changed state to up
*Dec 12 09:29:31.936: $LINEPROTO-5-UPDOWN: Line protocol on
Interface GigabitEthernet0/0/3, changed state to up

*Dec 12
*Dec 12
*Dec 12
*Dec 12
*Dec 12
*Dec 12
*Dec 12
*Dec 12
*Dec 12
*Dec 12
changed
*Dec 12
*Dec 12
*Dec 12
changed
Router>
Router>e
Password
Router#

09:29:
09:30:
09:30:
09:30:
09:30:
09:30:
09:30:
09:31:
09:31:
09:31:

state

09:31:
09:31:
09:31:

state

n

34.
29.
29
31.
31.
31.
31.
03.
05.
06.
to

12.
20
21.
to

147: %SSH-5-ENABLED: SSH 1.99 has been enabled
152: $SPA_OIR-6-ONLINECARD: SPA (NIM-VA-B) online in subslot 0/1

.470: $SPA_OIR-6-ONLINECARD: SPA (NIM-VAB-A) online in subslot 0/2

152: S$LINK-3-UPDOWN: Interface Ethernet0/1/0, changed state to down
152: S$LINK-3-UPDOWN: Interface ATMO/1/0, changed state to down

470: $LINK-3-UPDOWN: Interface Ethernet0/2/0, changed state to down
470: $LINK-3-UPDOWN: Interface ATM0/2/0, changed state to down

074: %CONTROLLER-5-UPDOWN: Controller VDSL 0/2/0, changed state to up
075: %LINK-3-UPDOWN: Interface Ethernet0/2/0, changed state to up
076: SLINEPROTO-5-UPDOWN: Line protocol on Interface Ethernet0/2/0,
up

559: $CONTROLLER-5-UPDOWN: Controller VDSL 0/1/0, changed state to up

.188: SLINK-3-UPDOWN: Interface ATM0/1/0, changed state to up

188: %LINEPROTO-5-UPDOWN: Line protocol on Interface ATMO/1/0,
up

Router#show controller vdsl 0/2/0
Controller VDSL 0/2/0 is UP

Daemon Status: UP

XTU-R (DS) XTU-C (US)
Chip Vendor ID: 'BDCM' 'BDCM'
Chip Vendor Specific: 0x0000 0xA41B
Chip Vendor Country: 0xB500 0xB500
Modem Vendor ID: 'CSCO' ! !
Modem Vendor Specific: 0x4602 0x0000
Modem Vendor Country: 0xB500 0x0000
Serial Number Near: FOC18426DQ8 4451-X/K15.5(1)S
Serial Number Far:
Modem Version Near: 15.5(1)s
Modem Version Far: Oxadlb

Modem Status (L1) :
DSL Config Mode: VDSL2
Trained Mode (L1) :
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TC Mode: PTM
Selftest Result:
DELT configuration:
DELT state:

0x00

Failed full inits: O
Short inits: O
Failed short inits: 0

Modem FW Version:

XDSLNIM T0 77 —L5 707 v ToL—F

disabled
not running

4.14L.04

Modem PHY Version: A2pv6F039h.d24o rcl

Line 1:

XTU-R
Trellis: ON
SRA: disabled
SRA count: 0 0
Bit swap: enabled
Bit swap count: 9
Profile 30a: enabled
Line Attenuation: 3.5

(DS) XTU-C

ON

Signal Attenuation: 0.

Noise Margin: 30.9 dB
Attainable Rate: 200000
Actual Power: 13.3 dBm
Per Band Status:

Line Attenuation (dB) :
Signal Attenuation (dB):
Noise Margin (dB) :

Total FECC: O 0
Total ES: O 0

Total SES: O 0
Total LOSS:
Total UAS: 5
Total LPRS:
Total LOFS:
Total LOLS:

o O o+ o
o O O U o

DS Channell

Speed (kbps): NA
SRA Previous Speed:
Previous Speed: NA
Reed-Solomon EC: NA
CRC Errors: NA
Header Errors: NA
Interleave (ms): NA
Actual INP: NA
Training Log Stopped

Training Log Filename

Router#
Router#

DS Channel0 US Channell

NA

(US)

disabled

enabled

dB 0.0 dB
0 dB 0.0
12.4 dB
kbits/s
7.2 dBm
D2 D3

dB

121186 kbits/s

U0 Ul U2 U3
N/A 0.1 0.9 3.8
N/A 0.0 0.2 3.2
0.9 N/A 12.3 12.4 12.5

1.5 5.5
1.5 5.5
31.0 3

US ChannelO

100014 NA 100014
0 NA 0
0 NA 0
0 NA 0
0 NA 0
0 NA 0
9.00 NA 0.00
4.00 NA 0.00

flash:vdsllog.bin

Routerf#copy bootflash:isr4400-firmware nim xdsl.2014-11-17_11.05_ 39n.SSA.pkg

bootflash:mydir/
Destination filename

[mydir/isr4400-firmware nim xdsl.2014-11-17 11.05 39n.SSA.pkg]?

Copy in progress...CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCceeeeeeeeeeeceececcecececcecceccece
CCCCCCceeceeceeceececececececececececccecececececccecececececccce

6640604 bytes copied in
Router#

1.365 secs (4864911 bytes/sec)

VILIITDA VA= .
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Routerf#request platform software package install rp 0 file
bootflash:mydir/isr4400-firmware nim xdsl.2014-11-17 11.05 39n.SSA.pkg
--- Starting local lock acquisition on RO ---

Finished local lock acquisition on RO

--- Starting file path checking ---
Finished file path checking

--- Starting image file verification ---
Checking image file names
Locating image files and validating name syntax
Found isr4400-firmware nim xdsl1.2014-11-17 11.05 39n.SSA.pkg
Verifying image file locations
Inspecting image file types
Processing image file constraints
Creating candidate provisioning file
Finished image file verification

--- Starting candidate package set construction ---
Verifying existing software set

Processing candidate provisioning file

Constructing working set for candidate package set
Constructing working set for running package set

Checking command output

Constructing merge of running and candidate packages

Checking if resulting candidate package set would be complete
Finished candidate package set construction

--- Starting ISSU compatiblity verficiation ---

Verifying image type compatibility

Checking IPC compatibility with running software

Checking candidate package set infrastructure compatibility
Checking infrastructure compatibility with running software
Checking package specific compatibility

Finished ISSU compatiblity verficiation

--- Starting impact testing ---
Checking operational impact of change
Finished impact testing

--- Starting list of software package changes ---
0ld files list:

Removed isr4400-firmware nim xds1.03.14.00.S.155-1.S-std.SPA.pkg
New files list:

Added isr4400-firmware nim xdsl.2014-11-17 11.05 39n.SSA.pkg
Finished list of software package changes

--- Starting commit of software changes ---
Updating provisioning rollback files
Creating pending provisioning file
Committing provisioning file

Finished commit of software changes

--- Starting analysis of software changes ---
Finished analysis of software changes

--- Starting update running software ---
Blocking peer synchronization of operating information
Creating the command set placeholder directory

Finding latest command set

Finding latest command shortlist lookup file

Finding latest command shortlist file

Assembling CLI output libraries

Assembling CLI input libraries
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Skipping soft links for firmware upgrade
Skipping soft links for firmware upgrade

Assembling Dynamic configuration files

Applying interim IPC and database definitions
rsync: getaddrinfo: cc2-0 873: Name or service not known rsync error:
error in socket IO (code 10) at /auto/mcpbuildsl19/
release/03.14.00.S/BLD-V03 14 00 S FC5/contrib/rsync/clientserver.c(104) [sender=2.6.9]
rsync: getaddrinfo: cc2-0 873: Name or service not known rsync error:
error in socket IO (code 10) at /auto/mcpbuildsl19/
release/03.14.00.S/BLD-V03 14 00 S FC5/contrib/rsync/clientserver.c(104) [sender=2.6.9]
rsync: getaddrinfo: cc2-0 873: Name or service not known rsync error:
error in socket IO (code 10) at /auto/mcpbuildsl9
/release/03.14.00.3/BLD-V03 14 00 S FC5/contrib/rsync/clientserver.c(104) [sender=2.6.9]

Replacing running software

Replacing CLI software

Restarting software

Applying final IPC and database definitions
rsync: getaddrinfo: cc2-0 873: Name or service not known rsync error:
error in socket IO (code 10) at /auto/mcpbuildsl19/
release/03.14.00.S/BLD-V03 14 00 S FC5/contrib/rsync/clientserver.c(104) [sender=2.6.9]

Generating software version information

Notifying running software of updates

Unblocking peer synchronization of operating information
Unmounting old packages
Cleaning temporary installation files

Finished update running software

SUCCESS: Finished installing software.

Router#

Router#show platform software subslot 0/2 module firmware
Avg Load info

1.83 1.78 1.44 3/45 607

Kernel distribution info
Linux version 3.4.11-rtl9 (sapanwar@blr-atg-001) (gcc version 4.6.2
(Buildroot 2011.11) ) #3 SMP PREEMPT Fri Nov 7 09:26:19 IST 2014

Module firmware versions
Modem Fw Version: 4.14L.04
Modem Phy Version: A2pv6F039h.d24o rcl

Boot Loader: Secondry

Version: 1.1

Modem Up time

0D OH 25M 38S
Router#

Routerf#hw-module subslot 0/2 reload

Proceed with reload of module? [confirm]

Router#

*Dec 12 09:55:59.645: %IOSXEiolR—6—SOFT7RELOADSPA: SPA (NIM-VAB-A)

reloaded on subslot 0/2

*Dec 12 09:55:59.646: $SPA OIR-6-OFFLINECARD: SPA (NIM-VAB-A) offline in subslot 0/2
*Dec 12 09:55:59.647: $CONTROLLER-5-UPDOWN: Controller VDSL 0/2/0, changed state to down
*Dec 12 09:57:22.514: new extended attributes received from iomd(slot 0 bay 2 board 0)
*Dec 12 09:57:22.514: %IOSXEiolR—6—SOFT7RELOADSPA: SPA (NIM-VAB-A)

VILIITDA VA= .
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reloaded on subslot 0/2

*Dec 12 09:57:22.515: %SPA OIR-6-OFFLINECARD: SPA (NIM-VAB-A) offline in subslot 0/2
Router#
Router#

*Dec 12 09:58:35.471: $SPA_OIR-6-ONLINECARD: SPA (NIM-VAB-A) online in subslot 0/2
*Dec 12 09:58:37.470: $LINK-3-UPDOWN: Interface Ethernet0/2/0, changed state to down
*Dec 12 09:58:37.470: $LINK-3-UPDOWN: Interface ATM0/2/0, changed state to down
Router#

Router#show platform software subslot 0/2 module firmware
Avg Load info

0.84 0.23 0.08 1/45 598

Kernel distribution info

Linux version 3.4.11-rtl9 (sapanwar@blr-atg-001) (gcc version 4.6.2 (Buildroot 2011.11)
) #6 SMP PREEMPT Mon Nov 17 10:51:41 IST 2014

Module firmware versions

Modem Fw Version: 4.14L.04
Modem Phy Version: A2pv6F039n.d24o rcl

Boot Loader: Secondry
Version: 1.1
Modem Up time

0D OH OM 42S

Router#
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