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ST SIM A ARy MIFEAZSILTWET,
SR TXD/RXD 7 — 4,
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CIIAJ?TIER.A:!

YT N =2T DA A =)L

ZDETIE.CiscoI0OS £ A—Y DT v 77 L— FFE ROM & =% Offi fl 5%, Field
Programmable === b D7 v 77 L — K55 $ L O Cisco ISR 900 ¥V — X )L— % THHR— h
SINTWDLIA B ANy —VIZ O T LET, ZOFEIZ ROE TR SN TWET,

e ROM E=# (5 =)

o NTRNT T T VL—REMHLZROMMON O7F v 77 L— K (11 =—)
e CiscolOS Y7 b =7 DT v 77 L—K(11 =)

o BATHWRE(22 N—Y)

ROM =%

ROM =4 77— AU =TI NV—FDERBEAREEIXY By MFIZETSN,. 2O 7 7 —
AU =TE . 7Tyt N =T OV —T 4 T VAT ADT— N ETE
T ROM E=X %A L C. ENTLEST-/A T — RDOAER CiscolOS V7 "I =7 OX Y
va— R E REOKREFELEITTEET,

ROM E =4 Z i3 22T ROMEZ I L THLERH Y £,
e ROM =% £—KDa<w K 77 k(5 X=)

o JL—HMPROM E=H F— K ThHDHIHH(6—)

« ROME=XDfHZ A I 7 (6 X—)

« ROME=% a~ v F&2HT 25650 h(6*—)

ROM =4 F— RKpa<w K a7k

ROM E=% Cld.rommon x > 2> K a7 " MEHINFET LT 10 H4EF Y . ROM
=4 F— F T [Return] F721% [Enter] Z 4 7= 2 £,

Cisco 900 ') —X J—ERJFEBN—F YT by =T av 7 Fal—varyI4F R



AV EYE I A

WM roME=%

JL—EZ N ROM =& £— RThHHEH

RONWT PN Y I ELLE LV —FITROM =% £— RN CTREIL 7,

o BERAEFY m—FPIC Vv —F THEHRY AT L A A=V Shzan,

e AT 44Xl —Tay LYRFZDT — K T =)L ROKRKHN 01> TWnD
(0x100,0x0 72 &)

o NL—FDY r— R 60 FHLUNIZ Ctrl+C 28 A ) STz,

ROM E=# £ — FZKTTB5HEIZOVTILIROM =4 T—FKDOK T 79
(2-10 X=) BB L T IEEWN,

ROM =X DERZA I T

ROM E=# I . ROGAEITHEHLET,

o VAT AAA—TVEFEHTE—RLTWAEA 4%V AT L% r— RLZ0ERZ &
AT BRI N—FEBREET VAT LA A—VEr— R TCEET, 2L FT LV RT
AAA—TVETFARNTBERERCRNT TN a—TF 4 7 BT HEESICER T a7 ¢
Xal—Tay LYAHX (confreg) DEF | BV 2329 X—) ML TIEIN,

o TFTP H—N"FEFRy NI —THERP WGV AT A A A=V ET v 77— L,
N—H A —)VIZEE PC 28T 5 ONME—RE/ e A7 v a v THDIBEE L—Z D
V74X a2l —vary v aT VDV ATAAA—TYOT v 7T L — RICET A ERES
LT EEN,

o« N—ENIT T aFRIFELELESEAEO NI TINY 2 —T 47 [ROM =X £ — K
DETIEZ7 Y a2-10 =) 2SR LT IEEV,

o FTAFREZ VAN ROFET VAT LA A—VER Ty 7 4Fal—vay 77
ANERELET,

— TFTP # 7 > v — K (tftpdnld) : /L — % O[EE WAN 78— hZ TFTP - — % B 4EHHE T &
596, [ROM E=% E— RFOKT £/ v ar2-10 =) 2SR L T EIN,

~

() YATLAAA=VOREELVATLAAA=VDT v 77— RFRERY EI, VR
TEAA A=V DOREENRUBEIZRDDIZ. VAT LA A—=UNENT-SE . FRI3EE
MAEY TR RAZEZTEHERIREL T AT TS A LEODTRTOT—H %
HIBRL CYV AT A A A=V — RLARITIER bR Rolcla®Il VAT b A
A=V BHIBRENTZ5E TT,

ROM =4 o~ FEHEHTIHEDOE |k

e« ROM EF=# o< RTIIRXFL/NXFENR S ET,
e ROM =% <y R&EILT HITH.PC £330 KT Ctrl+C Z AN LET,

o N—H ETHHATESZa~y FER a~vy FEXOL T v a v ERRT D HIEICONT
a7 4 Xab— gy LUAHZ (confreg) DAEE |7 2 a (29 X—=V) R LT
<TEEW,
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RoM ==% I

ROM & =% DfEFITIE: — iR ER

>
()

ZOHETIH ROFNEIZHOWTIHHA L £ T,

« ROM E=% E— RO (7 <—)

e ALT 44X a2l —T 3 LYAH (confreg) DEF (9 ~—7)
+ USB 77 v ai@EDIFRDOATF(9 ~—)

¢« ROM E=% E— RFOHKT (10 <—)

ZZTIE\ROM E=FTITH Z LD TELFEEEZTXTHY LT 20 TEHY FHA, 2O
BRI TH > TOWARVMEEICOWTIR . a~v 2 FALZZRH LT FENn, a7 4 FaL—
vay LY RAH (confreg) DEFE |27 v a(2-9 =) 2B TLEEN,

ROM £ =# &— ROB%h

[ilEr =St

TZTIZ2TEEDO ROM E=% E— ROBBTEICOWTHBELET,
e Break ¥— V' —Z7 VATV AT AL Vn— 2L CROM =% £— R&BET 5545

(7 2=Y)
e« ROM E=#% E— FRCEBTALIICar 74 Fal—ary LYVREERETIHES
(8 X—v)

N—FDa Y —)b R — MImAKREILIPC ZEHFE LET , AN TIZONTII L —F D
[Hardware Installation Guide]ZZ /B L T 72 &y,

Break ¥— V' —4# VATV AT A Uur— RZ2HKEiLTCROM E=4 £— FZBET 56

N—H%&Yua—RL Break ¥— ' — 7 A& AJJLT.ROM E=% E— F&HtET 5113,
ROFNEZ FEITLET,
Router> enable

Router# reload
Press Ctrl+ C

reload 2~ RE AT LTHE 60 BLINIZ Ctrl+C 24 HERH Y £4 . KkOBIRT & B
D . Ctrl+C Z T HIZ.5 DO Ry "BRRRIND ETHEL 7,

Router#reload
Proceed with reload? [confirm]

*Sep 14 08:52:19.147: %$SYS-5-RELOAD: Reload requested by console. Reload Reason: Reload
Command.

System Bootstrap, Version 15.8(3r)M0b, RELEASE SOFTWARE (fcl)

Copyright (c) 2018 by cisco Systems, Inc.

Compiled Mon 03-Sep-2018 9:01:14.57

C931-4P platform with 1048576 Kbytes of main memory
System Integrity Status: 0x00000000
Current image running: Upgrade

Last reset cause: Software initiated

Rom image verified correctly
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WM roME=%

/403

..... <<<<<<<<<K<L-----------Pressed Ctrl+C to break autoboot and enter ROMMON shell

rommon 1 >

o (a7 4Xal—T a3y LYRAHX (confreg) DEFT | BT a2 (2-9 X—I)IH#EAET,

o BETHNIIN—FNTVAT LA A=V EEHLTODIRW T Break ¥— v — 7 U A% A
JILTROM =% T— R&EBMBLI-GA I T idreset 2w FEANL. b D —ET—
R ERAEZRBL TV AT LA AT —RTHIEIZLD ROM =4 £— RE &
TTXFET,

ROM E=% B— RCREETALEHICar 74 X2l —ay LIOREZERETIES

ML REIOS AT L Y a— REE-I13A4 7 /4 0 HIC ROM F=% F— RTEEITH L9
@_:/74%Jwaa/VVx&% RETHZLIZEL>T.ROM =% — F&2HIET 5
FTFHEIZHOWTHEHA L £9,

R— L — N ZFE L7=#%IZ, config-register 0x0 =~ > &L Car 7 s F¥al—var b
yx&% RELZNTLIESWV, RA— L— MIEELZEXTICa 74 Falb—var LURA
%% ET HIZ1L,show ver | inc configuration =~ > RZ AN L CEHED LT 4 F 2 b —
Varv LYREAREERFEHAL. a7 4 Falb—yay LAY avw s FTRED (AiD) K

FThEOICEEIHZET,

WOBPIT.ROM E=H T— R CE#HTIH2LI)ICar 74 Falb—var LIVRAXERET D
xR LET,

Router>

Router> enable

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config)# config-register 0x0

Router (config) # exit

Router#

*Sep 14 08:56:31.265: %SYS-5-CONFIG I: Configured from console by console
Router#fwrite memory

Building configuration...

[OK] [OK]

Router#

*Sep 14 08:56:41.715: %SYS-2-PRIVCFG _ENCRYPT: Successfully encrypted private config file
Routert#ireload

Proceed with reload? [confirm]

*Sep 14 08:56:47.531: %$SYS-5-RELOAD: Reload requested by console. Reload Reason: Reload
Command .

System Bootstrap, Version 15.8(3r)M0Ob, RELEASE SOFTWARE (fcl)

Copyright (c) 2018 by cisco Systems, Inc.

Compiled Mon 03-Sep-2018 9:01:14.57

C931-4P platform with 1048576 Kbytes of main memory
System Integrity Status: 0x00000000
Current image running: Upgrade

Last reset cause: Software initiated

Rom image verified correctly
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| Y7 U=2TDAL A=)V

KOEE

RoM ==% I

a7 4 Fa2b—var LYAH (confreg) DEW &7 v g (2-9 X—I) TR ET,

a7 4F2lb—T gy VY RF (confreg) DER

ZDkV T a Tl confregROM £=% a~ R L T, a7 1 Falb—ar LUA
BEETTDHHECOWTHALET . Juo—L ar7 4 F¥al—rgr FT—FRT
config-register =~ > RZ&Zffi[l L C.CiscolOS 2~ > KI7 A4 A H—T A A(CLD) 6 2
T4 X2l —vay LIUREOBREEEETLH L TEET,

R— L— N ORIEH%IT . config-register 0x0 =~ AL Tar 74 Falb— a3 LUR
FEBRELRVTIESWV A= L= MIEEZHATICa T4 Fal—vay LYVASZ
R E T 5121, show ver | inc configuration =~ > K2 AN L CHED I 7 4 X2 b — g v
VOAABEERMEA L. a7 4 Xal—vary LYRY a~vy RTRED (D) T % 0
ICEEHMAET,

BEL/I-ary74Fa2lb—2 gy LYAAEITZNVRAM ICHEIMICES AT ETR B LW
BERENCRDDIZ N—F 52 )y NERIZFT 7/F 2 LTHE TT,

WOBITIE. 7T vz ATVDVAT A A A=UNEFENDLICar7 1 Fal— 3
VLUAFBERTELET,

rommon 3 > confreg 0x2102

WO TIXAMEEAST LRV DT LY AXDEZEE y hADANBRD B ET,

rommon 3> confreg

Configuration Summary

(Virtual Configuration Register: 0x100)
enabled are:
[ 0 ] console baud: 9600
boot:...... the ROM Monitor
do you wish to change the configuration? y/n [n]l: vy
enable "diagnostic mode"? y/n [n]l: n
enable "break/abort has effect"? y/n [n]: n
enable "ignore system config info"? y/n [n]: n
change console baud rate? y/n [n]: n
change the boot characteristics? y/n [n]: y
0 = the ROM Monitor
1-15 = boot system
enter boot option [0]: 3

USB 7 7 v v 2 EBEDIFEHRDO AT

KO T T4V NI T7AN T 7 BAME YA X728 USB 77 v v 2 EEDONKZ FoR
T5HEERLET,

rommon 3 > dir usbflashO:
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7Pz T DALV A= |

WM roME=%

8192 drw- System Volume Information

60865852 -rw- c900-auniversalk9 npe-mz.SPA.158-3.M0b

WOF T N—ZIBAINTWEZ =7y v USB 77 v = dEiE

ME I PEMDT AN REEL ZRLET,
rommon 2 > dev

Devices in device table:

id name

tftp: network via tftp

flash: Internal flash drive

usbflash0: External USB drive 0

ROM E=# E— ROKT

ZZTIE.ROM =% E— K& T LT.CiscolOS a2~ FIA4 v A& —T =1 A(CLD %
BT A FIEICHO W TEHA LET.ROM E=4% F— ROK T HEIZ.ROM E =% E— NOBE

FEZR>TRED £,

EHBEFASIN TS

o WHTHIIIN—FNL AT A AA—TEEFHL TCWDLRN T A—FEZ Y a— KL,
Break ¥— > —#7 U A% AL TROM =4 F— R#BBLIEZHES I~ REIT
reset 2w FEANL. B9 T — Mo REZBE LTIV ATAA A=V — R

52 &ICED ROME=4 E— R&ETTEET,

o VAT AAA—VDEGFERDIT T —RTHILENTERNP-77-DIZ ROM =4

F— AR SN HGE T RO FIANLETT,

g~ R¥ERET IV v B

27 w7 1 dir flash:[directory]

R

rommon > dir flash: 327?0

ZREHL £,

7T yva AEVIEHENTRE T 74 VB LUF 4
L7 P O—BEFRLET,

o N—H|IZua—KRIHBVARATAL A A=V HROUT

o VAT AAA—TVNT T vva AT VITHRWES
X AT T 202200 FE32DDA T a v
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| Y7 U=2TDAL A=)V

CiscoI0S V7 F =707 v 77 L—F B

g RERIRT IV a v E:5]
A7 w7 2  boot flash:[directory] [filename] EnGEIZ . RO LI —2IZHRLET,
EJ s © 7Ty va AT VADRYDA A — P HIZITHEE
boot filename tftpserver SNTAA—VEREBLET,
711 o FHESNIZ TFTP — N(EA M ELIFIP T R
LA)DB Ry N —I7RBETHEESNA A=V
boot [filename] BB ET,
o HEEID AR L2V D T, 7 — F~Jb/R— A A —
Bl ChoBEEBLET. 2oavry FERITEFEESN
ROMMON > boot flash:myimage FPAA—VhB Ry b T — T BEEIHEHLET,
BOA A —T %773 L HIZ BOOTLDR & = % &%
R TRAERETHZEICE T T — b~ r8— o
ROMMON > boot someimage 172.16.30.40 A—CDOF 74 MEEREETCXET, ZOHMIZ
T EBEDOVAT LA AV EMEHATEET,
5 : () boota~r RDOATva s iix(f A=k
ROMMON > boot 27— RTDENRET LRV B IO -vGER) TF,

BTN T ST L— RKEHEHLZ ROMMON O7F » 77 1L— K

HFRNT v T 7L —REHHLTROMMON #7 v 77 L— R T&£4,ROBIT, HFEIL
Ty 7L —FREMHHLTROMMON 27 v 77 L— R4 5 iEZRLET,

router# > upgrade rom-monitor file flash:c900-CapsuleUpdateFile.15.8-3rM0Ob

Ty ST U—= R DRI IN—F T Ty all T/ A A=
'¢900-CapsuleUpdateFile.15.8-3rMOb’' 28 % 5 Z & ZHEsl L TL 72 &0y,

ROMMON R—2 g R4 512X showmon -v I~ FEZEH L ET . ROFlIZa~r Ko
HAOZERLTWET,

rommon 1 > showmon -v
System Bootstrap, Version 15.8(3r)M0b, RELEASE SOFTWARE (fcl)

Copyright (c) 2018 by cisco Systems, Inc.
Compiled Mon 03-Sep-2018 9:01:14.57

CiscolOS V7 N =T DT v 771V —F

J—ZIZIL Cisco I0S A A=V MW TV A VA =L ENTWET, 7272 L b— FHERE L Kb O
RREBIZROTEDITHT L=V a2 VA M= AT HENTEET, Z0OE7 v 3 T,
Cisco 900 ¥ J — X ISR T® Cisco Internet Operating System(I0S) V7 NV =7 A A= DT v
T —NhEEHALET,

o VATFAAA—=IYOT v L — RICETAIERA2 X—)
e CiscolOS A A—D7 v F 7 L— RHFE3 ~L—)
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7Pz T DALV A= |

W CiscolOS Y7 b =27 DT v 77 L—F

~ — B (] > N ) > ‘EE
VAT EAAA—TDOT v L— RNIZET HIER
W—LDUYRAT NARA=VET v T T = R HEICONTUI RO v a v 25T
<TE&EW,
o VATAAARA—TET v T T L — RTHEH(122—)
o JL—& TR LTV 5 Cisco I0S Release ZiH~% 1L (12 _—)
o HF LV CiscolOS Release 8L T 4 —F ¥ v FOEIREFIE2 L—)
o« VAT AAA-VDE Y E—KRT(12 =)

VATUAARA=T BT v L— R AHHA

VAT I A A—=VIZIE Cisco I0S V7 b7 = T D B AT E T, R L — 2 (i3 A A —
UNA VAR NELTT  HLIERE T N—FFERET IR RS FOWT IR DA
A =T —RLRTNERL2WEERNGY FT, 22X BHEMNEHALTWAI0OS V7 b
T T BRI a7 v T = RTAGEAR AR Y T =7 NOTXTO/N—F TlH
—® Cisco I0S Release Z i T 25 AR ENRNBEXONET KV AT L A A— |21 Cisco I0S
BRED R bty MREENET ZOTD Xy NI =7 BHIE U TR AT A A A—
VEERTOILENDH Y FT,

Jb—& FTBAE LTV 5 Cisco I0S Release % i85 7k

AL TWA L —Z TEITHD CiscoIOS Release b T AT L A A= DT 7 A VA HERT S
I21%, = —Y% EXEC &— N F 721344 EXEC &= — N T show version =~ > F&FE{TLE,

#Hr LU Cisco IOS Release B X U7 4 —F ¥ v FOERGE

HEHLTWET Ty b 74 =LA THR=FENTVD CiscolOS U U — & LHEREZ BT %12
& http://www.cisco.com/go/cfn 7> & Cisco Feature Navigator |IZ7 7 EA L T 723V, T 7 A
T 5L, Cisco.com DT H U Y EBMETT, T H T haBRHLTRVWEE, 22— 40
AT — REEnlGalE.a 74y X477 Ry 7 AT [Cancell 27 Vv 27 L KRS b
BICHE > TS ZE WY,

VATFAARA—TYDHE 7 a— KRG

VAT A A A=V EE T — KT BI21E, Cisco.com DT AU M EEIEL. KD Web 1 |k
T 7B ATHIVERHY ET, 77 FEBRELTRVWGEARL, 2—FALRRAT— 2R
NEERF eI/ A XA T7Ta 7Ry 7 A T[Cancel] 7 Vv 7 L. RREINDIMBAIZHE- TL
7230,

X7 u— K725 CiscolOS Release &7 4 —F ¥ By B DONo TWVEHAIL IROX—TIZ
BT 7EALTLEI N,

https://software.cisco.com/download/home
VAT LA A=Y= REFHOFFMIC OV TIE RESZRLTIES N,

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/fundamentals/configuration/15mt/fundamentals-15-
mt-book/cf-config-overview.html
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| Y7 U=2TDAL A=)V

CiscoI0S V7 F =707 v 77 L—F B

Cisco IOS £ A —T DT v 77 L — KNG
ZIZTIEN—HF TDCiscolOS f A= DT v 77 L — RIZOWTiA L £,
o HIYATAAA—VEBINar74Xalb—varonNy 7 v a—OR~F
(13 =)
e Ty ia AEYADVAT A A A=Y DAL — (14 X—)
o HLWIY AT A A A= — (17 _—)

e LWV AT ALAARA—VUBLIRary 74 X¥alb—a0ORy 7 v 7 ab®—DRAE
(21 =—7)

HI AT A AL A—UBERaLy 740Xl —2a DRV I T v 7 3 —DRTE

HLWSATAARA—DRRAE— T v a7 4 Xab— a2+ 52 8 TERR
FIERRAET- G T LW E T XA ARRAET L0 O BEDAF— T v
a7 4 Fal—alr 77 ANECiscolOS VT R 2T VAT EADA A=Y Ty A LD
Ny T o7 abt—h—NIRETLIZLaEHDOLET,

WO TIZ TFTP y— A X — T v a7 4 FXal—yaryrwat’ —LET . F7-.7
Tvva AEYUMNLFIPH—RNizat’—LET,

AE—RT o7 a7 4F¥Falb—g D TFTP b —"~Dz B —: f
W AF—="T v a7 4F¥alb— 3% TFTP b —NiZa b’ —d 2627 LET,

Router# copy nvram:startup-config tftp:
Remote host[]? 192.0.0.1

Name of configuration file to write [rtr2-confgl]? rtr2-config-b4upgrade
Write file rtr2-confg-b4upgrade on host 192.0.0.1? [confirm] <cr>
1 [OK]

7T ¥a AEYNEL TFTP b — 3~z B — {4

WIZ ¥5#E EXEC E— R Tdirflash: 2~ REA LT VAT A A A= 77 A VDLHI %
23 U Fi#E EXEC £ — K T copy flash: tftp: =~ > R&ZfiH L T AT L A A—T % TFTP

PN a b —FAEADOHE R LET, COL—FITFT 74 hDOa—HFL LR T — K%

EH L TWE,

Router# copy flash: tftp:

Source filename [running-config]?

Address or name of remote host []? 192.0.0.1
Destination filename [router-confg]? running-config
983 bytes copied in 0.048 secs (20479 bytes/sec)

Router#
Router# dir flash:
Directory of flash:/

1 -rw- 64383100 Sep 17 2018 05:58:14 +00:00 c900-universalk9-mz.SSA 09-10
2 -rw- 1524 Sep 17 2018 05:55:30 +00:00 ¢900_startupconfig-backup
3 -rw- 919 Sep 17 2018 05:58:44 +00:00 PSZ22241BW6_20180906052515287.zip

1936031744 bytes total (1871634432 bytes free)
Routert#
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7Pz T DALV A= |

W CiscolOS Y7 b =27 DT v 77 L—F

7992 AFYNDIVAT LA A=V DAL —

IO VarTIEIN—HFDT T a AT H—RIVAT A A A=V abt—3 5 5k
WIZOWTE L E T,

() V—HFITIX.CiscoIOS ZRGFT DDA DRT A AT E1RITT7 T vy a AEYBMETT, S
HIZ, /L —H 21X Cisco I0S & EITT 572D D+ 5372 AE V (DRAM) b METT L —ZIZ+5
72 A E U (DRAM) B E#E STV WA L— 38 LU Cisco I0S Zflf L CilEdEh 42 & &
BN T ARIENFEE L £7,

VAT A A AT EAL—EDT Ty va AEY H— NCa =352 RONTAND HE
EEINL ET,

e ROM E=% E— KDORH (7 ~—)

e« ROME=X%MHL TRy NU—VRBHTIVAT LA A=V at—325HEA5 =)
s LWV AT A AA=VDr— K17 =)

TFTP $72i3RCP ZHALTT7 T v ¥ a AR VTV AT A A A=V a ' —F 5k
Z 2 CIX.TFTP % 7213 Remote Copy Protocol (RCP) Z il L CY AT L A A=V % T v 7T
L= R HECOVWTHHALET VAT A A A=V ET v 77 L— FT 55803, 205Gk
EHRELET EL. ZOFERR D K TT,

AR

WIZVAT DA RA—TDT v T T L — R BYRAT w7 ADFEMERLET,

e TCP/IP XDV —2 27— a9 F721L PCIZ  TFTP »— RFE 721X RCP YV — R T 7V ir—
arvEA VARV LET, EFEZERRNUA—DNELO TFTP Y — R V7 by =T &4
L TWET , Web DB P TITFTP — N 2B L TRDITHZ N TEE T,
TFTP Z i3 554
— TFTP 2 77 7> ;& LT TIE72 < .TFTP #— ¢ LTEMET S L 51T TFTP 7 7Y

F—varEHRELET,
VAT AARA—TEEAY 0 — R LTS TS TR R T A ADFT 4 L b
VERELET,

o U—J AT —3 g FEIIPCICH LW CiscolOS V7 b 2T A A=Ay ra—RLE
TN AT AA A=A T a— RG] ® 739 Q212 3—D) 2B LT FEN,

o N—HltparyV—) bty a AW LET IN—FDar Y —)LR— MIPC & EBERE
BT A LAEHRELET, SHEHOL—FD N N—FRT 2T f AN —vary A RaES
L CTLL7EEN,

o TFTP #— NF /- |ZRCP +— L )L —F D IP ke 2 8 U ¥+, TFTP #— /3% 7= |% RCP
=L —F BT ping DR HLGEIT. KONT N1 DEITWVET,

- W= HFETT TN = T2 R ELET,
- PR N—EFZDENFNICRELRY =27 IR CY 7%y FNOIP T RL X
FHz2ET..

Je

vy b BIRERBEETFIEOFEMZOWTIL. T 7 =V J — R Software Installation and Upgrade
Procedurel] % 28 L T 72 &0,

B Cisco900 ) —X J—ERFRBNV—F YT hY =T av 74 Fal—Lavy ILF



| Y7 U=2TDAL A=)V

A7

AT T 2

A7 o7 3

AT w7 4

AT T 5

2T7v7 6

AFoT T

ROES

CiscoI0S V7 F =707 v 77 L—F B

N—=BDT T2 AFY H—RICVAT LA A=V ab —F 5L ROFIEEZFATLUET,

enable

Zoavwy RuefHL TEHEEXEC E— REELET, e 7 MIRAT—REATLET,

Router> enable
Password: <password>
Router#

copy tftp: flash:

ElEe
copy rcp flash

Figa~vr Fonthnl 22 LT =077y va ARV T 7 A b abt—L
£,

Router# copy tftp: flash:

a7 M TFTP U —A_"FE /L RCP Y — D IP T FLAZ AN LET,

Address or name of remote host []? 10.10.10.2

TN A A= ILT B CiscolOS V7 "I =T A A—VD T 7 AN E AN LET,

Source filename []? c900-universalk9-mz.bin

~
B 77 AT RLFLALFAR SR ET,

TarF M N—F ETCHATAFED T s ANLEATILET EBEFIZ. AT v 4 THA
L7 ERC 77 AN EANTILET,

Destination filename []? c900-universalk9-mz.bin

rNotenoughspaceondevice('f‘/\‘/l’Z CHGRAR=ANHD EFHA) I ENHIZT—AvE—T
MERENTZHEITIT. 7T v 2ahdb 7 7AVEHIRLT SO —ERLVELTIZSN, 7
7 //1753%77/1’/1/%%5/?76 IZ. delete flash: filename 2~ > RZfEH L E T,
TT— Ay E—UNRRRENLVWERICIE . Te 7 Mine AL, . a =T 5017 T v
Ya AEVEHEELET,
Accessing tftp://10.10.10.2/c900-universalk9-mz.bin. ..
Erase flash: before copying? [confirm] no

LW AT A A A= —R® 7y g (2-17 =) IR ET,

ROM E=FZ2FHL TRy NV—RBHATIV AT A A A=V kabt —F 55k

Ok 7y a Tk titpdnld ROM £ =% 2~ R&H LT,V E—F TFTP +— M 51—
ADT T2 AEVIZ CiscolOS Y 7 b7 =T A A=V uB A m— R4 5 FEICHONTH
HLET,

tftpdnld ROM E =% 2~ K& AT DX, 812 ROM &= X BREA 2T L Tl L3
N ET,
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7Pz T DALV A= |

W CiscolOS Y7 b =27 DT v 77 L—F

AR
N—& FEOBEEXR Y hU—27 R— I TFTP — &85k L £ 9,

(®) titpdnld =2~ > REFEHTEX2DFI N—FIZT77ANVEX T a— RTH55DHTT,L—
AN T 7 A NERETSHBTtpdnld =~ > REHH+T5Z LiE T A,

tftpdnld ROM E=% 2= FZMHL T UE— b TFTP 4 —_"0HL—F DT T v a AE
JIZ.CiscolOS V7 " =27 A A=V %Xy rra— R 5L RO FINEIZHENE T,

27w 71 ROME=% E— RZBRBELET,
2FwF 2 L—FADIPT FLAZBZRELE T RICHEZRLET,

rommon > IP ADDRESS=172.16.23.32

2FvF 3 PV TRy bR EBRTLET HKICHEZRLET,

rommon > IP_SUBNET MASK=255.255.255.224

AT7v7S 4 TT7FANE TV A T RVAEZRELET RICHZRLET,

rommon > DEFAULT GATEWAY=172.16.23.40

257975 TFIPH—_"OEINnLY 7 b7 2 X0 ua— RT500 REGZHOIP T R RAEZRE
LET,

rommon > TFTP_SERVER=172.16.23.33

AT 6 N—HDEIWLXA AT T7ANEL T a— RT50NRESGHOLFIET 4 V7 N %
RELET RIS ZRLET,

rommon > TFTP FILE=archive/rel22/<image name>

27977 (EBEIANAR—HFELTEFAIEY P A=Y Ry N A= E2EHTLILHICRELET HTH
E1X.GE_PORT=[01112] T &Izl z~ L ET,

rommon > GE_PORT=0

27y 7 8 set A< REMFHL TROM E=FBREAREZFZTRL ELEEPELLFESINTWNDEINE D
ﬁ %%HAL‘ L/i‘é—o Ykaz'fﬁd%ﬁ—\‘ L/i‘a—o

rommon > set

27 w7 9 tftpdnld [-r] =~ R&H L T, ROM E= X BRELABTHELIZLEBVICV AT A L A—Y
A B—RLET,rA 7 arz 2lBELRPoTBAEBELEA ARy ra— R
ENT7Tvva ARVICRGEESNE T, v A7 a v Z2IEETLHEHLNY 7 T =T RnE
vra—REINTEHINETN. 77 v o AEVITEREFESNEEA,

rommon 5 > tftpdnld -r
Attempting to boot from [tftp:]

ROIEZE
LW AT A A A—=Da—R]® 7y g (2-17 =) IR ET,
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CiscoI0S V7 F =707 v 77 L—F B

LW AT LA A—VDu—F

CITIE. 7Ty a AEVICat—LEHF LWV AT A A A=V o — R 5 H5EICHONT
FALET. BT ROM E=% FE— NT/ > TWADD, Cisco I0S CLI 2D A HRI L, & 5
W IRDITFTEOELLENTI DT H LWV AT A A A—YEa—RKLET,

e CiscolOS VY 7 hT =T MNEH LW AT A A4 A—Tho— R34 5E07 2—)
e ROME=Z E— K KMOBH LW AT A A A=V ua— KR35 K519 *—2)
CiscolOS V7 "I =T OEH LWV AT A A A—Thku— RT3 5
CiscolOS V7 b7 =T MO LW AT A A A=Yk — R4 AT . ROFNEEZEITLET,

A7 w7 1 dir flash:

7Ty va ARIHNOTRTOT7ANBILOT 4 L7 M) 2R LET,

Router# dir flash:

Directory of flash:/

1 -rw- 64383100 Sep 17 2018 05:58:14 +00:00 <¢900-universalk9-mz.SSA 09-10
2  -rw- 1524 Sep 17 2018 05:55:30 +00:00 <¢900_startupconfig-backup
3 -rw- 919 Sep 17 2018 05:58:44 +00:00 PSZ22241BW6_20180906052515287.zip

1936031744 bytes total (1871634432 bytes free)
Router#

A

) HLWIRTFT A A A= dirflash: 2~ > ROHE I THRIEEO 7 7 A )V E 21 IME—D
T ANDEIDEHBLET (BPNCEREINTZT 7 A NVFEZEME D7 7 A VD
AUAFARETT),

AT w7 2  configure terminal
Ja—n_")ary7 4 Xal—yaryv—RelBLET,

Router# configure terminal

Router (config) #

27 w7 3 no boot system
T—hARERA A=Y VANDRT Y P ZHIBRLET, 2O A=Y VX REEH LT K
B AT A Y a— REEIEAT7/FVRFIC V= F VAT A A A=V Dr— RERITEE
DIEFFZFEE L E T,

Router (config)# no boot system
2Fy 7T 4 FLOWVAT A A A=V dirflash: 2~ 2 RO THREO 7 7 A VETZIFME—D T 7 A )L
ol a RO FINAITIAETY,

boot system flash:system-image-filename

WA AT A Ve — REEIIAT7IF 0 BICH LW AT A A A=V — K LUET,RICH
R LET,

Router (config)# boot system flash:c900-universalk9-mz.bin
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7Pz T DALV A= |

W CiscolOS Y7 b =27 DT v 77 L—F

AT T 5

2T7v7 6

AFoT T

AT 8

AFvT 9

277 10

2Fv7 11

A7 o7 12

A7 o7 13

AT v/ 14

EE) VR L T INA—RIINRNY I T T VAT A A A—VDr— RERITIEAIET 2
/\,:.E_‘I_/i‘j‘o

exit
Ja—nN) ar7 4 X¥al—yar B— FEKTLET,

Router (config) # exit
Router#

show version
a7 4 Fal—ar LYURIOREMBEEERLET,
Router# show version

Cisco Internetwork Operating System Software

Configuration register is 0x0

Router#

AT 4 K2l —ay LUAZORERN 0 72131 OBEIX AT v 7 9L ET,
AT 4 X al—Tay LURZORENN 2 ~FOREIX AT v 7 12 IC#ERET,
configure terminal

Jua—) a7 4 Xal—ary ET—FREHBLET,

Router# configure terminal

Router (config) #

config-register 0x2102

RIE DT AT LV a— REEIIT 7/ A RIS N—FRAZ— T v a7 4Falb—
vay 77 A/L® bootsystem I NIZHESNWTIV AT A A ATk — FT5HK912,
a7 4 Xal—ay LYVRREERELET,

Router (config)# config-register 0x2102

exit

Ja—nN) ar7 4 X¥al—yar B— FEKTLET,

Router (config) # exit
Router#

copy run start

FATar T4 F¥alb—vargAF— Ty T ar7 Xal—varicar—LET,
Router# copy run start

reload

Zoavw REFHLTARX L —T 4 7 AT %Y rn—RNLET,

Router# reload

VATFA AL T 4 X2l —2 g ORFEICET A e Mne B AT LET,

System configuration has been modified. Save? [yes/nol: no
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| Y7 U=2TDAL A=)V

AF o7 15
AT 7 16
WROIEE

CiscoI0S V7 F =707 v 77 L—F B

Jvu— Rzl o7n 7 Moy 2 AN LET,

Proceed with reload? [confirm] y

show version
ELWS AT A A A=URa— RSN L 2MHRLET,

Router# show version

00:22:25: %SYS-5-CONFIG I: Configured from console by console
Cisco Internetwork Operating System Software

System returned to ROM by reload
System image file is "flash:c900-universalk9-mz.bin"

(BLWS AT A A A—UBLIRary 74 FXal—2a Oy 7 v ab—DfiE v
a (221 =) IR E T,

ROM E=% E— FDOHLWI AT A AL A—Vrku— RT3 FHE

AFv7 1

A7 T 2

27w 7 3

ATv7 4

ROM E=# FE— RO LWV AT A A A=V — RT3 ROFINEEZFEITLET,

dir flash:[partition-number:]
7T wva AREVNOTZ 7 A NVERRLET,

rommon > dir flash:

program load complete, entry point: 0x4000000, size: 0x18fal
Directory of flash:

2 48296872 -rw- c900-universalk9-mz.SPA

LW AT b A A—UMN dirflash: 2~ RO THREO 7 7 A VETITHE—D 7 7 AL
NEIMDICHEBELET,

confreg 0x2102

WEID AT AN ) a— REERIIATIF BRI N—FRAZ— T v a7 1 Falb—

vary 77 A /L®D bootsystem 2~ RIZHESNWTIY AT A A A=V 28— RFT5H L9512,

a7 4 Fal—vary LYVRAKEERELET,

rommon > confreg 0x2102

boot flash:[partition-number:]filename
LW AT A A A—VDr— REL—Z 2l LET,

rommon > boot flash:c900-universalk9-mz.binT

LW AT b A A=V — REN 7%, [Return] Z3[E# L T, Cisco IOSCLI 7 m > 7 F %
FrLET,
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7Pz T DALV A= |

W CiscolOS Y7 b =27 DT v 77 L—F

AT 5

AT T 6

AF oS T

A7 o7 8

AT T 9

A7 o7 10

A7v7 11

KOEE

enable

HibE EXEC E— R&EBHB LT . a7 MR —REANLET,

Router> enable
Password: <password>
Router#

configure terminal

ra—r ) arZ4oXal—vary E— RNEPHEBELET,

Router# configure terminal
Router (config) #

no boot system

T— A A=Y VA FOREZ MY ZHIRLE T, ZOA A=Y U R ML EEBFIC
N—HE RN —RTEVAT LA A—VREESRLTHET,

Router (config) # no boot system

BLWV AT L A A=V dirflash: =~ > RO THREO 7 7 A VETTIWE—D T 7 A L
ottt ZOFIRIFRETT,

boot system flash:new-system-image-filename

WEIC AT B ) a— REEIIT T/ F A RICH LW AT A A A—VEr—RFLET,
Router (config)# boot system flash:c900-universalk9-mz.bin

(EE) ZOIEL T N—FICRAY I T v T VAT A A A—=VDu— et S 5EF %4
ELET,

exit

ya—) ar7 4 F¥al—TaryET— REETLET,

Router (config)# exit
Routert#

copy run start
FIiTar7 4 X¥alb—va iR — Ny ar7 4 X¥al—vailav—LET,

Router# copy run start

(LW AT LA A=VBIPa Ly 74 X2 —va Oy 77 v abt—0RFI s
a v (221 =) IR ET,
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| Y7 U=2TDAL A=)V

CiscoI0S V7 F =707 v 77 L—F B

LWV ATALAAA—=UBIRary 74X a2 —alrORXy 77y a®—0FREFE

AF v, 1

AT o7 2

A7 oS3

A7y 4

T7ANNENTGAETL 7 7 ANV ERECTEL LI FH XV ¥ A DR ER/NNRTT IS
AN AX— T v T a7 4 FX¥a2l—yay 77A)0E CiscolOS Y7 b =27 VAT A A
A=Y T7ANDNRy I T v abt—%Hh—NIBEFELTES I EE2HELET,

ey b

VATFAARA—TET v ST — RT AN L2y 7 4 Fal—2arBIOV AT A
AA—=TVDONRy I T v 7 abt =R 581T. FTNOEHIBRLRANTLSZESWN H LW AT A
ARA=VELFARAFI— T v T a7 40X al—ya AL E I ERAMENRA
LEBE UNDOETary 7 4 X2l —2a v BLOVAT L A A—VICHEICRT ZENT
R

FEAMIZ DWW TIX L R D URL Tl Cisco I0S Configuration Fundamentals Configuration Guide ]
[Managing Configuration Files | ® % & [Loading and Maintaining System Images | D F % 2 L T <
ZEW,
http://www.cisco.com/en/US/docs/ios/fundamentals/configuration/guide/12_4/cf_12_4_book.html
A=K T o a7 Fal—ary IT7AVBIRVAT LA A=Y T A NVDNNy T
Ty 7 av—zRkFTHFIRT RO LB TY,

o<y

FEREXT 73w B

enable

1 :

Router> enable

¥¥ME EXEC E— R& A X —7 ML ET,
o NRATUY—REZAHNLETEREINTES),

copy nvram:startup-config {ftp: | rep: I tftp:} |2 ¥ — |7 v 7 a7 X2l —T gy 77 A%

PF—Nizar—LFET,

i e AT A X2l —Tvar TrANDAE =T,
Router# copy nvram:startup-config ftp: Ny 2T v avl—L L THEHTEET,
s TurF ERERRINTZH, T E—SEDO URL # A
JILET,
dir flash: Ty a AFY T AL VAT LEADODLAT T RE
ATV EFRRFLET,
e « VAT LA A=Y T ANOLAHIEESHOET,

Router# dir flash:

copy flash: {ftp: | rcp: | tftp:} T3 a AFVDT AN E =N Zat’—LET,

1

Router# copy flash: ftp:

o VATALAARA—Y Ty ANEY—NZabt— 1L,
Ny 77y arl— L THEALET,

e TuL T RMNITTva AFEYDON—F 4 a
HeE NN LET,

e THUVTINRERENTEDL. T ANEEar—4
® URL # A1 LET,
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7Pz T DALV A= |

T

1l

AB— K T a7 4 X2 — 30O TFTP —3~D 2 B°— ff
WICAZ— R NT vy a7 4 F¥al— g% TFIP —RNcat’™—3 542 LET,

Router# copy nvram:startup-config tftp:
Remote host[]? 172.16.101.101

Name of configuration file to write [rtr2-confgl? <cr>
Write file rtr2-confg on host 172.16.101.101? [confirm] <cr>
! [OK]

75 w2 AEY DD TFTP — 3~ 2 B —: 4

Iz dir flash: 554 EXEC 2~ FEHH LTV AT A A A=Y 77 A VDL ZFE L.
copy flash: tftp: $##E EXEC 2~V REZMHA L TV AT L A A—T % TFTP —NiZav—73%
BEOBIZRLET, ZON—FIET 74V hO2—YZ L NRAT— REEH L TWET,

Router# dir flash:

System flash directory:

File Length Name/status

1 4137888 c920-mz

[4137952 bytes used, 12639264 available, 16777216 totall
16384K bytes of processor board System flash (Read/Write))\

Router# copy flash: tftp:

IP address of remote host [255.255.255.255]? 192.0.0.1
filename to write on tftp host? c920-universalk9-mz
writing c¢920-mz !!!!...

successful ftp write.

BATA TR

LWL —ZE2RLTHE BELIERyr—VBIOEED Y 7 hU =7 4 A=V L EHIT
ST DT AV ABT VA A b= ERTRETHT SN E T HEMRNICY 7 by =7 %
TIT 47T BER L2008 TH Y £ A8 LU Cisco I0S BiEE T » 7 7 L —
RELIFA A=A FT DT TA R ABBETT  IA R EAT T /0y — Ny
=B IVA A M=)V OFEMIZ DWW T [ Software Activation on Cisco Integrated Services
Routers and Cisco Integrated Service Routers G2]% ZH L T 72 &\,
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CHAPTER :;’
J— & DIERFRTE

ZDETIE.Cisco900 ¥V — X Y —E AHET/NL—% (ISR) DR EFIEZHBA L 4, £7- .3
EFBLORIEAT v IOV THEEEINTWEIEAERH Y £, ZOFIT IRONE THERL
SRHTWET,

EARE
o T T FIVRREQR3N—Y)
o =)L RTA=HDERTE (25 X—)

A F—T ARV T A Fal—agy

o AUH—TxAAR—FQ6X—)

o FHEY M A=Y Ry M A F—T oA ZADHEE QT =)
o =T Ry B =T A ADFHE (28 X—)

N—T 4V TRE

e AU RIAL T I EADHKE Q9 N—)
o AAT 4 v b— FDOEEQI =)

o HAFI v N— FhOEREBO—)

T 7 %)V MRE

Cisco /L —F Z {10 THRE) L7 H TH AR ZRRED — T T TIZFE TSN TWET, 91
RIE & FRT DT R OFNZRT L 5 12, show running-config =~ > & L 9,

Router# show running-config
Building configuration...

Current configuration : 1087 bytes

|

! No configuration change since last restart

! NVRAM config last updated at 06:11:03 UTC Mon Sep 17 2018
|

version 15.8

service timestamps debug datetime msec

service timestamps log datetime msec

no service password-encryption

!

hostname Router
!
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W Sy 1z

boot-start-marker
boot-end-marker

!

!

|

no aaa new-model

ip cef

no ipvé cef

multilink bundle-name authenticated

!

!

!

license udi pid C921J-4P sn PSZ22241C1T
!

!

!

redundancy

interface GigabitEthernetO
no ip address

!

interface GigabitEthernetl
no ip address

!

interface GigabitEthernet2
no ip address

!

interface GigabitEthernet3
no ip address

!

interface GigabitEthernet4
no ip address

shutdown

duplex auto

speed auto

!

interface GigabitEthernet5
ip address 9.6.12.137 255.255.0.0
duplex auto

speed auto

!

interface Vlanl

no ip address

!

ip forward-protocol nd
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ra—r ~5x—so@e i

no ip http server

no ip http secure-server
!

!

ip route 202.153.144.25 255.255.255.255 9.6.0.1
1

1

|

1

control-plane

|

!

vstack

!

line con 0

line vty 0 4

login

transport input none

!

scheduler allocate 20000 1000
!

end

Router#

Ja—N)L )XT X —H DERTE

ROFIT, 7=V NFG A =R ERETDHEER LET I 0=V NTGRA—=FERET
5T ETIN—FDARTEREL N—F~ORET 782 %PIET 272D DRSS iz S
U—REREL N—ZPRMOBEFEGIAN) Z IP 7 FLAICEBTERNE S ICLET,
Router> enable

Router# configure terminal

Router (config)# hostname Router

Router (config)# enable secret passl23

( )
Router (config)# no ip domain-lookup
Router (config) #

Ja—N)L RT A=K a< ROFEMI O TIL. CiscolOS VUV —R a7 4 Falb— 37
VHARDw=a2T Ay FESRBLTLLEEND,

/O AEVEID Y TORE

Cisco 900 ¥ Y —X ISR /L —HZ D10 A E VB L O T mt vH 2AE U THMH o DRAM OFIE
EEESTHIZE. Fa— L 37 4 X2 L—3 3 F— KT memory-size iomem
i/o-memory-percentage 21~ 2 REEHLET .7 74/ b AF Y OED Y TCIZET X, ZD=
<~ RO no R A MM LES, Z OFIETIL smartinit 2SFE2 720 9,

¥ 3T A

i/o-memory-percentage 1/Q A& VIZE| VY Y4 T5Hi5 DRAM OE| A FEE T HMEIZ. 5,10,
15.20. 8 K025 T, /0 AEVITIZ A7 L 50MB D AE Y MR
JZ‘%/G?‘O

av U RTA4 L THO ARV QOEAEEIEETDHE . oty AT U RNHEIRIIZ DRAM A £
DY OEIGERELET,
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B . x—T=(2B—}

ROBFT.DRAM AE Y D 25% % 1/0 A EVIZFKV D T5% 7 vt yH AEVIZEVHETS

HiEERLET,

Router#fconfig terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config)# memory-size iomem 5
IO memory size too small:
Router (config) #

Router (config)# memory-size iomem ?

<5-25> percentage of DRAM to use for I/O memory: 5,

Router (config)# memory-size iomem 25

minimum IO memory size is 201M

10, 15, 20, 25

Smart-init will be disabled and new I/O memory size will take effect upon reload.

Router (config) # end

IOMEM DX E DR
Router# show run
Building configuration...

Current configuration :
!

1087 bytes

! No configuration change since last restart

! NVRAM config last updated at 06:11:03 UTC Mon Sep 17 2018

!
version 15.8
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
!
hostname Router
!
boot-start-marker
boot-end-marker
!

memory-size iomem 25
!

f B —T A RF—F

# 3-11%.Cisco 900 >V —X P —EZMAMNL —F THER—FEINTWVWEAS X —T A AD

IS
ZF 3-1 Cisco —FIE L B4 5 —T 4R
Any b R— b G
AVE—T LA A
VE—T AR C921 C931 C941
A" — K GE AA v |Gi0,Gil,Gi2.Gi3 Gi0,Gil,Gi2,Gi3 Gi0,Gil,Gi2,Gi3
F #—k
4 R — F GE WAN Gi4.,Gi5 Gi4, Gi5 Gi4. Gi5
A—k
USB! usbflashO usbflash0 usbflashQ

1. usbflash0 (%, 3XT® Cisco 900 'V —RX L—FFD USB A > X —7 = A A TT,
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| V—F DEARRE

XAy bA—Fxy bAvs—T=f 208z A

FHEY b A=y b AT =T = ZADRE

()

ROBFIT FrAR—=FFHTEY b A =Py

FGE) A v 4 =7 =A ZOHRETIEERLET,

Router# configure terminal

Router (config)# interface gigabitethernet 4

Router (config-if)# ip address 192.168.12.2 255.255.255.0
Router (config-if)# no shutdown

Router (config-if)# exit

A4 v F R—MIHB. 2B BILOE_EXZVFR—FLFEFT,WAN KR— NI &2 _FEOL%

FHE— P LET,

AR =T 2 A ADRTE X MR T HITI% . show interface =~ FEZEH L E I, RIC. AL v F

RN—hOHABIZR L ET,

Router#show interfaces gigO0
GigabitEthernet0 is up, line protocol is up
Hardware is Gigabit Ethernet, address is 7872.5dab.fe73
MTU 1500 bytes, BW 1000000 Kbit/sec, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Full-duplex, 1000Mb/s
ARP type: ARPA, ARP Timeout 04:00:00
Last input never, output never, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops:
Queueing strategy: fifo
Output queue: 0/40 (size/max)
5 minute input rate 0 bits/sec,
5 minute output rate 0 bits/sec,
0 packets input, 0 bytes,
Received 0 broadcasts (0 multicasts)

0 packets/sec
0 packets/sec
0 no buffer

0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
0 watchdog, 0 multicast, 0 pause input

0 input packets with dribble condition detected

86738 packets output, 9316451 bytes, 0 underruns

0 output errors, 0 collisions, 2 interface resets
unknown protocol drops

babbles, 0 late collision, 0 deferred

lost carrier, 0 no carrier, 0 pause output

output buffer failures, 0 output buffers swapped out

o O O o

KIZ WAN R— b HAFZ R L ET,

Router#fshow interfaces gig5s
GigabitEthernet5 is administratively down, line protocol is down
Hardware is iGbE, address is 7872.5dab.fe75 (bia 7872.5dab.fe75)
MTU 1500 bytes, BW 1000000 Kbit/sec, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Auto Duplex, Auto Speed, media type is RJ45
output flow-control is XON, input flow-control is XON
ARP type: ARPA, ARP Timeout 04:00:00
Last input never, output never, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops:
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Queueing strategy: fifo
Output queue: 0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec

0 packets input, 0 bytes, 0 no buffer

Received 0 broadcasts (0 IP multicasts)
runts, 0 giants, 0 throttles
input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
watchdog, 0 multicast, 0 pause input
packets output, 0 bytes, 0 underruns
output errors, 0 collisions, 0 interface resets
unknown protocol drops
babbles, 0 late collision, 0 deferred
lost carrier, 0 no carrier, 0 pause output

0 output buffer failures, 0 output buffers swapped out

Router#

H O O O o o O o

V—TNRy 7 LB —T 2 ADRTE

B Cisco900 ) —X J—ERFRBNV—F YT hY =T av 74 Fal—Lavy ILF

N—T Ry I LB =T 2 A RF AL T 4 v 7 IPT RLADT L— AR H— & LTHRE
LT 74NV ON—T 4 T ERZREEL £,

KOBITARBT v T —h A X =T 2 f A LEDFXy U —2 T KL A% (NAT) & A —
FEDIEDIIN—=T RNy 7 A =T = AT 2 H5EEZRLET, ZORERII A F
FTA v IPT RLAE LTHRET S IP 7 F L % 200.200.100.1/24 DX HE > b A —%F v b
AP =T 2 A LICRESNDN—T RNy I A FZ—=T =2 AR LET N—T Ny 7 A
V=T 2 A AT F A T— FENTIP T R LA & FEO virtual-templatel (ZFTT HALE T,
interface loopback 0

ip address 200.200.100.1 255.255.255.0 (static IP address)

ip nat outside

interface Virtual-Templatel

ip unnumbered loopbackO0

no ip directed-broadcast

ip nat outside
|

;1/—7"/\‘ I A HE =T 2 A ANRELLBREINTZ0E I &R T 5121%. show interface
loopback =~ REZ AN LET RKOFID X S @ HOM N BRRARSNET,

Router# show interface loopback 0
Loopback0 is up, line protocol is up
Hardware is Loopback
Internet address is 200.200.100.1/24
MTU 1514 bytes, BW 8000000 Kbit, DLY 5000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation LOOPBACK, loopback not set
Last input never, output never, output hang never
Last clearing of "show interface" counters never
Queueing strategy: fifo
Output queue 0/0, 0 drops; input queue 0/75, 0 drops
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
0 packets output, 0 bytes, 0 underruns
0 output errors, 0 collisions, 0 interface resets
0 output buffer failures, 0 output buffers swapped out
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ping ZFE T T DI LILE T N=T NI A F =T A ZAEWHRTDHELHY £,

Router# ping 200.200.100.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 200.200.100.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms

< RIA LV T I ERADOERE

TTY F#RIT A T RELET U MY U R 7 Ak LU R A S 405 FE (R ]
MTHY N—=FEZT 7B A Y= "OFETHEFR x & L THERR T & £97, FE O BIRE S
I NV—=FEZFT 7 A = NHABAENL TP T EN T N—FT =7 O
fiE T Cisco 900 ¥ U — X /L— & T TTY WA 1 DHI X T MIRE S 3 1 oIaED £

R, a~v 2 RIA T I7vA axwy FOoplZRLET, "default" E~v~—7 S TWbHa~v R
AT HMLEETHY T A, 2SO 3~ Kid,show running-config = ~ > F O JfEFIZ 4
RENDary7 4 F¥al—vary 77 A VICHBIMICR RSN ET,

|

line con 0
exec-timeout 10 0
password 4youreyesonly
login
transport input none (default)
stopbits 1 (default)
line vty 0 4
password secret

login

!

RET 47 b— NDORE

AEZT 4T N—MNI. B NI EN LTEEEN—T 47 RNABRELET, 2T,
N—F FCFEHTRESNET . Ry NIV —2 "R RERE SNSRI AEZT 4 v 7
N—FEH LWL — MNIEFHTEIMLERSDET AXT 47 — NI N—T 47 7n
AL > THEEINLIEAERE . 7T A X—F L— T,

WOBREF TIT S IP 7 KU AN 192.168.1.0, 7 % v b ¥ A7 )8 255.255.255.0 DX TD
P77y F& IP7 R Z10.10.10.2 D OZEEIIKT L T FATEY b A F—T =4 X LD
ALT 4 w7 J— N TEELET, BEMIIE N7y FBRREFAD PVC IZEE S ET,
[(default)| L RSN TWVWDHavy NI ANTLHZUEETHY FHA, 2D~ KX show
running-config =~ > ROMFHKFIZ Elshizar 7 4 Fa2b—va v 77 A VITHEBINIZ
RENET,

ip classless (default)

ip route 192.168.1.0 255.255.255.0 10.10.10.2
!

;’(5’?/{ V7 =T 4 VT PELLERE I E D D0 EiERT 5121, show ip route =~ >
REANDLISITERINDAAZT 4 v 7 —FEHELET,
WD LD IeeBHOM N BRAFINET,

Router# show ip route
Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
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D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/24 is subnetted, 1 subnets
C 10.108.1.0 is directly connected, LoopbackO
S* 0.0.0.0/0 is directly connected, gigabitethernetoO

FAFTIv 7 V— FORE

FAFTIv I N—TFT 4T TIE XYy NI—2 "I T 4w 7 EFIERARIIZESNT Ry
FNO—27 o harid 22 AHHELET XA T Iv I V=T 4 VT OEFET Ry b
J—7 oo —ZIZ b K ENET,

Cisco W — XX NV—TF 1 » 71E#H 7 2 b =2V (RIP) F 7213 Enhanced Interior Gateway Routing
Protocol (EIGRP) 72 ED IP b—7 4 > 7 7' b 2L L T #RIC L — 258 LET,
WINPDON—=T 47 Tu b A= IRETEET,

o N—T 4 TR N aLOBEE (B0 R—)
e WEEA LT IUT F—bUxA N—T 47 T b3 LOEE (Bl =)

N—T 4V TERT 2 b2 VORE

WOFEFNTIP Ry T —27 10.0.0.0 3B L1 192.168.1.0 THINZ S5 RIP version 2 7R L
Tl/\i‘j‘o

Router> configure terminal

Router (config)# router rip

Router (config-router)# version 2

Router (config-router)# network 192.168.1.1
Router (config-router)# network 10.10.7.1
Router (config-router)# no auto-summary
Router (config-router)# end

RIP N E L BREINTZNE D D EMEFRT 521X . show ip route =~ KZ AJJL,"R" THEX
D RIPLV— RZBELET RISRTHIO LS B oM RERENET,

Router# show ip route
Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route
Gateway of last resort is not set
10.0.0.0/24 is subnetted, 1 subnets
C 10.108.1.0 is directly connected, Loopback0
R 3.0.0.0/8 [120/1] wvia 2.2.2.1, 00:00:02, Ethernet0/0
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#4153y 7 —troe N

WEA LTIV T F—+r oA NV—FT 47 7 Fha/LOHRTE

WIZIP Xy hU—2 192.145.1.0 B L 00 10.10.12.115 TA X —T7 M2 &5 EIGRP V—F o«
7 7o halOREMNERLETLEIGRP DBEV AT AFEE LT 109 23E Y B TorinuTwn
E

Router> configure terminal

Router (config)# router eigrp 109
Router (config)# network 192.145.1.0
Router (config) # network 10.10.12.115
Router (config-router)# end

EIGRP 23 1E L < BRE SN2 E 95 0 E i3 521X . show ip route =~ > K% AJjL."D" T/R
SN % EIGRP v — P 2R L E T RO L O REEGEMOH AN FR SN ET,

Router# show ip route
Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route
Gateway of last resort is not set
10.0.0.0/24 is subnetted, 1 subnets
C 10.108.1.0 is directly connected, Loopback0
D 3.0.0.0/8 [90/409600] via 2.2.2.1, 00:00:02, Ethernet0/0
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ZDETIE.Cisco900 >V —XISROFXFHE v b A —H% x> F(GE) AA v F O ENEEOE
WZOWTHBALET,

ZOEOAFIT RO LBY TH,

* VLAN OE (33 ~—)

s VTP OfXJE (34 ~—)

o 802.1x FRREDFRE (35 —)

o ANR=L VY — Fu halLoREQBR6L—D)

e MAC7T RL A T—7 NHEEDORKE (38 2—)

« MAC 7 RLREH kT v 7 OFKE (39 X—)

o AA v TF KAK—K T+ 7 A% (SPAN) D% E (40 ~—)
e« IGMP A X —E L 7 DOFFKIE (41 ~—)

o R—FHENDOAF—2L a3 ba—/LORTE 42 =)

¢ HSRP D% iE (43 _X—)

* VRRP D% JE (44 ~—)

VLAN DO 7E

VLAN [T, 2 —VFOWEM e iiE# ICBER 2R . Ve =27 F F—A EFZT7 SV r—3v =
VIR ECRRBEMICOBEISNTEAAL v F R *ry FU—27 T, VLAN X . % LAN LR UEit%s
TRTHATWHWETNELCLAN B A MIHEMICEE SN TWARWVWZ Y R ATF— g >
HIN—TTEET  EDAAL v F R— b VLANIZEI DB THZ LR TEET , 2 =F ¢
AR TE—=FXy AN BLRLTF Xy A 2y MEZVLANNOT Y R AT —32 3 72
FICERERB LT 7 v 7 4 70 ThilE$,% VLAN @B v hU—2 L 72 &3, VLAN
WCBERWAT =2 g VS TCO/NRT y MI—F TiETHILERH Y £9, VLAN (F, 22—V
OB IANLE BRI BERE. VeV = N F—A FE T SV =3 v ECiREN
WAEISNTZAA v F KR Ry hU—27 TF,VLAN [Z. W LAN & R UBMEA T THx T
FIB.FELCLAN B A2 MIWHEPWICEE SN TWRWTZ Y K A7 —2a b 7 —74T
XFET, EDOAAL v F A—FH VLANIZEID Y THZ ENTEET , 2=F ¥ A M, 7T r—F
Fr 2 BLOALFFy 2 27y NI VLANHOTZ Y K 25— g UPTICEEEB X
N7 T T 47 0MTbilET,4 VLAN i35 r v bV —72 L B72 3L VLAN [ZJ& S 720 A
T a Oy MIN—X THRETILENLD £9,

Cisco 900 ') —X J—ERJFEBN—F YT by =T av 7 Fal—varyI4F R



A =Xy b AL v FORE |

VLAN O EIZBT 23EMIZ OV TR RO Web U > 7 2R LT E S0,

http://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3750/software/release/15-0_2_se/configurat
ion/guide/scg3750/swvlan.html

VLAN O EFNZ DN TIL. [ VLAN ORE] #ZHB LT &V,

1|

#1: VLAN O E

WOHIT.VLAN i)V —TF 4 > T OREHFIEEZ R LET,

Router# configure terminal
Router (config)# vlan 1
Router (config)# vlan 2
Router (config)# interface vlan 1
Router (config-if)# ip address 1.1.1.1 255.255.255.0
Router (config-if)# no shut
Router (config-if)# interface vlan 2
Roouter (config-if)# ip address 2.2.2.2 255.255.255.0
Router (config-if)# no shut
Router (config-if)# interface gigabitethernet 0
Router (config-if)# switchport access vlan 1
Router (config-if)# interface gigabitethernet 1
(c )# switchport access vlan 2
( ) # exit

Router (config-if
Router (config-if

#
#
#
#

|

W2
frit

VTP @

VIPIZ. LA V2D AvE— 7u halThh) . Fy NV —7 2KIZb7=-> T VLAN OB,
HIBRARTDOEFTEZEHT L2 LXK Y VLAN REDEASMZ#R LE 4, VIP IZ LY . VLAN
ZHDEB RS- VLAN X A TORE . X2V T 4B E S ESE2MEEZF & L
RIRVERIE DR LF G/ RICH 2 b E T,

VLAN ZAERT DR, F Yy U —27 TVTP 2 HT 20 ED) MERETILERH D £,
VIP 2425 L 1 BERIFERD AL v F L THEPMICRELEE 2TV FOEFE 2 HEM
Ry NT—27 EOMDAAL v FIBETEET VIP 2 H L7254  VLAN ([ZB T 2 1F#
PMDOAA » FITEETEEFTANVIPIZ I BDOAL v F TITONTEFEHN VIP 24 LT KA
A NOMD A A > FIZHEE SNDBRECTEET 5 L OIS TWET,VLAN 7 —#
R— 2125 T HEBOEHNE— FAAL NDAA v F FCRIBIZERET HBRIEOLES VTP
I L CWERALVLAN 77— X RXR— 2D REENAE L ET,

VTP OFERTEICET 2RO & Z BT LILERZH Y £97,

e VIP KAA 2 :VIP KA A 2 (B4 VLANEEL R A A )T 1 DDAA v F F2ERT
VTP RAA U4 L CHR—EHTICHOMAERSNTEED AL v FEITAA v
F 2B THERENE T AL v FIL 1 DD VTP RAAL ZE TR TEE T, FD R
AA N LT r— L VLAN ORELXLEH LT,

e VTP #— 3: VTP #— % F— FTlI.VLAN OERL ZE HIRA T £4, 72 VTP I<‘7<4’
VAERKIZK LT DT 4 X2 —2 g T A—F (VIP X—T g /foc E)EEE
F9,VIP — XL [6— VTP KA A VINOMD A A v FIZHSYD VLAN REE T h/\&
AR T 7 Vo7 LTEIELET RARZ AL XA MIESWT, H5® VLAN &
EEMDAAL vF LRHESEET,VIP V—FIF 7 /L kb £— K TT,

e« VIPVZ AT M NTPZ T4 T2 MEVIP B —REREREICEEL T D 707 T
VIPT7 v 75— a2 EZELETN.VIP 7 74 7 F T VLAN OERL . ZEE HIR 21T
) LI TEFERALVLAN (T, RAAL VIZEEND MO — RN T— DA v F TRE
Liﬁ‘o
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| A—FFy b XA o FOBRE

© VIP b7V AT LY hVIP F T U ART Ly b AL v FIE VTP IS L £ A, VTP
N AT L b AL v FIFHHFD VLAN BEE T RARZ A AT ZE LT R
A RZHASONTHHDO VLAN REXZ R SEDL 6 HV EFHAZE L VIP A=V 3
2FEFIEIN—Ta 3TN T VAT LU N AL v TFIF N T T A H—T 2 A%
ML THDOAL v FNEZE LI VIP T RAY A Rtk LET,VIP b7 AT L
k E— FTIE.AA vF LD VLAN Z1Ep ZEE Bk T £9,

VTP O TEIZET D3I OV TIZ RO Web V> 7 SR LT &0,

http://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3750/software/release/15-0_2_se/configurat
ion/guide/scg3750/swvtp.html

VTP OFREFNZ DWW TIE [ VIP ORTEIZER L T ZE W,

R
frit

#l: VTP @
WIZAA v F & VIP b — ¢ LTRET A ERLET,

Router# configure terminal

Router (config)# vtp mode server

Router (config)# vtp domain Lab Network
Router (config) # vtp password WATER
Router (config)# exit

WIZ AL v FEZNTP 2 AT b LTHRETAHZRLET,

Router# configure terminal
Router (config)# vtp mode client
Router (config) # exit

WIZ. AL v FHVIP F T ART LY e LTERETAHERLET,

Router# configure terminal
Router (config)# vtp mode transparent
Router# exit

802.1x FREEDFRIE

IEEE 802.1x AR— b N—AFFEIL, ~fRIZT 7 B A FRERF — F P ORBGESh TV RWNT T A
~ MY LAN | :]’k"*l"mbfcil/‘i INTHIHT 5. 75/]'773/ MYy —"R—=2DT7 7R a3k

”—/Vj’\)cl:omunﬂz7 2 hatzBREL TOWET RIS —XBAAL v T KR— MIEHRT HE Y
TAT VM EFELIE) AT AL Y FERLIFZLAN Y —ERIZT 7 BATEDL LS ICLET,
TIAT v MRFRESNDETIEBEESR.Ix 77 A v hr—/ L TIE, 7 747 > b OEH
56 Td B — k%I LT Extensible Authentication Protocol over LAN (EAPOL) ., Cisco Discovery
Protocol(CDP) BIOAAN= 7YY — T v ha)V(STP) N7 7 4 v 7 2T RHFRENET,
PRREZ GBRE DO N T T 4 v 7 R — MRBETEZETEET,

IEEE 802.1x #iETIX. R v U =T NDOT A AZENENEAOKEINH Y 97,

o HTUILMILANBLOARAS v F $—ERA~OT 7B AZERL NA—FD5DERITN
BITAHTFTNRXAA(T—=F AT — 3 ), T—F AT — 3 Tl Microsoft Windows XP 4
N —F 4 T VAT AT END Y T4 7 b EIBEE 802.1x #EWLD 7 T A4 T > b
V7N 2T BB L T ORERH D ET (T VB MNIITTA T MEeMEEINS Z &
HLdH ET),
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. uunE‘H_'_‘/\ ‘&7 VA ]\o)gélg%‘@uu nE%%?fj‘é" [EL o on uft‘ﬁ-“—/\ i‘ﬁ-7 Uh F@%%IJ
BWMEHR L. TOV 7Y B MZLAN BEORAAS vF B—EA~DT 7 B RAE AT
ENEIDEAL—ZIZBEMLET Ry VU= T 7R TR, Z(Z DOFITIE Cisco ISR
N—Z)NEX BTV T N ERBREY— AN TRAEA v —V 2 FBRICEL 7Y b
PORE — R CRGET r B ANFEITEINET 7Y B> b EFEREY — /3 (RADIUS #—Y)
BT &5 EAP F R RE SN EJ.EAP JLIEMSRE 2 #5# L7 RADIUS ¥ =V 7 ¢
> A7 A%, Cisco Secure Access Control Server /X—<0 3 > 3.0 LL& Cfif | T & £ 4, RADIUS
X7 747 B LY — N EF L TEIEL . RADIUS Y— 3 & 1 D% 721385 D RADIUS
5 AT NEDRITEX 2 VRIS R AR L ET,

o A=V T 4 r—F BTV H NORBIEAT —F RAESNT Xy T —7 ~DOYET
TR RAEHIETENL—H =T VT ) A b EFREEY— NE T EEE & LCEIEL,
YFV I FHOID raiﬁfz%ﬁzb T OERERIE — N THERLISEEZT 7Y I b
Y L—LET, L —ZIZIZ. EAP 7 L — LD 71 7B AL 7 AR B X OGEE Y —
N DORFEEMET B, RADIUS TIAT VMR EENTWVET,

802.1x AR — b _X—RAFWIFED R EHIEICET 27OV T RO Y 7 25U T E &N,

http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_8021x/configuration/15-mt/sec-user-8021x-
15-mt-book/config-ieee-802x-pba.html

802.1x FRAFDFHREHNZDOWTIL [l: A4 v F R — kTP IEEE 802.1x B L TN AAA DA R —
MM EBR LT EE W,

fil: 2 A v FAR— K~ TP IEEE 802.1x 3 XL TN AAA DA R—T /UL
WOFIT . Cisco900 >V —XISR # 802.1Ix F—Fk T 4 r—& L LTHETAHAHEEXRLET,

Router> enable

Router# configure terminal

Router (config)# dotlx system-auth-control

Router (config)# aaa new-model

Router (config)# aaa authentication dotlx default group radius
Router (config)# interface gigabitethernet 1

Router (config-if)# switchport mode access

Router (config-if)# authentication port-control auto

Router (config-if)# dotlx pae authenticator
( )

Router (config-if)# end

ANR= TV Y — Fua ha)miR

ARz 7YY —7a ha)L(STP) X, ry NI =T WD —T % [EEE L7208 b XA & L REAL
TERDOLA Y2V I7ERTa ha LT, LAY 24—Y Xy b Xy NT—7 DIEF
FEEZEETAICNE. ED2DODRT =2 a VB THLT 7T 47 NRAZ 1 DIZTH3XERHY
FT. 2 R AT =2 a VBB OT 7T 4 7 RNARHLE Xy NT— 71T —FRED
FT, ZONV—TNEy NT—JIIRETDHE DUV R AT =V a A ybE—URNEELTEH
ETDHAREROVET , EL AL v TFLEHOLA V2 F—T 2 ADT K AT —
= /MAC?’]\I/X%%”‘?‘%JT EERHTEET, 20X RWICE>T Ry hT—7
DARLZEILIRY £T, AR= 7Y ) —O#EITZRN THY = R A7 — 9 VT o H—
LAN’IZ?)‘/]\ IR SN TWDIONBEET AL "B A, vF FLAN IZEER INT
WHDONEBET A LI TEERA,

STP I ANR= TV ) — T RAITYXLE2FEHL A= 7YY —0r— & L TESER
Fy RT—TNOAAL v F % 1 DB ET, x/\ IV = TN RANX T I T 4T
rARB P TOR— FOKEENIFE SN TER— MIKEEZE VL THZ LIk A vF R
LA ¥Y2Xxy F7%7J:TE§E’<@/I/“*77)**/\X% AHLET,
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| A—FFy b XA o FOBRE

o J—h:i A=Y Y — hARBE DI TLTLE%M%%LT b~

o HBE:KAAL vF RLAN BZ A2 MIx L GREINHEEER— b

s R AR=0 Y Y —DL— K T y‘/«@ﬁ%’%/\x&iﬁé7my& A=k
o Ny T oL N—TF NNy a7 F¥al—aroy7ayl R—hk

TRTOFR— MIEREINEBEESINTWDE AL v F F-10 /\/77/70)1& 12348 STV
BHAA T i/v~1 14 v FTT DL 1 OOR— MIHREINBEESNTWD AL v F
L FBEAA /%%i‘%bia“ ANR= 7 )= T ET— 57 INA BRI A & A
(Tuavr)A ZLET, X/\ VIV =Ry NT—7 BT A NTIZ T — AL
T &I ﬁf\xﬁ‘ffﬁ‘é BIF AR TV Y — FATY RANAR= Y Y — KR
nYEFEHEL AX A /\2%7’7747“ LET AL v FITEMWICTY v 7a b
a) F—% 2=y F(BPDU) L FEENAANR= L V) — T L — A5 EZELET AL v F
XD 7L —LZEELEFEANRN . 2O 7L —LEHHLTA—F 7Y — AR LET,
BPDU (21X BB AL v TFBILPEFDOR—MIOWT AL v TFEBLOMAC 7 RLVA AL v
F FIAFTIVT 4 BR—F TIFTAF VT 4 NZA IR N EPORBRBIEENET, A=Y
V=lZZOFEREEHALC AL Y F R Ry FT—=THDIL— bk AL v FBILOL—F R— |
EEREL.EBICEAALYFREZ ALV IOL—F A= FBLMEER— 2R ELET,
AL FD2ODKR— FPRNL—TD—ENI 2> TWDBEAE AR T —R—k TI73A4F4
VT4 ENA TR MOREMBICEST . ELLDR— 2T 53T =T 47 AT —MIT5H
M ELLETRYX T AT — MNZT 200 HESNET A=Y ) —KR—K 774
FUVT4EIZ. Xy FU—27 PARBIIZBITAR—FONELE EBIZ, bT T (v ZEREICBT
HAR—FOMENENTZTHEY THLINERLET,/NA 2 X FOfHE] ;’r\xa‘% TOHEEFL
£7,

STP O EIZHT 2FEMIC OV TIZ RO Y 7 2B L T IEE 0,

http://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3750/software/release/15-0_2_se/configurat
ion/guide/scg3750/swstp.html

BEBNZDONWTIE Il AR= 7Y ) — T a halOREIZZHRL TLEIN,

Bl : AR T Y) — e a)VORE

I XHTEYy b A —FFxy b A F— 7:4’10)7\/\ VIV =R =T IFTAF VT 4D
a)’z“ﬁi“@{ﬂ%rbifo/l/~77b>%’%$bf: AN TV Y —E AR T TA AV T o A
Lf\7¢7~%“4‘/7‘7\%~1\a:¢64/5f T A AE@RLET,

Router# configure terminal

Router (config)# interface gigabitethernet 2

Router (config-if)# spanning-tree vlan 1 port-priority 64

Router (config-if)# end

KOET . EHEY b A=Y Ry A B —T 2 A ADAN= TV Y —R— K ax N2EHE
TAHHEERLET INA—TRRAELIZEE A=Y ) —Xa R I\%’ffﬁﬁﬁ LT.7#xVU—
FTAT AT —RNITHA L F—T oA ABEIRLET,

Router#fconfigure terminal

Router (config)# interface gigabitethernet 2
Router (config-if)# spanning-tree cost 18
Router (config-if)# end

WIZ.VLAN 10 D7V w2 T4V T 4% 331N ICRET D0 %R LET,

Router# configure terminal
Router (config)# spanning-tree vlan 10 priority 33792
Router (config) # end

Cisco 900 ') —X J—ERJFEBN—F YT by =T av 7 Fal—varyI4F R


http://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3750/software/release/15-0_2_se/configuration/guide/scg3750/swstp.html

A =Xy b AL v FORE |

RIZ\VLAN 10 @ hello & A L% 4 ICEET D612~ LE T hello & A Ald/b— bk AL » FH
a7 4 Falb—rvary Ayve—VEARTHHETT,
Router# configure terminal

Router (config)# spanning-tree vlan 10 hello-time 4
Router (config)# end

WA HRE B IE RS R 2 T 201 2R L E T ik BRI X AN=0 Y ) — T —=2 7 R
T rBIRV A= T AT = o7V =T 4 7 AT = MNIBITT D ETIT A v Z—
7 = A APFHET DT,

Router# configure terminal

Router (config)# spanning-tree vlan 10 forward-time 21

Router (config)# end

RICAN=Z T VY —=DIRRE—=D T A F—=NVDOREDH|IZ R LET R =T
T HA DT R ERITT 2 ETICAAS v TFRANR= YY) —ar T 4 Falb—ay
A=V ZEETITRET 2T,

Router# configure terminal

Router (config)# spanning-tree vlan 20 max-age 36
Router (config) # end

WIZAA vFEZVLANIOD/L—K 7Y oL LTHREL Ry NV —VHEHEEZ 4ITRET D
Bl &2~ LET,

Router# configure terminal
Router (config) # spanning-tree vlan 10 root primary diameter 4
Router (config)# exit

MAC 7 RV A T —T7 NVEEORTE

MAC 7 RL A T—T VX AA v FRAR— MO NTF 7 4 v ZEEERIZHEHT 57 N LA EF#
NDEFEFNTHWET, DT RLA T—TNIZEEINZTXTOMAC T FLAIZ 1 >FE-E
FEEOR— MIHIELTWET, T RVA T—=TNIZEENDT RV R FX A AT KOED

BHY FET,

o XA TFTIvI T RVA AL v TFRFHL MBHIN 2L RotRETRr y 7 EN5EE
JEMACT RLAR, ==V 07 ZALRELZHHL T 7 =7 VAN THEHI L TWRWnT R
VAL ALy FHRRFFT WM A2 ERLET,

© AYT 4w I T RLAFEHTCADIN BRGNS ET AL v T DU &y MRS HIH
EE3nnaz=%xr XA~ 7 KL A,

7 RUA T =7 5% MAC 7 R L2 st 3% VLAN (RAE LAN)ID, 7 R L 202t it i

LNTEAR—FEB BIOFAT(RET 4 v 7 FTFATFTIvI)DU R RTT,

X 2T MACT RLADA X—=T ML AZT v 7 = MU DOIERR EF 27 MAC 7 KL

ARKBORE, =—V 7 2 A LAOFEDHFNZDWTIL [ MAC 7 R LR 7 — T L{E %

ZHL TSN,

MAC 7 KL A T =7 VOBEOREIZET DM OV TII ROV 7 22 ML T IZEW,

http://www.cisco.com/c/en/us/td/docs/routers/access/interfaces/software/feature/guide/geshwic_cfg.ht

ml#wp1048223
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| A—%*xy b 2L vy FORE

Bl MAC 7 KL R 5 — 7 )VHdE
WIZKR—=FDEF2T MACT RLA X7 g v 2EMNCTAREDH 2R LET,

Router# configure terminal
Router (config) # mac-address-table secure 0004.0005.0006 GigabitEthernet 1 vlan 5
Router (config)# end

WIZMAC T RVA T—TNMIAET 47 =2 b BERT 62~ LET,

Router# configure terminal
Router (config)# mac-address-table static 0002.0003.0004 interface GigabitEthernet 2 vlan 3
Router (config) # end

KT EF 2T MAC T FLUADRREZ 10 ICRET D02 LET,

Router# configure terminal
Router (config) # mac-address-table secure maximum 10 GigabitEthernet 1
Router (config)# end

RIZ == 7 A ~—%RET DR ERLET,

Router# configure terminal
Router (config)# mac-address-table aging-time 300
Router (config) # end

MAC T RLRBH N v 7ORE

MAC 7 R L ZHENZ. AA vy FICMACT RLA T 27T AT 4 2R FETHZLE TRy hU—
7 EDoa—YEBHTEET, AL v F I MAC 7 KL A& %8 £ 721354 5 720N . SNMP
BWEZER L TRy N — 7B 2T LA(NMS) ICEE SRS ENTEET Ry N T—7
WEBD2—FOHAYRNHIEEIZ T T A F =NV XA DERELTCHEMNT v
EHAIAI Fy VT =T v T T 4 v 7 BHBCTE ST MAC BHBRET —7ViE. T v 7R
AF—=TIVICERESNTZN—FR =T DR—FZTEDOMACT RLVA T 7T 4T 4 ZIRFL
F£9.MAC 7 RLAWEEIL. B TEF 2T MAC 7 RL A IZOWTARENET . BT R
VA SLVFRY AR T RLVA ERIETFOMDAZT 47 T RLUAZOWTIE ANV M
ERINEREA,

FREBNZHDOWTIE, B MAC 7 RLABH b7 v 7ORE I ZZR LT EEN,

Bl:MAC 7 RLVRBEH N T v TDRE

WICMAC 7 RLURANA o Z—T = A ATBIMS2 L I MAC BRI T v T a2 A X—T )L
2T D HEOHEZRLET,
Router (config)# interface gigabitethernet 1

Router (config-if)# snmp trap mac-notification added
Router (config-if)# end

WRIZIMAC T RUARA =T =2 A APGHIRENTZ L EICMACER N T v T2 A X —7
T B HEOR Z R LET,
Router (config)# interface gigabitethernet 1

Router (config-if)# snmp trap mac-notification removed
Router (config-if)# end
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A =Xy b AL v FORE |

ZA v F K R®—k 7F 54 F(SPAN) DR E

AR—FE71T VLAN 28T 5%y hU—27 NTF 7 4 v 7 2T 51215, SPAN % 7213
RSPAN Z{HHH L C.ZDAA v F L E7iF3 Xy NTV—2 TFIAFRLZDMOE=4 T34
A BHDENNIEX 2 VT 4 TS RAZEHREEINTWBRDOASL v F EOR—=MZ ST 7 47
DAt —%%EE LEJT,SPAN [T EE oA — b EFE7-1T2%E ¢ VLAN L TG XE. £/213%
ZESINEZNT 74 v BEER—NCat— (77— 7)) LT N LE3,SPAN (155
JTEAR—FEFIZVLAN LOXy NU—2 T T4 9w I DAL v F U ZIITEEL 8 A, 505
AR— FI SPAN EHIZT 20 ENH Y £9,SPAN F721Z RSPAN & v ¥ 3 NIMHER2 b T
TA I LUNBHA— DN T T4 v 7 BZE LI VEEELEDV T EEHY THA,
SPAN ZfiHH L CE=X TE 5D . EE R — 2 HAVT DL T 7 4 v 7 £1T5E T
VLANIZHAD 5 8T 7 4 v 7 12F T XG0 VLAN IV —T 4 TSN T 7 4 v 7
EE=XTEFHATCEZRE BB IN T 74 v 7 2F=F LTWDEHE BIO VLAN 205 %(E
JEVLAN {2V —TFT 4 v T ENTWB T 7 4w ZJIEE=H TEERHA,27E L, i%E5E VLAN
TZEL D VLAN V=T 4 T END T 7 4 v 71X F=Z TExET,

SPAN G EDFIZ DUV TIE il : SPAN DF%E (40 X—) #Z ML T ZE W,

ALy F RAE—F TFHFZAHF(SPAN) £ v ¥ 3 VOBREHIEIZOWTILIRD Web V 7 %5
BLTSIZE,
http://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3750/software/release/15-0_2_se/configurat
ion/guide/scg3750/swspan.html

5] : SPAN O E

KOFIT . FHEY b A=Yy NEFIA L F—T A ADLONGMNT 7 4 v 7 HE=
23 HEIICSPAN By v a v EHET D HEERLET,
Router# configure terminal

Router (config)# monitor session 1 source gigabitethernet 1
Router (config)# end

KOBIT . XHEYy b A —F Xy b A F—Tx2A A% SPAN t v a D5t LTHET
L5EERLET,
Router# configure terminal

Router (config)# monitor session 1 destination gigabitethernet 2
Router (config)# end

OB T SPANE Y a2 1 DSPANERETE LTOFHE Y b A —V 3y bEHIBRT D HiE
R LET,

Router# configure terminal
Router (config)# no monitor session 1 source gigabitethernet 1
Router (config)# end
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1)

| A—FFy b XA o FOBRE

IGMP A X—

%] : IGMP 2 X —

BV T DOFRE

IGMP AX—E L 71 E LAY 24 F—T oA AEZEHITREL. LT XA b T 74 >
TIWIPVNVTF Xy AR TNAAREREMTONTZA L H—T oA A THEIND X9
TAHZELIWCEST VA FXXY AN NG T4 DTFT T 4 yﬁ‘%ﬁ?ﬂﬁﬁébiﬁ“o%ﬁ’mi%ﬁ“&
BYIGMP AX—tE 2 7 DFEIX.LAN A v F THA M ENAL—ZE O IGMP Zik%E A X —E
VIL AT XY AR TN—T L AN R EBTAOLENRNHY T HFED~ LT
Xy AN TNA—FIZONT FA RS IGMP LAR— F2ZELTEAL v FIT . AR FDOFR—
%ﬁ%;@: KT —7 0 = NUIZEML 9, KA F225 IGMP Leave Group A v tE—Y % %5 L
FBRAEIZ. TN FYUMBERA R RA— b’a’:ﬁﬂ[‘%bi?‘ <IN FXXY AN TTAT R
5 IGMP)‘ VN—= P UR—= M EZELRPSTEGEEICH AL v TIT MU 2ERIIC
HIBR L £ 9,

TNV F XY AR NL—HI TRXTO VLAN IZEHIC Y =2 T 72 ) — 2k LET, 20
v NVFXXY AN T T 4TI L\O)a?;zﬂ“x ME 9T Join ERZEEF L BET—7 L0
T MUICEBMENET, AA v FIL.IGMP Join ERDEE T LR DK 7 L—TF D IGMP A
X—E T IPvAFFy A MNEBEET—T /LT VLAN Z 211 T MY 2EKR LET,

F 7 4L F T JIGMP A X — B 737 a — i (/X%A BIRT)A X —T VT, VS a—
NI F—=TNVERFT 4 BT NMTEEINTWAEEE BEFOTXTO VLAN A ¥ —
T2 A ATHAX—TNVEET 42— 7/I/“CTOT72“/I/]\“C‘§L‘IGMPXR |74 = G RO
T®D VLAN THZITT A VLAN B CHDE I3 EMICT s e ncE£d, 7/ n— L
IGMP A X —t° > 7' |X VLAN Hf7 D IGMP A X —Y  JHReE L LB SN T, T u— 1
AX—E U I BT 4 B—T VDR E . VLAN AX— L I A X — T IVIIRETDHI LIXTE
iﬁ/u T — RV AR = T REN A VLAN BAL TA X —Y o 7 2G4 £ - 13 8ES)
T B2 ENTEET,

IGMP 2 X — Ut ZDOREBNZ DWW TIL, ] IGMP A X —E U VT ORTE I ZBB LT EE W,

BT DORE
WDOHTIGMP AX—E L 7% VLAN f v Z—T = A A TCHMNZTHHEEZRLET,
Router# configure terminal

Router (config)# ip igmp snooping vlan 1
Router# end

ROPIT = /VFFx A b JL—=F DR AT D7k~ LET,

Router# configure terminal
Router (config)# ip igmp snooping vlan 1 mrouter interface gigabitethernet 1
Router# end

ROFT R — b e~V TX¥Y AN TN—TDA L NRN—L LTEMNTLHEERLET, A—h
IXEH IGMP LA — K AvE—VZBLTATF¥ AN ZJA—TICMALETH A— bE
VILFFXY AN TN —=T DA NRN=L LTAEZT 4 v JICRETDHZEHTEET,

Router# configure terminal

Router (config)# ip igmp snooping vlan 1 static 0100.5e02.0203 interface gigabitethernet 1
Router# end
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A =Xy b AL v FORE |

R— FNEMODOR F—2A5 a2 ha—/LORE

A bh—baryba— VI WEA X —T A AD 1 DOTEALT-Z-70—RKF v+ A <LF
FY AR FFRT2=2F YA A P—LICLS>TLAN FO T 7 4 v I NRELTAHZ L 2HE
FIT.LAN XA b —AX LAN W XYy T T T 4 7 LGB EICRAELET, ZORE, b
T4 PRI TRy V= RT3 —< U ABKTLET A P—AF. 72 bz
ARy P FEIETOLTT— Ry NI —FTHREDRY  FTV— ARG ERELITH) 22—V &
Dl SN AEENRLD £9,
Abh—barybha—nW(ERET N T 740 v 7HHNDIZ A Z—T 2 A ANB AL v F T NA
BT ANy hEE =X L Xy PR =Xy A R A FF Y A M ERIT T e— Ry
ARDOWNTNTHLINEHHILET, AL v FII. 1 BEICZ TR T2/ EDZ A T3y b
¥EH T FLT ERNCEZINTMEIL LD LEVMEE ZORER R 2t L ¥4,
Abh—h aryba— LI RO BLOWTNNE N T T 4T T 7T 4T 4 ORIEFECE
HALET,
o WHE(TE—KRXFY AN A TFFXY AN FEHIT2=2FY AN N T 74 v 7B EHTE
BR— N DREIRIE OB .
o MHENTZETAI N Yy (T —FFv A A FF¥AM FHE2=2FFYAMND L
7747 L—©h
ERoOFEONTAEFEHLTH, LEVWEICRET S R—NMNINT 7o v %2 7y 7 L
FI b7 74097 L= TRLEWVEFHEESINTWDIEAS)Z FEILZWERY FA— NI
0y 7 SNTEEFICRY OB BT OImMENTEH S E I, FRIME L3 8E ST
WA N T T v b— 2 ERRIIEI LNV E FREIGRWRY (AL v FIETRTO RZ
T4 v E Ty LET, RIS EDOLUREITUIEEWMEEY . 7e—FF vy A b A h—
LK DIRED I LS 22 0 £,

C900 77 v b 7 #— ATl storm-control action shutdown =~ RZHRET D & R— b DAk
EREH LA B LET A — FORELS FE) TRl E T I21E, no shutdown =~ K%
fEH L%,

A= FHEMNOA =24 a2 ba—LOFEEFNONTIEL AR — FEALOA F—24 22k
BV DORE | ZZR LTI EEN,

il R — RBETDA F—A 2> br—LDOHRE

RIZ.XHEY P A—HV Ry h A F—T 2 ATHERIBIZEASL Y LFFY AN A h—LA =2
Yha—n%E 70 %=k hTHEMNZT BHE R LET,

Router# configure terminal

Router (config)# interface gigabitethernet 2

Router (config-if)# storm-control multicast level 70.0 30.0
Router (config-if)# end

Router# show storm-control multicast

Interface Filter State Upper Lower Current
Gio inactive 100.00% 100.00% N/A
Gil inactive 100.00% 100.00% N/A
Gi2 Forwarding 70.00% 30.00% 0.00%

B Cisco900 ) —X J—ERFRBNV—F YT hY =T av 74 Fal—Lavy ILF



| A—FFy b XA o FOBRE

HSRP @

=ui

AX KB

Hot Standby Router Protocol (HSRP) (X, 7 7 4 /L s 7— h DU = A IP 7 N L AN E S 472 IEEE
802LAN EDIPHRA MIT7 7 —A N By TIEMZHIKRTHZ L TRy NU—27 O |ME%E
FDDH A aOERESFATT HSRP 2FEH T2 & FFEONL—X DT XA T YT 4 IKFHE
FTIP N T T4 =T 4T TCEET FE, O~ [ H—T =2 AEfHED
HHZET 0 EOFRBAL—F FILZLAN FORA RA~ADF 74V N F—h 724 DLXHIZ
RIS ELZZLENTEET Ay NI =7 327 A M EIZTHSRP 2% ET 5 & 48
MAC(AT 47 77tvAaryiro—n)7 RLABIOERESNZLV—% JA—T B THAEX
NHIPT RLAZFEHTE S X 9272 VHSRP N3 E SN EE DN —Z (X AREL—Z D
MAC 7 RLZBLIRIP Xy hU—2 7T RLAZMHTEL L9100 FT RKMEL—ZT. 5
BRIITFELER AL — X T FHEIC ANy 7 T v TR EZIRE T2 L) IR TES N TS
EEONL—FDLBDOF -7 VR LET N BDOL—ENT VT 4T —2L LT b D
1 BON—FRAZ N, —F e L TCGRIRENE T AZ RS V—F X FBESNTZT 7
TAT N—ENHE LB IV —TDMAC T FLABLOIP 7 R R EHIET 20—
X TY,

HSRP T, TIAFTVT 4 AAN=ZALEBHERH LT T 74V DT 7T 47 T34 AT 5
HSRP R EHEHT NAAEBRELET TNNAAET VT 47 TAAAE L TEHET DT
DFTXTDOHSRP BHEFHT A ADTIFTAF VT 4 LD LEWNTITAF VT 4 B2FDT A
ANZEIVYBTEST . TI7ANV DT TAF VT 412100 TT, L7 >T 100 L0 HEWNT T A
FVT 4 ZFOTNA R N DFETRE LG E . EDOT A ANRNT THNNOT I T 47 T
NARZIDET T ITAFT VT ARELWVGE. 774~V IPT RUAREKBI L, KE WV IP
7 RUAPMBREINE T, L —F OFRIE T standby preempt f > F— T = A A 227 4 X al—
Tay avwry REFHLERWEE FOL—FDT 54 F VT 4 B3O —% L0 & ENEE
THEDN—RIIT VT 4 T A N—Z|ZHR 0 EH A,

HSRP OB TEICHET BFEMC o WNWTITZ KDY 7 BB LT IEZEW,

http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipapp_thrp/configuration/15-mt/thp-15-mt-book/thp
-hsrp.html

HSRP DR EFNCOWTIL B HSRP DR E | Z B L T E &0,

5] : HSRP DR E

ZOFITIEHN—F ANZITN—T1DT I T 4T TRAABIRITNVN—=T2DAK L INA T
NRA AR EIICEREEINTWET IN—FBIX IN—T2DT 7T 47 THRAABLOS
N—=T"1DAF N TN AZRDEIICHEEINTNET,

RouterA# configure terminal
RouterA (config)# interface GigabitEthernet 1

RouterA (config-if)# ip address 10.1.0.21 255.255.0.0
RouterA (config-if)# standby 1 priority 110

RouterA (config-if)# standby 1 preempt

RouterA (config-if)# standby 1 ip 10.1.0.3

RouterA (config-if)# standby 2 priority 95

RouterA (config-if)# standby 2 preempt

RouterA (config-if)# standby 2 ip 10.1.0.4

RouterA (config-if)# end

RouterB# configure terminal

RouterB (config)# interface GigabitEthernet 1
RouterB(config-if)# ip address 10.1.0.22 255.255.0.0
RouterB (config-if)# standby 1 priority 105

RouterB (config-if)# standby 1 preempt

RouterB (config-if)# standby 1 ip 10.1.0.3
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A =Xy b AL v FORE |

RouterB(config-if)# standby 2 priority 110
RouterB (config-if)# standby 2 preempt
RouterB (config-if)# standby 2 ip 10.1.0.4

VRRP D% E

A8 — & 0HE 7 1 k2L (VRRP) 1. LAN [ VRRP L—Z 2%t L. 1 B 7138 E ORAE
N—BDEENEFTAF Iy 7 I ZEY Y THRINT 0 haL Ty, ZOEAE ~LVFT 78R Y
7 iz BMEPON—2 PR CAHAEIP 7 RUAEERATE S X 91 LET,VRRP L—F T,
LAN (IZEfi sz 1 DU Eofion—» L#EA LT VRRP 7’1 2V EFEITTH LI ICHES
NEFT . VRRPEETIZ I BONL—FZ N FER~vAZ — L—F L U TREI N LD — F TR
VAL — PR E R LTS EONy 2T T E LTEMEL 9,

VRRP DEH R EHHAIZ.VRRP V—F I3 A4 F VT 4 RNHVET, 774 F VT 41280,
% VRRP Vv — % WEITTHHE & HE~AY — V= BHEELEIE Lt EicEDn L o7 D
EPRZDDPPREESNET VRRP L —F PMRBENL—ZDIPT RLALWYEHA o F—T = A
ADIPT RLADF—F —ThAHEHITIZ. 2O —2 v A2 — L—& L U THRELE
T VRRP L —H MEAE N 77 P —H L U THERET B E 9 O i~ A X — )L—Z )%
BERE A 1L LGB I~ A2 — V=2 Z | & IHF S . 7T A F VT 4 IC Lo THRIES
AVE T vrrp priority 2~ REZEH L T HRBENY 7T v T NV—2 DT T4 F VT 4 H3XIE
T&EFET,

TN TR TV T T AT ZAF—LFARX—T N R>TWET, ZO5AE B —
P AL =R D EVITEBRENTW LN —F RNy 77 v 7ORT LYV W7 I A4
TADRESNTWDLEENL—F Ry 7T v TRREN—F v~ A Z—IZh D ET, 207 )=
VITUATREET 4 =TT HIZIL . novrrp preempt 2~ > REFEHLET, SV =7
VarBRT 4 =T R TV LRI ORI A — L= REE L THP~ A X —
WCRDET B~ AL — =2 2R D KO ITBRS N TV DNy 7T v 7T —Z P~ A
S —DFE AT LET,

AR~ A H — —F X [7 U7 /V—T O VRRP L —# (2 VRRP 7 R/3% A XA N &%
BLET. 7T FREA XA NTIEARBL—F v A2 —DT 74 F VT 4 EAXAT— e mZE
TVRRP 7 RANHZ A XA NI TP Xy NI 7 AL S I, VRRP 7L —7IZHI D JTHR
TP A= a4 TFFXFx AR T RLVRIZEEEINET 7 RARAZ A XX ME T 741
FTIRICTERMESNE T, ZOMMRITRETETT,

VRRP (ZBHF D FMIC oW TIE RO Y 7 2L TS IZEW,
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipapp_fhrp/configuration/15-mt/fhp-15-mt-book/thp
-vrrp.html

VRRP O EFNCOWTIE [: VRRP DR E | 2B L TL &0,

1)
b

X E

OB TIE N—H A LV—H BIIZNETN 25D VRRP ZV—F (I V—F1 & 7 L—75)
WRLTWET, ZORETIE. K7 NV—TIZROFERH Y 7,

TN—"71:

o {AHIP 7 FL A% 10.1.0.10 T,

o W—HAEFTIAFVT 4120 CLZDOITN—T DAL =T £,

o TERREALR A H—=INVT3RTT,

o VT aliEFAR—TNTT,

%5]: VRRP @D
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1)

| A—FFy b XA o FOBRE

T N—75:

o N—HBIETTAFVT 1200 C.ZDTN—T DAL =T ET,
o T RREAX A BZ—rLF 30T,

o VT yaliFAF—TNTT,

RouterA (config)# interface GigabitEthernet 1

RouterA (config-if)# ip address 10.1.0.2 255.0.0.0
RouterA (config-if vrrp 1 priority 120
RouterA (config-if vrrp authentication cisco

RouterA
RouterA

config-if
config-if

# 1
# vrrp 1 timers advertise 3
# vrrp 1 timers learn

# vrrp 1 ip 10.1.0.10
# vrrp 5
# 5
# 5
#
#

RouterA (config-if
RouterA (config-if priority 100
RouterA (config-if vrrp timers advertise 30

RouterA
RouterA
RouterA

config-if
config-if
config-if

vrrp timers learn
vrrp 5 ip 10.1.0.50
no shutdown

) #
)
)
)
)
)
)
)
)
)

RouterA (config-if)# end

RouterB(config)# interface GigabitEthernet 1
RouterB (config-if)# ip address 10.1.0.1 255.0.0.0
RouterB (config-if vrrp 1 priority 100

(

(

( ) #
RouterB(config-if)# vrrp 1 authentication cisco
RouterB (config-if)# vrrp 1 timers advertise 3
RouterB (config-if)# vrrp 1 timers learn
RouterB(config-if)# vrrp 1 ip 10.1.0.10
RouterB (config-if)# vrrp 5 priority 200
RouterB (config-if)# vrrp 5 timers advertise 30
RouterB (config-if)# vrrp 5 timers learn
RouterB (config-if)# vrrp 5 ip 10.1.0.50
RouterB (config-if)# no shutdown
RouterB (config-if)# end
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PPP over Ethernet & NAT DX E

ZDETIE. Cisco900 ¥V — X H—E X H ML — Z (ISR) T IE T & % Point-to-Point Protocol
over Ethernet(PPPoE) 7 7 A 7 > P B L UFR v b U—27 7 F L A4 (NAT) ODREEIZ SV TR
E)q [_/ i To

N—H2 DIEHRD LAN ([ZIX D PC 2HH CEET . 2 NHLDPCINLD NT 7 4 v 71X
PPPoE t v ¥ g VIZEETHRNCHE SALR 7 AV Z ) o T ERITHOENTEET X 5-1
IZ.Cisco /b —ZIZPPPoE 7 A 7 b & NAT Wi E SN — BB E T U A& R LET,

X 5-1 PPP over Ethernet & NAT

@
S @ e
| ©®

< (7
< )

Y

i
=
®

121753

BEOFXY NI~ TARAL AT AT vy T Ty T My T PCAL v F

77 AR A=Y %Y FLAN A VX —7 = A A (NAT DNEA X —7 = A R)
PPPoE 7 A 7 > I :Cisco 900 ISR

NAT NETSNDHHRA b

77 AR A =¥ Fy b WAN A > X —7 = A A (NAT OGS A > 2 —T =4 A)
=T T LETNEA U F— Ry MIER L TV Ao —N

7 747 k& PPPoE H—/ 3[l] D PPPoE & > ¥ =

N | QNN R W N -
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B < Fy N FPIAR—FNFAYAT v 7 Xy hT—7 FA—FEREORTE

PPPoE

N—% EDPPPOE 7 AT v MEBEIZL Y A —V Ry b A ¥ —T A ATDPPPoE 7 7 A4
Ty PR—INARBICARDET ARBT 7 A0 70 —= 123 FATYT A —T =
AABRBERTHIVLERHY 3,4 — 47‘?/%4/5?~714xa:ai\%§i&@PPPoE7’7‘4’7
Vh By a v ARECEEIN By a T EICHEOEA YT A E—T = A AL BIE
DEAYT P—NEMEHATLILERNDY £,

PPPoE & 3 = > Cisco 860 F 721% Cisco 880 ISR IC L » T/ T4 7 v MAUATEBENET,
FESLENT-PPPOE 7 9 A4 T v h By a I ROWTNILDHETKR T TEET,

+ clear vpdn tunnel pppoe =~ R& AJJT 5, PPPoE 7 74 7 b By a BT L,
PPPoE 7 T A4 7 > MITEBHIZEy v a v OFELEZRAET By v a v BE A LT T b
LEESAICh . o ENREA L £,

o Bwv v a %27 U T F 5213, no pppoe-client dial-pool number 2~ > K& AFJLET,
PPPoE 7 7 A4 7V NI By ¥ a VOB EZAALET A,
NAT

NAT (Cisco /b— % OUHIZ SR THRR) X2 2D T KLU AFRE %4 VEWEBEEILT KL A &R
LETEETLV A ML Ay FRXy N =2 28D X5 @B+ 0N EXZSHLET,

REVEHE

ROVEHEFITLTC. 2Oy NIV —7 v F VA ERELET,

o N—F X)L TITAR—KNFAYNLT v7T 2y NI—T TN—TEEOHE

o A=V XY NWANA U H—T = ADEE

o AAXT AU H—T A ADHKE

o Xy NU—F T RUVAZEHDOZHRE

ZOREZ AT OFRERZRTHNLREF 7 > a (50 R—=I) RSN THET,

N O ~— K) N O D
N—F )V T TAR—FNEFZAYNLVT VT Xy hT—7F
> (o] —Y
TN—TEESDERTE
N—=TF )V TITAR=F ZAXYNLVT v 7 v 8T —27 (VPDN) ZRET D & EEOI T4 T
VEBTIODIPT RLAZFEHLTA—Z 2N L TCHBETEXAL5IChR0 £,

ROPIT VPDN 2R ET 5 HiEERLET,

Router (config)# vpdn enable

Router (config)# vpdn-group 1

Router (config-vpdn) # request-dialin

Router (config-vpdn-reg-in)# protocol pppoe
Router (config-vpdn-reg-in)# exit

Router (config-vpdn) # exit
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A—F%y F WANA > 5—7 = 2nE M

N =N ) T
A —YV Ry FWANA U F—T =4 ZADFRE
ZDLF U FTILPPPoE 7 T A4 7 2 bk (Cisco b—Z) D . NHEBLUOINEA v Z—T =14 AD
10/100/1000 Mbps A —H R > b £ VX —T = A A LHE L E T,

WOBFT. 77 AR A=Y Ry N WAN A v F—T =2 ADHRTEHFEERLET,

Router (config)# interface gigabitethernet 4

Router (config-if)# pppoe-client dial-pool-number 1
Router (config-if)# no shutdown

Router (config-if)# exit

A—PXy FMEREBBIRAVTF U R

A—HFy FVEHAERBIOA T T ZAOAM) T A=V Xy b AR Z =7
*v hU—=27 (MAN) B LA —H %> h WAN OF@E . T=X VT b T TN a—T 47
OizdO 7 1 k23T BB S AT AR B (OSD T VDT —4% U 7 @ogLint >
var P T LAY EMEHALET, 2070 b a il ko THRIELEN D OAM OREREIZIX. T 1 A
ANV Vo r '£=42Y 7 VE—MEERM Y E—F V—7y 7 BILT Cisco
Proprietary Extension (2 A 2l { OJRIEHERE) 288 0 £ 7,

A —%F v b OAM OFFTE L OHERAE HIZ >V Tl k@ URL [ Using Ethernet Operations,
Administration, and Maintenancel]% 2 L T 72V,

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/cether/configuration/15-mt/ce-15-mt-book/ce-oam.
html

> h— N =y

FAXYT A F—T =24 ADKE
BAXT A H—T 24 AI T 74N ONV—T 4 ITER. DT ENMET B h 2L BLO
ERTL2HAYT TN 8 IV TAT U MDD RNT T 47 BT 5 HEERLET,
HAXYT A v B =T =2 AFMWET 7 8AOD /v —=v JIZhHAEINET, 77 A b A —
PRy M A B =T 2 A AL BEHEDOPPPE 7 T4 T b By a U ARETEETHN,
Yy ar T EIBMEOE AT A B =T A ALRPED T A YT TV E T DM
N ET,
KOPIT N—F EOFHTEY h A —=H Ry NLANA VU Z—T =2 AD 1 DIZHATT A
=T =2 AR ETHHEEZRLET,

config)# interface dialer 0

config-if)# ip address negotiated

config-if)# ip mtu 1492

encapsulation ppp

ppp authentication chap

dialer pool 1

config-if dialer-group 1

config-if)# exit

config)# dialer-list 1 protocol ip permit
config)# ip route 10.10.25.2 255.255.255.255 dialer 0

Router
Router
Router
Router
Router
Router
Router
Router
Router
Router

config-if

)
)
config-if)
config-if)

)

#
#
#
#
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B 5o rv—7 7 FLRABROBE

Fy NU—27 T RUVAEHOHRTE

Fv U= T RUVAEEBNAT) I XA YT A v —T =2 AZEo>THEIDV Y TN
00—V T RLAEER LT HEEDT 7R VA MI—EHTET RLVARLDO/Nry N&2E
L ET HNEA L Z—T oA ZE N L TN —FICRZE LAYy F JL—EZ 0B RE ST
Ty METIXZEDOW GO/ MZOWT RIEER T RLVAEWMMNT 78 A U R NTHERIN
FTNATIZIZ AXT 47 T RVAEBMEZ A FTI v T T RUVAEBRERE T ET,

ROPIT FAF Iy 7 NAT L THMBF AT E Y b £ —H Ry N WAN A F—T = A X
ERETHHEERLET,

Router (config)# ip nat pool pooll 192.168.1.0 192.168.2.0 netmask 255.255.252.0
Router (config)# ip nat inside source list 1 interface dialer 0 overload

Router (config)# interface vlan 1

Router (config-if)# ip nat inside

Router (config-if)# no shutdown

Router (config-if)# exit

Router (config)# interface gigabitethernetl Router (config-if)# ip nat outside
Router (config-if)# no shutdown

Router (config-if)# exit

Router (config)# access-list 1 permit 192.168.1.0 255.255.255.0

WIHRT v T — b A B =T 24 AL EBITNAT 2T 21T NV—T RNy T 4 H—
T2 A RAEBRETDVNERNDLYET N—T NN T =T A ADREDFEMIZ OV T,
FIEIN—FOERRE I 2SR LT EIN,

WOBREPNL. ZOZE T L7 PPPOE > F U 4D 7 4 Fal—ray 774 LO—E%
RLTWET,

VLAN A > X —T =2 A ADIP T FLA1F192.168.1.1. 7 % v ;b ¥ A7 1% 255.255.255.0 T4,
NAT [ EAMTICERE SN TWET,

[(default) ] D~ — 7 BfFNTUW D 2= 2 K, show running-config =~ > K& E(T4 25 L HE)
I ER SV ET,

vpdn enable

vpdn-group 1

request-dialin

protocol pppoe

|

interface vlan 1

ip address 192.168.1.1 255.255.255.0
no ip directed-broadcast (default)
ip nat inside

interface gigabitethernet 4

no ip address

no ip directed-broadcast (default)
ip nat outside

pppoe enable group global
pppoe-client dial-pool-number 1
no sh

B Cisco900 ) —X J—ERFRBNV—F YT hY =T av 74 Fal—Lavy ILF



| PPP over Ethernet & NAT OFXE

B TE DT

!
in
ip
ip
en
Pp
di
di
!
di
ip
ip
ip
ip
ip
!

wiep W

terface dialer 0
address negotiated
mtu 1492

capsulation ppp

p authentication chap

aler pool 1

aler-group 1

aler-list 1 protocol ip permit

nat inside source list 1 interface dialer 0 overload
classless (default)

route 10.10.25.2 255.255.255.255 dialer 0

nat pool pooll 192.168.1.0 192.168.2.0 netmask 255.255.252.0
nat inside source list acll pool pooll

PPPoE 7 7 A 7 > k & NAT O E % il 7 5 I1Z1L. ¥ EXEC & — R T show ip nat statistics

ha

RO
To

Y R LETROFIO LS RO NFRENET,

uter# show ip nat statistics
tal active translations: 0 (0 static, 0 dynamic; 0 extended)

Outside interfaces:

gigabitethernet4

Inside interfaces:

Hi
CE

Vlanl
ts: 0 Misses: O
F Translated packets: 0, CEF Punted packets: 0

Expired translations: 0
Dynamic mappings:

[1

Inside Source
d: 1] access-list 1 interface Dialer0 refcount 0

Queued Packets: 0
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DHCP 35 XX VLAN IZ X % LAN O E

Cisco 900 ¥V — X H— v A fHEA AL —Z (ISR) L. WEE LAN & VLAN Oili T/ 947 b &
HAR— K LEF, % /L—# 1% Dynamic Host Configuration Protocol (DHCP) ZfiH LT, Z D X 9
Xty NU—27 BlZH D% —RIZH LT IPHREDODHHEID Y TE A Rr—T M TEET,
6-1 12 L —FEBELU2 20D VLAN %41 L THEft S 172 2 DO EE LAN O — %) 72 i il il %
i_\‘[_/ij‘o

X 6-1 Cisco /b —2 TDHCP PZIE I 17 BPEE L ORETLAN

92339

1 [Z77Z2F A =%y NLANBEHOR Yy hT—27 T34 R)

2 (Mo —Fy MRSV —2 B X O DHCP %—/3(Cisco 900 ¥V — X 7 7 & &
JL—4&)

VLAN 1

VLAN 2

DHCP

DHCP 3. RFC 2131 IZFBA SN TWD X 7T FLRE VY TIZTy FA4 T MYP—RET L
AL TWET, EHHE T Cisco900 U — X L—& % DHCP H— & LCEET A L9
RETEET, ZOREIPT FLADOED YT Lo TCP/IP BAEOHREHFHRE Y —27 AT —
a VICHRME L9 DHCP 2EH 5 & IP 7 RLAZK 7 AT MCFEITED Y TH L
WIOEEEELS ZENTEET,

Cisco 900 ') —X J—ERJFEBN—F YT by =T av 7 Fal—varyI4F R



DHCP 3L T8 VLAN £ & % LAN 0% E |

W pHCP OBFE

()

DHCP O

DHCP — OB ETIL. =07 a7 4 KR —BLXORDHCP 7> 3 VERET D
ERHD E9,

=TT RT 4 BETT HIAEITIE Network Registrar 7 —# X—Z /)1 HD A7 4 ¥ 2
L=y gy 7—=4 T =R ) u— N O50ERH D £,

VLANSs

Cisco 900 >V =X 77 A L—Z T VLAN R ETE 24 ODFHE Y b f —F K v b
R—bzHR—FLET,

VLAN IC L » T, 22—V OWEAN 2 BT £ 7213 LAN 5 CBR R Ry NU—2 Za—%F0
MELN—TIINELTCELDBZENTEET,

REVEHE

ROEHEEFITLTC. 2Oy hIT—7 v F VA ERELET,
« DHCP O E

e VLAN OE

ZOEDOEKFIETIL. V—F ORABERE NAT IZ & 5 PPPoE £ 721X PPPoA 4 CIZHEL TV
HZELEFRELET, INOOERTCIEEEETLTOARWVWSEAICEEHL TW A L—Z I
CCHEIEIN—FDEARETE L 5 ZIPPP over Ethernet & NAT DR TE I Z SR L T E W,

TE
WOFNL. ZOZETHP L CE/-DHCPRTED AL 7 4 Fal— gy T A LDO—E%E2RL
TWET,

Router (config) #
Router (config)#
Router (config) #
Router (config)# ip dhcp pool dpooll
Router (config-dhecp import all
Router (config-dhecp network 10.10.0.0 255.255.255.0
(
(
(
(

ip domain name smallbiz.com
ip name-server 192.168.11.12
ip dhcp excluded-address 192.168.9.0

#
Router (config-dhcp)# default-router 10.10.10.10
Router (config-dhcp)# dns-server 192.168.35.2
Router (config-dhcp)# domain-name cisco.com

#

) #
)
)
)
)
Router (config-dhecp)

exit

DHCP ZEZERTHIZIF KO a~vr REFEHLET,

+ show ip dhep import: DHCP #— /N 5 — 2 RX— I A V' R— FN SN A T a DT X —
ZaeFrLET,

« show ip dhep pool:DHCP 7 R L A F—/LIZBT A2 Fr L E7,

+ show ip dhcp server statistics: 7 KL A2 77— /LB LA T 4 > 7 O¥/p £ O DHCP % —
ANHEHEHRE RS LET,

Router# show ip dhcp import
Address Pool Name: dpooll

Router# show ip dhcp pool
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VLAN DF

vLAN oz B

Pool dpooll

Utilization mark (high/low) 100 / O
Subnet size (first/next) 0/ 0
Total addresses 254
Leased addresses : 0
Pending event : none

1 subnet is currently in the poo
Current index IP address range
10.10.0.1 10.10.0.1

Leased addresses
- 10.10.0.254 0

Router# show ip dhcp server statistics
Memory usage 15419

Address pools
Database agents
Automatic bindings
Manual bindings
Expired bindings
Malformed messages
Secure arp entries

O O O O O o K

Message Received
BOOTREQUEST
DHCPDISCOVER
DHCPREQUEST
DHCPDECLINE
DHCPRELEASE

DHCPINFORM

O O O O O o

Message Sent
BOOTREPLY 0
DHCPOFFER
DHCPACK
DHCPNAK
Routert

o O O

P
X IE

WOH|IT, L—4%TVLAN ZRETHHEEZRLET,

Router (config)# vlan 2
Router (config)# exit

VLAN ~D A A v F Rm— rDOEY BT

WOBI T VLAN IZAA v F R— b &2E|D Y THHEEZRLET,

Router (config)# interface gigabitethernet 2

config-if)# switchport access vlan 2
config-if)# end
config-if)#

VLAN 207 4 X2 b —2 g VEERTHIE RO~ REeEALET,
e show:VLAN T —H# X—ZA £ — FNH AN LET,REINTZTTD VLAN DR EHFHRD
WEAFRLET,
« show vlan-switch: f# EXEC € — KL AN LE TR E I 729X TD VLAN DOFEHTE
WAEFRRLET,

Router
Router

Router
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W VLAN OBFE

Router# vlan database
Router (vlan)# show

VLAN ISL Id: 1
Name: default
Media Type: Ethernet
VLAN 802.10 Id: 100001
State: Operational
MTU: 1500
Translational Bridged VLAN: 1002
Translational Bridged VLAN: 1003

VLAN ISL Id: 2
Name: VLAN0O0O2
Media Type: Ethernet
VLAN 802.10 Id: 100002
State: Operational
MTU: 1500

VLAN ISL Id: 3
Name: red-vlan
Media Type: Ethernet
VLAN 802.10 Id: 100003
State: Operational
MTU: 1500

VLAN ISL Id: 1002
Name: fddi-default
Media Type: FDDI
VLAN 802.10 Id: 101002
State: Operational
MTU: 1500
Bridge Type: SRB
Translational Bridged VLAN: 1
Translational Bridged VLAN: 1003

VLAN ISL Id: 1003
Name: token-ring-default
Media Type: Token Ring
VLAN 802.10 Id: 101003
State: Operational
MTU: 1500
Bridge Type: SRB
Ring Number: 0
Bridge Number: 1
Parent VLAN: 1005
Maximum ARE Hop Count: 7
Maximum STE Hop Count: 7
Backup CRF Mode: Disabled
Translational Bridged VLAN: 1
Translational Bridged VLAN: 1002

VLAN ISL Id: 1004
Name: fddinet-default
Media Type: FDDI Net
VLAN 802.10 Id: 101004
State: Operational
MTU: 1500
Bridge Type: SRB
Bridge Number: 1
STP Type: IBM
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viaN o B
VLAN ISL Id: 1005

Name: trnet-default

Media Type: Token Ring Net

VLAN 802.10 Id: 101005

State: Operational

MTU: 1500

Bridge Type: SRB

Bridge Number: 1

STP Type: IBM
Router# show vlan-switch
VLAN Name Status Ports
1 default active Fa0, Fal, Fa3
2 VLAN0002 active Fa2
1002 fddi-default active
1003 token-ring-default active
1004 fddinet-default active
1005 trnet-default active
VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans?2
1 enet 100001 1500 - - - - - 1002 1003
2 enet 100002 1500 - - - - - 0 0
1002 fddi 101002 1500 - - - - - 1003
1003 tr 101003 1500 1005 0 - - srb 1 1002
1004 fdnet 101004 1500 - - 1 ibm - 0 0
1005 trnet 101005 1500 - - 1 ibm - 0 0
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CHAPTER ;

LAY 3IA L EZ—T = A AZATDIDBERED

Z DO TIL.Cisco 900 —EZHATNL—H (ISR) DAV R— R FHTEY b A —F %y LA
FI3IR—FCTHR—FEINTWD IDBEREIZHOW T LE T,

ZOEONFIZ RO EBY TT,

. mﬁjﬂz&(w ~N—=)

o A— M OFHILREDOHIHE (61 ~—)

o« T L XTI ILEEGE(63 —)

o KA K E—F(63 =)

o« =T T I EA(64 )

« Control-Direction (Wake-on-LAN) (64 ~—7")

o HFTHREET ZE AHIHEY R k(66 ~=2—7)

o XWru—KRHEETZERX arbha—i U R K66 2—)
o T4 NHID EIFARIMTET 7B AHIEY A (66 X—)
s IPTNRAARTwFL7(66X—)

(%) T VT 4 INVERGE (T 7 ARGERFEANA N A FE T2 AAA RIAR Y o — & I D) 13 4>
AR—=RFKXHTEY P A—HF Ry b LA Y3IFR—FDIDEEEZTFR—FLTWVERTA,

IDREIZ. SFEIFRBHEOD U R AR MBI P2 —PICH LI EIER T A T ORFES1E
ZYR—FLTWET, EWZEKRD 2 OO FEMEFHEHET,

« IEEE 802.1X
° MAC uL,nE/\/r/\X(MAB)
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=

IEEE 802.1X DR E

& D5 T Cisco 900 ISR T IEEE 802.1X Z iR ET 5 ika s LE T,

Router> enable

Router# configure terminal
Router (config)# interface gigabitethernet 0

Router (config-if)# authentication port-control auto

Router (config-if)#dotlx pae authenticator

Router (config-if)# end

Router#

K E & W1 5 121X show authentication sessions =~ > & H L £,

Router#show authentication sessions

Interface

Routerf#fshow authentication sessions interface Gil

MAC Address
Gil 000d.e105.c771 dotlx DATA

Method Domain

Interface: GigabitEthernetl
MAC Address: 0201.0201.0201
IP Address: Unknown
User-Name: testUserl
Status: Authz Success
Domain: DATA
Oper host mode: single-host
Oper control dir: both

Authorized By:
Vlan Group:

AAA Policies:
Session timeout:
Idle timeout:
Common Session ID:
Acct Session ID:
Handle:

Runnable methods list:

Authentication Server
N/A

N/A

N/A
03030303000000000000BA04
0x00000001

0x6D000001

Status
Authz Success

Session ID
03030303000000000000BA04

Method
dotlx

State
Authc Success

Router#

MAC F8FE/NA /XA (MAB) DR E
WOHIT MAB 2% €T D HiEEZ R~ LET,

Router> enable

Router# configure terminal

Router (config)# interface gigabitethernet 0

Router (config-if)# authentication port-control auto
Router (config-if)# mab

Router (config-if)# end

Routert#

HIE & W1 5 121X show authentication sessions =~ > R&fHH L £,

Routerf#fshow authentication sessions

Session ID
0303030300000004002500A8

Interface MAC Address Method Domain
Gil 0201.0201.0201 mab DATA

Status
Authz Success
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Router#fshow authentication sessions interface Gil

Interface:

MAC Address:

IP Address:
User-Name:
Status:

Domain:

Oper host mode:
Oper control dir:
Authorized By:
Vlan Group:
AAA Policies:

GigabitEthernetl
0201.0201.0201
Unknown
02-01-02-01-02-01
Authz Success

DATA

single-host

both

Authentication Server
N/A

Session timeout: N/A
Idle timeout: N/A
Common Session ID: 0303030300000004002500A8
Acct Session ID: 0x00000007
Handle: 0x3D000005
Runnable methods list:
Method State
mab Authc Success

Router#

N— k ®mu\niE'{kﬁl?®ﬁ§U1ﬁ]

A— FERREE AT 51T

 force-authorized : IEEE 802.1X % #5hiZ L C . ZRFEAHL 2 F R 7712

T ROFGEEZHEHLET,

H— roREREoHE W

— }‘ ffmunﬂi(ﬁ%'{k

BITSHEET, R— %i7?47y1®HmeMXm~xwﬁ%ﬁb¢‘ %®%7
74/7%£ hbi¢

 force-unauthorized: 7 7 4 7 > MI X BFRFEORA % T XTHEM L, A — b & RiBFERE
I A >/f7‘—‘7731/(»7V§1HH’:i7 FTAT v MIRFFY— B XA 24T

EFFICLET N—H

ES VR

« auto:IEEE 802.1X ZiF&# AN L T AR — k& KR

PORLIRIE THAAA L £ 97, AN — Mt Tisz

{§ T& % ®™X Extensible Authentication Protocol over LAN (EAPoL) 7 L — A DA T, R —
FNDY U IIRIENR T T L inD T FIZBITT %2> EAPoL-Start 7 L' — A& (53 % & G83
T ARMBEINET NAV—FIX I TA T ROID ZER L. 7 T4 T b ERGEY—
NEOHMTHRIEA v =DV L—%BRME L ET, L—ZIL, 7'74'7/ D> MAC 7 R
AEWHALTC Ay NI~ T BRERLDE I TAT o be BB LET. 7274
7 ]\Z))IE% \—munﬁéﬂék N — Fb‘muuﬁ(ﬁ%"@fﬁi wwan‘hﬂﬁéﬂfk_7 FAT R
MHEDET7 L—LIIAR— MEHTHTEIND K527 U FIRREN KR LG E . AR — b
T AT AT — PO FEETT R BIEEBERITTEET,
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OB T, R —

Router> enable

FRRERIEDOHIEH 2R ET 5 HiEE TR LET,

Router# configure terminal
Router (config)# interface gigabitethernet 0
Router (config-if)# authentication port-control {auto | force-authorized |

force-unauthorized}

Router (config-if)# mab
Router (config-if)# end

Router#

AN— R FRIEIREE DO HIME A WeFR 9 5 121X show authentication sessions =~ > K & show dotlx =~

Y REMHLET,

Router#show authentication sessions

Interface

MAC Address
Gil (unknown)

Method Domain
dotlx DATA

Status

Router#fshow authentication sessions interface gil

Interface: GigabitEthernetl
MAC Address: Unknown
IP Address: Unknown
Status: Authz Success
Domain: DATA
Oper host mode: single-host
Oper control dir: both
Authorized By: Authentication Server
Vlan Group: N/A
Session timeout: N/A
Idle timeout: N/A
Common Session ID: 030303030000000A002CFCBC
Acct Session ID: 0x0000000D
Handle: 0x7C00000B
Runnable methods list:
Method State
dotlx Authc Success

Authz Success

Session ID
030303030000000A002CFCBC

Router#fshow dotlx interface g0
Dotlx Info for GigabitEthernetO

PAE = AUTHENTICATOR
PortControl = FORCE_AUTHORIZED
ControlDirection = Both

HostMode = SINGLE HOST
QuietPeriod = 60

ServerTimeout =0

SuppTimeout = 30

ReAuthMax =2

MaxReq = 2

TxPeriod = 30

Router#show authentication sessions

Interface MAC Address Method Domain
Gil (unknown) dotlx DATA

Router#show authentication sessions interface gi0
Interface: GigabitEthernetO

Status
Authz Failed

Session ID
0303030300000009002AB7FC
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T VXV INERE

MAC Address: Unknown
IP Address: Unknown
Status: Authz Failed
Domain: DATA
Oper host mode: single-host
Oper control dir: both
Session timeout: N/A
Idle timeout: N/A
Common Session ID: 0303030300000009002AB7FC
Acct Session ID: 0x0000000C
Handle: 0x8B00000A
Runnable methods list:
Method State
dotlx Authc Failed

Router#show dotlx interface g0
Dotlx Info for GigabitEthernetO

PAE = AUTHENTICATOR
PortControl = FORCE_UNAUTHORIZED
ControlDirection = Both

HostMode = SINGLE_HOST
QuietPeriod = 60

ServerTimeout =0

SuppTimeout = 30

ReAuthMax =2

MaxReq =2

TxPeriod = 30

7 LR T IVEREE

7 L X T IVEEE /—/7/*//? BREATHE . 2—PiL V—% R— b TRIEFTEDTRTE
i — 2B L RBREHEEEIT T IEF2EETE£9,

VA NS EX

T X VT NREEOREDFHEAMIONTIZ RESHL T IZI W,

http://www.cisco.com/c/en/us/products/collateral/ios-nx-os-software/identity-based-networking-servic
e/application_note_c27-573287.html

ARARE—F

o AR—=RFXFHTEY b A=V Ry F LAYIFR—FDIDEETIT. OV ITNAFEARN T—FD
BRYFE—RFEINTWET, VKRR N F— ROEA IEEE 802.1X kiED /L —% F— ~C
B TED0X 1 2D ATV FOARTT —FIL HR—bDY 7 IRENT v FITE{L L
72E X EAPOL 7 L — A B EETHZ LWL ToI T4 T eHBLET . 2 94T bR
0 A7 LESGE ERENO Y T4 T v NMIBRbos e A V=X A= DY T REER
& '7/ :ETE L\T‘_‘ ]\ iiﬁmunﬂzfﬁi e x-)j:%D iﬁ‘o
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B —7 77t

=7 T A

=T TR AR E T D E. 7 TA T v N EIIT A AL RAENEIT SN DRI
Xy NT—2 T RAZRGTE T, ZOKGEIX, FIC7 — MaTSFEITEREE (PXE) > U 4T
BT, 2DV F VLTI T AL AN PXERZ A LT 7 T ARENCHR Yy NT—=J1ZT 7k A
LTIV A bR EENDIT—FA[REA A=V X o — RT3 0ENHY 9,

I =T T I ERADOFEE

WOHIT A= T I AERETLHHEEZTLET,

Router> enable

Router# configure terminal

Router (config)# interface gigabitethernet 0
Router (config-if)# authentication open
Router (config-if)# end

Router#

Control-Direction (Wake-on-LAN)

JL— % 5 Wake-on-LAN (WoL) {Z & 5 IEEE 802 IX #BiE 2 L CWA A NL—X T .~V v T
Ry begie b7 7 4 v 7 B RFBFED IEEE 802.1X AR — MIHEE L F9, R — F 2SN RZRFIED

fl. A4 v FTIE . EAPoL X7 NUSNDATI N T 7 4w 770y 7 LT 7.8 A& MEs
ey VEZETEEIN. Ny 22Xy NU—TNOMDOT N, RZEET A LT TEE
A,

Control-Direction (Wake-on-LAN) DX E

R D) T, Control-Direction (Wake-on-LAN) Z iR &9 5 FiEEZ R L F9,

Router> enable

Router# configure terminal

Router (config)# interface gigabitethernet 0

Router (config-if)# authentication control-direction both
Router (config-if)# end

Routert

7 7 4 /L k@ control-direction setting-both % fi38 7~ % (21, show authentication sessions =~ >
K& show dotlx =2~ RZ{EH L £9,

Router#show authentication sessions interface Gi0
Interface: GigabitEthernetO
MAC Address: 0201.0201.0201
IP Address: Unknown
User-Name: testUserl
Status: Authz Success
Domain: DATA
Oper host mode: single-host
Oper control dir: both
Authorized By: Authentication Server
Vlan Group: N/A
AAA Policies:
Session timeout: N/A
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Idle timeout:
Common Session ID:
Acct Session ID:

N/A
03030303000000000000BA04
0x00000001

Handle: 0x6D000001
Runnable methods list:
Method State
dotlx Authc Success

Router#

Router#show dotlx int g0
Dotlx Info for GigabitEthernetO

PAE

PortControl
ControlDirection
HostMode
QuietPeriod
ServerTimeout
SuppTimeout
ReAuthMax

MaxReq

TxPeriod

authentication control-direction setting-in % fifé

= AUTHENTICATOR
= AUTO

= Both

= SINGLE HOST

= 60

=0

= 30

=2

= 2

= 30

show dotlx =~ RZ2{EH LET,

Router#show authentication sessions interface gi0

Interface:

MAC Address:

IP Address:
User-Name:
Status:

Domain:

Oper host mode:
Oper control dir:
Authorized By:
Vlan Group:

AAA Policies:
Session timeout:
Idle timeout:
Common Session ID:
Acct Session ID:

GigabitEthernet0
0201.0201.0201
Unknown

testUserl

Authz Success

DATA

single-host

in

Authentication Server
N/A

N/A

N/A
030303030000000C00310024
0x0000000F

Handle: 0x8C00000D
Runnable methods list:
Method State
dotlx Authc Success

Router#show dotlx interface g0
Dotlx Info for GigabitEthernetO

PAE

PortControl
ControlDirection
HostMode
QuietPeriod
ServerTimeout
SuppTimeout
ReAuthMax

MaxReqg

TxPeriod

= AUTHENTICATOR
= AUTO

= In

= SINGLE_HOST

= 60

=0

= 30

= 2

= 2

= 30

Control-Direction (Wake-on-LAN)

2845121 show authentication sessions 2~ K &
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W =T 2 e AE#@Y X b
HRTERIET 7 B RAEHE Y R K

Open-Access A Y A R — /L ENTWALEAE.T 74NV NOR— 7 72 AH|#H U A k (ACL) %
A=t T A=A TRETDH LM LET ACL 2T 5L = FRA  MEIIP T
R ADOEG E ETICHNERE/NROR Yy NT—2 772G TEE T,

HRTERIET 7 B RAEIEY 2 NORE

ACL OFFIHEDFEMIZ OV TR REZSH L TLEEW,

http://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst6500/ios/12-2SY/configuration/guide/sy_s
wceg/port_acls.html#wp1039754

Foyrou—RuEgE7 7R aryta—iL U Xk

X7 m— RA[fE7e ACL X dACL & & FEEALE . dACL Z#7R — b TENMES B 221 IP 7 /31
ARNT XU THEEEZANCL A — MBI TNDIZ U RARA Y MIIP 7 KL AEZHED

WCHMHENDHY F3, 78— F TOFEFEH . show ip access-list privileged EXEC =2~ >’ % {i [

LT R—hMZHF v rae—RL7=ACL #F/rLET,

T A4NVEID EI3A4FINET 72 A Y R B

T4NAZIDHAACL & LTHSREL E TN A —k v T 47— ZIZACLa~<y RBARESNLTH
FT RGE R BLOT U T 4 T (AAA) X A —F T 4 r— X2 ACL D4 i Z R
LET,

IPTRARA RNToFT

dACL BX U7 4 V7 IDBEEEZ H DT T DITIXIP T NA A N T v X U THREN ML ETT T

NAATAACL £721 37 4 NMZ ID 2707 7 AT 521 IP 7 RUANRKETTIP 7 /31 A

N7 XTI RET DTN AD IP 7 KL A % Enterprise Policy Manager (EPM) & ¥ = — /L
R LET, ZDOIP T KL A% dACLIZIEMNT 2 Z LI L Y =2 —F T2 dACL VA H# X
nEJ,
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CHAPTER 8
X2 )T 4 BEREDRE

Z DE T, Cisco 900 ¥V =X $—EAHAML— X (ISR) TOEF = U 7 1 HEEEDOBRE Sk
WOWTHHLET, ZOBEBONEIZ RO LD TT,

« SSL VPN D% IE (67 ~—)

REE AT T T 4 2 7 (68 =—)

AutoSecure DF%E (68 ~—)

TIEA VA RDOHRE 69 L—)

Cisco I0S 7 7 A 7 U 4 — /L DK TE (70 ~X—)

o VU R—=ZA RV V— T AT T —/L(70 =)
Cisco 10S TIPS DF%E (71 ~X—)

o« AT UYDT 4NEY T (T] =)

s VPN OFRE (71 <—72)

o HAFI v <NFIRA Lk VPN ORE (74 =—)
+ Group Encrypted Transport VPN D% E (74 ~<X—7)

o A=Y Xy N XX TITEITDH SGT(74 X—)

o b Yy AN—TFy h RY T (15 =)

SSL VPN O E

CISCO I0S Y 7 k7 = 7 @ Secure Socket Layer Virtual Private Network (SSL VPN; &% = 7
Ty b b AXY NN=F ¥ )L T T A=K Ry hT—7 )HE (WebVPN & HIEEN D) #HHT 2
EUVE—F =W EFOLIRGEHICVWTH A X —Fy b EDLSZ X —T T4 X Ry
N =27 7 ATERLIICRVET, ) E—F 727 &AL, SSL %fitn® SSL VPN 77— k
T A E N L TREINTWEST,SSLVPN ¥ — b7 = A I2X D UE—F 2—H T Web 77
Y EHEH L TEF 2772 VPN b RV EFESLTE £9, 2 OBEIL. XA 7 4 7 HTTP over
SSL(HTTPS) 7' 7 7 ¥R — R & L T ELAWV Web U YV —Z2F KT Web it 7 7'V & —
Ta VBT VB ATE LR YY) 2 —2 g VEFEHR LET,SSLVPNIZ. 72 A4 T
MR T TAT UM TN bRV T TAT b BR— O 3FED SSL VPN 7 7 & A
E— REffiLET,

SSL VPN &% & DFEAMIZ DWW CiL k@ URL TISSL VPN Configuration Guide, Cisco 10S Release
ISM&T]EZRL TS 2S00,
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_sslvpn/configuration/15-mt/sec-conn-sslv
pn-15-mt-book/sec-conn-sslvpn-ssl-vpn. html
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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_sslvpn/configuration/15-mt/sec-conn-sslvpn-15-mt-book/sec-conn-sslvpn-ssl-vpn.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_sslvpn/configuration/15-mt/sec-conn-sslvpn-15-mt-book/sec-conn-sslvpn-ssl-vpn.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_sslvpn/configuration/15-mt/sec-conn-sslvpn-15-mt-book/sec-conn-sslvpn-ssl-vpn.html

X2 YT A HBEORE |

N g sa.7r7o7407
%gﬁ\nq:j‘ 77:7‘7/7‘/( v/

SEEFR T AT 4 VT (AAA) Ry U —27 X2 T 4 B—ERFI N—ZIZT 7R
OV b —LVERETAHEOOEER 7L —L U — 7 2 L4 FiFT. 2 /A B LU
AT— R XA Tl HRERBILWEE A vE—2r 7O FR— N B L@ERT5EF%=
V74 7a haVls Okl a—Y 23T 57200 FikzRgt UE 3, 7 i 1 BIR Y

DOFFARKE T —EARCHT DA K=V T D277 b URA MBI 7 741,
22— TN —T DY R— M IP. A H—Fy NT—7 Xy L (IPX) , AppleTalk U €— b
77 A(ARA) . BX DO Telnet DY R — R E VE—FTI7EAZa ha—T52D0Dk
BERMLLET . T U T 0 7T 2 — kA, BlAARER &K T REL) FE T2~ R(PPP 72
E) Ty NS Rl ol a2 U T 4 B NEHROINE L EEEITVRA L
BEBEIOVAR— MUEHT 2 FEZREIELET,

AAA Tl,Remote Authentication Dial-In User Service (RADIUS; U &— NRGEX A YL A v 22—
# ¥ — & ) Terminal Access Controller Access Control System Plus (TACACS+; ¥ — X /L 77
tRxarvbta—5 7R aryba—)L VAT A T T R), F£721F Kerberos R ED T k3L
EHERALCEX 2 VT BB LET V—2 Ry NU—2 T 7R —_E L THEE
LTWAEE AAA L Ry NT—27 T 7 &R #—,3L RADIUS, TACACS+, ¥ 72 1% Kerberos
X274 Y= RHOBELHWNT DTDDFELRD ET,

AAA P —E 2B IO R—FENTWEEXF2U T4 Fua ha)L B FA.THIT T 4
7 .RADIUS, TACACS+, % 72 1% Kerberos DX DV TIE, KD URL T[ Cisco I0S Security
Configuration Guide: Securing User Services]% 2/ L T 72 &0,

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/config_library/15-mt/secuser-15-mt-library
.html

« [Configuring Authentication |
« [Configuring Authorization |
+ [Configuring Accounting]

+ RADIUS O#&E

e Configuring TACACS+

« Kerberos D& E

AutoSecure DX E

AutoSecure Hé IRy MU= WBIZERA SN AEEOH 5 —RNRIP Yy —E X% T
=T NI L BHBEZT T EEER Y N~ ORI IP —E 2B L OREREL A
F—TNMCTEET, ZOIPF—ER(T 1 DDa~vy RTTRTERBICT 4 B—T /A
F =TT DHZEIWCED V—F EDexa T 0 REE REICHSIL L TOET,
AutoSecure FEHE D FERIZ DUV T,
https://www.cisco.com/c/en/us/td/docs/ios/sec_user_services/configuration/guide/convert/user_sec
urity/sec_autosecure.html IZH HHERET A RESH L T30,
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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/config_library/15-mt/secuser-15-mt-library.html
http://www.cisco.com/en/US/docs/ios/sec_user_services/configuration/guide/12_4T/sec_securing_user_services_12.4t_book.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/config_library/15-mt/secuser-15-mt-library.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_aaa/configuration/15-mt/sec-usr-aaa-15-mt-book/configuring_authentication.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_aaa/configuration/15-mt/sec-usr-aaa-15-mt-book/configuring_authorization.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_aaa/configuration/15-mt/sec-usr-aaa-15-mt-book/configuring_accounting.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_rad/configuration/15-mt/sec-usr-rad-15-mt-book/sec-cfg-radius.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_tacacs/configuration/15-mt/sec-usr-tacacs-15-mt-book/sec-cfg-tacacs.html
https://www.cisco.com/c/en/us/td/docs/ios/sec_user_services/configuration/guide/convert/user_security/sec_cfg_kerberos.html
https://www.cisco.com/c/en/us/td/docs/ios/sec_user_services/configuration/guide/convert/user_security/sec_autosecure.html
https://www.cisco.com/c/en/us/td/docs/ios/sec_user_services/configuration/guide/convert/user_security/sec_autosecure.html
https://www.cisco.com/c/en/us/td/docs/ios/sec_user_services/configuration/guide/convert/user_security/sec_autosecure.html

| B¥=2VU 7 s #EE0RE

7782 YR roe B

TIEAUZRRNDOERE

TI7EAYAMIEETLIPT FLRASEHEIPT FLA F-13 7w ha ik s3nwT s o2 —
T2AALEDFX Y NU—2 NT T 4w 7 EFAERIIHESE LET. T /A U A MI AERERR
FRIFIEERO ELONCRESNETAEET 72 U 2 MIFRESNEEEFIT S DR
7y FOBBEFAEFLIZES LET AET 7R U R T 3B IR ETOM G 24
ETEET, EFR.E7 0 babz2BEL COEBEFATELFEGT2 2N TEET,

T 7R DA MEROEMIZOWTIX, KD URL Tl Security Configuration Guide: Access Control
Lists, Cisco 10S Release ISM&T]%Z ML T 7230,

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_data_acl/configuration/15-mt/sec-data-acl-15-
mt-book.html

TR YANMI KR A TIZLoTa~r RIS U REND —BEOa~y KT, 27
B S ERIILBOELLENTT R 811X 778X VR MOREIMHEHTL2a~ Koy
2T

Z 8-1 TR VI, 2T Fzl—gave N

TR ary b a—)v

YR MACL)#A T ary74¥alb—yaryavrs R

EE5HA

HirE access-list {1-99} {permit | deny} source-addr [source-mask]

VLR access-list {100-199} { permit | deny} protocol source-addr
[source-mask] destination-addr [destination-mask]

EA: )i 7=

Hitk ip access-list standard name deny {source | source-wildcard | any}

Yo ip access-list extended name {permit | deny} protocol {source-addr

[source-mask] | any }{destination-addr [destination-mask] | any }

TR ITN—T

TIRAITN—=T LI FHEOLATEZITEFICL o TELEDONTE—HOT 7 A URX D
EROZETT T I7RAIN—TIEI A F—T oA RAERETDHEZNLL A X —T oA A
WKL TAR—TMZEINET, 7 78R TV —TE2ERT 25 1E ROFEEFEINES TL
72 EW,

o TI7ERVRARNDERDIFAFITHEETT N7y MIEYIOT 78X U A MMLIRICHE
SNFET,—ETHLORRNGEE(DFEY FFAIEITEGSRRELRWGEE) T IROT 7
TAVAMIBESN. EDICKROT 78R J A M~LIHICED BVET,

o Ny MR ELIIHEGEINDIFN. TR TCONRTFTA—ENT 7 A VA NM—EKTD
VEENRH Y F9,

o TRTDOY—47 v ADORRBIZIX HEERD [deny all) 235 & £,

TIRRTA—TOFRER L OEEOFEMIZ OV TIL, RO URL Tl Security Configuration

Guide: Access Control Lists, Cisco 10S Release 15M&T]D rCreating an IP Access List to Filter IP
Options, TCP Flags, Noncontiguous Ports, or TTL Values |7 > a V&R L T &V,

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_data_acl/configuration/15-mt/sec-data-acl-15-
mt-book.html
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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_data_acl/configuration/15-mt/sec-data-acl-15-mt-book/sec-create-ip-al-filter.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_data_acl/configuration/15-mt/sec-data-acl-15-mt-book/sec-create-ip-al-filter.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_data_acl/configuration/15-mt/sec-data-acl-15-mt-book.html
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M Ciscol0S 774 7 7+ —NORE

CiscolOS 7 7 A 7 U 4 — IV DR E

CiscolOS 77 AT A — LTI AT — N INANR T 7 AT I+ — N ERETXET, XT— |
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SKU R4y b L— MR (pps)
Co21J 85616

Eyhb—hrRYUS
Cisco 93l BLUCNI L—Z T . Ev h L— K EY MO EY) o T2 R—FLTWET,

SKU B> b L— MR (Mbps)
C931 250
€921 150

RIY o TI2L B30y b Ra vy 72FEK AT 51213, show crypto engine accelerator statistic
a<w REMHMLET,KIC,Cisco 21T V—F ZxT b a~r RO AFIZRLET,

routerf#fshow crypto engine accelerator statistic

Device: Onboard VPN

Location: Onboard: 0
:Statistics for encryption device since the last clear
of counters 1440809 seconds ago

95487781408 packets in 95486424592 packets out
33644619163784 bytes in 33644414868202 bytes out
66273 paks/sec in 66272 paks/sec out
186809 Kbits/sec in 186808 Kbits/sec out
497655085 packets decrypted 499488995 packets encrypted
18274163849048 bytes before decrypt 15370455314736 bytes encrypted
15369938845298 bytes decrypted 18274476022904 bytes after encrypt
Last 5 minutes:
26066232 packets in 26066232 packets out
86887 paks/sec in 86887 paks/sec out
250994648 bits/sec in 250995151 bits/sec out
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4247760866 bytes decrypted 4248382774 bytes encrypted
114804347 Kbits/sec decrypted 114821156 Kbits/sec encrypted
Onboard VPN:
ds: 0x10E31D10 idb:0x0EA74988

Statistics for Virtual Private Network (VPN) Module:

RAW API handler invoked: 997144123
Available IPSEC static pak: 957
Packets returned from drops: 1356816
Pkts returned from raw rtrn: 997144110
Available Pre-batch entries: 959
Particle copy: 0
Particle swap: 0
Particle reparent: 998500926
Packet overruns: 0
Output packets dropped: 0

1440809 seconds since last clear of counters

CE Status Related Packet Stats

Crypto Internal Error : 1
Resource Errors : 1356815

SKU information:

Max Bandwidth:250 Mbps IMIX-size:365 Packets-per-second (PPS):85616
Statistics information:

Packets handled 95486424673

Packets dropped 1356815

KIZ.Cisco 931 —FZxfTHa~vy RO B EZ R LET,

Routerf#fshow crypto engine accelerator statistic

Device: Onboard VPN

Location: Onboard: 0
:Statistics for encryption device since the last clear
of counters 2569 seconds ago

151982466 packets in 142427991 packets out
54548953852 bytes in 51715073454 bytes out
59160 paks/sec in 55441 paks/sec out
169858 Kbits/sec in 161033 Kbits/sec out
67912187 packets decrypted 74515857 packets encrypted
27818735160 bytes before decrypt 26730230184 bytes encrypted
22213021398 bytes decrypted 29502075720 bytes after encrypt
Last 5 minutes:
22436614 packets in 22436387 packets out
74788 paks/sec in 74787 paks/sec out
219207775 bits/sec in 219204787 bits/sec out
3667993316 bytes decrypted 3670433984 bytes encrypted
99134954 Kbits/sec decrypted 99200918 Kbits/sec encrypted
Onboard VPN:
ds: O0x12EA45B8 idb:0x123EF0DO

Statistics for Virtual Private Network (VPN) Module:

RAW API handler invoked: 142428045
Available IPSEC static pak: 957
Packets returned from drops: 95544438
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Pkts returned from raw rtrn: 142428044
Available Pre-batch entries: 959
Particle copy: 0
Particle swap: 70265739
Particle reparent: 81716753
Packet overruns: 0
Output packets dropped: 0
2569 seconds since last clear of counters
CE Status Related Packet Stats
Crypto Internal Error 1
Resource Errors 9554447
SKU information:
Max Bandwidth:250 Mbps
Statistics information:
Packets handled 142428045
Packets dropped 9554447
KIZ,Cisco 921 —Z kT B a~r ROl zxRLET,

Router#show crypto engine accelerator statistic
Onboard VPN
Onboard: 0
:Statistics for encryption devic
of counters 3014 seconds ago

Device:
Location:

e since the last clear

36412147 packets in 33336964 packets out
13812996658 bytes in 11412671776 bytes out
12081 paks/sec in 11060 paks/sec out
36661 Kbits/sec in 30290 Kbits/sec out
26024533 packets decrypted 7312452 packets encrypted
10920338080 bytes before decrypt 2892660426 bytes encrypted
8516694798 bytes decrypted 2895986384 bytes after encrypt
Last 5 minutes:
14963577 packets in 12694499 packets out
49878 paks/sec in 42314 paks/sec out
146860315 bits/sec in 123543958 bits/sec out
2179066680 bytes decrypted 2349328596 bytes encrypted
58893694 Kbits/sec decrypted 63495367 Kbits/sec encrypted
Onboard VPN:
ds: 0x135C41CC idb:0x132B2FE0Q
Statistics for Virtual Private Network (VPN) Module:
RAW API handler invoked: 33336985
Available IPSEC static pak: 957
Packets returned from drops: 3075165
Pkts returned from raw rtrn: 33336985
Available Pre-batch entries: 959
Particle copy: 0
Particle swap: 36412150
Particle reparent: 0
Packet overruns: 0
Output packets dropped: 0
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3014 seconds since last clear of counters

CE Status Related Packet Stats

Resource Errors : 3075165

SKU information:

Max Bandwidth:150 Mbps

Statistics information:
Packets handled 33336985
Packets dropped 3075165
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HEbhEHZ LITLY HRENEHR(CPE) Ly FINAA T 4 ABOEETFT XL F— F Gk
WEBLET,

KDFT . VDSL2 B LN ADSL22+ DNRY =— g A2 OWTEHBH L £,
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HaEs

B

C926-4P Annex B

1 A"— K (1 ~X7") VDSL2/ADSL2 + over ISDN

« ADSLI1/2/2+ Annex B, fxi{l ST 7z
VY ADSL2/2+ Annex J

o XU XV THEMH L7 VDSL2 over
ISDN /N> K 75 > (8b ~ 17a)

C927-4P Annex A

1 A— k(2 ~<7 ) VDSL2/ADSL2+ over POTS
e« VDSL2 over POTS X K 75

— VDSL2 7’2 7 7 A /\:8a,8b, 8c, 8d.
12a,12b,17a

- Xy Ry T

e ADSL1/2/2+ Annex A.ADSL2 Annex L.
Bl & TV 20 ADSL2/2+ Annex M

C927-4PM Annex M

1 A— k(2 ~<7)VDSL2/ADSL2+ over POTS
with Annex M

e VDSL2 over POTS /X KN 75

— VDSL2 7’2 7 7 1 /L :8a,8b, 8c, 8d.
12a,12b,17a

- Ry YT
. IgiEflk &7z ADSL2/2+ Annex M
« ADSL/ADSL2/2+ Annex A/M

DSL DOHE

Cisco 900 U — X H— bt 24

L — 2 (ISR) (3. IERITRT 2 Z VI AE ## (ADSL) 2/2+ & B 5

WF DA NIMAE R 2(VDSL2) DG EE— R (Vv FE— REHMEINA)Z Y R—FLET,

DSL R E D [BEHEIE

e Cisco900 U —A N—Z I RXT 0 DIHEYR—FLET,

« VDSLE— R ARUT 47 R— SN TWEFA30a 727 7 A VI R— ST

WEE AL

ADSL ‘E— FDORE

ADSL F— RZEET DI KOIEEEITVET,

e ADSL auto E— FDOFHE (81 *—)
« ADSLE— FDCPEBLIRETD
o ADSL %iEDMER (83 _—73)

(81 ~2—72)

« ADSL ® CPE 75 B 7 ~DO#Ht DM (85 ~—3)
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ADSL auto F— RDOHE
A

) N—HFEHRET DA ADSL F— KT DSLAM & EL £,

WOH T ADSL 2= > b2 —F % auto E— NICRETHHFEEZRLET,

Router> enable

Router# configure terminal

Router (config)# controller vdsl 0O

Router (config-controller)# operating mode auto
Router (config-controller)# end

Router#

ADSL F— KO CPE BX O’ 7T OHE

ADSL #RET DL EITZAIM AL L AV 2B —T 2 A AFFIZAIM YT A VX —T = A A
ZPVCEBLIORIP T FLAZBEHLTCRETAVLENRH MLBEIZSLT A Z—T oA A
T no shutdown =~ > RZFEITLFT,

ATM CPE | DR E
WO ATM CPE MlOFREHEZ R LET,

Router> enable

Router# configure terminal

Router (config)# interface atm0

Router (config-if)# no shutdown

Router (config-if)# interface ATMO.1l point-to-point
Router (config-subif)# ip address 30.0.0.1 255.255.255.0
Router (config-subif)# pve 13/32

Router (config-if-atm-vc)# protocol ip 30.0.0.2 broadcast
Router (config-if-atm-vc)# end

|

ll:Ll
it

ATM B 7D
WOHIT, ATM BT HRIORE FiEZ R LET,

Router> enable

Router# configure terminal

Router (config)# interface atm0

Router (config-if)# no shutdown

Router (config-if)# interface ATMO.1l point-to-point
Router (config-subif)# ip address 30.0.0.2 255.255.255.0
Router (config-subif)# pve 13/32

Router (config-if-atm-vc)# protocol ip 30.0.0.1 broadcast
Router (config-if-atm-vc)# end

Router#

ADSL DR EH

WO T auto F— RIZHRE SN — K72 ADSL2+ R EA T~ LE T,

Router# show running
Building configuration...
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Current configuration : 1519 bytes
|

! Last configuration change at 08:46:20 UTC Fri Jan 11 2019

!
version 15.8

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

!

hostname Router

!

boot-start-marker

boot system flash:c900-universalk9-mz.SPA.158-3.M1
boot-end-marker

!

!

!

no aaa new-model

1

|

!

!

!
!
ip cef
no ipvé cef
multilink bundle-name authenticated
!
!
!
license udi pid C927-4P sn FGL22511283
!
!
!
redundancy
|
!
controller VDSL 0
|
1
!
|
!
interface ATMO
no ip address
shutdown
no atm ilmi-keepalive
|
interface ATMO.1 point-to-point
ip address 30.0.0.1 255.255.255.0
pvc 13/32
protocol ip 30.0.0.2 broadcast
!
!
interface Ethernet0
no ip address
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!
interface GigabitEthernetO
no ip address
!
interface GigabitEthernetl
no ip address
!
interface GigabitEthernet2
no ip address
!
interface GigabitEthernet3
no ip address
!
interface GigabitEthernet4
ip address 9.6.9.29 255.255.0.0
duplex auto
speed auto
!
interface Vlanl
no ip address
!
ip forward-protocol nd
no ip http server
no ip http secure-server
!
!
ip tftp source-interface GigabitEthernet4
ip tftp blocksize 8192
ip route 0.0.0.0 0.0.0.0 9.6.0.1
ip route 202.153.144.25 255.255.255.255 9.6.0.1
!
!
!
tftp-server flash:/firmware/vadsl module img.bin
!
control-plane
!
!
line con 0
exec-timeout 0 0
line 4
no activation-character
transport preferred none
transport input all
transport output all
stopbits 1
line vty 0 4
login
transport input none
|
scheduler allocate 20000 1000
!

end

ADSL 3% E DR
HHE EXEC & — R C show controller vdsl 0 =~ > FZHHA L C . ELSREESNTWDHZ L %7k
BLET,

Router# show controller vdsl 0
Controller VDSL 0 is UP
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Daemon Status: Up
XTU-R (DS) XTU-C (US)
Chip Vendor ID: 'BDCM' 'BDCM'
Chip Vendor Specific: 0x0000 0xB11F
Chip Vendor Country: 0xB500 0xB500
Modem Vendor ID: 'CSCO! 'BDCM'
Modem Vendor Specific: 0x4602 0x0000
Modem Vendor Country: 0xB500 0xB500
Serial Number Near: FCH2234TH6R C927-4P 15.8(3)M1
Serial Number Far: eq nr multiline cpe software rev
Modem Version Near: 15.8(3)M1
Modem Version Far: 0xbllf
Modem Status: TC Sync (Showtime!)
DSL Config Mode: AUTO
Trained Mode: G.992.5 (ADSL2+) Annex A
TC Mode: ATM
Selftest Result: 0x00
DELT configuration: disabled
DELT state: not running
Link Status: UP
Full inits: 26
Failed full inits: 15
Short inits: 8
Failed short inits: 3
Firmware Source File Name
VDSL embedded VDSL_LINUX DEV_01212008
Modem FW Version: 4.14L.04
Modem PHY Version: A2pv6eF039x8.d26d
Line:
XTU-R (DS) XTU-C (US)
Trellis: ON ON
SRA: disabled disabled
SRA count: 0 0
Bit swap: enabled enabled
Bit swap count: 0 1
Line Attenuation: 1.0 dB 2.4 dB
Signal Attenuation: 1.9 dB 2.1 dB
Noise Margin: 10.8 dB 7.3 dB
Attainable Rate: 27564 kbits/s 1283 kbits/s
Actual Power: - 0.4 dBm 12.0 dBm
Total FECC: 0 0
Total ES: 284 77
Total SES: 150 1
Total LOSS: 13 0
Total UAS: 86969 86840
Total LPRS: 0 0
Total LOFS: 71 0
Total LOLS: 0 0
DS Channell DS ChannelO US Channell US ChannelO
Speed (kbps) : 0 27547 0 1279
SRA Previous Speed: 0 0 0 0
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Previous Speed: 0 27547 0 1279
Total Cells: 0 11338923 0 520053
User Cells: 0 0 0 0
Reed-Solomon EC: 0 0 0 0
CRC Errors: 0 5166 0 717
Header Errors: 0 0 0 0
Interleave (ms): 0.00 0.07 0.00 0.49
Actual INP: 0.00 0.00 0.00 0.00

Training Log : Stopped
Training Log Filename : flash:vdsllog.bin

ADSL @ CPE 725 B 7 ~DERE DHERR
7 ping ZFATL.CPE O E T ~OBENELSRESN TS Z L2l LET,

Router# ping 30.0.0.2 rep 20

Type escape sequence to abort.

Sending 20, 100-byte ICMP Echos to 30.0.0.2, timeout is 2 seconds:
rrrrrrrrrrrrrrrrrrnd

Success rate is 100 percent (20/20), round-trip min/avg/max = 20/22/28 ms
Router#

VDSL £&— FD3E i

VDSL E— RZRET HITIT KOIEEEITWVET,
« VDSL auto &— KDE (85 ~—7)
+ VDSLE— F® CPE BLRET DT (85 <—)
o VDSL #E DR (88 <X—)
e VDSL @ CPE /5 B 7 ~D k5t DR (89 ~<—)

VDSL auto &E— ROHERTE
~

) N—HEZRETHHEIIC VDSL £— FTDSLAM #&XELE7,

WOH T VDSL 2> b e —F % auto B— NICERETHHEEZRLET,

Router> enable

Router# configure terminal

Router (config)# controller vdsl 0O

Router (config-controller)# operating mode auto
Router (config-controller)# end

Router#

VDSL £— F® CPE B X O T OHRE

VDSL ZHETHEEIT 1T ethernet 0 f v Z — 7 = A A% FHE L MBS U T no shutdown =
v REETLET,
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W)

VDSL CPE Il O E

& D¢, VDSL CPE IR E HiEa L E7,

Router> enable

Router# configure terminal

Router (config)# interface ethernet0

Router (config-if)# ip address 90.0.0.1 255.255.255.0
Router (config-if)# no shutdown

Router (config-if)# end

VDSL B 7RI DR E
WOFHIT . VDSL BT RIOFREFEEZRLET,

Router> enable

Router# configure terminal

Router (config)# interface ethernetO

Router (config-if)# ip address 90.0.0.2 255.255.255.0
Router (config-if)# no shutdown

Router (config-if)# end

VDSL DR EH

W DBIT VDSL iR e D — s hxEr L E9,

Router#show running
Building configuration...

Current configuration : 1456 bytes

|

! Last configuration change at 08:51:44 UTC Fri Jan 11 2019
!

version 15.8

service timestamps debug datetime msec

service timestamps log datetime msec

no service password-encryption

!

hostname Router

!

boot-start-marker

boot system flash:c900-universalk9-mz.SPA.158-3.M1
boot-end-marker

!

!

|

no aaa new-model
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!
ip cef
no ipvé cef
multilink bundle-name authenticated
|
1
1
license udi pid C927-4P sn FGL22511283
!
!
!
redundancy
!
!
controller VDSL O
!
|

!
!
interface ATMO
no ip address
shutdown
no atm ilmi-keepalive
!
interface ATMO0.1l point-to-point
!
interface Ethernet0
ip address 90.0.0.1 255.255.255.0
!
interface GigabitEthernetO
no ip address
!
interface GigabitEthernetl
no ip address
!
interface GigabitEthernet2
no ip address
!
interface GigabitEthernet3
no ip address
!
interface GigabitEthernet4
ip address 9.6.9.29 255.255.0.0
duplex auto
speed auto
|
interface Vlanl
no ip address
|
ip forward-protocol nd
no ip http server
no ip http secure-server
!
!
ip tftp source-interface GigabitEthernet4
ip tftp blocksize 8192
ip route 0.0.0.0 0.0.0.0 9.6.0.1
ip route 202.153.144.25 255.255.255.255 9.6.0.1
!
!
|

tftp-server flash:/firmware/vadsl module img.bin
!
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control-plane

|

!

line con 0

exec-timeout 0 0

line 4

no activation-character
transport preferred none
transport input all
transport output all
stopbits 1

line vty 0 4

login

transport input none

!

scheduler allocate 20000 1000
|

end

VDSL 5% & DHER

¥+ EXEC & — K C show controller vdsl 0 =~ > FZfEfH LT, . EL L

%%?‘L/i‘j‘o

Router# show controller vdsl 0
Controller VDSL 0 is UP

Daemon Status: Up

XTU-R (DS) XTU-C (US)
Chip Vendor ID: 'BDCM' 'BDCM'
Chip Vendor Specific: 0x0000 0xB11F
Chip Vendor Country: 0xB500 0xB500
Modem Vendor ID: 'CSCO! 'BDCM'
Modem Vendor Specific: 0x4602 0x0000
Modem Vendor Country: 0xB500 0xB500
Serial Number Near: FCH2234TH6R C927-4P 15.8(3)M1
Serial Number Far: eq nr multiline_ cpe software_rev
Modem Version Near: 15.8(3)M1
Modem Version Far: 0xbllf
Modem Status: TC Sync (Showtime!)
DSL Config Mode: AUTO
Trained Mode: G.993.2 (VDSL2) Profile 17a
TC Mode: PTM
Selftest Result: 0x00
DELT configuration: disabled
DELT state: not running
Link Status: UP
Full inits: 28
Failed full inits: 15
Short inits: 8
Failed short inits: 7
Firmware Source File Name
VDSL embedded VDSL LINUX DEV 01212008
Modem FW Version: 4.14L.04

BEINTWNWDHZ &2k
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Modem PHY Version: A2pv6eF039x8.d26d
Line:
XTU-R (DS) XTU-C (US)
Trellis: ON ON
SRA: disabled disabled
SRA count: 0 0
Bit swap: enabled enabled
Bit swap count: 0 0

Line Attenuation: 0.9 dB 0.0 dB
Signal Attenuation: 1.8 dB 0.0 dB
Noise Margin: 18.6 dB 17.6 dB
Attainable Rate: 138139 kbits/s 87957 kbits/s
Actual Power: 14.1 dBm 3.8 dBm
Per Band Status: D1 D2 D3 Uuo Ul U2 U3
Line Attenuation (dB) : 0.2 0.9 1.7 N/A 0.0 0.0 .
Signal Attenuation(dB): 0.2 0.9 1.7 N/A 0.0 0.0 0.0
Noise Margin (dB) : 27.7 16.9 10.9 N/A 15.5 16.3 21.3
Total FECC: 302690 3
Total ES: 295 77
Total SES: 161 1
Total LOSS: 14 0
Total UAS: 87189 87049
Total LPRS: 0 0
Total LOFS: 80 0
Total LOLS: 0 0

DS Channell DS ChannelO US Channell US ChannelO
Speed (kbps) : 0 128857 0 60013
SRA Previous Speed: 0 0 0 0
Previous Speed: 0 27451 0 1288
Reed-Solomon EC: 0 0 0 0
CRC Errors: 0 24722 0 1
Header Errors: 0 8 0 0
Interleave (ms): 0.00 7.00 0.00 1.00
Actual INP: 0.00 1.00 0.00 0.10
Training Log : Stopped
Training Log Filename : flash:vdsllog.bin

VDSL @ CPE 225 B 7 ~DHEEkE DRESR
E 7 ping ZFITL.CPE NH ET ~DBRNIELSRESNTWND Z L 2R LET,

Router# ping 90.0.0.2 rep 20

Type escape sequence to abort.

Sending 20, 100-byte ICMP Echos to 90.0.0.2, timeout is 2 seconds:
rrrrrrrrrrrrrrrrrrd

Success rate is 100 percent (20/20), round-trip min/avg/max = 20/22/28 ms
Router#
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FEE P FE2 X P (L2 —E) - 2RI HIE
VLAN 0 BSRIEN & v 7 DFRTE

VLAN 0 BSCNEN 7 5 JHREA 925 & . VLANID 2 ¥ o |[ZR%E L 72 802.1Q A — ¥ % v |
TL—LEFEETEET, INHDOT7 L—MIEENEN AN X 7T Sz 7 L— A LI
T ,.VLANID O ¥ 7% Bl ET 5L . VLANID ¥ 7 284 1L C.802.1Q A —VF v k 7
L—A Ny Z—0D802.1P By h TRE SN TWAEIEINEMICHE > TG H Z LN TEET,

W DT, CPE I C? VLAN #EENANL & X2 O EHEERLET,

Router# configure terminal

Router (config)# interface GigabitEthernetO

Router (config-if)# encapsulation priority-tagged
Router (config-if)# ip address 2.2.2.1 255.255.255.0
Router (config-if)# end

WO T, ETHITO VLAN BB % X0 JTOREHFiEEZ R LET,

Router# configure terminal

Router (config)# interface GigabitEthernetO

Router (config-if)# encapsulation priority-tagged
Router (config-if)# ip address 2.2.2.2 255.255.255.0
Router (config-if)# end

BT IZ ping 21T L.CPE MO ET ~OERNE LS FEEINTNDZ 2R L ET,KIZ
ping 1D H %2R L E T,

Router#ping 2.2.2.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 2.2.2.2, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
isr4221#sh run int gi0/0/0.1

Building configuration...

Current configuration : 105 bytes
!

interface GigabitEthernet0/0/0.1
encapsulation priority-tagged

ip address 2.2.2.2 255.255.255.0
end

Over POTS VDSL2/ADSL < /VFF— F Annex A SKU @ ADSL2/2+
Annex M E— FD A R —7 UL

R DT, Over POTS VDSL2/ADSL < /L5 & — K Annex A SKU T ADSL2/2+ Annex M £ — R %
AT D HEERLET,

Router> enable

Router# configure terminal

Router (config)# controller vdsl 0O

Router (config-controller)# operating mode adsl2+ annex m

Router (config-controller)# end

Routert
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—AV AR L— MNEILDOA R —T VAL

OB T SRA T— N2 NI 27ikz2 R LET,

router# configure terminal

router (config)# controller vdsl 0
router (config-controller)# sra
router (config-controller)# end
router#

SRA #HHZ3 512iE. a2~ FOno I EHEHA LET.SRAE—REZT 74V FTT 4 E—
TITT,

UBR+ DR E

wOH T DSL [FI#E T UBR + PVC 23 ET 5 HFiEx R LET,

Router> enable

Router# configure terminal

Router (config)# interface ATM 0/0

Router (config-if)# pve 4/100

Router (config-if-atm-vc)# ubr+ 2304 2304

WD TIiX, ATM PVC @ output-per 51222 100000 kbps % ., output-mer 5[#%1Z 3000 kbps % f57E L
T b A \i j—o

Router> enable

Router# configure terminal

Router (config)# interface ATM 0/0

Router (config-if)# pve 1/32

Router (config-if-atm-vc)# ubr+ 100000 3000

R DOHFTiX, ATM SVC @ output-pcr, output-mer, input-per, 38 & WY input-mer 5132, F N ZF
10000 kbps. 3000 kbps, 9000 kbps, 35 & O 1000 kbps & 57 L TWE T,

Router> enable

Router# configure terminal

Router (config)# interface ATM 0/0

Router (config-if)# svc lion nsap 47.0091.81.000000.0040.0B0A.2501.ABC1.3333.3333.05
Router (config-if-atm-vc)# ubr+ 10000 3000 9000 1000

NN a—FT 4T

DSL D KT TNy a—T 4 ZIZIE RO show 2~ REHEHLET,
» show interface Ethernet(
¢ show interface ATMO0
» show interface summary
» show controller vdsl 0
« show controller vdsl 0 datapath

¢ show atm pvc
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W psLoBF

EHNF2 A, (L2 —FE) . > XN
DSL hL—=27 a7 DIsE

Mo—=07 o 7IZZ.ADSL F bL—=2 7 HICRE LS EIERAD MNTET D HERM
FEHEHEINTWVWET,

ROFNEIDSL FL—=27 a Z7ONEZHGT 2 EEZRLET,

Routerf#debug vdsl 0 training log
Training log generation started for VDSL 0.

WOFNIDSL hb—=> 27 a7 oEE T I+ 5 FEZRLET,

Router#no debug vdsl 0 training log
Training Log file for VDSL 0 written to flash:vdsllog.bin.

Fo—=v7 n7TIE HBELEAS 7 a bR — S TOWET, ABFIRIZIIRD A~
Rz L ET,

no debug vdsl 0 training log autostop linkdown: U > 7 28 % 7 > L7354 Wﬁ%% FiELET,
no debug vdsl 0 training log autostop linkup: U > 7 73 showtime (23 L 72354  INEA HFIE L
\i TO

77 4/ b TlE, b L—=27" v 7% flash:vdsllog.bin |Z{#:/F S £ 9,

== 7 u PR ESN TS 7 7 A VA EER LT, Fb—=07 n 7 OEZ B
BLET RO, 7 7 A NHEEESDHEEZRLET,

Routerticonf t

Router (config) #controller vdsl 0

Router (config-controller) #itraining log filename flash:mytraininglog.bin
Router (config-controller) #end

Router#sh controller vdsl 0 | sec Training Log

Training Log :Stopped

Training Log Filename :flash:mytraininglog.bin

Routert#

DSL 77 —AbL T DO7 v ST L —FK

DSLAVE =T xA ADT 7 =LV xT %7 v 77— KT DIT ROFIEEEITLET,

25 w7 1 https://software.cisco.com/download/home DT A2 V7 Ny =7 Xy rnua— Kt Z—nb
VDSL2 77— LU =T XU ru—RLET,

25y F 2 Tyr—AUxT HB)N—XZabt—LFET,
279, 3 HBESNEBEFNPOHF LW Iy — AT 2T 52— R+ ALV —FERELET,

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #controller vdsl 0

Router (config-controller) #firmware filename ?

archive: Download fw file name
cns: Download fw file name
flash: Download fw file name
ftp: Download fw file name
http: Download fw file name

B Cisco900 ) —X J—ERFRBNV—F YT hY =T av 74 Fal—Lavy ILF


https://software.cisco.com/download/home

| VDSL2 & ADSL2/2+ DFEE

AT v 4

psL oz M

https: Download fw file name
null: Download fw file name
nvram: Download fw file name
pram: Download fw file name
rep: Download fw file name
scp: Download fw file name
security: Download fw file name
system: Download fw file name
tar: Download fw file name
tftp: Download fw file name
tmpsys: Download fw file name

Router (config-controller) #firmware filename flash:vdsl fw.bin 39pl

HLWT 77— AU T HECT . aryiae—T f V2 —T =4 A HiEgdghLx7,

Routerticonf t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #controller vdsl 0

Router (config-controller) #shut

Router (config-controller) #no shut

Router (config-controller) #end
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Z DE T, Cisco 900 >V — X ISR T 4G HEHE WAN A ¥ — T = A ADFEIT DWW TR L
9, BN EIIRO LB T,

+ 4G LTE OBEZE (95 ~—)

« Cisco 4G-LTE DOFERE (97 ~<—7)

+ Cisco 4G LTE & E D RIFESM: (98 ~—)
+ Cisco 4G LTE & & O il 9 (98 ~—)
+ Cisco 4G LTE O E F15 (99 ~—2)

+ SNMP MIB (122 =—7)

o FITNVa—T 47 (123 X—)

4G LTE ORE

Cisco 900 ¥V — X Jb— # |F R WAN (WWAN) % H R — F LTV E 9, WWAN SKU I3, 55 4 it
A Long-Term Evolution (4G LTE) O##HERE R v U — 27 0% 3 GG #FEFH Ry NV —
7 CEMEL £9,Cisco900 >V — X L—Z L. DSLX7 L —&h U L —IZfb 2 . ZeinE< &
YINT AR NHEOEW WAN R LEST M ET7 e — R K H—v X (5 —7 /L DSL,
T1) F T & 7o W0 5l P& 23 B8 & 72 5 il Tl 4G LTE WWAN $255¢ 23 BLSE1) 7 3¢
W T,

Cisco 900 2V — X JL— & X KD 4G/3G E— RaE ¥ R—F LTWET,

e 4G LTE:4GLTE EXA AR TIZ, /L F A HE v b OFE, X 0 2hRA 2R R~ b
U—7 GRBIEOED SEEINT-TE) T o BRI ETLLTE VY = — 3 3 L
WEFELAY MU= 208 LET, 2NOORy NU—Z 13 4. F 7 ) 7 TR
97Mb/s DE—2 L— 1% T v 7 U7 THRRKS0OMbs DE—2 L— haeHHR—FLET,
N6y NT—=7 DAL=y MNIBEFDO 3G Ry hT—7 KW H REL 2D FT,

+ 3G Evolution High-Speed Packet Access (HSPA/HSPA+) : HSPA |Z UMTS ~— 2 ® 3G * v h
U—7 T, 2L AU ra— RBXO07 v 7 a— RiEEoR Eo7-® High-Speed
Downlink Packet Access (HSDPA) 33 X OY High-Speed Uplink Packet Access (HSUPA) 7 — ¥ %
7R — K L $£ 7, Evolution High-Speed Packet Access (HSPA+) iZ, Multiple Input/Multiple
Output(MIMO) 7 > 7 T HREZ AR — F LE T,
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1 CAGLTE Xy b a7 Xy NU—7 T—%T7 7 F v 2HHL £,

&1 4GLTE DNFy p 27 Ry pU—20 T—F 72 FF

HLR/HSS PCRF
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1 ST ]
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ISR 900 Non-3GPP access

47—k  |Serving Gateway (SGW) (X, —% 7L —>DEL U T4 7o h—L LTHIHEET
v xA LT 2=V T4 Xy "Ner—TFT 4 FBIOEGELET, /- LTE B
LMo 3 GPP il v 7 ¢ 7o —Th H VD F 9, Packet Data Network
(PDN) 7' — b U = A (PGW) X, 2 — VIR (UE) D N7 7 ¢ v 7 BHAD T 2R A
VNI Z LK TUEMBANIANT y b T =% Xy U — 7 ~OHHi & 17
gL E9,

UE1Z#5 D PDN (27 7 B AT 5 72 DIZHED PGW L ORIFFER: & Fio 5 A 013 &
DEFT.PGW L. RV v —fifT. K2 —VF~D Xy v 74 ) T j et R—
M AENESZ BIOYy h A7 V== 7 %FETLET.PGW DEH H —DOD
T 72X . 3GPP L JE3GPP Hiff & DRIOEE Y 74 T h—& L THERET 5 2
LTI, %A ITIZ . WIMAX X° 3GPP2 (CDMA 1X.EvDO) 72 ERdH W £97,

System Architecture Evolution GW (SAE GW) (X, Evolved Packet Core (EPC) N ™ PGW
BLOSGW HEa W > =7 47 4 TT,

RNC Radio Network Controller (RNC) i, £t 4E D Radio Access Network (RAN) O Fl4E1IZ
HEAZFHETRNC T ERY Y —AEHB IO EOE LY 7 ¢ F R Z 5
ITL. 22— T—ZRENNANAFETILTETAAL DL EE SN DHNIE 5N E
TENDHRA Y FTTRNCIEAT 4T 7 — k7 x4 (MGW) 24 L ClaIFRAZHD
a7 Xy bU— 7B LET,

MME EFEVT A F—TVAV N T AT A,

SGW Y—v T F—hrUx A,

PCRF R —FRAe L — LR RE

SAE =R T —F%7T 7 F v DiEfk,
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SGSN F—tv 7 GPRS YR —F /— K

HSS R BT RAT F AR =N
HLR r—2bolrr—ay LURAH
BTS N—RA N T =N AT — g
BSC NR—RA AT —vayarha—7

SGSN #—E R GPRS AR —F /— N

Cisco 4G-LTE O#sE

Cisco 4G LTE WWAN [ . kD E e A AR — F L TWET,
+ 3G/4G Simple Network Management Protocol (SNMP) MIB
e TIAVBLIUONRNY I T TV IHOBEY Y EZ T 2 — LA —R—
o SIM DRy ZEBLOE v 7 fiEERIERE
« PLMN &

e Ya—h Avyk—Y $—EZ(SMS)
o 3G & )7 H A
o IPVABLEIWIPV6 DT KLy
s HEISIM 77 —LUxT A vF 7
o I—/VJERE
e BAT— RNy FT
s ETFTLDOVEY METLOBFRBRANEROL /AT
e EJ A crashdump DULEE
. XATYT
« DM EX 2
o AN~ A 7 1 USB
o Firmware 7 v 77 L — K
« U7 UBNY
« &7 A LED
o B DOTaT AL
« PnP LTE WebUI O#t &
« SIM OIR
« DMVPN
o CAT
RO A — SN TWEREA,
« Dying Gasp
« MEP
e <w/LFPDN T FA b
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LTE £ ¥ =—/L OIR
GPS & NMEA

7 =27 /L SIM

QoS

NAS # v+ —(SVB)

F 2TV ET A

2K MTU

XX V7 7TV =g
FOTA(Z 7 — XA 7 = 7 Over-The-Air)
CAT6

Cisco 4G LTE 5% € DRI

J—H BN ERHICEE SN D AGLTE DXy U —27 ARy VRKRETT, R— &R
TWABEFREFO -BIZOVW T KROBEDOFT —% o — 2B L TR,
TAVYLAYP—ERA T, =DV —Y R 7T N6 L IMAERIEETY = —/b
(SIM) 1 — RZEETLHILERZH Y 77,

4GLTEU4%71/7\WANJ&/;~/V% ﬂi'?'%)ﬁlj SIM7U RERDFHTFHOMLENH Y F
T.SIM I — RO IFFIEIZOWTFHELLIE, T —% =2—/LH®D SIM i%E (101 ~*—7)
FHERLTLITEEN,

Cisco 4G LTE R EDHIKIFEIE

Cisco 4G LTE # R ET BT ROFKIFEL I MEA LOHT A RTA N LmB o> TLEEN,

B EEEFA Yy b =213, 2—VICL BT T—0f N E T 2R —F LET,

TUA YL RBEOLFEEMICEY BETEZAL—Ty MIMFEHALTWERY hU—2 T
TIT 4 T —F O EITEERRIC L > T S E I TT,

BBy NV X ARy MU —2 LR LT, K0 RERBIENFA L E 7, BT
L—hMI. 77 /ey —BIO@EHFEEFICELASNET . Xy N —7 TRENFEEL T
WHLHEBIEN LD RELSRDGENH Y £ BIEIE TR IFIEFL. XY U= T
EEENEEL TV 5E. LV REDRDIGERHY £7,

T 2BEFREENSOY —EABKIO —ETH L HlKFH,

SNMP =—Y = bMMETINDH AL —F TIE NMS BL O —Y =2 b3 EYICEMET S
9 CiscolOSCLI i L C @7 782 2 ha— (/2L 2ZIT.SNMP %— /" o
RS2 T 4R E)ERETOHLERHY 7,

SNMP SET #h{E % EIET 26 FRAH 7T 7 A N — %l L7- SNMP V3 2% E+ 5 Z &
i HELEL £,
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Cisco 4G LTE O EFIE

DB 7 a T Cisco900 Y — X NV—F TAGLTE 2B ET D HIEICHOWTHHA L E T,

TTF LMEFBEL L OV — b A A O (99 ~—)
TT L T8 Ty A OMERK AR HIER (100 <X—)
F—H4 a—LH® SIM #iE (101 ~=—)

T—% a—)L -ty b7 v 7 (103 X—)

4G SMS A v — 0 7 OFIE (105 ~<—)

E7 LD crashdump DAL (108 ~—27)

BT L BT 2T XU TEROER (109 X—)

T MEBMER L O — B2 A A ORRR

BT LMEEHHRE LY — AW AL T 521K D show 2= Fafif L £,

show cellular unit network
show cellular unit radio
show cellular unit profile
show cellular unit security

show cellular unir all

a~wv RERRT 7V ay HE
AT v 1 show cellular unit network @E%%%*beﬁyfbwﬁﬁf\%i@ﬁ
MARER T —ERIZEHT DI HRER R LE T,
R
Router# show cellular 0 network
Z?“\yf 2 show cellular unit radio ﬁ%ﬁ{%%@?]ﬁé %ﬁ—\A Li-j‘o
() LE LT MO @O EEREIC 1T RSST 28
i : 90 dBm ZH X HMENH Y £77,
Router# show cellular 0 radio
A5 w7 3 |show cellular unit profile FERENTFEF L F—% 7077 A T
LHiEHETRLET,
i
Router# show cellular 0 profile
AT v 4 |show cellular unit security SIMBIXORETLOu YT AT —X ZZHET 5
X2 T 4 FRERLET,
B
Router# show cellular 0 security
A5 w7 5 |show cellular unit all :551“A\ﬁ55§‘éhf:7"g - T/rﬂ/wﬁf‘;ﬁldg%@gﬁ

1 :

Router# show cellular 0 all

X ko FU—s tFa YT 47 EICET B
AMRTERE TR LET,
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EF A

F—& a7 7 A IIVOVER.ZE HIR

4G LTE SKU TEEDO T 0 7 7 A VEER TE LT, ~MOET LDOT T AV FDA 2 F—F
FTBT7 7 ANEFIIROELY TY,

« WP7607: 7177 AL 1
« WP7608: 7177 AL 1
e WP7609: o 7ua 77 A1 T —4% Jadr A VHOTa 77413

T—& Tu7 7 A NVOER.EE HBIRICETAEHRALEOTA R4

B EB

B Cisco900 ) —X J—ERFRBNV—F YT hY =T av 74 Fal—Lavy ILF

FT—=F TaT7 A NVDORETIZROTA RTAL N LR - TLIEE N,

o TT AT —H TuT7rANANHBELTWAEA. BEILITe 7 7 A VEEOEFIIARE
Tﬁ‘o

o BRI ATRHICT R T AN RG A= OEBERNLERESIZ RS LT T 7L N S
077y A /NVNTEREZEmMLET,

o T AN KA THENLICEE L. ENENELRDERTHEH LI WEEIZ.APN 472 F
DRFTA—FEEZ2HZ LT ADTa 7 7 A NVEERTDZENARETT, B, —EIZ
TIT 4TI TEBRTa 774 NME 1 D72 THDLIZ EIZEBELTLTIEEN,

o a7 7 ANEEMRETZIZET T 5HIZIX, cellular 0 Ite profile create 1 APN-name none
ipvave ZfEH L E7,

o« a7 A NEHIERT 521X, cellular 0 lte profile delete 1 APN-name none ipvdv6 = 7-1%
cellular 0 Ite profile delete 1 % i /il L =9,

o FT—X 7 uT 7 A)NEERT DL show cellular <> profile =~ > K& L 4,7
TaT A MIIIT AZ Y A7 () NERSNET,

s T=H TIuTrANET —F a—LVOREIMMEHINET MO T e T AV EFEH LT
WG EDT R T s ANET TNV MNCTORENRSVET . T 74V N T a7 s AV
24 5|21 Ite sim data-profile number attach-profile number 2~ > R &fEH L £,

WOB T T7AN s T 77 A NVEERETLFEZRLET,

router (config-controller)# lte sim data-profile 2 attach-profile 1
router (config-controller)# end
router#
router# sh run
Building configuration...
controller Cellular 0
lte sim profile 2

router# ping 8.8.4.4 rep 10

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.192.187.254, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 44/69/106 ms
Viper-194#

Iz show cellular =~ > ROH Al Z R L £ 9,

router# show cellular 0 profile
Profile 1 = ACTIVE* **
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PDP Type = IPv4vé6

PDP address = 29.29.29.73

PDP IPV6 address = 2001:2678:2680:6E88:4DCC:F4F5:B936:C7EF/64 Scope: Global
Access Point Name (APN) = broadband

Authentication = None

Username:

Password:

Primary DNS address = 8.0.0.8

Secondary DNS address = 8.8.4.4

Primary DNS IPV6 address = 2006:4888:4888:0:0:0:0:8899
Secondary DNS IPV6 address = 2002:8888:9999:0:0:0:0:7722

* - Default profile
** - LTE attach profile

F—k a— )LD SIM ZE

e« PINa—KZMHLESIMA—Fory 7 BIOT ey 7 (101 =—)
e PIN =— ROEH (101 =—)

s ETLDOEFX VT AEROMER (102 X—)

o By 7 &N SIM O HEERREDORRE (102 ~—)

o SIM OB v DT (102 <—)

e SIMaV 74Xl —arOETFTA a7y A0 (103 2—3)
e T—H a—Lty 7y (103 =)

PINa2—FRZFEHALZSIM AU —Fou vy 7B8XO0T7Tray s

P—ER TuRfF—C Lo TIRESNEZSIM h— KEu v 7 £i2idv v 7 iR+ 5120%
cellular unit Ite sim {lock | unlock} pin =~ > R&fEH L £,

HBE  WEolmPINDEFELT3IEANENDESIMI—RiE7 ey 7 ESNET.SIMICRES T
éELva%bTAﬁLT<t®m$Mw KR 7 vay 7 Siicda PUK 2— RoH—E
A TaN B —ZBAWEbELEFEWPUK 2 — F&2EHAT 52T SIM I —Fo 7oy
T NREBECE ET,

WOFHIT PIN 2— REEHLTSIM A2 v 735 5E42RLET,

Router# cellular 0 lte sim lock 1111

PIN =— ROEE

SIM @ PIN 22— K% ZE 59 521X, cellular unit Ite sim change-pin pin new-pin =< > F&ffH L
FT.ROFTPIN a— FEEETLHELZRLET,

Router# cellular 0 lte sim change-pin 1111 1234
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FTLADEX 2V T 4 FEROMER

TTFLDOEF 2 VT 4 M E R T 5121%. show cellular unit security =~ > R&fH L £,
WKOFT X2V T 4 EREMRTDHEEZRLET,

Router# show cellular 0 security

w7 &7z SIM O HEIEEREEDORE

B 5L SN TWRWPIN 23R E L C.E7 L %FRFET 5 Card Holder Verification (CHV1) = — K
BTV T AN— R THIENTEET,

Mo PINBNHEHLTC3IEANENDESIM I —RIZ7ay 7 ENET.SIMICRESNTY
‘éEu\PIN EHTANLTCLEEWSIMA— KR 7 ey 7 EN-HE.PUK 2— KO —t
Z Faf X —IZBRWEbELLFEE N,

CHVI R ETHE=DITE S ENR WL ~L 0 @ PIN 2 HT 25 EITROFINEIZ L= -
TLESWVWBbENZ L~ 7 @ PIN 2 LCCHV1 & ET 2 HFIEIZOWNTE.SIM O
WEALE L DRTEN02 =) 2B LT,

SIM FRREDHERET D ITIX.SIM 231 v 7 SN TWAHRERH Y £9,SIM AT — X XA &+ 5
21, show cellular unit security =~ > K& L £,

WOFIT. a2y 7 ST SIM OHERRFEEHRTET D HiEE R~ LET,

Router# configure terminal
Router (config)# controller cellular 0
Router (config-controller)# lte sim authenticate 0 1111

SIM DR AL E > DFRE

Mo b S 72 PIN 2% ET 2 I2IE . PIN D A7 7/7M ARG T OLERH Y £, RO

TAZ T2 T LoyL T O PIN ZHifG L, Z OR51L PIN 2465 L CHGEEH O SIMCHVI 22—
ERET LD HEERLET,

Router# configure terminal

Router (config)# service password-encryption

Router (config)# username SIM privilege 0 password 1111

Router (config)# do show run | i SIM

Router (config)# controller cellular 0

Router (config-controller)# lte sim authenticate 7 055A575E70

Router (config-controller)# exit

SIM O ALE v ZHfGT 5 & AT — RS bR E L, 2 — V4 L BHE 2T — RERE
L AT G U TARNNSTmNRAT — REabt — L AT 5T ARDNo T2 T — K% SIM
Ak~ RCHEHT LIk o T a—FL ERXRT =R ERENET A7 T T
PIN 23453 Z 4L, SIM BRECHEH S d & Bk Sz — 4 % CiscolOS 27 4 F o L —
arhbllIRTAZENTEET,
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~

(#)  SIMFBFELHEEET DT SIM A3 v 7 SRTWOMERH Y £ ,SIM AT —F A2 MERT D
21 show cellular unit security =~ > K& L ¥,

SIM 2> 7 4X21b—3aryDEFTL a7 A /LDOEA
WOBIT.ET L a7 7 ANVDOEATEEZRLET,

Router# configure terminal
Router (config)# controller cellular 0
Router (config-controller)# lte sim data-profile 2 attach-profile 2

FERNZ DWW TIELSIM OFXE A (113 X—V) 2L T 7E &0,

T—F a— )y N7 v/
F—F a— L ERETHIIEIROFIEEZ ETLET,
e BAT— A H—T A ADFEE (103 X—)
+ DDR OFXE (104 ~—)
« DDR w77 v 7 DOFE104 X—)
21 AR T — 2 a— LR EE R L TET,

& 2 WIM-LTE TOD>—% 2 —/LDFE
! SDK Lite/API | Embedded : >
User(s) 10S < > Modem :Data Call Setup Network

LTE Default Data Bearer

IP Address
Obtained

>

Carrier Network

355573

User Data Transmit/Receive
Router

TNT— A HF—T 2 ADERE
WOPIT AN T— LB —T o ARBRET D HEERLET,

Router# configure terminal

Router (config)# interface cellular 0

Router (config-if)# ip address negotiated

Router (config-if)# encapsulation slip

Router (config-if)# dialer in-band

Router (config-if)# dialer string lte

Router (config-if)# dialer-group 1

Router (config-if)# exit

Router (config)# chat-script lte"" "AT!CALL" TIMEOUT 60 "OK“
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Router
Router
Router

config)# ip route 209.165.200.225 255.255.255.224 cellular
config)# dialer-list 1 protocol ip list 1

config)# line 3

config-line)# script dialer lte

Router

DDR ®
KOFIT.DDR ZHES D iEERLET,

Router# configure terminal

Router (config)# interface cellular 0

Router (config-if)# ip address negotiated

Router (config-if encapsulation slip

Router (config-1if dialer in-band

config-if dialer pool-member 1
config-if interface dialer 1

config-if ip address negotiated
config-if encapsulation slip

config-if dialer pool 1

config-1if dialer idle-timeout 30
config-if dialer string lte

config-if dialer-group 1

config-1if)# exit

config)# dialer-list 1 protocol ip list 1
config)# access-list 1 permit any
config)# line 3

config-line)# script dialer lte
config-line)# exit

config)# chat-script lte"" "AT!CALL" TIMEOUT 60 "OK™“

Router
Router
Router
Router
Router
Router
Router
Router
Router

) #
) #
) #
) #
) #
) #
) #
) #
) #
) #

Router
Router
Router
Router
Router
Router

DDR Xy 7T v T DORE

0

TAVREREZE=F L MLEREZIINRN Y I T v TR ZBRT HI2IX IV —F TIRO TR

®1o%ﬁﬁf%i¢o

AAEBT e harNF L END &L T TIREEIZ

DT RIZARL—TFT 4T TAAX VALY HERENT K

AZANHY TIA~ ) A B —T A ANXT T T HETCIN—T 4T T

LEHA,
BT DN T v THEREETT .
NPT 9T AV B—T 2 AEFERTEIAN L E—T =2 ZADORE
~

N DT T A E—=T 2 R AZ U NRADREOETFFEL. T4/~ A X —T =
B EI,

FIAZT 4w 7 = RNy I T T A B—=T = A% T HREEIT,

TIA < U B

ZARNL—T 4T T AARE

— T INZIVIFTE

HAXYT Ud T ZAXYT Uy TFIIFAATYNV RN I T v T o —T 4 THERE L

()

B =T 2 AIRETEET A,

TN T— A F =T 2 A ABLOZDOMOH R VTN A B =T 2 A ADNY T T 7

WO T A E—T2A AN I T v T A2 =Tz A ALLT

Router# configure terminal

Router (config)# interface atm 0

Router (config-if)# backup interface cellular 0
Router (config-if)# backup delay 0 10

==

X A&

TOHEERLET,
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AutoSIM & 77— LT =27 R—ZADAA v F U F

AutoSIM HEBEDOF|SITR D LB Y T,
o X UTHEADSKU DIZORIENES
o T 2T VSIM OHERIZL D T = — LA — S — R O K
o MOV —ER T NS X =05 Telstra * Y T =T ~DAA v F A —R—03E%L5

AutoSIM E— FOET AX.SIM Ay NAAL v FLHIHET LY By MR @YXy U
T Ty —AU =T AER L E T, AutoSIM i, WP7607. WP7608. 35 X X WP7609 5 L THR—
FENTWET, T — T v 7O EF LD AutoSIM FHEN [0S T & —FH LAAWESITIL,
a9 5 AutoSIM F/2IXFFHT— R ET AW T vy a3 FET,

AutoSIM FRENLEFEIND & T LITHEMNIICY By FENFET,.T 7 4L b Tl 'auto-sim'
DA > TOET,

W OHFI T, AutoSIM ZH N T D HikERLET,

router (config) #controller cellular <slot>
router (config-controller) #lte firmware auto-sim

auto-sim Z H N Lo % RN EEFN T FE TS MFELET . BRAEESHLE-6. 5T LDE
A BN L, RS EORENT 5 F T3 oMM L £ 9, auto-sim ZEZH T DI ET
LADBFROBFEHRLADBDMLETT,

ROBIT, AutoSIM Z NI 5 Tiikzm L ET,

router (config) #controller cellular <slot>
router (config-controller)# no lte firmware auto-sim

4G SMS A v tE— L VDB E

WOHI T TXTDOAHTISMS A vE—T%EETDHFTP Y — O T+ VE RABRETDLHH
EERLET, 7 NVE RANEBEND L . SMS A v —=UNEZEIND 7+ VEDRE
IZ outbox 3 X W inbox 2 HENWIZATIME L E T,

Router# configure terminal

Router (config)# controller cellular 0

Router (config-controller)# lte sms archive path
ftp://username:password@l172.25.211.175/SMS-LTE
Router# end

OB T ET MMIZEENTEZET XA NORNRERTRT HHEEZRLET,

Router# cellular 0 lte sms view summary

ID FROM YY/MM/DD HR:MN:SC SIZE CONTENT

0 4442235525 12/05/29 10:50:13 137 Your entry last month has...
2 5553337777 13/08/01 10:24:56 5 First

3 5553337777 13/08/01 10:25:02 6 Second

ROPFIT EZRBEINTZTHFADN AvE—VOTRTOEFRERRT D HEEZRLET A Y

T UERIT B EERAZE T —IA T EERET I AN A v —UREaENnEI AT
23 FAILED & 72> 72358 LTEEA D=7 — RV ERINDILGELH Y £7°,
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Router# show cellular 0 sms

Incoming Message Information

SMS stored in modem = 20

SMS archived since booting up = 0

Total SMS deleted since booting up = 0

Storage records allocated = 25

Storage records used = 20

Number of callbacks triggered by SMS = 0

Number of successful archive since booting up = 0
Number of failed archive since booting up = 0

Outgoing Message Information

Total SMS sent successfully = 0

Total SMS send failure = 0

Number of outgoing SMS pending = 0

Number of successful archive since booting up = 0
Number of failed archive since booting up = 0
Last Outgoing SMS Status = SUCCESS
Copy-to-SIM Status = 0x0

Send-to-Network Status = 0x0
Report-Outgoing-Message-Number:

Reference Number = 0

Result Code = 0x0

Diag Code = 0x0 0x0 0x0 0x0 0x0

SMS Archive URL = ftp://lab:lab@l.3.150.1/outbox
KOF T, 2—=FIZTFAN A= TTUBhDIGEE MOFNRZIEH~D 4G LTE /N
RSMS 2 v E—VREERDICT D HEEZRLET,

Router# cellular 0 lte sms send 15554443333 <sms text>

ETTLEADT 7 —L 2T DT ST L—F

A7 L1

A7 T 2

A7 o7 3
ATv7 4

AT v7 5
2797 6
27y T
AFvS 8

EFFAD Ty — AT 2T 5T v — RTBII KROFIEEEITLET,

YAIADY T vy T Xy a— R Web %A b (https://software.cisco.com/download/home) (255
#BHLET,

Z 7 m— K ~2—37C [900 series integrated services router] Z 5 L. 7 (L ZEL S 7= Y
A K A>5 [900 integrated services router] % 3R L & 97,

[Routers] > [900 Series Integrated Routers] > [900 Integrated Services Router] % %R L ¥ 7,

FEMDORA B ) U =Rz @R L E T ATRER Y 7 — L7 = 7 BEMDO A NZRKR S
nE9,

WY 77— 27 HZRIRLTCHF Y e—FLET,

ET AT 7 — LU= T ERGETDIEODOT 4 VI NV EA—F 7Ty alERLET,
77— xT k7T a T4V MIIZavt—LET,

Kpa<vy REFHLTC. Ty 77— 7w AzfaLET,

Router# microcode reload cellular 0 lte modem-provision flash:firmware directory
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Ty T — REMGELET,
Router# show cellular 0 hardware
Modem Firmware Version = SWISX07Y 02.18.05.00 000

Modem Firmware built = 2018/07/19 17:40:21
Device Model ID: WP7608

International Mobile Subscriber Identity (IMSI) = 123456000009205
International Mobile Equipment Identity (IMEI) = 354365090106005
Integrated Circuit Card ID (ICCID) = 8952530076180099205

Mobile Subscriber Integrated Services
Digital Network-Number (MSISDN) =

Factory Serial Number (FSN) = XG814285250410
Modem Status = Online
Current Modem Temperature = 42 deg C

PRI SKU ID = 1103787, PRI version = 002.041_002, Carrier = Generic
OEM PRI version = 001.004

5N DM 1 JUNE DR E

Diagnostic Monitor (DM) %, Qualcomm Ol [ 7' & K = /L T4, Sierra Wireless SwiLog <>
Qualcomm QXDM 2 EDZMY 7 ko =7 Y —/LZ DM 712 ha itk S3nwTnEd., 2 nb
DY —=IRFA VX =T 2 A RAZLDET LERY VT =TI BOT—H NFvHF 7 arn
XY 7T XM TEDD.3GBLVAG 7 — F RN T +—~ o R T 2D - F
TN a—T 4 v TIESLBLET,

WOBIT DM 17 TR LGNS D HiEEZ R LET,

Router (config-controller)# lte modem dm-log enable

ROFIT 0T 77 ANDIRKRYA REtGES L hEZRLET,

Router (config-controller)# lte modem dm-log filesize 8

ROPIT. 7 ANE T ANERET D2 HEEZRLET,

Router (config-controller)# lte modem dm-log filter flash:SwiLogPlus generic_ filter 6.3.sqf

ROBIT DM 1 7 AT 7 A IVBRIF SN DN A ZIRET D HiEZ R LET,

Router (config-controller)# lte modem dm-log output path ftp://@172.25.211.175/

KOHET DM Y va—F—3 g 2B 5 FEY R LET,

Router (config-controller)# lte modem dm-log rotation

WROPIT 1 7 DIRRY A XeBET D HEEZRLET,

Router (config-controller)# lte modem dm-log size 128

HABNZ DN TIE R E BB LT 7E &0, i cellular logs modem-crashdump =2~ > K ® Hi 74l
(117 =—)
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£ LD crashdump [EDH LML

N

B Cisco900 ) —X J—ERFRBNV—F YT hY =T av 74 Fal—Lavy ILF

&M

:E?jl\@crashdump@”ﬂ;%i Tr =0T IT 9o aDT Ry TR LbET 7 T via
T—HEWETHITIE. 7 T v =22 memdump E— RO E FIZRD X I ICET L& FHIRTE
THULENHY £, memdump E— NiX. 7 7 v o 7 —X#NET %S memdump = —7 ¢ VU

T A DRI T — K T R A—)L K E—RTT,

E7 LD crashdump DIEEZ AT DITIT KO FNEE FEATLET,

crashdump 2 ¥ > 7 D H LA RS D RIS IR OBHRFENTH - SN TWDH Z L Z2ERL T
W,

o ET AT ETLOD crashdump DOIERICTrEY a = VT 50 ERHD ET, 7 A B
E— R CTEMET DL ICRETHAMERDV ET TNy T—hae—FH A A =)L
THMEND Y E7,5EMIC OV TIL, Cisco TAC IZBRWAEHHEL ZE 0,

s ETLFI T VaRETHIMEND Y ET ETLDOT 7 =AU =T I Ty akR
HEEEDLTAMEFEITLET I —F D —)LE 2L syslog ® "MODEM_DOWN" X v
T ETLADT 7= LU T VT v akRkLTWVET,

ET DT 77— T 2T NI Ty va L% FDFET AiE crashdump 7 7 DINEE D 22 ff
TEFET . F—% a— LIFETTEEH A,

ROFIT, 7 7 v 2% memdump E— REMEFFT 5 X5 ICET 2 A FRIRET D HEEZRL
EJ AN

Router# configure terminal

Router (config)# controller cellular 0

Router (config-controller) #lte modem crash-action boot-and-hold
Router (config-controller) #end

ROFIT, crashdump & 7 DINEZ G T D TiEE R LET,

Router# configure terminal

Router (config)# service internal

Router (config)# end

Router (config)# test cell-host 0 modem-crashdump off

WOF|IT FTP — NIRAFEN TV D a7 2 H L 7= crashdump & 7 DI 2 F 2T 5 ik
ZrLET,

Router# configure terminal

Router (config)# service internal

Router (config)# end

Router (config)# test cell-host 0 modem-crashdump on ftp://@172.25.211.175/




| 4G 4 WAN D%

4G LTE ozp B

EFFhnul 55— XU EFEROFR
o0y =X EREIETAIE ROa~y ReERLET,

¢ show cellular unit log error

av s REREIT 7V ar HHY
A7 v/ 1 |show cellular unit log error ETFLAOO Y T5— L B FIER AR
£7°
Bl

Router# show cellular 0 log error

HAOFNZ SN T REZR L TS ES VY,
f5] : show cellular log error =~ > K@ L 34
(118 =—)

4G LTE O EH

o BlEAENLNT— A H =T 2 ZADORE (109 X—)

o WOV NLT— A H—T 24 ZAORE (110 X—)

o NAT BEWIPsec M L7y 277 v 7ELTDODAGLIE VA ¥ L A2 WAN(111 =—7Y)
o SIM DF%E B (113 ~<X—)

o 4G HHMRILORERF (117 X—)

Fl.EARENT— A B —T o2 f ZADOHRTE

WKOBT. 774V ELTHAEINDIEIITEAT—A U F—T 2 RAEFREL. T 74/ b
N—hELTRET D HIEEZRLET,

Router# show running-config

chat-script lte "" "AT!CALL" TIMEOUT 20 "OK"

interface Cellular0

ip address negotiated
encapsulation slip
dialer in-band

dialer string lte
dialer-group 1

async mode interactive

ip route 172.22.1.10 255.255.255.255 cellular 0
dialer-list 1 protocol ip permit
line 3

script dialer 1lte
modem InOut
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WSROV T — A LV —T = ZADHRTE

T KOBEFCOWTHBHLET,

o NHEAYT AL E =T A AEBFHALZNTA YT U4 v FOHRE 10 X—)
o WNHMEAYT A F—T A A& T 5 dialer-persistent D% E (110 ~<—)

NKEATYT AV F—T A REERALRWIA YT T4 v TFORE

WOFI T IHHEA YT A X —T A A&HFHE T dialer-watch Z 5% T
T KRKFTFANIFA YT U v FICEHAEOERE  a~v L FERLET,

chat-script lte "" "AT!CALL" TIMEOUT 20 "OK"

interface Cellular0

ip address negotiated

encapsulation slip

dialer in-band

dialer string LTE

dialer watch-group 1

async mode interactive

!
dialer watch-1list 1 ip 5.6.7.8 0.0.0.0
dialer watch-list 1 delay route-check initial 60
dialer watch-list 1 delay connect 1

|

ip route 0.0.0.0 0.0.0.0 cellular O
line 3

script dialer LTE

modem InOut

no exec

transport input all

transport output all

NHEATYT A F—T A ZA%&MEHT 5 dialer-persistent DFXE
ROFT A EA YT A F—7 A A% L T dialer-persistent & &9 2 Hikz R L%

9, KF-7 % A NI dialer-persistent [Z[H A D EE/oa~ > RERLET,

chat-script lte "" "AT!CALL" TIMEOUT 20 "OK"

interface Cellular0

ip address negotiated
encapsulation slip
dialer in-band

dialer pool-member 1
async mode interactive
routing dynamic

interface Dialerl
ip address negotiated
encapsulation slip
dialer pool 1

dialer idle-timeout 0
dialer string lte
dialer persistent
dialer-group 1

|

dialer-list 1 protocol ip permit

T5HikERLE
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ip route 0.0.0.0 0.0.0.0 dialer 1

line 3

script dialer 1lte
modem InOut

no exec

transport input all
transport output all

NAT B LN IPsec 2FEA L7y 277 v & LTDAGLTE U A
Y LA WAN
WO T NAT B L OV IPSec 2 L T /V—X TA4G-LTEVA YL AWAN w7 T w7 L L
THETDLHIEERLET,
~

(F) EZEHEEIRETCEIFTAEBOAL—Ty NI BELVT— Ry NT—F B—ERI2X >
THERRY FET,

ip dhcp excluded-address 10.4.0.254
!
ip dhcp pool lan-pool
network 10.4.0.0 255.255.0.0
dns-server 10.4.0.254
default-router 10.4.0.254
!
!
chat-script lte "" "AT!CALL" TIMEOUT 20 "OK"

crypto isakmp policy 1

encr 3des

authentication pre-share
crypto isakmp key address a.b.c.d
|

!
crypto ipsec transform-set ah-sha-hmac esp-3des
|
crypto map gsml 10 ipsec-isakmp
set peer a.b.c.d

set transform-set

match address 103

|

!
interface ATMO

no ip address

ip virtual-reassembly
load-interval 30

no atm ilmi-keepalive

dsl operating-mode auto

!
interface ATMO0.1l point-to-point
backup interface Cellular0

ip nat outside

ip virtual-reassembly

no snmp trap link-status

pve 0/35

pppoe-client dial-pool-number 2

|
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!
interface Cellular0

ip address negotiated
ip nat outside

ip virtual-reassembly
encapsulation slip

no ip mroute-cache
dialer in-band

dialer idle-timeout 0
dialer string lte
dialer-group 1

async mode interactive
crypto map gsml

interface Vlanlo04

description used as default gateway address for DHCP clients
ip address 10.4.0.254 255.255.0.0

ip nat inside

ip virtual-reassembly

!
interface Dialer2

ip address negotiated

ip mtu 1492

ip nat outside

ip virtual-reassembly

encapsulation ppp

load-interval 30

dialer pool 2

dialer-group 2

ppp authentication chap callin

ppp chap hostname cisco@dsl.com

ppp chap password 0 cisco

ppp ipcp dns request

crypto map gsml

!
ip local policy route-map track-primary-if

ip route 0.0.0.0 0.0.0.0 Dialer2 track 234

ip route 0.0.0.0 0.0.0.0 Cellular0/3/0 254

!

!

ip nat inside source route-map nat2cell interface Cellular0/3/0 overload
ip nat inside source route-map nat2dsl interface Dialer2 overload
!

ip sla 1

icmp-echo 2.2.2.2 source-interface Dialer2

timeout 1000

frequency 2

ip sla schedule 1 life forever start-time now

access-list 1 permit any

access-1list 101 deny ip 10.4.0.0 0.0.255.255 10.0.0.0 0.255.255.255
access-1list 101 permit ip 10.4.0.0 0.0.255.255 any
access-list 102 permit icmp any host 2.2.2.2

access-1list 103 permit ip 10.4.0.0 0.0.255.255 10.0.0.0 0.255.255.255
dialer-list 1 protocol ip list 1

dialer-list 2 protocol ip permit

!

!

route-map track-primary-if permit 10

match ip address 102

set interface Dialer2

|

route-map nat2dsl permit 10

match ip address 101
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match interface Dialer2

|
route-map nat2cell permit 10
match ip address 101

match interface Cellular0/3/0
!
line 3

exec-timeout 0 0

script dialer lte

login

modem InOut

TIAR=FIPT RLAZMHT LY —E R 731 ¥ —|ZxF L T, cryptoipsec transform-set

esp 2~ K (-2F U  esp-aes esp-sha256-hmac...) 2 L 97,

Bl

e SIMI—FRKDu v 7 fH(113 =)

o SIM 1— Rou v 7 g5 (114 ~=—)
« B SIM FEGE: (114 =—2)

o PIN 2— FOZEH (115 ~—)

o BB LS PIN OFKE B (116 =—)

v 7 5]

WOFITSIMEZva vy 735 5EEZRLET, ZOFREFNTEHA TR INZT F A MMIa A
VRERTEDIEHENTEY BEOa Y — A AHE2ERRLEESICIEEREINET AL

Router# show cellular 0 security

Card Holder Verification (CHV1) = Disabled

SIM Status = OK

SIM User Operation Required = None

Number of CHV1 Retries remaining = 3

Router#

!

! SIM is in unlocked state.

!

Router# cellular 0 lte sim lock 1111

I I IWARNING: SIM will be locked with pin=1111(4).

Do not enter new PIN to lock SIM. Enter PIN that the SIM is configured with.
Call will be disconnected!!!

Are you sure you want to proceed? [confirm]

Router#

Apr 26 19:35:28.339: %CELLWAN-2-MODEM_DOWN: Modem in HWIC slot 0/0 is DOWN
Apr 26 19:35:59.967: %CELLWAN-2-MODEM UP: Modem in HWIC slot 0/0 is now UP
Router#

Router# sh cellular 0 security

Card Holder Verification (CHV1) = Enabled

SIM Status = Locked

SIM User Operation Required = Enter CHV1

Number of CHV1 Retries remaining = 3

Router#

!

! SIM is in locked state.
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SIM 71— KD wu v 7 k% 4l

H &) SIM 38

1

2]

ROBIT SIM D vy 7 ZfBird 251552 R LET, ZOREFINTRIA TR SNIZT X ME=
AV MNERTIEOIEH SN TEY @EOa Y — VN EFRR LEESGAICIEERINEE A,

Router# show cellular 0 security

Card Holder Verification (CHV1) = Enabled
SIM Status = Locked

SIM User Operation Required = Enter CHV1
Number of CHV1 Retries remaining = 3
Router#

!

! SIM is in locked state.

!

Router# cellular 0 lte sim unlock 1111

Il INARNING: SIM will be unlocked with pin=1111(4).

Do not enter new PIN to unlock SIM. Enter PIN that the SIM is configured with.
Call will be disconnected!!!

Are you sure you want to proceed? [confirm]

Router#
Router# sh cellular 0 security
Card Holder Verification (CHV1) = Disabled

SIM Status = OK

SIM User Operation Required = None
Number of CHV1 Retries remaining = 3
Routert#

!

! SIM is in unlocked state.

!

Bl

WOF T, HE) SIM RIEERET A HEEZRLET, ZOREFHNTRHECRIMLSINEZTF A |k
X2 AL FERTEDICHEH SN TEY B@EOa Ly Y — LVHHE2FR LESEAICIIERSN
FH A,

Router# show cellular 0 security

Card Holder Verification (CHV1) = Disabled

SIM Status = OK

SIM User Operation Required = None

Number of CHV1 Retries remaining = 3

Routert#

1

! SIM is in unlocked state.

!

Router# cellular 0 lte sim lock 1111

I | INARNING: SIM will be locked with pin=1111(4).

Do not enter new PIN to lock SIM. Enter PIN that the SIM is configured with.
Call will be disconnected!!!

Are you sure you want to proceed? [confirm]

Routert#

Apr 26 21:22:34.555: $CELLWAN-2-MODEM DOWN: Modem in HWIC slot 0/0 is DOWN
Apr 26 21:23:06.495: $CELLWAN-2-MODEM UP: Modem in HWIC slot 0/0 is now UP
Routert#

Router# sh cellular 0 security

Card Holder Verification (CHV1) = Enabled

SIM Status = Locked

SIM User Operation Required = Enter CHV1

Number of CHV1 Retries remaining = 3

Router#
!
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! SIM is in locked state. SIM needs to be in locked state for SIM authentication to
! work.

!

Router#

Router# conf term

Enter configuration commands, one per line. End with CNTL/Z.

Router (config)# controller cellular 0

Router (config-controller)# lte sim authenticate 0 1111

CHV1 configured and sent to modem for verification

Router (config-controller)# end

Router#

Apr 26 21:23:50.571: %SYS-5-CONFIG I: Configured from console by console
Router#

Router# sh cellular 0 security

Card Holder Verification (CHV1) = Enabled

SIM Status = OK

SIM User Operation Required = None

Number of CHV1 Retries remaining = 3

Router#

! SIM is now in locked state but it can be used for connectivity since authentication is
! good. Authentication can be saved in the router configuration so that when you boot up
! the router with the same locked SIM, connection can be established with the correct

! Cisco IOS configuration.

PIN = — FOZERE ff

OB T B L TOHENZPIN 2— RELEFTL HEEZRLET, ZOREFN TRYIATER# S
NETFAMIaA MERTEDIEASATREY B@EDay Y —LVHHEERLESS
IIERRENFH A,

Router# show cellular 0 security

Card Holder Verification (CHV1) = Disabled

SIM Status = OK

SIM User Operation Required = None

Number of CHV1 Retries remaining = 3

Router#

!

! SIM is in unlocked state.

!

Router#

Router# cellular 0 lte sim lock 1111

I IWARNING: SIM will be locked with pin=1111(4).

Do not enter new PIN to lock SIM. Enter PIN that the SIM is configured with.
Call will be disconnected!!!

Are you sure you want to proceed? [confirm]

Router#

Apr 26 21:58:11.903: $CELLWAN-2-MODEM DOWN: Modem in HWIC slot 0/0 is DOWN
Apr 26 21:58:43.775: %CELLWAN-2-MODEM_UP: Modem in HWIC slot 0/0 is now UP
Router#

Router# sh cellular 0 security

Card Holder Verification (CHV1) = Enabled

SIM Status = Locked

SIM User Operation Required = Enter CHV1

Number of CHV1 Retries remaining = 3

Router#

!

! SIM is in locked state. SIM needs to be in locked state to change its PIN.
!

Router#

Router# cellular 0 lte sim change-pin 1111 0000

I I IKARNING: SIM PIN will be changed from:1111(4) to:0000(4)
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Call will be disconnected. If old PIN is entered incorrectly in 3 attempt(s), SIM will be
blocked! !!

Are you sure you want to proceed? [confirm]

Resetting modem, please wait...

CHV1 code change has been completed. Please enter the new PIN in controller configuration
for verfication

Router#

Apr 26 21:59:16.735: $CELLWAN-2-MODEM DOWN: Modem in HWIC slot 0/0 is DOWN

Apr 26 21:59:48.387: %CELLWAN-2-MODEM UP: Modem in HWIC slot 0/0 is now UP

Router#

Router#
Router# sh cellular 0 security
Card Holder Verification (CHV1) = Enabled

SIM Status = Locked

SIM User Operation Required = Enter CHV1

Number of CHV1 Retries remaining = 3

Router#

!

! SIM stays in locked state, as expected, but with new PIN.
!

Router# cellular 0 lte sim unlock 0000

I I IWARNING: SIM will be unlocked with pin=0000(4) .

Do not enter new PIN to unlock SIM. Enter PIN that the SIM is configured with.
Call will be disconnected!!!

Are you sure you want to proceed? [confirm]

Router#
Router# show cellular 0 security
Card Holder Verification (CHV1l) = Disabled

SIM Status = OK

SIM User Operation Required = None

Number of CHV1 Retries remaining = 3

Router#

!

! Unlock with new PIN is successful. Hence, changing PIN was successful.
!

REE L &7z PIN OFRE : f

OB T I PIN ZHEH L CHEBI SIMERIE AR ET D HEEZ R LET, ZOREFN
TRMECTHEEINEZT A MIZA LV FERTEDIHEHIATRBY @Yo Yy — L
BERRLULEEAICIIERENEE A,

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config)# service password-encryption

Router (config)# username SIM privilege 0 password 1111

Router (config)# do sh run | i SIM

username SIM privilege 0 password 7 055A575E70.

!

! Copy the encrypted level 7 PIN. Use this scrambled PIN in the SIM authentication

! command.
!

Router (config) #

Router (config)# controller cellular 0

Router (config-controller)# lte sim authenticate 7 055A575E70

CHV1 configured and sent to modem for verification

Router (config-controller)# exit

Router (config)# no username SIM

Router (config) # end

May 14 20:20:52.603: %SYS-5-CONFIG I: Configured from console by console
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4G H AL DR EH]

ZIZTIHKROABRICOWTHIALET,

+ il :show cellular logs dm-log =~ > FDOHHI (117 ~—)

« il :cellular logs modem-crashdump =~ > KO H I (117 =—)
« f3]:show cellular log error =< > KD H 4] (118 ~<—)

+ {3l test cellular modem-error-clear =~ > KO H 7 (118 ~<—7)

f5il : show cellular logs dm-log =~ > KD H} /14

IZ . show cellular logs dm-log =~ > RO H Il 2R L £,

Router# show cellular 0 logs dm-log

Integrated DM logging is on

output path = flash:

filter = MC74xx generic - GSM_GPRS_EDGE_WCDMA LTE EVDO.sqgf
maximum log size = 67108864

maximum file size = 20971520

log rotation = disabled

33 packets sent to the modem, 4663 bytes, 0 errors

262 packets received from the modem, 374428 bytes, 0 input drops
262 packets stored in file system, 374428 bytes, 0 errors, 0 aborts
1 max rcv queue size

current file size = 374428

current log size = 374428

total log size = 374428

DM log files: (1 files)
flash:dmlogl9560707-032507.bin size 374428

{51 : cellular logs modem-crashdump =~ > K@ H| /14

12 . show cellular logs modem-crashdump =~ > RO H HHl %R~ L £9,

Router# show cellular 0 logs modem-crashdump

Modem crashdump logging: off

Progress = 100%

Last known State = Getting memory chunks

Total consecutive NAKs = 0

Number of retries = 0

Memory Region Info:

Full SDRAM [Base:0x0, Length:0x2000000]

MDSP RAM A region [Base:0x91000000, Length:0x8000]
MDSP RAM B region [Base:0x91200000, Length:0x8000]
MDSP RAM C region [Base:0x91400000, Length:0xC000]
MDSP Register region [Base:0x91C00000, Length:0x28]
ADSP RAM A region [Base:0x70000000, Length:0x10000]
: ADSP RAM B region [Base:0x70200000, Length:0x10000]
: ADSP RAM C region [Base:0x70400000, Length:0xC000]
9: ADSP RAM I region [Base:0x70800000, Length:0x18000]
10: CMM Script [Base:0x6A350, Length:0x310]

Routert

W J 0 U b W N
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{5l : show cellular log error =~ > KD H /14

K12 . show cellular log error =~ > RO S1Hl %2R L E£T,

15 : test cellular modem-error-clear =< > K ® H /14

B Cisco900 ) —X J—ERFRBNV—F YT hY =T av 74 Fal—Lavy ILF
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Router# show cellular 0 log error
Cached info is displayed
atlerr

00 4E hsu conf sel nv
01 9B uim

02 FF rrcllcpcie

03 FF rrccspfscan

04 4E dsatact

05 4E dsatcmdp

06 4D gsdi_convert

07 04 rrccsputil

08 02 cmss

09 2D tmc

OK

at lgcdump

No crash data available

OK

KIZ . test cellular modem-error-clear =~ > RO H 2R L £,

Router# test cellular 0 modem-error-clear
Cellular0/1/0 Dump/Error info before clear command

atlerr

00 4E hsu conf_sel nv
01 9C uim

02 FF rrcllcpcie
03 FF rrccspfscan
04 4E dsatact

05 4E dsatcmdp

06 4E gsdi_convert
07 04 rrccsputil
08 02 cmss

09 2D tmc

OK

at !gcdump

No crash data available

OK

Cellular0/1/0 Dump/Error registers cleared

Router#

00536
08280
15762
02169
00696
01841
01526
18579
03459
03825

00536
08280
15762
02169
00696
01841
01526
18579
03459
03825
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PLMN D3RI L UNER

4G LTE D& ZHI

HRIEE

o< K

ZOMREAMEHT S L FHARRERASTY v TR ENALL Ry T —27 (PLAMN) & #i5R
L.Z®OPLMN O | DIl TXET,

W OHFIETED PLMN OMZR L BIRICGEH SN E T,
e LTE2.0B LUV MCI6XX EF A VY —XPL ECHR—FNEINET,

o BHEWVWOENLT— V= AN 0= T EVR—FLTWENE I DEHERT HLEN
HFEF,

e B—3V I HEYR—FTEHSIMI—FZEHLTWALENHD F9°,
o ZODOMEEEIZAGHWIFI 77 v P 7 A —ATIEHAR— I EHA,
o HR—IMHEDOT7—2 T N— 3 03 02.18.05.00 LLE T,

PLMN #fBIIZ kD a~v v REHEHLET,
e cellular <unir> Ite plmn search
o cellular <unit> Ite plmn select <mode> <mcc> <mnc> <rat> <duration>

* show cellular <unir> network

Xy NU—27 Ok

cellular 0 Ite plmn search =~ > R&fEf] L T i AJaE7e PLMN ZfRs8 C& £7, R DOFI T,
Ty MU= RS L EERLET,

routerffcellular 0 lte plmn search

Searching for available PLMNs.This may take up to 3 minutes.

Please wait......... .. ...

PLMN search done. Please use "show cellular 0 network" to see available PLMNS

FR 55 %% . show cellular 0 network =~ > RZMif L CHAREER Ry VU —27 25 L £7,

routerf#fshow cellular 0 network

Current System Time = Fri Sep 18 18:49:24 2015
Current Service Status = Normal

Current Service = Packet switched

Current Roaming Status = Roaming

Network Selection Mode = Manual

Network = 02 - UK

Mobile Country Code (MCC) 234

Mobile Network Code (MNC) 10

Packet switch domain(PS) state = Attached
Location Area Code (LAC) = 4931

Cell ID = 34319

Available PLMNs:

Idx MCC MNC RAT Desc

1 234 10 wumts 02 - UK
2 234 10 gsm 02 - UK
3 234 20 umts 3 UK

4 234 30 umts EE

5 234 15 gsm voda UK
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6 234 33 gsm EE

7 234 20 1lte 3 UK

8 234 30 gsm EE

9 234 15 umts voda UK
10 234 30 1lte EE

11 234 10 1lte 02 - UK
12 234 15 1lte voda UK

Ry NT—7 DOER

FEHAREZe R > U — 7 OFRGIEIZIZ, BEE— Nl e— R FEHE—RD3>DF A7
DOV ET HEE— RTIL A—XILSIM OBERT LRy 8T — 7 IZHERICHER L £ 9,9
HE— RTIE. Ry NV—27 ORBEETICHEHAERR Y NU—2 0 BMOxy T —7
B b— | ZRHIICRIN ST E T, 2y NI BMERATE 2D V=N Ry NT—7|Z
B CE R WIGAIT L — 2 IR RE IRAED £ F & 72 U £ 97, cellular x Ite plmn select auto =
<~ RZEMHLT.SIMOERT L1y hU—7 285 TE 9, FET— N Tl B EN
LEHEER Ry U — 7 28R TE £,

ROPIT FETRY N —T RS DR LET,

routerffcellular 0 lte plmn select manual ?
<0-999> Mobile Country Code (MCC)

routerffcellular 0 lte plmn select manual 234 ?
<0-999> Mobile Network Code (MNC)

routerffcellular 0 lte plmn select manual 234 10 ?
gsm GSM
lte LTE
umts UMTS

router#fcellular 0 lte plmn select manual 234 10 gsm ?
permanent PERMANENT
power-cycle POWER_CYCLE
routerffcellular 0 lte plmn select manual 234 10 gsm power-cycle ?

<Cr>

router#cellular 0 lte plmn select manual 234 10 gsm power-cycle
WROBIT 3y U —27 RRNE@H T2 HEERLET,

routerffcellular 0 lte plmn select force ?
<0-999> Mobile Country Code (MCC)

routerffcellular 0 lte plmn select force 310 ?
<0-999> Mobile Network Code (MNC)

routerffcellular 0 lte plmn select force 310 410 ?
<2-3> MNC Digits Ex 23 means 2 Digits, 023 Means 3 Digits

routerffcellular 0 lte plmn select force 310 410 2 ?
gsm GSM
lte LTE
umts UMTS

router#cellular 0 lte plmn select force 310 410 2 1lte ?
permanent PERMANENT
power-cycle POWER CYCLE
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Router#fcellular 0 lte plmn select force 310 410 2 lte power-cycle ?
<cr>

Router#fcellular 0 lte plmn select force 310 410 2 lte power-cycle

PLMN DOEROHER

show cellular 0 network =~ > K& L C.,PLMN O&ER 2R T £9,

router#show cellular 0 network

Current System Time = Fri Sep 18 18:53:25 2015
Current Service Status = Normal

Current Service = Packet switched

Current Roaming Status = Roaming

Network Selection Mode = Manual

Network = 02 - UK

Mobile Country Code (MCC) = 234

Mobile Network Code (MNC) = 10

Packet switch domain(PS) state = Attached
Location Area Code (LAC) = 4931

Cell ID = 34319

Available PLMNs:

Idx MCC MNC RAT Desc

1 234 10 umts 02 - UK
2 234 10 gsm 02 - UK
3 234 20 umts 3 UK

4 234 30 umts EE

5 234 15 gsm voda UK
6 234 33 gsm EE

7 234 20 1lte 3 UK

8 234 30 gsm EE

9 234 15 umts voda UK
10 234 30 1lte EE

11 234 10 1lte 02 - UK
12 234 15 1lte voda UK

router#show cellular 0 radio

Radio power mode = ON

Channel Number = 122

Current Band = GSM 900 Extended

Current RSSI = -48 dBm

Current ECIO = -127 dBm

Radio Access Technology (RAT) Preference = GSM
Radio Access Technology (RAT) Selected = EDGE

Py N =72 Ko TUI N —F DOBEBNTFAENZWEERNDH D £3, 20 K 5 2548135
DFy NT—7 BIRIRTDZMERH D F9,

N—ZPRFy N =7 IR TE RV AT BT A2 FEH L £,
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W SNMP MIB

SNMP MIB

Cisco4GLTE £ ¥ 2 — /LTI RO 5 F v b U — 27 FH 7 v b =)L (SNMP)MIB 73 %78 — k &
NWTWET,

- IF-MIB
« ENTITY-MIB
* CISCO-WAN-3G-MIB

CISCO-WAN-3G-MIB TIZ . KDOT —T NV 7 T—T AN IGBLINLIE 77 / ud—mitic
PR—FINTWHET,

e ciscoWan3gMIB(661)

e ciscoWan3gMIBNotifs(0)

e ciscoWan3gMIBObjects(1)
¢ c3gWanCommonTable(1)

e ¢3gWanGsm(3)

e c3gGsmldentityTable(1)

e c3gGsmNetworkTable(2)

¢ ¢3gGsmPdpProfile(3)

¢ ¢3gGsmPdpProfileTable(1)
¢ c3gGsmPacketSessionTable(2)
e c3gGsmRadio(4)

* c3gGsmRadioTable(1)

e c3gGsmSecurity(5)

¢ ¢3gGsmSecurityTable(1)
http://www.cisco.com/go/mibs @ Cisco MIB Locator 725 MIB =4 7 > o — R TX £7,

SNMP 4G LTE O E : i

WDEIT SNMP BfEZ L — ZZRET D HiEEZ R LET,

snmp-server group neomobilityTeam v3 auth notify 3gView

snmp-server view 3gView ciscoWan3gMIB included
snmp-server community neomobility-test RW
snmp-server community public RW

snmp-server enable traps c3g

snmp-server host 172.19.153.53 neomobility c¢3g
snmp-server host 172.19.152.77 public c3g

snmp-server

host 172.19.152.77 public udp-port 6059

R OBF)IT SNMP R T/ — & LIBET D XD ISMBHR A b T8 ZAE2RET D HEEZRLET,

setenv
setenv
setenv
setenv

SR_MGR_CONF_DIR /users/<userid>/mibtest
SR_UTIL COMMUNITY neomobility-test
SR_UTIL_SNMP_VERSION -v2c
SR_TRAP_TEST_PORT 6059
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NoINY a—TFT 4T

ZDOE®7 T a rTIE.CiscodG-LTE VA YL A BV 2a— /LD T Ty a—T 4 TITHER
Ny 7 7I 0y RiEHMBLOMEHATREZR Y Y =R 20T L £ 7,

o T—X a— LR EDOMR (123 X—)

o (B IR OMER (123 ~—)

o F—ERTRATEYT 4 OMEFR (124 X—)

o IELWI— LERE (125 _—)

(125 ~<—)

7“—’5 — ‘—'/I/ ﬁo)%wu

—_—n
il

T =8 A= VREEMHERT 2T RO FINNAENE T,

2797 1 cellular profile create =~ > RZHEH L TET L T—% a7 7 A VEERL.ELVT— 1
5{ 72 A ATDDR ZRELZBINA—FNETAL YL A Fy hT—7FH THA I ping
EEELET,

2797 2 ping (2RI LG RO debug 3 X Wshow 2~ REFH L TCZORKET Ny 7 LET,
¢ debug chat
¢ debug modem
¢ debug dialer
¢ show cellular all
« show interface cellular
¢ show running-config

¢ show ip route

2AFv 73 Inboavwy RKOMNERE L, VAT LAFHEICHWEDbEET,

IR DHERS

Received Signal Strength Indication (RSSI) L UL 3 FEF AR WG A (72 & 2 1E, -110 dBm i D
IRDFNEZHENNE T,

AFvF 1 TUoTFTEREMERLET.SMA 2327 ZREUYNZEY o, Lo ko bhTn
HIEEMRLET,

27y 72 VE—LNTUoTFTEBEHLTCWEEE. T T 7 L— KL aBEI LTRSS ek #E S iz
EODEmIRLET,

279 S 3 UAYXYLA P —ERA T = ZlWAbE . 2—=FDoNn5 ) T|IZh—ERA T[T L
VT A MMBDEMNEIDEHRLET,
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F—ER T~A T EYF 4 DR

W T TIFRRVAES N, T T—
show cellular all =~ > N A ZRLET, 2 =
e

Router# show cellular 0 all

Hardware Information

Modem Firmware Version = SWI9600M 01.00.09.03
Modem Firmware built = 2011/07/01 19:31:09
Hardware Version = 20460000

International Mobile Subscriber Identity (IMSI)
International Mobile Equipment Identity (IMEI)

& a7y ANNPERSN T RN T U A TO
TOIT T — L >>>>>>> THRAFETRIN TN

<specific sim numbers>

<specific modem numbers>

Electronic Serial Number (ESN) = <specific ESN in Hex> [specific ESN in Dec]
Integrated Circuit Card ID (ICCID) = <specific ICCID numbers>

Mobile Subscriber International Subscriber

IDentity Number (MSISDN) = <specific phone numbers>

Profile Information

Profile 1, Packet Session Status = INACTIVE

Inactivity Reason = Normal inactivate state

Profile 2, Packet Session Status = INACTIVE

Inactivity Reason = Normal inactivate state

Profile 3, Packet Session Status = INACTIVE

Inactivity Reason = Normal inactivate state

Profile 4, Packet Session Status = INACTIVE

Inactivity Reason = Normal inactivate state

Profile 5, Packet Session Status = INACTIVE

Inactivity Reason = Normal inactivate state

Profile 6, Packet Session Status = INACTIVE

Inactivity Reason = Normal inactivate state

Profile 7, Packet Session Status = INACTIVE

Inactivity Reason = Normal inactivate state

Profile 8, Packet Session Status = INACTIVE

Inactivity Reason = Normal inactivate state

Profile 9, Packet Session Status = INACTIVE

Inactivity Reason = Normal inactivate state

Profile 10, Packet Session Status = INACTIVE

Inactivity Reason = Normal inactivate state

Profile 11, Packet Session Status = INACTIVE

Inactivity Reason = Normal inactivate state

Profile 12, Packet Session Status = INACTIVE

Inactivity Reason = Normal inactivate state

Profile 13, Packet Session Status = INACTIVE

Inactivity Reason = Normal inactivate state

Profile 14, Packet Session Status = INACTIVE

Inactivity Reason = Normal inactivate state

Profile 15, Packet Session Status = INACTIVE

Inactivity Reason = Normal inactivate state

Profile 16, Packet Session Status = INACTIVE

Inactivity Reason = Normal inactivate state
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Network Information

Current Service Status = No service, Service Error = None >>>>>>> Nno service means not
connected to the network.

Current Service = Packet Switched

Current Roaming Status = Home

Network Selection Mode = Automatic

Country = , Network =

Mobile Country Code (MCC) = 0

Mobile Network Code (MNC) = 0

Radio Information

Radio power mode = Online

Current RSSI = -125 dBm >>>>>>> either no antenna, or bad antenna or out of

network.
Radio power mode = Online
LTE Technology Selected = LTE

Modem Security Information

Card Holder Verification (CHV1) = Disabled
SIM Status = OK

SIM User Operation Required = None

Number of CHV1 Retries remaining = 3

E LW —L3RE

WIZ.CHAT 27 V7 b2 L Ca— A RNRESNTWEIBEEOH IR EZRLET, Y b
U= bZELEIPT RUARERINET, a— LR EDEFITITOIL, T —F /SANEE
WTWET,

debug modem
debug chat

Router#

Aug 25 18:46:59.604: CHATO: Attempting async line dialer script

Aug 25 18:46:59.604: CHATO: Dialing using Modem script: lte & System script: none
Aug 25 18:46:59.604: CHATO: process started

Aug 25 18:46:59.604: CHATO: Asserting DTR

Aug 25 18:46:59.604: CHATO: Chat script lte started

Aug 25 18:46:59.604: CHATO: Sending string: AT!CALL

Aug 25 18:46:59.604: CHATO: Expecting string: OK

Aug 25 18:47:00.641: CHATO: Completed match for expect: OK

Aug 25 18:47:00.641: CHATO: Chat script lte finished, status = Success

Aug 25 18:47:00.641: TTY0: no timer type 1 to destroy

Aug 25 18:47:00.641: TTYO: no timer type 0 to destroy

Aug 25 18:47:00.641: TTY0: no timer type 2 to destroy

Aug 25 18:47:02.642: %LINK-3-UPDOWN: Interface Cellular0O, changed state to up
Aug 25 18:47:02.642: $DIALER-6-BIND: Interface Ce0 bound to profile Dil

Aug 25 18:47:03.642: $LINEPROTO-5-UPDOWN: Line protocol on Interface Cellular0O, changed
state to up (69.78.96.14) [OK]
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X7 A FL—VDOHRE

X aT AL —UBRETIT. BEERREHERER B L CR#E TX 9, VPN, IPSec & & Dffly
DIERIFRF— T FHALFWE . XA 7 6 DNXAT— KB —BXOBED /7 LT vy
NWEREBILLET AV AZ VAEAOR X —IL. BRICELIND I EEHITZHIIN—F
T DRNIANTUA—ITRESNET,

T 74N T ZOBBEIIN— R =T ORI AN T U —% 27277y b7+ —ATH
ATT, ZOBIF AR =T O RTA R TUB—RNT Ty BT k= A TR R RS
nEHEA,

e X aT A FL—VOHFL

o BEXaT XML —TYOEL

o BEEALD AT — X A DHETR

e TI v hT74—AhID DR

s TIVRTA—AARA=VDAN=Yar~DE T T L— K

X7 XA ML —VOFRME

WIZ.EF2T AR L=V X =T NVCT 50 RLET,

router#config terminal
router (config)# service private-config-encryption
router (config)# do write memory

FIFINV N T OIS Ty F 7+ — L THETT, FOFIEIT E >TSS
Sy N7+ —ALTHEHRALET,

X o7 R P L —DEML

WIZ.BXa2T AL —V2F 40— N T 50 Z2 R LUET,

routerffconfig terminal
router (config)# no service private-config-encryption
router (config)# do write memory
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WAL D R T —F 2 DR

LD R T —Z 2 DS

BB D AT — 2 A & Mei® 3 5121, show parser encrypt file status =~ > R & L &
T RO A<y RHINE EEFFIHTE 2B, 7 7 A BB LI TWRenZ L &R L

¥, 77 AT L= TR R EXTT,

router#show parser encrypt file status
Feature: Enabled

File Format: Plain Text

Encryption Version: Verl

WD a< s FENT MEIZAEI T 7 7 AN ILENTWEZEERLET, 7 7 4 Vi

(WE57 % 2 b BT,

router#show parser encrypt file status
Feature: Enabled

File Format: Cipher Text

Encryption Version: Verl

77 v 7+ —L5 1D ORER

FE#E D PEF JE 2 C SUDI GEFA E % /R~ 7 5 (21, show platform sudi certificate =~ >~ N C ]

LET,a~r NEAONG. 79y h 7+ —4 1D ZfHEICHER TE £1,
X A2 AL CA(ACT2

a~<r RIS 5 P OFEAE T Cisco Root CA 2048 T.2 FH
SUDI CA) T9,3 % H X SUDI GEFAE T,

router#show platform sudi certificate sign nonce 123

MIIDQzCCAiugAwIBAgIQX/h7KCtU3I1CoxWlaMmt /zANBgkghkiGO9wOBAQUFADAL
MRYWFAYDVQQKEw1DaXNjbyBTeXN0ZW1zMRswGQYDVQODExJDaXNjbyBSb290IENB
IDIWNDgwHhcNMDQWNTEOM]jAXNzEyWhcNM]jkwNTEOM]jAYNTQyWjA1IMRYwWFAYDVQQK
Ew1lDaXNjbyBTeXNOZW1zMRswGQYDVQQODExJDaXNjbyBSb290IENBIDIwNDgwggEg
MAOGCSgGSIb3DQEBAQUAA4 IBDQAWGIEIAOIBAQCWMrmrp6 8Kd6 ficba0ZmKUeIhH
xmJVhEAyv8CrLgUccda8bnuogqrpu0hWISEWdovyDOMy5jOAmaHBKeN8hF570YQXJ
FcjPFtolYYmUQ61EQDGYeJu5Tm8sUxJszR2tKyS7McQr/4NEb7Y9JHcJ6r8ggBog
VvYgDxFUl4F1pyXOWWgCZe+36ufijXWLbvLAT6ZeYpzPEAPKOEStzivMW/VgpSAH
jWnof£84bcN5wGyDWbs2mAag8EtKpP6BrXruOIIt6ke01a06g58QBAKhTCytKmg9ol
Eg6CTY5]/e/rmxrbU6YTYK/CEdfHbBc11HP7R2RQgYCUTOG/ rksc35Lt LgXfAgGED
0lEwWTZzALBgNVHQS8EBAMCAYYwDwYDVROTAQH/BAUWAWEB/zAdBgNVHQ4EFgQUJ/PI
FR5umgIJFgq0roIlgX9p7L60wEAYJKwYBBAGCNXUBBAMCAQAWDQYJKOZIhvcNAQEF
BQADggEBAJ2dhISjQal8dwy3U8pORFBi71R803UXHO]jgxkhLtv5MOhmBVYrBW7hmW
Ygpao2TB9k5UM8Z3 /sUcuuVddcrl8J0agxEu5sv4adEX+5wiW4g+Effy0vhN4TauYuX
cB7w40vXsNgOnbFpligRe61JT37mjpXYgyc81WhIDtSA91i7rp77rMKSsHOT81lasz
Bvt9YAretIpjsJyp8gS5UwGHOGikI3+r/+n6yUA41Ge00caEblfJUIu6ju7AQ7L4
CYNu/2bPPu8Xsl1gYJQk0XuPL1hS27PKSb3TkL4EgqlZKR40CXPDJOBYVL0fdX411d
kxpUnwVwwEpxYB5DC2Ae /gqPOgRnhCzU=

MIIEPDCCAYSgAwWIBAgIKYQlufQAAAAAADDANBgkghkiGO9wOBAQUFADAIMRYWFAYD
VQQKEw1DaXNjbyBTeXN0ZW1zMRswGQYDVQQODEXJDaXNjbyBSb290IENBIDIwWNDgw
HhcNMTEwWN MwMTc 1N§ U3WheNM] kwNTEOM] AyNTQyWj AnMQ4 wDAYDVQQKEWVDaXN7
bzEVMBMGA1UEAXMMQUNUMiBTVURJIENBMIIBIjANBgkghkiGOwOBAQEFAAOCAQSA
MIIBCgKCAQEAOmMS513THIXA9tN/hS5qR/6UZRpdd+9aE2JbFkNjht 6gfHKd4 7 7AkS
5XAtUs50xDYVt/zEbs1Zg3+LR6QrgKKQVu6JYvHO5UYLBGCj38s76NLk53905Wzp
9pRcmRCPuX+a6tHF/gqRuOiJ44mdeDYZo3gPCpxzprWIDPc1M4 1 YKHUmMOMgmgmg +
xghHIooWS80BOcdiynEbeP5rZ7qRuewKMpl1TiI3WABNjZjnpfjg66F+P4SabDkGb
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