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av Y RORT
* show run
» show alarm

* show led

aAYI74FalL—Yaravrrk
* alarm contact attach-to-iox
* no alarm contact attach-to-iox
* alarm contact 1 enable enable

* no alarm contact <1-4> enable

Cisco 10S-XE17.31 DFisee [


https://github.com/YangModels/yang/tree/master/vendor/cisco/xe

Cisco 10S-XE 17.3.1 OO igee |
. Security-Enhanced Linux (SELinux) H7R—

» alarm contact <1-4> application <wet | dry>

* no alarm contact <1-4> application

* alarm contact <1-4> description <alarm description>

* no alarm contact <1-4> description

» alarm contact <1-4> severity <critical | major | minor | none>
* no alarm contact <1-4> severity

* alarm contact <1-4> threshold <1600-2700>

* no alarm contact <1-4> threshold

« alarm contact <1-4> trigger <closed | open>

* no alarm contact <1-4> trigger

* alarm contact <1-4> output <1 | 0>

» alarm contact <1-4> output relay temperature <critical | major | minor>
* alarm contact <1-4> output relay input-alarm <0-4>

* no alarm contact <1-4> output
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show platform software audit all
show platform software audit summary

show platform software audit switch <<1-8> | active | standby> <FRU identifier from a drop-down
list>
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KIZ, show software platform software audit summary =~ > RO NfHIZ R L E T,

Device# show platform software audit summary

AUDIT LOG ON switch 1

AVC Denial count: 58

&IZ, show software platform softwareaudit all =~ > KOl ZR L 5,

Device# show platform software audit all

AUDIT LOG ON switch 1
========== START ============
type=AVC msg=audit (1539222292.584:100): avc: denied { read } for pid=14017
comm="mcp trace filte" name="crashinfo" dev="rootfs" ino=13667
scontext=system u:system r:polaris trace filter t:sO
tcontext=system u:object r:polaris disk crashinfo t:s0 tclass=lnk file permissive=1l
type=AVC msg=audit (1539222292.584:100): avc: denied { getattr } for pid=14017
comm="mcp trace filte" path="/mnt/sdl" dev="sdal" ino=2
scontext=system u:system r:polaris trace filter t:sO
tcontext=system u:object r:polaris disk crashinfo t:s0 tclass=dir permissive=1l
type=AVC msg=audit (1539222292.586:101): avc: denied { getattr } for pid=14028 comm="1s"
path="/tmp/ufs/crashinfo" dev="tmpfs" ino=58407
scontext=system u:system r:polaris trace filter t:sO
tcontext=system u:object r:polaris ncd tmp t:s0 tclass=dir permissive=1l
type=AVC msg=audit (1539222292.586:102): avc: denied { read } for pid=14028 comm="1ls"
name="crashinfo" dev="tmpfs" ino=58407
scontext=system u:system r:polaris trace filter t:sO
tcontext=system u:object r:polaris ncd tmp t:s0 tclass=dir permissive=1l
type=AVC msg=audit (1539438600.896:119): avc: denied { execute } for pid=8300 comm="sh"
name="1id" dev="loopO" ino=6982
scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:bin t:s0 tclass=file permissive=l
END

(BRI T D72 DITH IITERS)
&KIZ, show software platform software audit switch =~ > FOM 2R L E T,

Device# show platform software audit switch active RO

=== ==== START ============

type=AVC msg=audit (1539222292.584:100): avc: denied { read } for pid=14017
comm="mcp_ trace filte" name="crashinfo" dev="rootfs" ino=13667
scontext=system u:system r:polaris trace filter t:s0

tcontext=system u:object r:polaris disk crashinfo t:s0 tclass=lnk file permissive=1l

type=AVC msg=audit (1539222292.584:100): avc: denied { getattr } for pid=14017
comm="mcp_trace_filte" path="/mnt/sdl" dev="sdal" ino=2
scontext=system u:system r:polaris trace filter t:s0
tcontext=system u:object r:polaris disk crashinfo t:s0 tclass=dir permissive=l

type=AVC msg=audit (1539222292.586:101): avc: denied { getattr } for pid=14028 comm="1s"
path="/tmp/ufs/crashinfo" dev="tmpfs" ino=58407
scontext=system u:system r:polaris trace filter t:s0
tcontext=system u:object r:polaris ncd tmp t:s0 tclass=dir permissive=l

type=AVC msg=audit (1539222292.586:102): avc: denied { read } for pid=14028 comm="1s"
name="crashinfo" dev="tmpfs" ino=58407
scontext=system u:system r:polaris trace filter t:s0
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tcontext=system u:object r:polaris ncd tmp t:s0 tclass=dir permissive=1l

type=AVC msg=audit (1539438624.916:122): avc: denied { execute no trans } for pid=8600
comm="auto_upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris_auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438648.936:123): avc: denied { execute no trans } for pid=9307
comm="auto_upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris_auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438678.649:124): avc: denied { name connect } for pid=26421
comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0
tcontext=system u:object r:polaris_caf api port t:s0 tclass=tcp_socket permissive=1
type=AVC msg=audit (1539438696.969:125): avc: denied { execute no trans } for pid=10057
comm="auto_upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris_auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438732.973:126): avc: denied { execute no trans } for pid=10858
comm="auto_upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris_auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438778.008:127): avc: denied { execute no trans } for pid=11579
comm="auto_upgrade_ se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris_auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438800.156:128): avc: denied { name connect } for pid=26421
comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0
tcontext=system u:object r:polaris_caf api port t:s0 tclass=tcp_socket permissive=1
type=AVC msg=audit (1539438834.099:129): avc: denied { execute no trans } for pid=12451
comm="auto_upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris_auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438860.907:130): avc: denied { name connect } for pid=26421
comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0
tcontext=system u:object r:polaris_caf api port t:s0 tclass=tcp_socket permissive=1

========== END ============
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e Dz~ K ( [lrequestplatform software trace archive target <URL>| ) ZEH L72R >
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Device# request platform softwar e trace ar chive target flash:selinux_btrace logs
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Would you like to enter the initial configuration dialog? [yes/no]:

UHIOY 7 h DT =27 /8= a T no DINERTFAI SN TEY | A R—T /LSRR T — R)ZE
HOEEDOT A AZRouter> 71 7 NI E Liz, TORITL—ZEZHREL, A F—
TIRAYT — RPZEADOE EFBREIIRBIZT L2 &N TEET,

VIR R = A > hTld, enablepassword =~ ROV |2 enablesecret =1~ > R4 {#
THZ LML TWES, Zhid, b7 vT Y ZLRYEINDL 2O T L,

17.3.1 LAl WO X A4 7 a ZFREHIIICH LA R—T WA T — RERE L, D
enablesecret =< FEROVIEA L CEATI L 9EETEINE Lz, KIZ, FlaRLE
K

Would you like to enter basic management setup? [yes/no]l: yes
Configuring global parameters:

Enter host name [Router]: router-1

The enable secret is a password used to protect access to
privileged EXEC and configuration modes. This password, after
entered, becomes encrypted in the configuration.

Enter enable secret: ***kkxkx%

Confirm enable secret: ****k*xk*

Cisco 10S-XE17.31 DFisee [



https://www.cisco.com/c/en/us/td/docs/routers/access/1101/b_IR1101HIG/b_IR1101HIG_chapter_01.html#con_1161147

Cisco 10S-XE 17.3.1 OO igee |
. FTIAIRIRRT—FEEDER

The enable password is used when you do not specify an

enable secret password, with some older software versions, and
some boot images.

Enter enable password: ***kkkxkkk*

The virtual terminal password is used to protect
access to the router over a network interface.
Enter virtual terminal password: ***kkkxkk*
Configure SNMP Network Management? [yes]: no

Enter interface name used to connect to the
management network from the above interface summary: Ethernet0/0

Configuring interface Ethernet0/0:
Configure IP on this interface? [yes]: no

The following configuration command script was created:

hostname router-1

enable secret 9 $9$emUzIshVXwlUaE$nTzhgi9STdZKzQc4VJI0kEaCqafjUNACD7ZU£37SY9%qg
enable password password-1

[0] Go to the IOS command prompt without saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration to nvram and exit.

Enter your selection [2]: 2

router-1>en

Password:

router-1l#sh run | sec enable

enable secret 9 $9$emUzIshVXwlUaE$nTzhgi9STdZKzQc4VJI0kEaCqafjUNACD7ZU£37SY9%qg
enable password password-1

W, IR EZA T a7 no LA LIRS 0EEDH 25~ LET,

Would you like to enter the initial configuration dialog? [yes/nol: no
The enable secret is a password used to protect access to
privileged EXEC and configuration modes. This password, after
entered, becomes encrypted in the configuration.
Enter enable secret: ***kkxx%
Confirm enable secret: ****xkkxx
Would you like to terminate autoinstall? [yes]: yes

router-1>en

Password:

router-1#sh run | sec enable

enable secret 9 $9$emUzIshVXwlUaE$nTzhgi9STdZKzQc4VJI0kEaCqgafjUNdCD7ZU£37SY9qg

wODv T A VEFHIA F—T N —7 Ly hIRERIN, BEHEN IR —REANTBH &
BHENAT LIZRAT— RIXFICv A7 snET, EEEDWEI /2 XAV — K2 AT 5
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) ZANTHIIICROONET, T ML, BHENBRN RN AV—REANT D E
THFRRINET, BHEHEIL, BB —7 Ly MR TU—RE2RA LT, FEHENHE L
Tev—27 Ly NEHRTHLERDH Y 7,
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Telnet & HTTP
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Would you like to enter the initial configuration dialog? [yes/no]:

PRIOY 7 N =27 83— 2 TIE N0 DISERTFFAISNTED | A X2 — T /XA T — R)2%E
FDEEDT /SA AXRouter>7 w7 NI W E LT, ZORRTL—FEREL, 1 F—
TNNAY = RPREADOE EBRIREIZT L ENTEET,

PIRID K% 2 A2 h T, enablepassword =~ > KDt D |2 enablesecret =2~ > KN4 fii
THZEEHIREL TWET, T, BT AT XARLEEINDLTOTLE,

17.3.1 LAl WO X A4 7 a ZRERIICHT LA R—T VXA T — RERE L, 1D
enablesecret =~ REROVIEH L CEHTA L H>ZFRINFE L, KIZ, Bl RrLE
j‘o

Would you like to enter basic management setup? [yes/no]: yes
Configuring global parameters:

Enter host name [Router]: router-1

The enable secret is a password used to protect access to
privileged EXEC and configuration modes. This password, after
entered, becomes encrypted in the configuration.

Enter enable secret: ***kxkkxx

Confirm enable secret: ****xkkxx
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The enable password is used when you do not specify an

enable secret password, with some older software versions, and
some boot images.

Enter enable password: ***kkkxkkk*

The virtual terminal password is used to protect
access to the router over a network interface.
Enter virtual terminal password: ***kkkxkk*
Configure SNMP Network Management? [yes]: no

Enter interface name used to connect to the
management network from the above interface summary: Ethernet0/0

Configuring interface Ethernet0/0:
Configure IP on this interface? [yes]: no

The following configuration command script was created:

hostname router-1

enable secret 9 $9$emUzIshVXwlUaE$nTzhgi9STdZKzQc4VJI0kEaCqafjUNACD7ZU£37SY9%qg
enable password password-1

[0] Go to the IOS command prompt without saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration to nvram and exit.

Enter your selection [2]: 2

router-1>en

Password:

router-1l#sh run | sec enable

enable secret 9 $9$emUzIshVXwlUaE$nTzhgi9STdZKzQc4VJI0kEaCqafjUNACD7ZU£37SY9%qg
enable password password-1

W, IR EZA T a7 no LA LIRS 0EEDH 25~ LET,

Would you like to enter the initial configuration dialog? [yes/nol: no
The enable secret is a password used to protect access to
privileged EXEC and configuration modes. This password, after
entered, becomes encrypted in the configuration.
Enter enable secret: ***kkxx%
Confirm enable secret: ****xkkxx
Would you like to terminate autoinstall? [yes]: yes

router-1>en

Password:

router-1#sh run | sec enable

enable secret 9 $9$emUzIshVXwlUaE$nTzhgi9STdZKzQc4VJI0kEaCqgafjUNdCD7ZU£37SY9qg

wODv T A VEFHIA F—T N —7 Ly hIRERIN, BEHEN IR —REANTBH &
BHENAT LIZRAT— RIXFICv A7 snET, EEEDWEI /2 XAV — K2 AT 5
Ly BRI RAT =R (DF Y, RXFE/NLT, FRCT, BT 70 EOEEN AR D
) ZANTHIIICROONET, T ML, BHENBRN RN AV—REANT D E
THFRRINET, BHEHEIL, BB —7 Ly MR TU—RE2RA LT, FEHENHE L
Tev—27 Ly NEHRTHLERDH Y 7,
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