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BE Va2 NVI7y—AUxTET v 77 L—KTBRENII, V—HXZIOSXE YV UV —X17.11.1 L&
WCHEHT D2 & EHE L F9,

DT ORHELENE S TWAZ 2R LET,
«IR1800 & AP L OICRy MY — 7 G NVLETT,

o AP 3A A — T H ST 5729121, IR1800 @ TFTP B — R—3G 50T 72 - TV D LB
HHFI,

IR1800 D& E
WO LB L TLIEEU,

Router#sh run int vlanl
Building configuration...
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Current configuration : 60 bytes

interface Vlanl
ip address 10.10.10.1 255.255.255.0

interface W10/1/4

switchport mode access

switchport access vlan <id>

(In the example above vlan 1 is used)

end

)

GE)

vlan id 121X, <1 ~ 4094> OFFHDLBEDEEBETE E T,

EWCAP 5 & U CAPWAP D IP 7 FLRZFEA L= Wi-Fi EY 21— ILDEE

Wi-FiEYa— V%7 v 77 b— RERFERT I, IP 7 RUARKLETT, RO 22D
FERHY £,

1.

IR1800 T DHCP H—_—ZREL T, Wi-Fi T 2—/LIZIP 7 RL A& #f4 2%

IR1800 Router:
Router#sh run | sec vlanl
ip dhcp pool vlanl
network 10.10.10.0 255.255.255.0
default-router 10.10.10.1
Router#

WP-WIFI6: Gets ip from IR1800 DHCP server
APBCE7.120C.D748#%sh ip in br

Interface IP-Address Method Status Protocol Speed Duplex
wiredO 10.10.10.2 DHCP up up 1000 full
auxiliary-client unassigned unset up up n/a n/a
apr0v0 n/a n/a up up n/a n/a
aprlv0 n/a n/a up up n/a n/a

APBCE7.120C.D748#
Wi-Fi €V 2 — /WZEHPIP 7 RV AZRET D

capwap ap ip <ip address> <netmask> <gateway> =~ > R&HEH L £,

APBCE7.120C.D748#capwap ap ip 10.10.10.4 255.255.255.0 10.10.10.1

[¥12/07/2023 14:01:39.3510] ethernet port wired0O, ip 10.10.10.4, netmask 255.255.255.0,
gw 10.10.10.1, mtu 1500, bcast 10.10.10.255, dnsl 0.0.0.0, is_static true, vid O,
static_ip failover false, dhcp_vlan failover false

APBCE7.120C.D748#ping 10.10.10.1
Sending 5, 100-byte ICMP Echos to 10.10.10.1, timeout is 2 seconds

PING 10.10.10.1
Success rate is 100 percent (5/5), round-trip min/avg/max = 0.997/1.100/1.221 ms
APBCE7.120C.D748#
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configure ap addressipv4 static <ip address> <netmask> <gateway> =1~ > FZHEH L £3, &
Wl &R L ET,

APBCE7.120C.D748#configure ap address ipv4 static 10.10.10.2 255.255.255.0 10.10.10.1

\)

GE) #—PFYzAIP7 FL AT, IRI800/L—Z SVIDIP T KL AT,

I0SXE17.MXx E LUV 1712x #E1TT 5 UIWWGEB E— FOWi-Fi E22—I/LDIP 7 FLREE

IOSXE17.11xB L I7.12x ZF4T L TWHIL—F Tk, —R15 & EiEo configureap address
Ay FREATRETE TCWD LA LILVEEAN, TRET TEIWI-FIEY 2 —
W EIZERRIP TV B ABRHSLESNET A, 2=y M [FI—] O ssid #BET D0
I, B0 a~y RBRKETT, RO~y ROETHREHREE L 20 £,

configure ssid-profile dummy ssid dummy authentication open

configure dotll 1 mode wgb ssid dummy

configure dotll 1 enable
configure dotll 1 disable

)

GE) WGBEREN T TICRESN., Ao TV AT, BHIPT FLAZEREBNTE 5
DT, BHESEMTH L FEROFIETILNED D 8 A,

WOBNZRT L DT, Sub-If 2% Twhridgex] TH D Z L R L ET,

WGB#sh datapath command /click/br_router/dump root_subifs

Root_port BG-ID Hop-Address Sub-If VID VAP Trunk Sec Trunk Vlan-Trans Learn
Uni-Flood Flood-Age

57 1 BC:E7:12:0C:E4:0F wbridge.0 O 0 true true false false
true 0

configure ap addressipv4 static <ip address> <netmask> <gateway> =~ > FZFEH L £9, &K
B E R L ET,

APBCE7.120C.D748#configure ap address ipv4 static 10.10.10.2 255.255.255.0 10.10.10.1

EWCAP 27 —LY9T7DTF7vI5L—FK

Tr—A7=zTid, ENCE—RT, 7T7EBARASLS L " Davw s RS, B —T A AF
721X WebUL 67 v 7 7 L— R T& 1,

ZITE, Ty L= ROREREM L, Ty T L — ROSATFIEZHP L £,
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AP US4 43— 4R (CU) Z#={ERLT-
(e] N >
27—L)zT7DT7v T L—F
IRISOO 7 — R 7T v allf A=V 7 7 A NVEREGT 52X, EF =27 a b — L& TFTPHEEED
2ODHFENRHY £7,
A A= HT v 77 L— KT 50T, vlanl & Wi-Fi €Y 2—/LIZIP 7 RUAREEIN T
HZLEMRLET, 77 =L =T %27 v T L— FT57-00RMESME (1 2—) @
HAERERLTLIEZEN,
tXaT7aE—%FERTHEE
1. A A=Y T77A40%IRIBO0 7 —F7 T v allabt—LET,

A

G EFaT7abt— (sp) AT DIE. BN SSH OREEZ LY b7 v I T 20ERHY *
9, [Configuring Secure Shell] ZZH L T 7230,

Router# copy scp: bootflash:

Address or name of remote host []? 192.168.1.2
Source username [xxxxx]?Enter
Source filename []? /auto/users/<your-image>

Destination filename [<your-image>]?

This is a Cisco managed device to be used only for authorized purposes.
Your use is monitored for security, asset protection, and policy compliance.

Password: <your-password>
Sending file modes: C0644 208904396 <your-image>

[OK - 208904396 bytes]
208904396 bytes copied in 330.453 secs (632176 bytes/sec)

2. IR1800 % SFTP #— _"— L L THERET D L O ICRTEL £,

ip scp source-interface Vlanl ! VLAN interface to be modified based on the
configuration
sftp-server bootflash:<your-image>

3. APCLIDOHAP 77— U=xT %7 v 7L —RKLET,

#ap-type ewc-ap sftp://10.10.10.1/aplg8 sftp://10.10.10.1/<your-image>

TFIPEnE %X FRHT 555
1. A A=V T77A40%IRIB0 7T — 7T v alcat—LET,

Router# copy tftp: bootflash:

Address or name of remote host []? 192.168.1.2
Source filename []? /auto/users/<your-image>
Destination filename [<your-image>]?
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[OK - 208904396 bytes]
208904396 bytes copied in 330.453 secs (632176 bytes/sec)

2. IR1800 # TFTP Y— "— & L THERET B L Y IR E L £ 7,

ip tftp source-interface Vlanl ! VLAN interface to be modified based on the
configuration
tftp-server bootflash:<your-image>

3. APCLINB AP 77— U=xT %7 v 7L —RKLET,

#ap-type ewc-ap tftp://10.10.10.1/aplg8 tftp://10.10.10.1/<your-image>

1TTMALUBOUWA A —ADT7 Yy THL—F

IOSXE1711.1RE, A A= T —F T 7 F ¥ RNHF LA A —T X A TIZEL S, WP-WIFI6
¥ 22—/ ® Unified Industrial Wireless (UIW) A A —YNEASINFE L7z, 4 A =4I
aplg8t-k9cl TJ, 14D CAPWAP (aplg8-kows8) A A — I i~ T, UIW A A —7 WGB
Here R U E 4,

UWA A= RN 7a 750830 TWARNWES, ZOFET, Wi-FiEYa2—/10D7T v a,3—
T4 NCEHI LA A—CE T ST AT 500 FEERBH L ET,

UW A A =BT TIZA VA R—ILENTWVWAEARIL, ZOBEZXZAX LTI,
TNAALIZ20DF A TDAA—TPHFEL, A AWM LIZTTA <) 8—TFT ¢
varERw I T vTIR—=T 4 varERbET, ROFKIZ, IOSXE17.9 £ 17.11 DA A—
NR—F 4 arDENVERLET,

17.9.x 17.11
| @ capwap APWAP W
o[ O @
IMAGE PARTITION IN STORAGE © carwap
Backup
| | Ocrrvar @ uw
Ewe e EWC

UIW A A =B R—FENDHDIXI0S XE 171 LIETH 570, Fn L g A—2 F
TEELTWT, UIWA A=V % —EFH A A =L LTWRNT S AL, RO TFNEICHE -
TT w77 L —REBGETHMLERDH Y 7,

¢ 17.11 UIW B X CAPWAP f A —V DR A ML —Z~DHE 7 a— K
*17.9 »5 CAPWAP 17.11 ~O7 v 77 L— K

cUIW 1711 A A—T DA A h—)L
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17.1MUW B KU CAPWAP £ A —CDRRA MIL—EADHE
HAa—Kk
T T L— REBWBT HEIC, MERA A—CZIRIBOICH T rm—RLET, IROA A—
UINRBETT,
« 17.11 CAPWAP CCO A A —

«17.11 UIW CCO A A —¥

FIE

RTYTN A A=V ET v 77 L—RT LRI, vianl & Wi-Fi €Y 2 — /LI IP 7 RUARRE SN TND Z L fE
RLET, 77—LU=xT 27 v 77— RT5000HESRME (1 3—2) OEEHGRLTIEE,
ATFwT2 A A=Y %IRIS00 D flash: 7« L7 h VICEE L £7,
a) TFTP 7o v 7% A XagkE LET,
IR1800 (config) #ip tftp blocksize 8192
b) N—Y3a 17 UIWCCO A A—VaF U ra—RKLET,

IR1800#copy tftp://<TFTP IP>/aplg8t-k9cl-tar.17.11.0.155.tar flash:

) /3= a 1711 CAPWAPCCO f A—TY %Xy rm—RLET,

Download 17.11 CAPWAP CCO image:
IR1800#copy tftp://<TFTP IP>/aplg8-k9w8-tar.153-3.JPP.tar flash:

AT w73 IRIS00 # TFTP #r—"— L L TREL 7,

IR1800 (config) #tftp-server bootflash:aplg8t-k9cl-tar.17.11.0.155.tar
IR1800 (config) #tftp-server bootflash:aplg8-k9w8-tar.153-3.JPP. tar

179 /" 5 CAPWAP17. 11 ~ADT7 v J45 L—FK
je

EXYh RVavwr RXFHEANLTWAL XL, SESERha VY= AvE—URERIND
b EDETHEELEMS DB R0 BB T, logging consoledisable =~ > RAf#ifH L
T, AvE—VOFREEIETEET,
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https://software.cisco.com/download/home/286326353/type/286288051/release/15.3.3-JPP
https://software.cisco.com/download/home/286326353/type/286330642/release/17.11.1
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17975 CAPWAP .11 ~7 v 75 L— 1 [

AP_WIFI6 ¥ = /WIZBEI L9, =2/ —/ L7 SSH 2 L TIR1800 2= 71 > L7z#%. hw-modulesession
083 =~y R&EFITLTAP_WIFI6 =V —)LZ U XA L7 FT&ET, RIZ, Ctrl-aCtrl-g #%1TL T
IR1800 IZFR Y £ 9,

IR1800#hw-module session 0/3

T o ST — RERBT DRI, FATHOA A= I CAPWAP T— R TH D Z L 2R LET,
WorkGroupBridge € — R & 7213 EWC £— FCTHEITL T\ 541X, ap-typecapwap =2~ > R&EH LT
CAPWAP E— RIZEHAL £ 7, aptype xLHET DL, Wi-FiEY 22— R 7 —FLET, ROFIZSR
LTLIEENY,

a) WorkGroupBridge &—

AP WIFI6#sh running-config | inc Mode
AP Mode : WorkGroupBridge

AP WIFI6#ap-type capwap
Note: After rebooting, check the running image is CAPWAP:

APESEB.349C.14F8#sh running-config | inc Mode
AP Mode : Local

b) EWC E— K

WLC#wireless ewc-ap ap shell username <username>

AP WIFI6#ap-type capwap
AP is the Master AP, system will need a reboot when ap type is changed to CAPWAP
. Do you want to proceed? (y/N)y

Note: After rebooting, check the running image is CAPWAP:
APEBEB.349C.14F8#sh running-config | inc Mode
AP Mode : Local (or FlexConnect)

CAPWAP 17.11 4 A —3 % aplg8-kw8 D TS A X YNR—F 43y (RN—F 4 arl) T v 77 L—
RKLFET, PING 2~ REHEHL TRy NT—JIZRIEMRETHD Z & 2R L, 17.11 CAPWAP CCO
A A=DIT v 7T —FRLET,

GE)
Fyru—RED T — MNUIK 6 7000 £77,

AP WIFI6#ping <IP of IR1800 TFTP> For example:192.168.145.77
AP WIFI6#logging console disable
AP WIFI6#archive download-sw /reload tftp://<IP of IR1800>/aplg8-k9w8-tar.153-3.JPP.tar
Starting download AP image tftp://<IP of IR1800 TFTP>/aplg8-k9w8-tar.153-3.JPP.tar ...
!This may take a few minutes.
!Tf longer, please abort command, check network and try again.

-=0=- # # # #

eV T, CAPWAP @ aplg8-kw8 D/Ny IO 7y TiI\—F 43y (N—FT 4 ar2) 27 v 77 L —F
LET,
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PING A vt —UHERAL TRy hT—ZIZBFERRETH D Z & 2R L, CLIA 7 Y 3 > no-reload % {# >
T 1711 CAPWAPCCO A A —V %7 v 77 L —RFLET, wICHZRLET,

AP WIFI6#ping <IP of IR1800 TFTP or Infra TFTP, for example: 192.168.145.77>

AP WIFI6#logging console disable
AP WIFI6#archive download-sw /no-reload tftp://<IP of IR1800 TFTP>/aplg8-k9w8-tar.153-3.JPP.tar

UWITM A A—2DA VR =)L

WOFIEZ, FIAVUWRR—F a7 v FUIWA—F 13 ar 3L4)
DA VA= NVFIEEZHRBLIZHEDTY, TIA~IRN=FT 42 ar X0 0T v T N—FT 4
TaryDOWEAENR—FICEFINDID, AT v 72X 1REFETLET, RKORESML T

STEEW,

" (1

rimary e
- @4 Primary o
Backup " II" €’ e’
Backup
EWC o
i

BEE XML —=UDBRBLNRTWAED, EWCA A=V 2IhREn, EWCE— FIZETZ &1k
TEEHE A,

Je

Evhr Rnavwr RXFHEANLTNDEXIL, SEIFERaLV Y —NAvE—URERIND
L. EZETEELE SR 72D R BT, logging consoledisable =< > K& L
T, AvE—VORREFEILTEET,

FIE

AT w71 configboot modewgb =~ > REMH LT, UIWA A=Y RT TR T LAENTNENE ) NETHER
LET,

a) A< RRERLESRES. UIWA A =37 eI 08 TWERA, ATy 72 ICHELET,
WOHNE, UIW A A —TURN N2 LA R LTWET,

AP _WIFI6#sh version | inc AP
Cisco AP Software, (aplg8),
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ATv74
ATv7T5

uwin A A =S4z k=1 [

AP WIFI6# config boot mode wgb
Error: Unified client image missed.

b) IV RRHEIILIGA, UIW A A =3T3 T el I AE3NTWET, AT v 7 4ICHRET,
WOFNE, UIW A A=V NEETDHZ L 2R LTOET,

AP_WIFI6#sh version | inc AP
Cisco AP Software, (aplg8),

AP WIFI6#config boot mode wgb

Image swapping will restore the device to factory settings.
Are you sure to proceed? (y/n) y

AP starts factory reset...

CAPWAP 17.11 T, nordoad 7> a v ZHHALTCUW 171l A A=A VA M=V LET, TI9A4~
VR—=F 43 ar RNy Ty 7FR—=F 433y B3L4) OmGFREBICEFRFRSNET,

AP_WIFI6#ping <IP of IR1800 TFTP or Infra TFTP>
AP WIFI6#logging console disable
AP WIFI6#archive download-sw /no-reload tftp://<IP of IR1800 TFTP>/aplg8t-k9cl-tar.17.11.0.155.tar

R R e e R

Detected field upgrading unified client image by CAPWAP image...
New image will be added into flash, but EWC will be removed.

Are you sure to proceed?(y/n) y

After the upgrade, please remember to switch the mode manually.

Press any key to continue
R EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEET

()
FNEN KL, AT —% A3 upgrade.sh: INFO: unified client image exists, please try command: config boot
mode DL, THAA AT TIZT BT T AINTZUIW A A=Y RN D720 T v 77 L— RBERKL T
WET, ATy TIZRY £,

UIW 23T A AZA A h—)L &7z 5, configureboot modewgb CLI Z{#H L TA A — % A 7% WGB
AR CEES, BELEZEES. Wi-FiEYa—ARBEHL, UW Y7 hy=T7Re—RK3h, THH
frRE DIRRE~D Y &> FRFITSNET,

AP WIFI6#configure boot mode wgb

Image swapping will restore the device to factory settings.
Are you sure to proceed? (y/n) y

AP starts factory reset...

Full Factory Reset triggered: clear all files from storage..

T 7/ N WIMASRAT— RCHBL7=2T 7/ b A a7 LET,
UIW A A= XA TN aplg8t THDHZ & ZhER L E T,

AP_WIFI6#sh version | inc AP
Cisco AP Software, (aplg8t), C6, RELEASE SOFTWARE
AP Running Image : 17.11.0.155
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B 0SXE17.01 55 10SXE 112 LIBEAD UW £ A—SDF v TH L— K

RDBERY

WGB O FEAMEEZ FEI T E L E 7, FRMIZ OV TIE,  [Cisco Catalyst 9800 Series Wireless
Controller Software Configuration Guide, Cisco IOS XE Dublin 17.11.x] [EFE] # &2 L T X
AN

IOSXE17.11 ) 5 I0SXE1712LIBEADUIW A A —S DT Y
JJL—F

FIE

ATy T

ATy T2

ATvT3

UW A A=V %7 v 77 L— R HHNZ, EITHOA A= F 47 UIW (aplg8t-k9cl) T
HDHZEEHER LTI, TN RZUIWA A=V N—EHLA VA =L ENTELT,
[0S XE 17.11 CAPWAP A A — U NETINTWARWEEIE, UIW 1711 A A—2 DA A h—
N (8X—=) DAT v T 3INLT v 77 L—RERKBLET,

\)

GE) A A—=IF a5 A TIL, CAPWAP 725 CAPWAP A A — UIW 6 UIW A A —T7p &
FUARA—VHEATDT v 77— ROBBRFAEINET, BIEDT A 7L B HHERIT.
Ty T VL= RTEHNCA A=V EATEERTLET,

T5A <V UIWAA—TURH LWNWA— g 027 v X7 L— RERET, kD 17.12 D% 2%
L TLIEEN,

] o @ o
Primary Primary
s o ®_s o

Backup Backup

TNAANIOSXE VU —A17TAIUIW A A=Y HFEITLTWDZ L 2R LET,

AP WIFI6#sh version | inc AP
Cisco AP Software, (aplg8t), C6, RELEASE SOFTWARE
AP Running Image : 17.11.0.155

IR1800 TH — /LT TFTP #—"—ZFHE L £ T, 17.11 UIW 35 KTV CAPWAP A A — T DARA b jb— 2 ~
DHETr—R (6 X—Y) #ZMLTIZEW, KIZ, AP_WIFI6 IZHBYIP 7 RLAZRE L E7,
AP WIFI6#config ssid default ssid default auth open

AP WIFI6#config dotll 1 mode wgb ssid default

AP WIFI6#configure ap address ipv4 static <ip> <netmask> <gateway>
AP_WIFI6#reload

HLWUIW A A—0E, archivea~ > FEFEHALTHEWUIW A A=V 2EET v 77 L — R TEE9,
ZHICEYD, XR—=F 4 a A4 A—UREEHBION, T4~V ET,
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AP WIFI6#ping <IP of IR1800 TFTP or Infra TFTP> For example 192.168.145.77
AP WIFI6#archive download-sw /no-reload tftp://<IP of TFTP>/aplg8t-k9cl-tar.17.12.1.5.tar

BE
archive 2~y RE[FHATEH L FBEDOUIW A A—UNBBOUIW A A—JICT v 77 L— R Tx 9,
N—=TarFzuvliZH EHEA,

A A=DEIVTL—F

WIM @ WGB £— R & #7272 WGB #&6EIX. CAPWAP A A —7 (aplg8-k9w8) 75 UIW A
A— (aplg8t-k9cl) IZBATSH, ZDOHYR—FEET,

|

BEE 17T10URI~DOF U T L —RiZYR—FrEhFEEA,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



