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WIMED 21— )LEEaTV bk
I0OSXEV—FDary V) —uinh, T a—VDAT—H AR RTHEDIHATLa~y
NIk o L B0 TF,
* show platform
* show inventory
* show hw-module subslot 0/3 attribute
* show logging

IOSXE/L—Z DAY —)LInbEY 2—VERETDHEOIFEHTIa~r Rt koLE
D‘/C“ﬁ‘o

» hw-module subslot 0/3 maintenance enable | disable
» hw-module subslot 0/3 stop | start | reload [force]
» hw-module subslot 0/3 error-recovery password_reset

* hw-module session 0/3

BEDIL—FT— Ty T

RARML—FRN)a—RKREN2 LEFRFICWI-FIEY 22— VOBRNA AR 4, RA MRS
Wi-Fi £ 2 — 05 [ready| 55522595 &, Wi-Fi €Y = —/LOIREEDS [booting] 7> 5 [ok]
WZEDY E3, WICHlZRLET,

#show platform
Chassis type: IR1835-K9

Slot Type State Insert time (ago)
0 IR1835-K9 ok 15:25:47
0/0 IR1835-1x1GE ok 15:23:37
0/1 IR1835-ES-4 ok 15:23:36
0/3 WP-WIFI6-B ok 00:00:07
RO IR1835-K9 ok, active 15:25:47
FO IR1835-K9 ok, active 15:25:47
PO PWR-12V ok 15:23:59
GE-POE Unknown ok 15:23:59

# show logging

Apr 6 18:05:41.992 CST: $IOSXE OIR-6-INSSPA: SPA inserted in subslot 0/3

Apr 6 18:05:54.886 CST: new extended attributes received from iomd(slot 0 bay 3 board
0)

Apr 6 18:05:55.226 CST: %SPA OIR-6-ONLINECARD: SPA (WP-WIFI6) online in subslot 0/3

HBEHA L
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WIMEDa21—ILDIET I T4 7IEBT7I T4 714

WIM Y 2—Wd, 77T 4 7L THUA—NER0AEET, 72720, TV a—
NEBROATRENC, T 2— L EELWFIETIET 77 4 71275 (F2FELWFIETER
EATICTH) ZEEHRLEY, EXECE—RTROa~y REfHALET,

1. hw-module subslot 0/3 stop

N

GE¥)  hw-modulesubdot0/3stop 2~ > REMH L CEY 2 — NV EIET 7T 4 72L&, BV 22—
NEET 7T 4 7T 5I2E, ROWThhroa~<r Ra (K EXEC £— RT) L%
R

2. hw-module subslot 0/3 start

3. hw-module subdot 0/3 reload [force]

% 3: hw-module subslot A< > KA T 3>

avw vk EBA
reload BELEE a2 —A%2ELLThrLBEEESLET,
stop F 2NN T RO, L EZ—T oA AZHIRL, T 2—

NOEFREA7IZLET,

start BEOA T v MBS SNTZEY 2 — L OGAE L
BRIZ, EV 2a—VOERE2AVICLET, EVa2— LT 7—
L= TN 7T — hSH, BV a— b — A AR
MNIITENFT,

TIGHEROIRE~AD ! Y k

a—P—lE, KA M= NHROAT FEFTLT, WIM ZHREIC) By FTEE
R

Router# hw-module subslot 0/3 error-recovery password reset

Fioa<r R, WIMEA LT AE—RICERELET,
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(X)  hw-module subslot 0/3 error-recovery password _reset =~ > RZ23FE(T35H L, AP £V 2 —/LRN
HEIRICY o— RLTCREEZE T L, ALTF U AE—FREHBLET, AT 2E—FR
Tl APEY 22— )VTERA L E— FTY, a2 Y —/LEIIWeb UL ZEH LT, %y:
NWEEDV Y "R LET, APZYU B —RLTAUTF U AE—REKTTHITI
hw-modulesubslot 0/3reload force =~ REFHITTHLERDH Y £,

wIZ, THHHREORE~D Y ¥y b —F v A2RLET,

Router# hw-module subslot 0/3 error-recovery password reset

1. WIMABAYe—RXnET,
2. WIMIZA VT TV AE—RIZRESN., TV M7V —ERLEFRRENET,

Router# show platform
Chassis type; IR1835-K9

Slot Type State Insert time (ago)
0 IR1835-K9 ok 00:54:57
0/0 IR1835-1K1GE ok 00:52:49
0/1 IR1835-ES-4 ok 00:52:46
0/3 WP-WIFI6-B out of service 00:34:24
RO IR1835-K9 ok, active 00:54:57
FO IR1835-K9 ok, active 00:54:57
PO P-R-12V ok 00:53:09
GE-P06 Unknown ok 00:53:09

=PI 30 o Tns, KD~y REMHLET,

Router# hw-module subslot 0/3 reload force
1. WIMAYr— RS9,
2. WIMMBAUTFUAE—RERTLET, WIM D OKRBIZAR D ETRLET,

Router#show platform
Chassis type: IR1835-K9

Slot Type State Insert time (ago)
0 IR1835-K9 ok 00:56:50
0/0 IR1835-1X1GE ok 00:54:42
0/1 IR1835-ES-4 ok 00:54:39
0/3 WP-WIFI6-B ok 00:01:36

WIM OEIRA 2

WIM 2320 0 LAPIZ 5 a1 Y o— RENTEE BT Y 7 houoT 7Ty vafy) | BRA
M—% X WIM OERZ A7 LE9,

*Apr 7 10:34:57.412 CST: %SPA OIR-6-ONLINECARD: SPA (WP-WIFI6) online in subslot 0/3
*Apr 7 10:36:19.021 CST: %SPA OIR-6-OFFLINECARD: SPA (WP-WIFI6) offline in subslot 0/3
*Apr 7 10:37:59.128 CST: %SPA OIR-6-ONLINECARD: SPA (WP-WIFI6) online in subslot 0/3
*Apr 7 10:39:18.942 CST: %SPA OIR-6-OFFLINECARD: SPA (WP-WIFI6) offline in subslot 0/3
*Apr 7 10:41:00.072 CST: %SPA OIR-6-ONLINECARD: SPA (WP-WIFI6) online in subslot 0/3
*Apr 7 10:42:15.864 CST: %SPA OIR-6-OFFLINECARD: SPA (WP-WIFI6) offline in subslot 0/3
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*Apr 7 10:43:57.507 CST:
*Apr 7 10:45:06.049 CST:
*Apr 7 10:46:46.167 CST:
*Apr 7 10:48:12.425 CST:

p—aavv—prnLi-wim o [

%SPA_OIR-6-ONLINECARD: SPA (WP-WIFIG6)
$SPA_OIR-6-OFFLINECARD: SPA (WP-WIFI6)
%SPA_OIR-6-ONLINECARD: SPA (WP-WIFIG6)
$SPA_OIR-3-SPA POWERED OFF: subslot 0/

off after 5 failures within 1200 seconds

*Apr 7 10:48:12.425 CST:

Router# show platform
Chassis type: IR1835-K9

$SPA_OIR-6-OFFLINECARD: SPA (WP-WIFI6)

online in subslot 0/3
offline in subslot 0/3
online in subslot 0/3
3: SPA WP-WIFI6 powered

offline in subslot 0/3

Slot Type

0 IR1835-K9
0/0 IR1835-1x1GE
0/1 IR1835-ES-4
0/3 WP-WIFI6-B

RO IR1835-K9

FO IR1835-K9

PO PWR-12V

GE-POE Unknown

State Insert time
ok 16:45:16
ok 16:43:006
ok 16:43:05
out of service 00:00:39
ok, active 16:45:16
ok, active 16:45:16
ok 16:43:28
ok 16:43:28

Y—ILES L= WIM & DS

WIM (CHe T A12iE. 5=y —/b, SSH 7u h=ijb, F£721% Telnet 72 kL&A LT
KA MV—F DGR ERESL L ET,

WIZ, RAN—=BNET ZEARA L MV XA L7 FLET, ROFIZZRL T ZE

Wy,

Router# hw-module session 0/3
Establishing session connect to subslot 0/3
To exit, type "a”q <-This sequence to disconnect is Ctrl-a Ctrl-q

picocom v3.1

port is: /dev/ttyWIFI
flowcontrol: none
baudrate is: 9600
parity: none

databits are: 8
stopbits are: 1
escape 1is: C-a

local echo is: no
noinit is: no

noreset is: no

hangup is: no

nolock is: yes

send cmd is: sz -vv
receive cmd is: rz -vv -E
imap is:

omap is:

emap is: crcrlf,delbs,
logfile is: none
initstring: none

exit after is: not set
exit is: no

Type [C-a] [C-h] to see available commands

Terminal ready
Username:

WOFNEEFITL T, TI7EARAS b HEIELET,

CiscoWi-Fi1 2 —J x4/ XREPa1—)L (WIM)

BV |



IR1800 L—4 D714 ¥ LRIER |
B o1 rwmszo—¢

issue “a*q <-This sequence to disconnect is Ctrl-a Ctrl-g
Username:

Terminating...

Skipping tty reset...

Thanks for using picocom

Router#

TIAIEWIM/ISRT—F

WIM DT 7 4V FORAT—RE, =R Y7 b7 VU —R X TEARY F5,

WIM CAPWAP AP /XX J— K

CAPWAP AP OF 7 4 )V kD u 7 A UERITKRDO LBV TF,
o 21— —4, : cisco
¢ /NAU— K : cisco

o A X —T XA TU— K : cisco

WIMEWC /XX J— K
Embedded Wireless Controller OF 7 /L b a 7' A AERITIKD LB T,
o« 21— —4 : webui

e NATU— K : cisco

\}

(B hbou A AFRIL, Overthe-Air vy v 7 v 7T 4 F— R~ UL T 7 ® A, £
SSH/CLI X—A®D Day-0 7 ¥ a =7 CHTE £,

WIMWGB /S X 7 — F

WIM O WGB E— RDOTFT 7 /L h/SAVU—RiE, V=X L WIMY 7 ho=T7T V) —R2ko
THEZRY £9, FEMIRORIZEHLET,

x4:
IRI800 D IOSXE ') 1) —X WIM D I0OSXE/N\—2 3 > FTIAILENRAT—FK
17.9.x LAHT ERNS 2—H—% : cisco

XA T — K : cisco

A X —T NN AT — K : cisco

B CiscoWiFi1 82— T4 RESa—)L (WIM) BEHA F
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IR1800 M IOSXE ') ') — R WIM @ I0S XE /x\—> 3 > FTIHILRIRRAT—FK
17.10.1 IR 17.7.1 LART Z—H—4 : cisco

XA T — K : cisco

A X —TNINAT — K : cisco

17.8.1 LARE a—H%—4% : Ciscol
AT — R ; GigabitEthol!

A X —TNINAT— |
AppleTree0l@

WIM A A —2 B A4 TDIRE

IOSXE 17.11.1 ® AP A A —Y7NME A SN BHIE, Wi-Fi £ 2 —/L WGB, CAPWAP A A —
(aplg8) %f#i~ T AP % A 7 D% (CAPWAP E— R¥721X WGB E— R~DI W Z) %
T->TWE LT,

10S XE 17.11.1 LAF§IZ1%. Unified Industrial Wireless (UIW) A A — L BRRZNAHT LA A —
CHEATRHY FET, ZDOA A—VTaplgdt-kocl EMEENET, ZOHLWY T b T =T A
A— T, WGB & /L— b AP BEREIZ X 2 EER o [RS8 T 28 W RE T,

AA—=8 4 TORE

WOa~<y ReHLET,

avU R A A—S BT
AccessPoint#sh version | inc AP (LAPV%AP—{ A __i)
Cisco AP Software, (aplg8)

AccessPoint#sh version | inc AP LHVV‘{,% __i)
Cisco AP Software, (aplg8t), C6, RELEASE

SOFTWARE.

AccessPoint# show version | include AP EWC A * —

AP Image type: EWC-AP IMAGE

AP Configuration: NOT ME OR EWC-AP CAPABLE

CAPWAP A A —CDETEICUIW A A —UHNA VA R—ILENTWEINESIHERET S
WDa~<y R LET,

CiscoWi-Fi 1 24— x4 RECa—)L (WIM) EEHC K ]
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avw R A A= BT
AccessPoint#configure boot mode wgb UIW A A _5/75),( A }\»—/péﬂ(‘y\‘é

Image swapping will restore the device to
factory settings.

Are you sure to proceed? (y/n) n

Process Canceled!

AccessPoint#configure boot mode wgb UIW A A _‘:/75)/( A f\*/l/éj/b'fb \7‘0@1/\
Error: Unified client image missed.

HBEHA L

. CiscoWi-Fi1 >4 —J x4/ XREPa1—)L (WIM)




==
=% =R

WIMD T 7—LY9TF7DTv TS5 L—FK

ZOFEE, OB THRINTWET,
T — AU =T HT v L— RTLHOORMHESRSE (15 =)
cEWCAP 77—V =T DT v 77 L—F (172—)
AP~ R I A2 —=TxA A (CLI) L1777 —2 02T DT v 77—
rF (18 2—)
179 M5 17111 IEO UIW A4 A=V ~DT v 77 L— K (19 X—)
¢ 17.11 UIW B LU CAPWAP A A —TDIRA hb—F~DF o a—FK (20 ~2—2)
«17.9 725 CAPWAP 17.11 ~D7 v 77 L—F (20 ~<—3)
cUIW 1711 A A=Y DA A =)L (22 =)
«I0S XE 17.11 705 10S XE 17.12 LIE~D UIW A A=V DT v 77 L— R (24 _—)
A A=TVDHE T T L —FR (25 4—=Y)

27— L9xTF7a7v I L—F95=-0DRHREH

|

BEE Va2 NT775—bUxTET7 v 7L —RTBHEIC, V—F%IOSXE U U —=A17.11.1 LI
WCHEHTHZ L 2R LET,

DT ORHELENE S TWAZ 2R LET,
«IR1800 & AP L OICRy MY — 7 G NVLETT,

o AP 3A A — T H ST 5729121, IR1800 @ TFTP B — R—3G 50T 72 - TV D LB
HHFI,

IR1800 D& E
WO LB L TLIEEU,

Router#sh run int vlanl
Building configuration...

CiscoWi-Fi 1 24— x4 RECa—)L (WIM) EEHC K ]
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B oy 7e70 75—y aoommss

Current configuration : 60 bytes

interface Vlanl
ip address 10.10.10.1 255.255.255.0

interface W10/1/4

switchport mode access

switchport access vlan <id>

(In the example above vlan 1 is used)

end

N

GE)

vlan id 121X, <1 ~ 4094> OFFHDLBEDEEBETE E T,

EWCAP 5 & U CAPWAP D IP 7 FLRZFEA L= Wi-Fi EY 21— ILDEE

Wi-FiEYa— V%7 v 77 b— RERFERT I, IP 7 RUARKLETT, RO 22D
FERHY £,

1.

IR1800 T DHCP H—_—ZREL T, Wi-Fi T 2—/LIZIP 7 RL A& #f4 2%

IR1800 Router:
Router#sh run | sec vlanl
ip dhcp pool vlanl
network 10.10.10.0 255.255.255.0
default-router 10.10.10.1
Router#

WP-WIFI6: Gets ip from IR1800 DHCP server
APBCE7.120C.D748#%sh ip in br

Interface IP-Address Method Status Protocol Speed Duplex
wiredO 10.10.10.2 DHCP up up 1000 full
auxiliary-client unassigned unset up up n/a n/a
apr0v0 n/a n/a up up n/a n/a
aprlv0 n/a n/a up up n/a n/a

APBCE7.120C.D748#
Wi-Fi €V 2 — /WZEHPIP 7 RV AZRET D

capwap ap ip <ip address> <netmask> <gateway> =~ > R&HEH L £,

APBCE7.120C.D748#capwap ap ip 10.10.10.4 255.255.255.0 10.10.10.1

[¥12/07/2023 14:01:39.3510] ethernet port wired0O, ip 10.10.10.4, netmask 255.255.255.0,
gw 10.10.10.1, mtu 1500, bcast 10.10.10.255, dnsl 0.0.0.0, is_static true, vid O,
static_ip failover false, dhcp_vlan failover false

APBCE7.120C.D748#ping 10.10.10.1
Sending 5, 100-byte ICMP Echos to 10.10.10.1, timeout is 2 seconds

PING 10.10.10.1
Success rate is 100 percent (5/5), round-trip min/avg/max = 0.997/1.100/1.221 ms
APBCE7.120C.D748#

Bl CiscoWi-Fi1>2—2zAXEC2—)L (WIM) BEHA K
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10S XE17.13.1 LIfEZ XTI S UIWWGB E— FDOWi-Fi E2a— )LD IP 7 FLRERE

configure ap addressipv4 static <ip address> <netmask> <gateway> =1~ > FZHEH L £3, &
Wl &R L ET,

APBCE7.120C.D748#configure ap address ipv4 static 10.10.10.2 255.255.255.0 10.10.10.1

A\

GE) #—PFYzAIP7 FL AT, IRI800/L—Z SVIDIP T KL AT,

I0SXE17.MXx E LUV 1712x #E1TT 5 UIWWGEB E— FOWi-Fi E22—I/LDIP 7 FLREE

IOSXE17.11xB L I7.12x ZF4T L TWHIL—F Tk, —R15 & EiEo configureap address
Ay FREATRETE TCWD LA LILVEEAN, TRET TEIWI-FIEY 2 —
W EIZERRIP TV B ABRHSLESNET A, 2=y M [FI—] O ssid #BET D0
I, B0 a~y RBRKETT, RO~y ROETHREHREE L 20 £,

configure ssid-profile dummy ssid dummy authentication open

configure dotll 1 mode wgb ssid dummy

configure dotll 1 enable
configure dotll 1 disable

)

GE) WGBEREN T TICRESN., Ao TV AT, BHIPT FLAZEREBNTE 5
DT, BEEHTH D LROFIEIVNED Y 8 A,

WOBNZRT L DT, Sub-If 2% Twhridgex] TH D Z L R L ET,

WGB#sh datapath command /click/br_router/dump root_subifs

Root_port BG-ID Hop-Address Sub-If VID VAP Trunk Sec Trunk Vlan-Trans Learn
Uni-Flood Flood-Age

57 1 BC:E7:12:0C:E4:0F wbridge.0 O 0 true true false false
true 0

configure ap addressipv4 static <ip address> <netmask> <gateway> =~ > FZFEH L £9, &K
B E R L ET,

APBCE7.120C.D748#configure ap address ipv4 static 10.10.10.2 255.255.255.0 10.10.10.1

EWCAP 27 —LY9T7DTF7vI5L—FK

Tr7r—hUxzT I, EWNCE—RT, 77EARA b Da<vw s RIA4 A 0 F—T A AF
721X WebUL 67 v 7 7 L— R T& 1,

ZITE, Ty L= ROREREM L, Ty T L — ROSATFIEZHP L £,

CiscoWi-Fi 1 24— x4 RECa—)L (WIM) EEHC K ]
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AP US40 1403—2Jx4 R (CU) Z{FEALE
(e] N >
27—LDx7D7 v I L—F
IRI800 7 — R 7T v allA A=Y 7 7 A NERST 52, EX 27 a e —& TFTPHRED
2ODHERHY 7,
AA=V%ET v 77 L — KT 5E1Z, vianl & Wi-Fi £V 2 —/LIZIP 7 RUAREE ST
HILEHRLET, 77 —LUT ET v T L— RTH00ORMHESE (153—) D
AR LT IEE,
X217 E—%2FEATH5HE
1. A A=Y T77A40%IRIBO0 7 —F7 T v allabt—LET,

A

G EFaT7abt— (sp) AT DIE. BN SSH OREEZ LY b7 v I T 20ERHY *
9, [Configuring Secure Shell] ZZH L T 7230,

Router# copy scp: bootflash:

Address or name of remote host []? 192.168.1.2
Source username [xxxxx]?Enter
Source filename []? /auto/users/<your-image>

Destination filename [<your-image>]?

This is a Cisco managed device to be used only for authorized purposes.
Your use is monitored for security, asset protection, and policy compliance.

Password: <your-password>
Sending file modes: C0644 208904396 <your-image>

[OK - 208904396 bytes]
208904396 bytes copied in 330.453 secs (632176 bytes/sec)

2. IR1800 % SFTP #— _"— L L THERET D L O ICRTEL £,

ip scp source-interface Vlanl ! VLAN interface to be modified based on the
configuration
sftp-server bootflash:<your-image>

3. APCLIDOHAP 77— U=xT %7 v 7L —RKLET,

#ap-type ewc-ap sftp://10.10.10.1/aplg8 sftp://10.10.10.1/<your-image>

TFIPEnE %X FRHT 555
1. A A=V T77A40%IRIB0 7T — 7T v alcat—LET,

Router# copy tftp: bootflash:

Address or name of remote host []? 192.168.1.2
Source filename []? /auto/users/<your-image>
Destination filename [<your-image>]?

Bl CiscoWi-Fi1>2—2zAXEC2—)L (WIM) BEHA K
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[OK - 208904396 bytes]
208904396 bytes copied in 330.453 secs (632176 bytes/sec)

2. IR1800 # TFTP Y— "— & L THERET B L Y IR E L £ 7,

ip tftp source-interface Vlanl ! VLAN interface to be modified based on the
configuration
tftp-server bootflash:<your-image>

3. APCLINB AP 77— U=xT %7 v 7L —RKLET,

#ap-type ewc-ap tftp://10.10.10.1/aplg8 tftp://10.10.10.1/<your-image>

1TTMALUBOUWA A —ADT7 Yy THL—F

IOSXE1711.1RE, A A= T —F T 7 F ¥ RNHF LA A —T X A TIZEL S, WP-WIFI6
¥ 22—/ ® Unified Industrial Wireless (UIW) A A —YNEASINFE L7z, 4 A =4I
aplg8t-k9cl TJ, 14D CAPWAP (aplg8-kows8) A A — I i~ T, UIW A A —7 WGB
Here R U E 4,

UWA A= RN 7a 750830 TWARNWES, ZOFET, Wi-FiEYa2—/10D7T v a,3—
T4 NCEHI LA A—CE T ST AT 500 FEERBH L ET,

UW A A =BT TIZA VA R—ILENTWVWAEARIL, ZOBEZXZAX LTI,
TNAALIZ20DF A TDAA—TPHFEL, A AWM LIZTTA <) 8—TFT ¢
varERw I T vTIR—=T 4 varERbET, ROFKIZ, IOSXE17.9 £ 17.11 DA A—
NR—F 4 arDENVERLET,

17.9.x 17.11
| @ capwap APWAP W
o[ O @
IMAGE PARTITION IN STORAGE © carwap
Backup
| | Ocrrvar @ uw
Ewe e EWC

UIW A A =B R—FENDHDIXI0S XE 171 LIETH 570, Fn L g A—2 F
TEELTWT, UIWA A=V % —EFH A A =L LTWRNT S AL, RO TFNEICHE -
TT w77 L —REBGETHMLERDH Y 7,

¢ 17.11 UIW B X CAPWAP f A —V DR A ML —Z~DHE 7 a— K
*17.9 »5 CAPWAP 17.11 ~O7 v 77 L— K

cUIW 1711 A A—T DA A h—)L

CiscoWi-Fi 1 24— x4 RECa—)L (WIM) EEHC K ]
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B 7nuwssvcapwar £ X —SohRR FL—ADEH O~k

17.1MUW B KU CAPWAP £ A —CDRRA MIL—EADHE
HAa—Kk
T T L— REBWBT DRI, MERA A—CZIRIBOICH T om—RLET, IROA A—
UINRBETT,
« 17.11 CAPWAP CCO A A —

«17.11 UIW CCO A A —¥

FIE

RTYTN A A=V ET v 77 L—RT LRI, vianl & Wi-Fi €Y 2 — /LI IP 7 RUARRE SN TND Z L fE
RBLET, 7720 xT %7 v 77— FT 500G (153—) OEZHERLTIIEE,
ATFwT2 A A=Y %IRIS00 D flash: 7« L7 h VICEE L £7,
a) TFTP 7o v 7% A XagkE LET,
IR1800 (config) #ip tftp blocksize 8192
b) N—Y3a 17 UIWCCO A A—VaF U ra—RKLET,

IR1800#copy tftp://<TFTP IP>/aplg8t-k9cl-tar.17.11.0.155.tar flash:

) /3= a 1711 CAPWAPCCO f A—TY %Xy rm—RLET,

Download 17.11 CAPWAP CCO image:
IR1800#copy tftp://<TFTP IP>/aplg8-k9w8-tar.153-3.JPP.tar flash:

AT w73 IRIS00 # TFTP #r—"— L L TREL 7,

IR1800 (config) #tftp-server bootflash:aplg8t-k9cl-tar.17.11.0.155.tar
IR1800 (config) #tftp-server bootflash:aplg8-k9w8-tar.153-3.JPP. tar

179 /" 5 CAPWAP17. 11 ~ADT7 v J45 L—FK
je

EXYh RVavwr RXFHEANLTWAL XL, SESERha VY= AvE—URERIND
b EDETHEELEMS DB R0 BB T, logging consoledisable =~ > RAf#ifH L
T, AvE—VOFREEIETEET,

B CiscoWiFi1 82— T4 RESa—)L (WIM) BEHA F


https://software.cisco.com/download/home/286326353/type/286288051/release/15.3.3-JPP
https://software.cisco.com/download/home/286326353/type/286330642/release/17.11.1

| WMOZ7—LH 707y ToL—F

FIE

ATy T

ATy T2

ATvT3

ATv74

17975 CAPWAP .11 ~7 v 75 L— 1 [

AP_WIFI6 ¥ = /WIZBEI L9, =2/ —/ L7 SSH 2 L TIR1800 2= 71 > L7z#%. hw-modulesession
083 =~y R&EFITLTAP_WIFI6 =V —)LZ U XA L7 FT&ET, RIZ, Ctrl-aCtrl-g #%1TL T
IR1800 IZFR Y £ 9,

IR1800#hw-module session 0/3

T o ST — RERBT DRI, FATHOA A= I CAPWAP T— R TH D Z L 2R LET,
WorkGroupBridge € — R & 7213 EWC £— FCTHEITL T\ 541X, ap-typecapwap =2~ > R&EH LT
CAPWAP E— RIZEHAL £ 7, aptype xLHET DL, Wi-FiEY 22— R 7 —FLET, ROFIZSR
LTLIEENY,

a) WorkGroupBridge &—

AP WIFI6#sh running-config | inc Mode
AP Mode : WorkGroupBridge

AP WIFI6#ap-type capwap
Note: After rebooting, check the running image is CAPWAP:

APESEB.349C.14F8#sh running-config | inc Mode
AP Mode : Local

b) EWC E— K

WLC#wireless ewc-ap ap shell username <username>

AP WIFI6#ap-type capwap
AP is the Master AP, system will need a reboot when ap type is changed to CAPWAP
. Do you want to proceed? (y/N)y

Note: After rebooting, check the running image is CAPWAP:
APEBEB.349C.14F8#sh running-config | inc Mode
AP Mode : Local (or FlexConnect)

CAPWAP 17.11 4 A —3 % aplg8-kw8 D TS A X YNR—F 43y (RN—F 4 arl) T v 77 L—
RKLFET, PING 2~ REHEHL TRy NT—JIZRIEMRETHD Z & 2R L, 17.11 CAPWAP CCO
A A=DIT v 7T —FRLET,

GE)
Fyru—RED T — MNUIK 6 7000 £77,

AP WIFI6#ping <IP of IR1800 TFTP> For example:192.168.145.77
AP WIFI6#logging console disable
AP WIFI6#archive download-sw /reload tftp://<IP of IR1800>/aplg8-k9w8-tar.153-3.JPP.tar
Starting download AP image tftp://<IP of IR1800 TFTP>/aplg8-k9w8-tar.153-3.JPP.tar ...
!This may take a few minutes.
!Tf longer, please abort command, check network and try again.

-=0=- # # # #

eV T, CAPWAP @ aplg8-kw8 D/Ny IO 7y TiI\—F 43y (N—FT 4 ar2) 27 v 77 L —F
LET,

CiscoWi-Fi 1 24— x4 RECa—)L (WIM) EEHC K ]
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PING A vt —UHERAL TRy hT—ZIZBFERRETH D Z & 2R L, CLIA 7 Y 3 > no-reload % {# >
T 1711 CAPWAPCCO A A —V %7 v 77 L —RFLET, wICHZRLET,

AP WIFI6#ping <IP of IR1800 TFTP or Infra TFTP, for example: 192.168.145.77>

AP WIFI6#logging console disable
AP WIFI6#archive download-sw /no-reload tftp://<IP of IR1800 TFTP>/aplg8-k9w8-tar.153-3.JPP.tar

UWITM A A—2DA VR =)L

WOFIEL, 774V UIWNR—FT a0 7 FUWNR—T >3y 3L4)
DA VAM=NFIEEZHALEZHLDTT, T IA~ I N—T 4 ar X0 I T v N—TFT 4
TaryDOWEAENR—FICEFINDID, AT v 72X 1REFETLET, RKORESML T

STEEW,
" (1
rimary e
- @4 Primary o
Backup " II" €’ e’
Backup
EWC o
i

BEE XML —=UDBRBLNRTWAED, EWCA A=V 2IhREn, EWCE— FIZETZ &1k
TEEHE A,

Je

Evhr Rnavwr RXFHEANLTNDEXIL, SEIFERaLV Y —NAvE—URERIND
EL EZETIEE LGB 720 3BT, logging consoledisable =2~ > K& L
T, AvE—VORREELTEET,

FIE

AT w71 configboot modewgb =~ > REMH LT, UIWA A=Y RT TR T LAENTNENE ) NETHER
LET,

a) A< RRERLESRES. UIWA A =37 eI 08 TWERA, ATy 72 ICHELET,
WOHNE, UIW A A —TURN N2 LA R LTWET,

AP _WIFI6#sh version | inc AP
Cisco AP Software, (aplg8),

Bl CiscoWi-Fi1>2—2zAXEC2—)L (WIM) BEHA K
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ATy T2

ATv74
ATv7T5

uwin A A =S4z k=1 [

AP WIFI6# config boot mode wgb
Error: Unified client image missed.

b) IV RRHEIILIGA, UIW A A =3T3 T el I AE3NTWET, AT v 7 4ICHRET,
WOFNE, UIW A A=V NEETDHZ L 2R LTOET,

AP_WIFI6#sh version | inc AP
Cisco AP Software, (aplg8),

AP WIFI6#config boot mode wgb

Image swapping will restore the device to factory settings.
Are you sure to proceed? (y/n) y

AP starts factory reset...

CAPWAP 17.11 T, nordoad 7> a v ZHHALTCUW 171l A A=A VA M=V LET, TI9A4~
VR—=F 43 ar RNy Ty 7FR—=F 433y B3L4) OmGFREBICEFRFRSNET,

AP_WIFI6#ping <IP of IR1800 TFTP or Infra TFTP>
AP WIFI6#logging console disable
AP WIFI6#archive download-sw /no-reload tftp://<IP of IR1800 TFTP>/aplg8t-k9cl-tar.17.11.0.155.tar

R R e e R

Detected field upgrading unified client image by CAPWAP image...
New image will be added into flash, but EWC will be removed.

Are you sure to proceed?(y/n) y

After the upgrade, please remember to switch the mode manually.

Press any key to continue
R EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEET

()
FNEN KL, AT —% A3 upgrade.sh: INFO: unified client image exists, please try command: config boot
mode DL, THAA AT TIZT BT T AINTZUIW A A=Y RN D720 T v 77 L— RBERKL T
WET, ATy TIZRY £,

UIW 23T A AZA A h—)L &7z 5, configureboot modewgb CLI Z{#H L TA A — % A 7% WGB
AR CEES, BELEZEES. Wi-FiEYa—ARBEHL, UW Y7 hy=T7Re—RK3h, THH
frRE DIRRE~D Y &> FRFITSNET,

AP WIFI6#configure boot mode wgb

Image swapping will restore the device to factory settings.
Are you sure to proceed? (y/n) y

AP starts factory reset...

Full Factory Reset triggered: clear all files from storage..

T7 /N WIM/SRAT— K (12%—) T LET 743 rvboa 74 AFRTe /4 LET,
UIW A A= XA TN aplg8t THDHZ & ZhER L E T,

AP_WIFI6#sh version | inc AP
Cisco AP Software, (aplg8t), C6, RELEASE SOFTWARE
AP Running Image : 17.11.0.155

CiscoWi-Fi 1 24— x4 RECa—)L (WIM) EEHC K ]
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B 0SXE17.01 55 10SXE 112 LIBEAD UW £ A—SDF v TH L— K

RDBERY

WGB O FEAMEEZ FEI T E L E 7, FRMIZ OV TIE,  [Cisco Catalyst 9800 Series Wireless
Controller Software Configuration Guide, Cisco IOS XE Dublin 17.11.x] [EFE] # &2 L T X
AN

I0SXE17.11 55 I0SXE17.12 LIEADUIW A A —2 D7 v
JJL—F

FIE

ATy T

ATy T2

ATvT3

UW A A=V %7 v 77 L— R HHNZ, EITHOA A= F 47 UIW (aplg8t-k9cl) T
HDHZEEHER LTI, TN RZUIWA A=V N—EHLA VA =L ENTELT,
I0S XE 17.11 CAPWAP A A — VN FET SN TWARWIEEIE, UIW 1711 4 A—2 DA A h—
N (228=) DAT T INST v L —RERBLET,

\)

GE) A RA—T7a /55 TiX. CAPWAP 775 CAPWAP £ A —3, UIW 25 UIW A A —T78 &,
FICA A= HATDT v 7T L — ROARDBHFAENET, EDOX A T LB D5E51T
Ty T VL= RTEHNCA A=V EATEERTLET,

T5A <V UIWAA—TURH LWNWA— g 027 v X7 L— RERET, kD 17.12 D% 2%
L TLIEEN,

] o @ o
Primary Primary
s o ®_s o

Backup Backup

TNAANIOSXE VU —A17TAIUIW A A=Y HFEITLTWDZ L 2R LET,

AP WIFI6#sh version | inc AP
Cisco AP Software, (aplg8t), C6, RELEASE SOFTWARE
AP Running Image : 17.11.0.155

IR1800 TR —A /LI TFTP $— N—% & E L 7, 17.11 UIW I LV CAPWAP A A —TDHRA hjb—F
DE7rr—R 20 <—) ZZRLTIZIV, KIZ, AP_WIFI6 [IZHHJIP 7 RL AZERELET,
AP WIFI6#config ssid default ssid default auth open

AP WIFI6#config dotll 1 mode wgb ssid default

AP WIFI6#configure ap address ipv4 static <ip> <netmask> <gateway>
AP_WIFI6#reload

HLWUIW A A—0E, archivea~ > FEFEHALTHEWUIW A A=V 2EET v 77 L — R TEE9,
ZHICEYD, XR—=F 4 a A4 A—UREEHBION, T4~V ET,

Bl CiscoWi-Fi1>2—2zAXEC2—)L (WIM) BEHA K
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| WMOZ7—LH 707y ToL—F
1ri—sosgyvsL—r ||

AP WIFI6#ping <IP of IR1800 TFTP or Infra TFTP> For example 192.168.145.77
AP WIFI6#archive download-sw /no-reload tftp://<IP of TFTP>/aplg8t-k9cl-tar.17.12.1.5.tar

BE
archive 2~y RE[FHATEH L FBEDOUIW A A—UNBBOUIW A A—JICT v 77 L— R Tx 9,
N—=TarFzuvliZH EHEA,

A A=DEIVTL—F

WIM @ WGB £— R & #7272 WGB #&6EIX. CAPWAP A A —7 (aplg8-k9w8) 75 UIW A
A— (aplg8t-k9cl) IZBATSH, ZDOHYR—FEET,

|

BEE 17T10URI~DOF U T L —RiZYR—FrEhFEEA,
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E— FEDZE#E

ZOFEF, WO THMEINTHET,
« Wi-Fi &— FOZLEH (27 2—2)
o BHE IR DENC (28 —)
«iOS XE 17.11.1 £ Y B> Wi-Fi =— ROLEH (29 2X—)
«I0S XE 17.11.1 LU TP Wi-Fi B— ROZEH (32 ~—)

Wi-Fi E— FOZifL

VATIWI-RL T H T NEY 2 — )& TN WS . CAPWAP, EWC, B X U'WGB
£ — K% HI{E Cisco Commerce Workspace (CCW) TEIRTXFJ, HETIHEHET— NEEE
L7z ET, FRTE LY T M2 T AL TNRA VA M=V ENTZEY 2 — /L& ZEHXW 22
< OR—FER 2 LT,

DR aryTMAT RIS Z L THOE— FIZEBRTE TN, —#F R —FEH
BRWE—REBRLEH Y FTOTIEELZIN,

TV 2= VDT 77—V xT DT v 7T L— K& Wi-Fi ©— FOZE#T, T10S XE 17.11.1 LI
EETLTWD, 17111 ZVREIOIOSXE NRX—2 3 U EFETLTWVAENI L > THRAR D £
T, ZIZITIE, FOmEFDOTF Y FIZHOWTEHALET,

T a AR BT AN, FATLTWAWIMA A—0F A7, N—Va v BLOE—
REHEL TR ZENEETYT, ROEXEZSZHML T EIN,

A A= HR—rSNBHE—F
EWC A A — (C9800-AP-iosxe-wlc.bin) EWC £— F& ¥ R—F
UIW A A—% (aplg8t-k9cl-tar) 17.11 XY WGB £— FZ&H#HR— b
CAPWAP 1 A — (aplg8-k9ws-tar) 17.11 L&D CAPWAP & — R D&% ¥R — h
CAPWAP 1 A— (aplg8-k8w8-tar) CAPWAP % 7R — h

WGB £— FZH#AR—k (17.10 £7T)

CiscoWi-Fi 1 24— x4 RECa—)L (WIM) EEHC K ]



E—FE0ZH |
B zwenvzme

Z#Z 8D BRI

BN FATT BIE, BHAEFITT DRI, RO FNEIZHE > THED WIM A A —T D
AT, N=Var, BLOE—RR2HRLET, Wi-Fi®t— KOZL#H (27 X—) OF%
ZIRLTLEEN,

FIE

ATFYT1 V—Far I —)ZN L7 WIM LR (11—) . a1 L, Enablet AJJL T, REENT=
=P RAT = REEET 7 40 bR T — N2 L TR EXEC £— NIZBITL 9,
GE)
EWC N7 7 B ZARA > e, 7594~V APCLI i+ 511, avte—50F a7 KT
wireless ewc-ap ap shell username [AP-username] & AJJ L, W7 7 B ARA by =icmn 7 A o LE
j—o

ATV T2 WIMA A=V XA TDORE (133—2) THHEINLTWba~vr REEHA LT, WIMOBEDA A —
BATERELET, A A—UF A 1L, CAPWAP, UIW. BLREWC-AP DWTFNTHHLENRH Y
ESc

ATYT3 ROLIC, A A—VFA LIS U CLLZEH LT, WIM OBIED ASA—2 3 2R L ET,

a) A A—T XA TH CAPWAP B X O'UIW DAL, WIM T show version | inc Running =< > K % i [l
LTAR—=Va v ZHRELET,

AP#show version | inc Running
AP Running Image : 17.11.0.100 <-version number 17.11

b) A A= XA TN EWC-AP DA 1%, WIM T show version | inc Cisco |0S XE Software =~ > R & fi#i
HALTA—=Var2BELET,

AP#show version | inc Cisco IOS XE Software
Cisco IOS XE Software, Version BLD V179 xxxx. <-version number:17.9

A7 74 WIM T show running-config | incAP =2~ > R&H L CTE— REMRELET,
a) WGB E— FDA. AP Mode: WorkGroupBridge 28 HH I #E R SN E T,

APESEB.349C.1510#show running config | inc AP
AP Name : APBCE7.120C.D850
AP Mode : WorkGroupBridge

b) CAPWAP AP E— RKDI4A | Local & 7-1% FlexConnect N H Iz F RS vE 7,

APBCE7.120C.D658#show running-config | inc AP
AP Name : APBCE7.120C.D658
AP Mode : FlexConnect

Bl CiscoWi-Fi1>2—2zAXEC2—)L (WIM) BEHA K



I E— FHEOZEH
i0S XE 17.11.1 & Y FID Wi-Fi E— FDO X .

\)

G  FROFEEAEALTY 7 by =27 ON—=VarEE— REFR LD, ROXNIST DD
HICHED E T,

i0S XE 17.11.1 & Y D Wi-Fi €E— D ZEifk
ZOHOHAEIZ, RDOEBY TT,
« CAPWAP E— R/ 5 EWC B— R~DZH (29 ~—)
« CAPWAP E— K205 WGB £— R~DZH (30 ~<—)
« WGB & — K725 CAPWAP &— R~DZHE (31 ~<—)

¢« EWC E— K75 CAPWAP E— R~DZEHL (31 ~2—)

CAPWAP €E— Fm 5 EWC E— F~AD X

ZOEHT, CAPWAP £ A—T 25T WIMMAH Y . %D WIM % Embedded Wireless Controller
NR—=Z2DFy FU—J | ZREATDEAICHIETYT, ZNEITHI21E. CAPWAP AP % Embedded
Wireless Controller |28~ A LR H Y £97,

CAPWAP 1 X — U % & Tr WIM % Embedded Wireless Controller %ffita1 A — T8 BITIE,
WROEBMENEIZE>Tar hr—F4 A=V X ra— RLET, fEllcOW T, EWC
RUA M= —D [ ODIEESZR LTI E I,

CAPWAP £E— FH'b EWC E— F~ADEHFIE
Fr

AFYyT1 —Far ) —LEZH L7 WIM & (112—) . a2/ 4L, Enable b AJL T, REENT-
CAPWAP AP D o—W—4 L X2 T — N2 U CHME EXEC E— RIZBATT 50, T 7 4/ F WIM 23
2T—F (125—2) #fEALET,

AT w72 showverson |include AP =< > RZMH LT, EWCA A—YNTTICWIMIZZ B T LI TNDHENE
IMETER L ET,
EWC A A=Y 70l T LAENTWEEAIE. RO N FRENET,

APESBEB.349C.1510#show version | include AP

Cisco AP Software, (aplg8),

APEBEB.349C.1510 uptime is 1 days, 13 hours, 07 minutes
AP Running Image : 17.13.0.98

AP Image type : EWC-AP IMAGE

EWC A A=Y DFELRWGAIL. ROMNNFRREINET,
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E—FE0ZH |

B crewar =— ks WeB E— kAo TR

APBCE7.120C.DAD8# show version | include AP
AP Image type : EWC-AP IMAGE

AP Configuration : NOT ME OR EWC-AP CAPABLE
APBCE7.120C.DAD8#

GE)
A A=V BFELRWEAIX, ROV T AT v FI2H - T, 4 A— % IR1800 bootflash: F7=1LV E— h
TFTP — —|cav’— L £,

a)
b)

c)

EWC A A=Y 77 A NEX T ya— KLU THELET,

W72 A A — (C9800-AP-iosxe-wlcbin) & ZHEidD AP A A — (aplg8) % U -E—  TFTP #—
NR—jzavr’—LET,

F721E, IR1800 & = —H /L TFTP H— "—& L CTHEMAT H8541%, IR1800 TRDEI =~ RE5FEIT
LET,

WDOFIZH AL T, EWCEBIWAP £ A— 7 7 A /L% IR1800 bootflash: (2= E°— L £9°,

IR1800#copy tftp://<TFTP IP>/C9800-AP-iosxe-wlc.bin flash:
IR1800#copy tftp://<TFTP IP>/aplg8 flash:

IR1800 C TFTP H— _—Z2HE L ET, 72L& 21X, VLANIOO A > ¥ — 7 = A AZHFE STV D AP
AP G
IR1800# config term

ip tftp source-interface V1anl00
tftp-server bootflash:C9800-AP-iosxe-wlc.bin tftp-server bootflash:aplg8

ATy T3 B Tut 2 5BBLET,

a)

b)

WIM T AP A A —TMEM T REZe S BlE. RO FIEZFEIT L,
AP# ap-type ewc-ap tftp://<image>
show version D) ZfEZR L TH AP A A —UNFIRSNARWVEGE, ZALUE, £ D AP 75 CAPWAP A

A=V TEHELTWHZ EAEWRLET, BHAEITHICIE, RO~ REFEITLET, ap-typeEWC
tftp://[< TFTP Server IP>/ap1g8 tftp://< TFTP Server |P>/C9800-AP-iosxe-wlc.bin, WKIZHlZz xR L FE T,

AP-consoleftap-type ewc-ap tftp://192.168.72.11/aplg8 tftp://192.168.72.11/C9800-AP-iosxe-wlc.bin
Starting download eWLC image tftp://192.168.72.11/C9800-AP-iosxe-wlc.bin
It may take a few minutes. If longer, please abort command, check network and try again.

FHEFHFHH A F AR R R R R R R R R . 100,08

APPHEEILZO, HILWE— ROREEZFATTOILENH Y £7, [CiscoEmbedded Wireless
Controller (EWC) | OHAZZHL TS ZE WY,

CAPWAP €E— Fm 5 WGB E— FADZE A

U= JN—77Y v (WGB) T— R~OEETIX, TI7BARA  ME, BlOoT 78R
WAL TAT U PELTT Y m— &, A —F %y FR— MR ENTT A X
WZFy N — 7 iRt L E T,

Bl CiscoWi-Fi1>2—2zAXEC2—)L (WIM) BEHA K



I E— FHEOZEH

WGB £— K 5 CAPWAP £— K~z ]

CAPWAP m 5 WGB E— RAMD L
ROFNEZ EITLET,

1

Jo—H 3 — )& LT WIM & O (11 X—3) | v 24 L, Enablet AJjL
T, HESNTZ CAPWAP AP D —H—4 L o3 2 U — R&ffi ] L THiME EXEC £=— FIck
T4 T74/V K WIMAZAT—R (123—) ZFEHLET,

WD a< REMHAL T, WIM T CAPWAP AP % WGB £— RIZEH#L L £,

APBCE7.120C.DAA8#ap-type workgroup-bridge

WGB is a wireless client that serve as nonroot ap for wired clients.

AP is the Master/CAPWAP AP, system will need a reboot when ap type is changed to
WGB. Do you want to proceed? (y/N): y

AP BEEBI L7265, HILWE— NOBRELETTILERHY £, V-2 I N—F7
Uy (WGB) #ZMRLT &,

WGB £— KA 5 CAPWAP E— RAD LA
ZOEHT, WIM 2T —2 7 )v—7 71 ¥ F— KH>5 Embedded Wireless Controller & > b
T— 2 PSNORy NI =2 ICBITTHHE. ETRIZAP AT T4~ U AP E S0t 2 D%I4
T DG AT,

WGB E— KA 5 CAPWAP E— FADEHF|E

1

=K a ) —)LEN LT WIM & D8 (11 =X—) . n 74 L, Enable : AL
T, BEINT- CAPWAP AP D —H —4 L 2T — K& L CHE#E EXEC E— RIZ&
TT50, T74H/L K WIM/RZAT— R (12—) ZEHLET,

ap-typecapwap =~ > Kz LT, WIM T CAPWAP AP % WGB & — RIZ&H# L £7°,
OB B LTS TEEN,

APBCE7.120C.DAA8#ap-type capwap
AP serving in WGB mode, system will reboot when ap type is changed to CAPWAP. Do you
want to proceed? (y/N): y

WGB NHEEEI L, WGB DR EMN 7 V7 ENET, AP BNiEE L. CAPWAP 8 7' nt 2
N ENE T,

EWC E— k5 5 CAPWAP E— FADZE A
Embedded Wireless Controller (EWC) sfin7 Z B ARA » " 2T 7747 2 A£721% vWLC
NR—Z2DBREIIBITT 256, IROTFIEICHEV, CLI 24> T WIM TE#EZFEITLET,

FOMDERR T — 7 7 — LEEMARFIEICOWTIE, EWC R T A Fh——0 458 pIE
AL TLIZE N,
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B oewc=-

E—FE0ZH |
K CAPWAP £— RADZHFIE

EWC E— FH' > CAPWAP E— FADEHFIE

FIE

ATy T

ATy T2

ATvT3

J—Ha ) —)LEN LI WIM & Ok (11=2—)  ms AL, Enable bt AJJL T, RESNT-
CAPWAP AP Oz —H—44 L /XA T — K& L CHEHE EXEC £ — RIZBATT D0 7 74 /L h WIM X
AT —FK (12%—=) #ERALET,

WIFAPCLI Z 4 5121X. 22> hu—F D7 17 kT wireessewc-ap ap shell username[ AP-username]
EANL. WET 7 BARA v by=picin 74 LET,

ap-typecapwap =~ FEZETLET, ZATLY, APAY r—RFEH, AP &L EWC/X—FT 123 D
W NI TRy hEN, TZ7EBARAS  MIT T4~V BBET 1B RADORERSH L
MY ET, ROPIZZMLTIZE N,

WLC#wireless ewc-ap ap shell username Cisco

The authenticity of host '192.168.129.1 (192.168.129.1)"' can't be established.
ECDSA key fingerprint is SHA256:XXXXXX

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '192.168.129.1' (ECDSA) to the list of known hosts.
Cisco@192.168.129.1's password:

AP#ap-type capwap

APBCE7.120C.D760#ap-type capwap

AP is the Master AP, system will need a reboot when ap type is changed to CAPWAP.
Do you want to proceed? (y/N) Y

10S XE 17.11.1 LIETD Wi-Fi E— KD ZE L

I0S XE 17.11.1 LA, UIW A A=Y DEAIZL Y . WP-WIFI6 £ 2 —/L D WGB £— ROV
R— bPEfL S, MIST 2T REBRTH LW CLIAH SN D L 51k T L7,

FYa—UE, BUEDA A=V RIUZHEESNT, RO2ODEF DR F ) A% R —
FLETS

« I T AENTZUIW A A —V % L7220 EWC & CAPWAP AP &— R D25

e T T AENT- UIW A A — % L7~ CAPWAP AP £— K & WGB E— R DOZ#

WP-WIFI6 £ 2 —/LIZ UIW A A= N7 a7 7 AENTWDHEE. EWC £— RIZEH T
<70 FET,

AP £E— F & EWC E— FRIDZ i

WP-WIFI6 £ 2 — VN UIWA A= T a7 T hENTNENE I 0EHERT HI1I2E. WIM
A A= EATOWRE (133—2) OEEZSBRLTLIFFEN,

Bl CiscoWi-Fi1>2—2zAXEC2—)L (WIM) BEHA K



I E— FHEOZEH
CAPWAP E— K4 > WeB E— K~nzi ]

\)

GE) APT— F& EWC T— FREIOZEHIL, FHRiA > A b= D EWC+CAPWAP A A — /R
RATORFFAIINET,

PIHIZ WIMIZUIW A A=Y N7 7T A IR THRWEA., B CFIEICHE > TEWC £—
K& AP E— REUI W2 F9,

« CAPWAP E— R72 5 EWC E— R ~DZEHi

« EWC £— K725 CAPWAP £ — R~ 4 HA

CAPWAP E— K/ 5 WGB E— FADEHE
ZOZEWUL, I0S XE 17.11 LIE T, CAPWAPAP E— Kb T — 2 VA —F 7 v F— R
BT DA TT, £, UIWITIL A A—=2DA VA R—L (22 3—2) OF A
IZHE-TLTZ &Y,

WP-WIFI6 & ¥ = —/L =1 —/LC config boot modewgb =~ > K& L £9,

EHOFIE
1. N—FarY—)L&J L= WIM & Ot (11 <4—) | v7 AL, Enable & AJjL

T, HESNTZ CAPWAP AP D —H—4 L )R 2 U — R&ff ] U THEME EXEC E— Ik
TT50, 74N WIMAZT— R (122—) ZfEHLET,

2. configboot modewgb =~ > K&l L C, WIM T CAPWAP AP % WGB — RIZEH# L
FT, KOBIESRL T &N,

AP WIFI6# config boot mode wgb

Image swapping will restore the device to factory settings.
Are you sure to proceed? (y/n) y

AP starts factory reset...

3. APOHEEELEL, HILWVWE— RFORELZFETITHILERHV ET, V-2 T N—TF
71 vY (WGB) | OEZZSHL T,

WGB E— KN/ 5 CAPWAP E— KA ZE L
COEHI, APEV—I I N—T TNy =R HbUAS VLA arybn—T Ry hU—
JICBATT DG EICETT,

THROFIE

1. N—HarY—)L& L= WIM & DO (11 X—) [ vZ/ 4> L, Enablet AJjL
T, BE SN2 CAPWAP AP O —H—4 L XA T — R &Ml L CH#E EXEC £ — RIZH
TF 5, T74/V K WIM/RAT— R (12—) 2FEHALET,

CiscoWi-Fi 1 24— x4 RECa—)L (WIM) EEHC K ]



E—FE0ZH |
B wos =— ks capwar - FAD TR

2. config boot mode capwap =~ > K& LT, WIM T CAPWAP AP %# WGB &— KNIZZ&
BLET, WOFIEZSRLTIIES0,

AP WIFI6# config boot mode capwap

Image swapping will restore the device to factory settings.
Are you sure to proceed? (y/n) y

AP starts factory reset...

3. WGBMWHEH L., WGB DERENZ VT INET, AP NiEHEI L. CAPWAP # 7 nt& A
NEAtE SN FE T,

HBEHA L
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B,
=% =R

WIM O— g REE— F

ZOFEF, WO THMEINTHET,

o —RAIREAT TV A (35 =)

+ Control And Provisioning of Wireless Access Points (CAPWAP) (36 ~3—2)

U= 7 N—T7T7) v (WGB) (38~3—2)

*uWGB E£721EWGB 7 v 7' U 7 L b— bk AP E— RO ORIHET (44 ~—2)
* Cisco Embedded Wireless Controller (EWC) (61 ~—3°)

—fiRRITEEA T F
22T, WIM OREBAICET 2 —ixi72 > U A2 < O L E T,

TAXYVAAL B =Tz AFEY 2—/ /W, HEEEHE T Cisco Catalyst > ) — X 9105AX1 7 7 &
ARA v FE ISP THET,

RARNL—=HDITA YL AFFAEY 2—/LE LT, VLY VAT ZEARA L (CAPWAP
APE—R) L LTHRETAWIMEY 22—l ube g = 7 a Y R—FTEET, ZHhiZ
X0, V—FIWIFiVA VYLV ARI T4 T MZFy NI T 7 v AT R
RIALP LR b —TJI Lo TAPHRELZEH TEET, APKEZEHT A0 OH R
JA¥LAary he—J%ERL20EAIE. EWCE— RTWIM ZEHTEXET, 208
By BRAM—ZIFITATX VR FTAT U MIAy NI =0T 78R 2R TE | Ak —
HNVEWC 2> hr—F1 K> CAPHREZEH CTE £,

WGBE— FCTEIET AL HICWIMAE T B E Y a =0 7458, RAML—FOREICLD,
Wi-Fi U A ¥ L AR &2 Ny 78—V U7 EME L TERTEET, 17.11L1UIW Y 7 b =
T ORSREILIEIC LD . RA M —2 1T 1 DO E WGB Ny 7 A—VHIZ, $9 1 DO
BHE DAY LA 74T N T 78 AMIMHEATED L1020 F4,
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WIM O—fzpaBRAE— K |
. Control And Provisioning of Wireless Access Points (CAPWAP)

Control And Provisioning of Wireless Access Points
(CAPWAP)

TIREARAPFTE ary b=,y FU—2 EOZOMDT A Y LA T 78X KA
v MEOBEIZ, FE#ED Control and Provisioning of Wireless Access Points Protocol (CAPWAP)
ZERLET, 77szf4 > b O%E A RT3 WP-WIFI6 1£. A #k LAN |Z S 4,
MR — P —~ DR A > b E L THBEL £,

CAPWAP E— RIZEH S41 514 A — 1% aplg8-k9w8 T,

=, Y [
} | CAPWAP tunnel

Interface WIOf1/4

WP-WiFi-AX

WiFi clients . .

IR1800 T CAPWAP 7V £ A7RA  FERLZFERET 5 - DHHREH

TIRBARSA L NeRy NI—FTT 7T 47T DI0%, 2 be—I9B8FDT 7R K
AV hERETHILENRHY £9, CAPWAP (LA V22 P R—FLTCWEHA, 77 1A
RA Y FTIE, LA ¥ 3, DHCP, DNS, F/IZIPV 73y hOTa— Xy A MEEHLT
IP7 RLAZRSEL, a2 ba—J2RHET220ERHY £,

ZZTlE. WIMCAPWAPAP Ry hua—F LiEET A7, DHCP —/—L L—F D
SVIA v B —T oA ZADEAZEEZ R LET, BMONAT, RAA L x—LT A5 L (DNS) .
BLOEOMDN—T ¢ THREDEEIZHOWNTIL, IRI800 REH A K [HE] 23R L TL
7ZEU,

N

GE) AP 3T TIZ CAPWAP E— RIZZR2>TWDHEA, APIZY 7— M LEHA, AP 2 EWC 720X
WGB £— FDIGE., T— K2 CAPWAP ICEEEINTHH AP Y 77— L ET,

IR1800 T CAPWAP 7 U ARA > FMERRERTEFIE

RDAT v TaFITLET,

Bl CiscoWi-Fi1>2—2zAXEC2—)L (WIM) BEHA K


https://www.cisco.com/c/en/us/td/docs/routers/access/IR1800/software/b-cisco-ir1800-scg.html

| wimo—grisEREE—F

IR1800 T CAPWAP 7 & £ 271 » s FIE

ATy |ARVFERRFT I3y Sl

7

25w |ip dhcp pool name A A FARFEA v H—
71 7z A A (SVD) (TR

network ip address subnet mask
default-routerip address
dns-server ip address

option 43 hex <value>

1 -

Router (config) #ip dhcp pool wireless

Router (dhcp-config) #network 10.10.10.0 255.255.255.0
Router (dhcp-config) #default-router 10.10.10.1

Router (dhcp-config) #dns-server 192.0.2.1

Router (dhcp-config) #option 43 hex £108c0a80a05c0a80al4

ENHIPT RLAD
DHCP H—/—7 R L
AT —VEAER L F

T, AT v 4 BB
LTL7EE,

T —)LDF 7 F ) b
e & RAL
VR LAY AT A
(DNS) #——7 |
L AZEY YBTET,

AT

72

inter face GigabitEther net slot/subslot/port
ip addressdhcp

ip nat outside

f1

Router (config) #interface GigabitEthernet 0/0/0
Router (config-if) #ip address dhcp
Router (config-if) #ip nat outside

N—BZ DT )
WAN R— hDIP 7 K
VAEFRE L, NAT =
~ U REEHLTA
B —T A A&
T BU— T \ZHE L
7,

AT
73

interface Wlan-GigabitEther net slot/subslot/port
switchport mode trunk
switchport trunk native vlan number

1 -

Router (config) #interface Wlan-GigabitEthernet 0/1/4
Router (config-if) #switchport mode trunk
Router (config-if) #switchport trunk native vlan 10

WIMNEAA > FA
H—=T a2 ADAA
FR—FE—FERA
7 4 7 VLAN Z 3% & L
T, ’AT 4T
VLAN X AP &
VLAN THHVENH
/=

AT
74

interface vlan number

description <name>

ip addressip-address subnet_mask
ip nat inside

i :

Router (config) #interface vlan 10

Router (config-if) #description Wireless

Router (config-if) #ip address 10.10.10.1 255.255.255.0
Router (config) #ip nat inside

AA - FARABA v —
7 A A (SVD) ZAERL
L. DHCP 7"—/0n 5
IP7 RLRA%EED Y

T AV F—T = AR
ENEAE Y hU—27Z
BeLET,

CiscoWi-Fi1 2 —J x4/ XREPa1—)L (WIM)
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B 7rextq o romerme

ATy ARV REREFETI3Y ]3]
7
A5+ |ip route 10.10.10.10 10.10.10.10 default gateway ip-address FTRTOINFT T 4P
75 |l BIV—H DT 7 F Ik
o e E A =20
Router (config) #ip route 10.10.10.10 10.10.10.10 192.0.2.1
=75
25 v |ip nat inside source list number interface GigabitEthernet slot/subslot/port overload TR Y R NEEE
76 |ip access-list standard number LT, BRsfEnZh
RS L E T,

number per mit ip address wildcard mask
A G L IS

11

7ol EA 5 ACL Z1F
Router (config) #ip nat inside source list 10 interface GigabitEthernet 0/0/0 EE{/Ekﬁf
overload ’

Router (config) #ip access-list standard 10
Router (config) #10 permit 10.10.10.0 0.0.0.255

TOEARA D FDOETFEELEERE

TATXYVAAL L Z =T 2 A A ET2— /L CAPWAP E— FTHEITSNTVDHAE, £V a—
JTIP 7 RUARBRESID &, Cisco 9800 2 U — X7 &> WLC 2/ L Ti@fE L, FHLEh
EFT, RETRERAL, 2 b= T{TWET,

CAPWAP & 23 UA ¥ LA LAN OFMICOWTIE, ROEREZZHL T ZE0,
» Configure DHCP OPTION 43 for Lightweight Access Points Guide [#55]
* Cisco Catalyst 9800 Series Configuration Best Practices

* Cisco Catalyst 9800 Series Wireless Controller Software Configuration Guide, Cisco 10S XE
Bengaluru 17.6.x [#55

D=5 )L—TT1) v (WGB)
T—0 7N—771Y > (WGB) O F VAT, IROZ ENAERICRD T,
ARZ A M, ®E WIi-Fi T >y 7Y o
o 1 DO D F I uWGB £ 7213 WGB £ — R TOBIENTFTT &5
« WGB I35 K 20 DFMRY 74T~ b &P AR— |

cUWGBIZH—D 7 747 K MAC 7 RL A&V AR—F (WI0/1/4 23, N 7 ix—L ) v
7 THDHWI-FiDONL—FT v R, B —T 24 ATHDHHEEICEITS, VLANIO A > & —
T xA R E)

Bl CiscoWi-Fi1>2—2zAXEC2—)L (WIM) BEHA K


https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/97066-dhcp-option-43-00.html
https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9800-series-wireless-controllers/guide-c07-743627.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-6/config-guide/b_wl_17_6_cg.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-6/config-guide/b_wl_17_6_cg.html

| wimo—grisEREE—F
IR1800 T WGB £ ¥ -owouiest [

|

EE IRI800 ® WGB E— N, EEROREM CTORMERE SN ET,

,_(,] | |

-

Interface WI0/1/4
WP-WiFi6-x

D=0 I N—F Ty EF—REI AV T TA NI IF ¥ Wi-Fia2 N LizF—4 470 —R
WA SN ARHHRRE—RTT, ZOEF— RTHEITHFOWIMIE, VA VL RART— 920D
IOWEELET, @E., (FAEY A= 2N LTWIMIZERSNLTND) A7 74
TV RNETVATYLVAA U T TANTIZFXIZT Y v 0T 50IEHINET,

ZOFE—REFEHTEHF U AOHE LT, IRISO0DERHA —H Ry haR— MIHEFE S TH
B RATRFEDMDT /SA R Wi-Fi Ry 7 i — V24 28508 E 2 5nE+, WGBE—
KiZ, VAYLVAAL LT TANTIF N AafllTHDZ ENFRStELE R ETOT, &
HEELTEE W,

CiscoIOS-XE U U — % 17.8.1 LU, WIM T = —H#/)L WGB E— RV HR— SN ET,

Z=3—H/L WGB (uWGB) 13, uWGB IZEESNIZAHRY T4 7 Ly AapB LT 2
ABRDTA XL ARy NI =0 2GRV AYLVAA LT TARNT I F ¥ EOMDTA ¥ LA
7V vl UTHKRET 2 WGB BEREDHIEE— N T,

WGB 5 L MuWGB DR EDFEMIZ OV T, WaeZML T 2S00,
Cisco Wave 2 Access Points as Workgroup Bridges [J¢55
Cisco Industrial Wireless Workgroup Bridge and Universal WGB Deployment Guide [#75]

IR1800 T WGB Z & E 9 - DHEIIRSFH
ZITIHR BRI TGAT U NEA VT TARNT I FXYWIFi b T 7 4 v 7 BT ) U5 IRIS00

DOEARFEL T LET, NAT. ACL, BILOZFDOMEEDHREIZOWVTIL, IR1800 3R E N A
R [3FE] 22 L T IEEN,
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https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-10/config-guide/b_cg810/workgroup_bridges.html#info-wgb-on-cos-aps
https://www.cisco.com/c/en/us/td/docs/wireless/outdoor_industrial/iw6300/software/config/guide/b-cos-wgb-deploy-guide.html
https://www.cisco.com/c/en/us/td/docs/routers/access/IR1800/software/b-cisco-ir1800-scg.html
https://www.cisco.com/c/en/us/td/docs/routers/access/IR1800/software/b-cisco-ir1800-scg.html

WIM O—fzpaBRAE— K |
B weozzsrm

ATy avyREEEF7IYa Y =E):g]
2 71 |Vvlan number-number SEIERARITIAT U RNNT
B - 7 4 v 27 FIVLAN & L CEA D VLAN
' ZERLLE T,
Router (config) #vlan 2001-2002
B2 547 7Y %O VLAN
2001,

v 4 A Z D VLAN 2002,

25+ 7 2 |interface Wlan-GigabitEthernet slot/subsiot/port WIlan-GigabitEthernet =~ > K Z{# ]
switchport mode trunk LT WAL v FA 2 S —=T = A 2
D Wi-Fi 1 — N &2 LET, A1 v
FR—bE— L, FAISNAHY
1 - TAT T T 47 VLAN/SA A
Router (config) #interface Wlan-GigabitEthernet 0/1/4 /V*—%EEQﬁfl/ﬂiifo

Router (config-if) #switchport mode trunk
Router (config-if) #switchport trunk allowed vlan 2001-2002

switchport trunk allowed vlian number

25 w7 3 |interface GigabitEthernet slot/subslot/port BB 547 v MESER—FZLIC2
description name A4 v FAR—FE—RFEVLANZHE L
7

switchport modetrunk

switchport trunk native vian number
interface GigabitEthernet slot/subslot/port
description name

switchport mode access

switchport access vian number

1 -

Router (config) #interface GigabitEthernet 0/1/0
Router (config-if) #description Printer

Router (config-if) #switchport mode trunk

Router (config-if) #switchport trunk native wvlan 2001
Router (config) #interface GigabitEthernet 0/1/1
Router (config-if) #description Camera

Router (config-if) #switchport mode access

Router (config-if) #switchport access vlan 2002

WGB DEXE & R

Z 2Tk, WP-WIFI6 & ¥ 2 — VI E e iR RDO WGB CLI &% E 27~ L £ ¥, T— RO
o (27 ~—) OHA L RS T, £F WP-WIFI6 £ = —/L& WGB TEE) L £,
WGB OFEfi725% EIZ DWW, [Cisco Industrial Wireless Workgroup Bridge and Universal WGB
Deployment Guide] [FFE] #Z B L T E S0,

HBEHA L

. CiscoWi-Fi1 >4 —J x4/ XREPa1—)L (WIM)


https://www.cisco.com/c/en/us/td/docs/wireless/outdoor_industrial/iw6300/software/config/guide/b-cos-wgb-deploy-guide.html
https://www.cisco.com/c/en/us/td/docs/wireless/outdoor_industrial/iw6300/software/config/guide/b-cos-wgb-deploy-guide.html

| wimo—grisEREE—F

FIE

ATy T

ATvT3

ATvT4

wes oz =

SSID Va7 7 A VEFRTELET,
B -

WIM-WGB# configure ssid-profile Test ssid Free authentication psk ciscol2345 key-management wpa2

AL —T 2 A A WGBE— RIZHREL., SSID7ue 77 A~y 7 LET, VLAV LA ALY

TIANT I TFXICLVHESNBIEEBRIR L E7,
51

WIM-WGB# configure dotllRadio 1 mode wgb ssid-profile Test
WIM-WGB# configure dotllRadio 1 encryption mode ciphers aes-ccm
WIM-WGB# configure dotllRadio 1 enable

FAEHOEMEAZ L — FAP & L TREL, A7 LET, AfmEER S TlL, WGB 13—
}EH Lijﬁo

&1

WIM-WGB# configure dotllRadio 0 mode root-ap
WIM-WGB# configure dotllRadio 0 disable
WIM-WGB# configure wgb antenna band mode single

WIM C show configuration Z{# i L T, WGB DA TEZ MR L ET,
i

WIM-WGB# show configuration
AP Name : WIM-WGB

AP Mode : WorkGroupBridge
SSH State : Enabled

AP Username : Ciscol

Syslog Host : 0.0.0.0

Radio and WLAN-Profile mapping:-

Radio ID Radio Mode SSID-Profile SSID Authentication

1 WGB Test Free PSK

Radio configurations:-

Radio Id : 0

Admin state : DISABLED
Mode : RootAP

Radio Id : 1

Admin state : ENABLED
Mode : WGB

WGB specific configuration:-

WGB Radio Id : 1
Mode State : Enable
SSID Profile : Test

Antenna Band Mode : Single

D HERRA % fifT
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WIM O—fzpaBRAE— K |

ATw 75 WIM T show wgb dot1l associations =~ > FZfEH LT, WGB 7 V¥ =— 3 »® Uplink State & RSSI

ATvT6

FHER L ET,
1 -

WIM-WGB# show wgb dotll associations

Uplink Radio ID : 1

Uplink Radio MAC : BC:E7:12:0C:FF:6F
SSID Name : Free

Connected Duration : 0 hours, 0 minutes, 5 seconds
Parent AP Name : AP60E6.F0D4.4E34
Parent AP MAC : 60:E6:F0:D4:4A:6A
Uplink State : CONNECTED

Auth Type : PSK

Key management Type : WPA2

Dotll type : llax

Channel : 124

Bandwidth : 40 MHz

Current Datarate : 6 Mbps

Max Datarate : 573 Mbps

RSSI : 40

IP : 192.168.56.107/24

Default Gateway : 192.168.56.1

DNS Serverl : 192.168.71.2

Domain : iottest.local
IPV6 : ::/128
Assoc timeout : 5000 Msec

Auth timeout : 5000 Msec
Dhcp timeout : 60 Sec
Country-code : US

WIM T showwgb bridge =~ > FZfEH LT, 7V v 7—7 /L5 WGB @ wired client mac, 1P, vlan

id 2z LET,
1 -

WIM-WGB# show wgb bridge

***Client ip table entries***

mac vap port vlan id seen ip confirm ago fast brg
60:E6:F0:D4:4A:6A 0 wbridgel 0 0.0.0.0 24.082000 true

E4:62:C4:49:96:F4 0 wired0 2256 192.168.56.108 6.668000 true

uWGB D&% E & R

Z Z T, WP-WIFI6 & ¥ = — /UZ B EIKIR O uWGB

REEZRLET, T— FHOLH

(27 ~—=v) TR EN T2 FIEICHE > T, £9 WP-WIFI6 £ = —/L'Z WGB TEH) L
£7, uWGB DOFEMZeEXEIZ- DV TIL,  [Cisco Industrial Wireless Workgroup Bridge and Universal

WGB Deployment Guidel [#5E] 2L T E 30y,

03 ~Dt v a &k L7756, showconfiguration s L£3, ROWNEEZZRL T2

éb\o

« 2.4GHz M (dotll radio 0) XA 7272 5T 5

« 5GHz /K% (dotll radio 1) MY — K/8—F ¢ D AP |08

Bl CiscoWi-Fi1>2—2zAXEC2—)L (WIM) BEHA K

THLOICHRESHLTND
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https://www.cisco.com/c/en/us/td/docs/wireless/outdoor_industrial/iw6300/software/config/guide/b-cos-wgb-deploy-guide.html

| wimo—grisEREE—F

ATvT2

ATvT3

uWGB

51

\)

uwes =5 ]

6=

2.4GHz F721% 5GHz D\ )3% uWGB £ — RIZIERETE £,

WRIZ, —FR—=F 4 77V r—a AR T D72 D uWGB R E FIEOME A~ L E T,

SSID Va7 7 A VEFRTELET,

configure ssid-profile Test ssid Free authentication psk ciscol2345 key-management wpa2

A L H—T 2 A% uWGB E— RIZEEL., SSID 77y A L&~ 7 LET, UL T LA A

VITARNT I FRICEVHESNIRIFLER LUET, ROFITIEL, c44d.849b.0a8¢cid. 1 > 7 T HT
RL 2T 5 uWGB BT 9A T2 FF 34 ZD MAC 7 KL A T9,

1

configure dotllradio 1 mode uwgb c44d.849b.0a8c ssid-profile Test
configure dotllradio 1 encryption mode ciphers aes-ccm
configure dotllradio 1 enable

51

R OHEREZ L —F AP & LT
FHLET,

configure dotllradio 0 mode root-ap
configure dotllradio 0 disable

R E Bl

wIZ, uWGB O ER &R L ET,

APBCE7.120C.DAA8#show config

AP Name : APBCE7.120C.DAAS
AP Mode : WorkGroupBridge
CDP State : Enabled
Watchdog monitoring : Enabled

SSH State : Disabled

AP Username : Cisco

Session Timeout : 300

Radio and WLAN-Profile mapping:

Radio ID Radio Mode SSID-Profile SSID Authentication
1 UWGB Test Free PSK

Radio Configuration:

Radio Id : 0
Admin state : DISABLED
Mode : RoOOtAP
Beacon Period : 100 mSec

CiscoWi-Fi1 2 —J x4/ XREPa1—)L (WIM)

REL, A7 LET, ARPERR T, uWGB (ZH — OB 2
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WIM O— i REE—F |
B WeB £-EWGB 7 v T ULy LL— b AP E— FOEEHORE R

Radio Id : 1
Admin state : ENABLED
Mode : UWGB
Uclient mac : C44D.849B.0A8C
Current state : WGB
UClient timeout : 0 Sec
Dotll type : 1llax
Encryption mode : AES128

WGB specific configuration:

WGB Radio Id : NA
Mode State : NA
SSID Profile : NA

UWGB Radio Id : 1
Mode Enable : Enable
SSID Profile : Test

Uclient MAC Address: C44D.849B.0A8C

IR1800 (ZHHGE SNV TWADERT NA A EfER L E T,

#show wgb bridge

***Client ip table entries***

mac vap port wvlan id seen_ip confirm ago fast brg
10:DD:B1:CE:B2:E6 0 wiredO 192.168.10.25 0.016000 true

TIvE— g EHERLET, ROFITIE, WWGB AT —H A& FIRTH-OIZIE, 794
TV IREREINTWDAIRERGLD 3, BRI TA T ML ERITARI TAT 2 b ~D
N7 4 o 7R W0GETEL, WGBIZZ #—b Ny 7 LET,

#show wgb dotll associations

Uplink Radio ID : 1

Uplink Radio MAC : BC:E7:12:0C:F1:CF
SSID Name : Free

Parent AP MAC : 08:02:8E:8D:52:9A
Uplink State : CONNECTED

Auth Type : PSK

Key management Type : WPA2

Uclient mac : C4:4D:84:9B:0A:8C
Current state : UWGB

Uclient timeout : 60 Sec

Dotll type : 1llac

Channel : 36

Bandwidth : 80 MHz

Current Datarate : 433 Mbps

Max Datarate : 1200 Mbps

RSSI : 53

IP : 0.0.0.0

IPV6 : ::/128

Assoc timeout : 5000 Msec

Auth timeout : 5000 Msec

Dhcp timeout : 60 Sec

uWGB £7/=IZWGB 7 v T2 &)L— AP E— KD
FR 4 oD [E] B {5 FH

Cisco IOS XE 17.11.1 ClX, #i7=72 Unified Industrial Wireless 1 A —3" (aplg8t-k9cl) (2 5
WGB7 v 7Y 7 &v— b AP & — FOEEREE O FRHEASENEA SN E L, 1 DHDOE

HBEHA L

. CiscoWi-Fi1 >4 —J x4/ XREPa1—)L (WIM)



| wimo—grisEREE—F
uWGB E7-([EWGB 7 v 71 v 5 &L— k AP E— RomgorsEn [

WA WGB 7 v 7Y 7 (24G £72135G) TR EL, 2 2HOERE A o — L UL ¥ L
AT FGAT Y MHDOWGB/L—FAPE—F (v hAKRy b Wi-Fi & bHFHEND) ICREL
TEBNC Y —E R ZRMT 20 WHF ORI Z L — N AP £ — FICRETE ET,

17.14.1 DL, Wi-Fi € ¥ 2 — /U IR B O [R R (2 xh s L. — 07 O R I T uWGB £ — K D
Ty TV Ny 7= E L THEEL, b9 —Hid/b— b AP T & U CHERE L 97,

ZOMEEICE D, WLAN-VLAN Y v BV I NBR T4 VLA TITAT N VT 7490 %
WA —V Ry A= N7V v TEET, RISV —H T, AREFTIIISUT, b
DIAFXVATITAT N NTT7 40P &BRRDT T TN—T 4 TEIXOHEEL
F9,

— AL BN SN T, ROKZZRLTIESW,

D <2, Y ()
Q )

VV/’,' X\f{\\i 7/Li,)/‘

JL— ~ AP B 2 DB OERE) ITERINLITAVYLRIZATUO MDD T4 99D
a—:

cITAT U MY —EARAERMET DEEDO N T 7 4 v 71X, VAT LAy 7 HR—C
EETY v ENET A,

CTAYLAITAT UMD RT T 4 v 2%, N gig) 27 L TRAAL—FICT Y v U &
nET,

cUAY VAT TAT v ME, V—FDOWNE DHCP —/3—7>5 DHCP #/r L CIP 7 KL
AL ET,

« ZTDH%, NW—F % NAT/ip/b— F THEL T, ZFHITILLTIAS YLV RAZ TAT b
AVTIFIARNTGIF XY Xy NT—=2IR_Ty e —T 47 L, bT77 4 v 7 BHRET
TET (HBIZLD) .
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WIM O—fzpaBRAE— K |
B =spormemcsssL—s%E

LB ORBERANIGT AT VAETAVLRIZATU MO LR -

Wi-Fi ¥ 2 — /L Ok & H - T D BRI B ST O NGiES NV A YL AT T4
T M, FRLRE— RSN TAZ D, A 75D — h AP IZIFR L TED
IhEFA,

1. v FIUA1
o HEMME) - WGBE— RIZERETR, AT —H R : Disabled (7 v 7"V 7 BRI L)
HERE ] L— B APE— R, K100 DUA Y VLAY T4 T b &Pl fE

2. vFIUA2
o HERE 0 : WGB B — FIZRES, AT —H A : Enabled (7 v 7V 7 A%
cAELIHE 1 L— M APE— R, 100 DIUAFYVLAT TAT v P R—|

3. vFUA3
MERIHE O L— M APE— K, 100 DTAFX VAT FAT v MNetiR—h
cAEXIHE 1 L— RN APE— KR, 100 DTA XV AZFA T MNetiR—h

GE) ERERoOTF U AT, b— b AP R S WGB 7 v 7' U v 7 BERRES T BRI U C R
0 F/-ITEGRIE 1 ICRETEXET,

IS ORIBFFERICVERIIL—FETE
DI TH. BEAREERRT HEBOawy FOPERELET,

IR1800 TD7 v 71) >4 VLAN DERE :

7 v 7Y 27 VLAN [Z[EA D MAC X EIL. WP-WIFI6 ~® (I X T WP-WIFI6 2>5H D) X
Ty ORI NR—=ZRAEED AT, IR1800 TILMEDHKRETT, Wi, FlzrLET,

interface Vlanll9 ->This is the interface that can carry the data from local
network to the infrastructure n/w.

mac-address c014.fe60.ef8d ->unique mac address configuration

ip address dhcp ->Uplink VLAN gets ip from infra via DHCP

ip nat outside ->This config should be done to NAT the downlink/wireless

client traffic from vlan 4094 to vlan 119

Bl CiscoWi-Fi1>2—2zAXEC2—)L (WIM) BEHA K
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(X))  Gig0l0/0MAC 7 KL A +42L > T, [HHFDMACT RLAMESNET,

7 v 7Y 72 uWGB 2 554 1%, uWGB R E CLI D EFTHRZ, [wired client mac] & L
THEHADMAC 7 FLAZRETLHILENDH Y F7,

configure dotl1radio <0/1> mode uwgb <c014.fe60.ef8d> ssid-profile <ssid profile name>

MAC 7 R L A ZH4F9 5 121%, show int GigabitEthernet0/0/0 =~ > K& H L 7,

Router#show int GigabitEthernet0/0/0
GigabitEthernet0/0/0 is administratively down, line protocol is down
Hardware is IR1821-1x1GE, address is c014.fe60.ef80 (bia c014.fe60.e£f80)
MTU 1500 bytes, BW 1000000 Kbit/sec, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive not supported
Full Duplex, 1000Mbps, link type is auto, media type is Auto Select
output flow-control is unsupported, input flow-control is unsupported
ARP type: ARPA, ARP Timeout 04:00:00
Last input never, output never, output hang never
Last clearing of "show interface" counters never
Input queue: 0/375/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts (0 IP multicasts)
0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0O frame, 0O overrun, 0 ignored
0 watchdog, 0 multicast, 0 pause input
0 packets output, 0 bytes, 0 underruns
Output 0 broadcasts (0 IP multicasts)
0 output errors, 0 collisions, 0 interface resets
0 unknown protocol drops
0 babbles, 0 late collision, 0 deferred
0 lost carrier, 0 no carrier, 0 pause output
0 output buffer failures, 0 output buffers swapped out
Router#

Wiz, WGB 7V v T —7 ol E R L E T,

AP84EB.EF55.1438#sh wgb bridge
***Client ip table entries***

mac vap port wvlan id seen_ip confirm ago fast brg
AO:E7:0B:D5:99:95 12 apr0vl2 4094 192.168.94.13 158.708000 true
76:68:82:01:86:C9 13 apr0vl3 4094 192.168.94.2 0.000000 true
C0:14:FE:60:EF:8D 0 wiredO 0 10.119.119.229 1.814000 true

N

GE) TV r—7xzrhUTIE, 7y 7Y 27 VLAN (119) ([ZHSL SVUVA#RZ 947~ b
L. AT VLANICHESS UL Y LA FAT v FORNFEERINES, ¥ v
7 VLAN (4094) 1ZJ3< SVI 7 FL AE, T2 TIEFEE &N FEH A, IR1800 (TR E Sz
7 v U7 VLAN (VLAN119) X, XA 7 47 VLAN Th 57, VLANID (0] & LT
FTEINET
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it

IR1800 TD X7 1) % VLAN DERTE :
RO BT TEIVY,

interface V1an4094 ->Downlink VLAN for wireless client traffic
ip address 192.168.94.1 255.255.255.0
ip nat inside ->Should be provided in the local network VLAN to communicate

with infrastructure VLAN

B9 1)U VIAN A B —T 24 XD DHCP T—)LERTE -
OISR LT 7ZE 0,

ip dhcp pool v1an4094 -> Downlink VLAN’s are the used for wireless client (Root ap:
WLAN-VLAN mapping)

network 192.168.94.0 255.255.255.0

default-router 192.168.94.1

dns-server 8.8.8.8

WI0/1/8 R— R ERTE :
Wiz, WI0/1/4 R— F DR EF 2~ LE T, AP Z/b— (284 5 NHEE Gigd 8 — kT,

interface Wlan-GigabitEthernet0/1/4
switchport trunk native vlan 119
switchport trunk allowed vlan 119,4094
switchport mode trunk

\)

=)

vlan 119 /X WBG 7 > 7°U > 7 VLAN. vlan4094 13U A YLV A7 AT DT T 4 v 7T
ERENBZ TV 7 VLAN T,
NAT ACL DEEE :

RIZ, NAT ACL V— V& {ERT 27O DR EW &~ LET,

ip access-list extended NAT ACL
10 permit ip 192.168.94.0 0.0.0.255 any
//subnet of Downlink VLAN 4094 interface

route-map RM WGB ACL permit 10 ->Used for Routing table mapping
match ip address NAT ACL ->NAT list used for translation
match interface Vlanll9 ->NAT interface (infrastructure VLAN)

NE Ry FD—Y EBIETDI=HDIL—FT YT :

ip nat inside source route-map RM WGB ACL interface Vl1anll9 overload

)

GE) Zothonr—% bARerovF U A2 o0 TiL,  [Cisco Connected Mass Transit System

. CiscoWi-Fi1 >4 —J x4/ XREPa1—)L (WIM)

Implementation Guide (Cisco Validated Design)] Z#Zf L T 72X Wy,

HBEHA L


https://www.cisco.com/c/dam/en_us/solutions/industries/docs/implementation-guide.pdf
https://www.cisco.com/c/dam/en_us/solutions/industries/docs/implementation-guide.pdf

| wimo—grisEREE—F

mIaA 28— 14 20 WGBUWGEB E— KL UL— kAP E— F~nEE [

BBEA 23— 14A ADOWEBUWGB E— FHELVI/L— AP E— kA

),

=JL ==

ax AE

DAYV RITTAT L FOVR— ML, SEIERBFHOEHREDLETT, ZOMHIEL
PAR— T DI, ROCLIZEAL T,

CAPWAP E— FMWHa1=774 KWGB E— FIZERET S
WhDa<r ReERLET,

configure boot mode wgb

BRA VB —TTAATWEB 7Yy T U Ff=(FIL— AP D SSID %X ET 5
WDa<y REMALET,

configure ssid-profile <profile-name> ssid <ssid-name>
authentication <auth-type> key-management <key-mgmt>

EHRW T WGB E— FIZERET S
KD~ Rl LET,

configure dotllRadio <0|1> mode wgb ssid-profile <ssid profile name>
configure dotllRadio <0|I> enable

% WWGB E— FIZSRTET 5
woa<y RERLET,

configure dotllRadio<(|I>mode uwgb <client mac> ssid-profile<ssid profile name>

\)

6=

<client mac> - uWGB 237 v 7’V 7 OFE . uWGB & E CLI D ETHEIZ, /L—& SVI F721%
PC HM 7 747 > k MAC [EH D MAC 7 R L A% <wired client mac> & L CTfEETE 7,

TN 7Ry 7 R—L B uWGB E— ROEAICEEL— ~ AP T — R B 5
(21X, CLI CTIL—H A v FARAEA X —T = A A (SVI) [HADMACT R A% [wired
clientmac] E LTHELET, ZOFIEICLY ., Wi-FiE®Y 2 — /L3 uWGB E— RIZEREIN
TWAH, W—Z SVINIP 7 RLAZRGTEL LI ET, »—Z SVIIZT v 7Y~
7 VLANIZ72 ) IPV—TFT 4 V7 ETIEINAT REVDEHASND E, VAT VAR TAT B
REDH T Y7 VLAN NSO/ M EERIETE S L )12/ 0 77,

FEACOWTIR, TSRO R IC L2 L — 2% E] 2R LTLTIEE N,

BIRHEZIL— AP E— FIZERET S
RDa~» Rl LET,

configure dotllRadio <0|1> mode root-ap
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WIM O—fzpaBRAE— K |

B =5/ 257120 WEBUWEB T— KELUL— k AP E— FADRE

SSID #VLANID 2EHTI— AP E— FOERA VI —T A RIZIVEVTT S
woa<y RERLET,

configure dotllRadio <0|I1> wlan add <profile-name> <wlan id> vlan <vlan-id>

\)

=)

FEoa<wy RClE. 754 72 Mo —E R B9 2 55 T VLAN OVERLDS wired0
TV PENBTEZD, LAY LVARITTAT IO D T 7 4w 7B —ZIZEHEIRE I
F9, WLANID O#iFHIL2 ~ 16 TT (FxK 15 D WLAN ZH7HR—h)

Jo— N APBEH O E X, — FAPERIEZ YD X UL LD TRIFS N, A2 £,

WGB D7 i — K% ¥ A NI XU TRAMNIR > THOBESE. V—MAPIZUA YLV AT T A
T MNERE Y R— N TCEERA, TO—RFREF Y RN XUTHREIX, T 7 4V N TEIIA
nE9,

configure dotllRadio <0|I1> wlan delete <profile-name>

I—FAPEBE A A—T A ADSSIDETO—RFX v R M AL IBEEF YO RILEDRET

%

WwDa<y REFHALET,

configure dotllRadio <0|1> channel <channel number> <width>

)

GE)

W]

REBFEHLDTF ¥ R TL—E =B ENTZHEE, FOF v o 2/ VTHEBIICERE S, 3%
ELEF v o MCIEEY 5 A,

BRA B —TIAADT VT TDERTE
woa<y RERLET,

configure dotllRadio <(0|I1> antenna <dotll antenna a/ab>

QWS 7O77AIILEHZRELTSSID 7O 7AINIZTFEAYFTE (AT a)
WDa<y REFERLET,

configure gos profile <gos-prof-name> <bronze|gold|platinum|silver> configure ssid-profile
<profile-name> ssid <ssid> qgos profile <gos-prof-name>

80211 D% A4 TOAEMILF=ITEME
WwDa<y REFHLET,

configure dotllradio <slot-id> 802.1lax <enable/disable>
configure dotllradio <slot-id> 802.11ln <enable/disable>
configure dotllradio <slot-id> 802.1llac <enable/disable>

HBEHA L
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HAHRBREF v O RILDRA V FHDERE
ko=~ FafflLET,

configure dotllradio <slot-id> 802.11lh power-constraint <value> channel-switch-count
<value>

|RA A —T x4 XD tx-power DELE
WDa<wy REFERLET,

configure dotllRadio <0|I1I> tx-power <I-8>

DOy Y R—ILE LTHERAYT 55D /)L— b AP D ERELERE B

WIZ, WGB 27 v 7V 7 Xy 7 R—L & LTHHAT 258D/ — b AP O EERUEER &5 4
%Li‘é‘o

WIFI module uWGB configuration:

AP6879.0974.F728#sh running-config
AP Name : AP6879.0974.F728

AP Mode : WorkGroupBridge

CDP State : Enabled

Watchdog monitoring : Enabled

SSH State : Enabled

AP Username : admin

Session Timeout : O

WGB Trace : Disabled

Syslog Host : 0.0.0.0

Radio and WLAN-Profile mapping:-

Radio ID Radio Mode SSID-Profile SSID
Authentication

0 ROOtAP root wlan root wlan

OPEN

1 UWGB Test Test

OPEN

Radio configurations:-

Radio Id : O

Admin state : ENABLED
Mode : ROOtAP

Spatial Stream : AUTO
Mgmt Frame Retries : 15
Channel (Band) : 1 (20)
Beacon Period : 100 mSec
Tx Power : 1

802.11lac : Disabled
802.11lax : Enabled
802.11n : Enabled
Encryption mode : AES128
Radio Id : 1

Admin state : ENABLED
Mode : UWGB

Spatial Stream : AUTO
Mgmt Frame Retries : 15
Uclient mac : C014.FE60.EF8D
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Current state : UWGB

UClient timeout : 0 Sec

Dotll type : llax

11v BSS-Neighbor : Disabled
A-MPDU priority : 0x3f

A-MPDU subframe number : 255
RTS Protection : 2347 (default)
Rx-SOP Threshold : AUTO

Radio profile : NA

Encryption mode : AES128

List of Root-AP SSID-Profiles:

Radio id : 0, SSID-Profile 8 : root wlan

WGB specific configuration:-

WGB Radio Id : NA

Mode State : NA

SSID Profile : NA

UWGB Radio Id : 1

Mode Enable : Enable

SSID Profile : Test

Uclient MAC Address: C014.FE60.EF8D

Password Policy configured:-

password policy : Enable
password minimum length : 8
password lifetime : Disable
Upper Case Required : 1

Lower Case Required : 1

Digit Required : 1

Special Character Required : 1

Rx Beacon Missing Action : Enable

Rx Beacon Missing Count : 100
Packet retries Action : Reconnect
Packet retries Value : 64

RSSI Threshold Value : 70 dBm
Threshold timeout : 5 Sec

HSR-Scan status : Disable

Auth response timeout : 5000 Msec
Assoc response timeout : 5000 Msec
11lv neighbor query timeout : 10 sec
WGB channel scan timeout : 20 Msec
Dhcp response timeout : 60 Sec

EAP timeout : 3 sec

Bridge table aging-time : 300 Sec
Probe pak data rate type : NA
Probe pak data rate : 0

Antenna Band Mode : Dual

Broadcast tagging : Disable

Wired Client 802.1x Auth : Disable
IGMP querier IP address

Offchan scan status : Disable

Total configurations size on different structure:-

Total channels : O
Total SSID-Profiles : 3
Total Root-AP SSID-Profile : 1
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Total EAP Profiles : O
Total QOS Profiles : O
Total dotlx credentials : 0
Total PKI truspoints : 0
Total bridge groups : O

Total SSID profiles configured are:

SSID-Profile : Test

SSID Name : Test

SSID Profile path : /data/platform/wbridge/Test
Auth type : OPEN

DTIM Period : 1

QO0S profile

SSID-Profile : root wlan

SSID Name : root wlan

SSID Profile path : /data/platform/wbridge/root wlan
Auth type : OPEN

DTIM Period : 1

QO0S profile

L2NAT Configuration are:

Status: disabled

Default Vlan: 0

The Number of L2nat Rules: 0
Dir Inside Outside Vlan

Ethernet Port Native VLAN Configuration are:

Ethernet Port: 0
Status: disabled
Native VLAN ID: O
Ethernet Port: 1
Status: disabled
Native VLAN ID: O

Total QoS Mapping profiles configured are:

Number of QoS Mapping Profiles: 0

Configuration command list:

### WGB Running config - Hostname: AP6879.0974.F728 ###

configure ap management add username admin password $1$$khxfBjO0gAAV4gFMFboJcg. s
ecret $1$$khxfBjO0gAAV4gFMFboJcg.

configure ssid-profile Test ssid Test authentication open

configure ssid-profile root wlan ssid root wlan authentication open

configure dotllRadio 1 mode uwgb C014.FE60.EF8D ssid-profile Test

configure dotllRadio 1 enable

configure wgb mobile period 5 70

configure dotllRadio 0 mode root-ap

configure dotllRadio 0 wlan add root wlan 8 vlan 10
configure dotllRadio O encryption mode ciphers aes-ccm
configure dotllRadio 0 antenna ab-antenna
configure dotllRadio O channel 7 20
configure dotllRadio 0 802.l1lac disable
configure dotllRadio 0O tx-power 1
configure dotllRadio O enable

configure dotllRadio 1 encryption mode ciphers aes-ccm
configure dotllRadio 1 tx-power 1
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B wes L+ AP co> web 323

WGB /L— ~ AP T® Web :2EE

Web

FREE DI E

WebiBiElX, YA NT 7 AR Y NU—T BHRETHZDODOLAF¥I3®Xa T 4 BEREDOK
ERELET, UAVYLRAZIFAT L FOWeb 77U H 2N L CERIEESN, 2—HF—TF a7 >
A NVEAERE I A —7 > SSID I T& £,

CiscoIOSXE Y U —2 17.15.1 UFETIEZ, WGB/L— s AP TWeb RIAFZHEB LD 2 Z~ A
X TEXFET, WebREELZHRTTH &, WP-WIFI6 ® WGB /L— h AP THF % 7*F 4 TR—Z )L
DT 77 4 7bENET, Web R—FX LVOFHABMICHE LT, A Z—Fy NMIT &AL
7,

Web FRAEDOREICELD . T 74V D Web X—=VF T AKX~ A ZAENTZ Web _X—T DU
TN EEHATEET,

KOKNL, T74NV  DFXY TT 4 TR—ZN~_"N— T,
R1: 774 bDFTT4 TR—FILR=D

atfran]n.

CISCO

Restricted Rights Legend

Export Compliance page

Fio, WOI T WebFGEE D AX <A A TEET,
e Xy TT 4 TIR—H L Web X—VIZRIEBELIZHB T, HiZTHURLEZYZ AL +T 5,

e WAL~ A XLTZIAE Web ~—T% WIM IZ=2E— L, WGB /L— K AP @ Web 8GEIZfH
M4 %,

XY T T AT HR—H I Web X—=TV DHAF LA L H—T 2 A AP T RLAZE D Y
<5,

o X ¥ T 4 TAHR—H IV Web X— U THIHBRMICEET AR, FFEDA »F—F v MNE
AT 7 AT AT OERFRIET 7 & A#I# Y A M (ACL) L—/LZBIT 5,
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tkz‘ BAEDX v 7T 4 TR —HZ L Web ~2—IZHME Web YA b DIREZFRRT D
Elfcﬁﬁ]‘:‘(j—o

\}

GE)  Web #23FI%. Android. iOS. macOS. B L X Windows VA YV AZ T4 T haPR—FL
iﬁ—o

Weh nlL\I:IIE 70 I:I t X

1 Wi-Fi~nD#Ef : Ay ARy FSSIDZBIRL, X7V w7 Wi-Fixy MU — 7 IZ8EG L
T, T3 ATHfi 2 Mt LE7,

2. X TT4THR—FILDEE : 31 AL, SSID ICHEHT 5 L. BT o=+ 7
T4 TR E NV E BB L ET,

3. b BREDTIT 4TI : TA REIWeb 7T U T ET 7T 4 74k L. BEDEE Web
/\‘—:/%ﬁﬂ—‘ Li‘a—o

4. FREIDFET : Web il N— Y OFNAZFA TEE L7 6, [FE Web <X— D [Agree &
Connect] RZ &7 U w7 LTH—EAFIHAMBRPICHEELET,

5, A=Y RMANDTIECR: X T T 4T R—=H)LTIAZ I BHROLNDFIE
EETTDHE, XA NI RBATA VX =3y MIT 7 EBATEDL LD FT,

\}

(D) 94T YFry o WebiliED5E T# S HUNICAEHET 281, 7310 A2 ko> T
FIER—=U RN, RN AENFET,

Web |:|||_,\|:|IE }:'-EOD Bl ?;E%{LT—
WicFi U a— b & B A RET I, ROFIAE R LET.

FIE

ATV AL Z—T 24 A% WGBE— FBLUOL— K AP E— NICERELET, RS X—T A ZAD
W@MM@B%~P%£$»—%AP%~P«@%% (49 =) ZHR LT &N,

ATV T2 N—Z RO RREE 230 LE T, RO R HIC LR L — 2R E 46 X—) 5L
< 7E éb\o

RT9 T3 WGB OFRIIP 7 R LA ping #FEITTHL I, V—FDIPHh—ERALULEK) (SLA) #RELE
T
Device (config) #ip sla number
51
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Router (config) #ip sla 10

Router (config-ip-sla) #icmp-echo 192.0.2.1 source-interface V1an4094
Router (config-ip-sl-echoa) #frequency 5

Router (config) #ip sla schedule 10 start-time now

GE)
©192.02.1 I1Z WGB OFHIIP 7 KL AT, Vland094 [T/ —#% & WGB O CilET A0 F )~
7 VLAN T,

« L—X% @ IP SLA IZ, WGB O##) IP 7 K L 212 ping # 17 L 7,

* WGB /b— b AP IZFFIYIP 7 RLAREID B THATW L HEIE, U v— F&IZ ping 2 FEATT 27,
WGB 75 ping Z Bt LT, WGB OFHIIP 7 KL A%E2T 7T 4 LT HMENDHY £9, ZhEIT
bfcﬁb\&\ Web nqu/\_\/ﬁ)ﬂz% %ﬂf\‘éhi“ﬁ‘/\/o

e JL—H D IPSLA FKEIZL > TWGB OFIIIP 7 RUANRT 77 4 7 LS, FEIT ping 217072 <
wCzé_) Web utqu/\‘—yi))ﬂ_ /77/7%Téhij—

Web :2ZE D HIfRE IR

Web FREEIL. FRIEEET 7 B 2HI# Y A b (ACL) ®IPvd 7 KL A& IP T RL AT %Y
R—=FTDEIICHEFFSNTOET, EEM NAA 4 (FQDN) ACLIZVA— FZivER
Moo

YA A L7 kURL OFEIL, Android 7 74 7>  TIIMHEATT,

Web ZEEDERTE

Web S2EEDEHE

AP T, WOFNEAZFEITL T Web BiFE R EL £,
Fig
ATFY 1 a<wr FEFETLT, HTTPd —E 225 L £,

ATy T2

Devicet#tconfigure ap http enable

GE)
77 )V h i, HTTPd % —E R IHZ 72 > CTWE$, configureap http disable =~ > K& FE{TL T,
HTTPd % — b 2 &2 H5h{k L£4,

o< }\}Eiﬁ'ﬁ‘bf\ Webmunﬁ%ﬁ)‘jj Li—g—o
Device#configure webauth enable

GE)
configure webauth disable =~ > N4 %17 L C, Web ifilk & I L E 7,

Bl CiscoWi-Fi1>2—2zAXEC2—)L (WIM) BEHA K



| wimo—fernEmRE—F
web ZEREONZ 531X [

RT9T3 avr FEETLT, /L—F AP WLAN @ Web Bil % i L £7,
Device#configure dot11Radio {0| 1} wlan add <profile-name> <wlan id> vlan <vlan id> webauth
{ default_webpage/ customized_webpage}

GE)
T 7 F /L kD Web ~— 1%, webauthpassthrough.html T3, MEIZI T T, I AHX L Web X—TZHHT
TET,

HAHR D Web 22— N WGBIZT v 7 E— FENTWARWES., AP IZEELZ AL, 574/ h®D Web
R=UEHEHLET,

11

WIT, TT74NV FBEOH AL I Web _R— P OB EH 2R LET,
T 74V F Web _—1
Device#configure dotllRadio 1 wlan add WebAuth 4 vlan 4094 webauth default webpage
o« HAHZ I Web X—

Devicefconfigure dotllRadio 1 wlan add WebAuth-customize 5 vlan 4094 webauth customized_webpage

Web 2RISR EDNDHR AT A X
AP T, RO FNEZFITL T Web FBFERTEE I AKX~ A XA LET,

FIE

ATY T == 5 WIM A R L =W AF A AT D Web X—T & ab —LET,
Device#copy webpage {tftp|sftp}://<server-ip>[/dir][/filenamg]
Device#copy webpage scp://username@<ser ver-ip>[:port]:/dir[/filename]

GE)
tar 77 ANVEFITHTIML 7 7 A V&2 B—TXE7, tar 7 7 A VDOV A XL 10 MB ZHB 2 TIWITF
A,

1 -

Device#copy webpage scp://root@100.10.10.3:/tftpboot/userid/WebAuth/wp wifi6 web.tar
copy "scp://root@100.10.10.3:/tftpboot/userid/WebAuth/wp wifi6 web.tar" to
"/storage/webauth/customized webpage" (Y/N)Y

root@100.10.10.3"'s password:

wp wifi6 web.tar 100% 30KB 6.4MB/s 00:00
[*04/24/2024 08:27:34.1830] wp wifi6 web/

[*04/24/2024 08:27:34.1830] wp wifi6 web/logo.jpg

[*04/24/2024 08:27:34.1830] wp wifi6 web/webauth.css

[*04/24/2024 08:27:34.1830] wp wifi6 web/reg customized webpage.html

[ ]

*04/24/2024 08:27:34.1840] % Customized webpage will use wp wifi6 web/reg customized webpage.html
as index.html
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A~ L— /%A (/storage/webauth/customized webpage/) (27 7 A WV ELRIFLET, tar X 7 —T% 2D
T4 L7 MU L, HTML _X—Y D4 i % index.html IZEF L £7,

V¥4 L7 hURL Z%ELET,

Device#configure webauth redirect-url {customized|default } RedirectURL

1

Devicef#configure webauth redirect-url customized https://www.example.com/

GE)
AL L) H A L7 - URL ZHI9 5121%. configure webauth redirect-url default =~ > R & L %
j‘o

Web 8REA =T = A ATHIEA V=T = ZAZREL LT,
Device# configure interface webauth addressipv4 static<interface ip> <netmask>

1 :

Device#configure interface webauth address ipv4 static 10.10.10.10 255.255.255.255

GE)
F 7 4V FTlE, WebiRilbA v —7 =2 A AIIPT7T RV ALLII 2R LES, ZHUIERESA 2 —T7 =
A AP (RAEX—YDWeb YA FOIPT KL R) TI,

FRIAAE ACL Z 3% E L £,
Devicettconfigure webauthpreauth-acl add <aclrules>

1 -
Device#configure webauth preauth-acl add "allow true and dst 192.168.93.1 mask 255.255.255.0 and ip
proto 6”

ACL V=D 7 x—=< v ORI ZRITTFLES,
+ {allow/deny} {icmp/tcp/udp}
* {allow/deny} {icmp/tcp/udp} {src/dst} <> [mask] <>
* {allow/deny} true {and/or} {src/dst} <> [mask] <>
* {allow/deny} true {and/or} {src/dst} <> [mask] <> {and/or} {ip proto <>}
+ {allow/deny} true
+ {allow/deny} all
« {allow/deny} true {and/or} {tcp/udp} {src/dst} port <>

G

« FHIFRGE ACL (X, 7 74 7> b2Y WEBAUTH _REQD IRREIC/2 D & T 77 4 7HbanE 4,
* ACL L —/V DI RFNE 255 X5 CF, ACL =2 MU OMKICHIBRIZH V 8 A,

« FHFRAE ACL Z HIBR4 % (21%. configurewebauth pre-authentication acl delete =~ > R & 3T L £,
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« HATFEFE ACL ZHIBRT 5L, T _XTOFEREGEEACLZ Y IR Z U T EET,

WGB BREDNA ViR— &IV RAR—F
BEAFD WGB & R DRREZERT 25813, BEfFD WGB OB O EEZ —/ =127 v
Tr—RLTh6, HIRICBALZ WGBIZF T u— FLET,
REZT—N=IZT vy 7 u—RFFHIF, koa~vy RaffLET,
Device#copy configuration upload {sftp:|tftp:|scp:}// ip-address [directory] [file-name]

BEANOTRTO WGBIZY VTR EE X 7 ou— KT 52, koa~vr RaeERALE
7,

Device#copy configuration download {sftp: |tftp:|scp:}// ip-address [directory] [file-name]

copy configuration download =~ > RZ& 3479 5 &, ETRICT 7 B ARA » M AHEH L *
T A AR— N SNTCREZ, BEBRICAEDNTRY T,

Web FREE D FEER

Web 25
Web FBAEDRRE & fEFR T 2 121E, WOBNTRT & 9 12 show webauth %/ L £
Device#show webauth

WEBAUTH Configuration are:

HTTP Status: enabled

Webauth Status: enabled

Webauth Redirect-URL: https://www.example.com/

Webauth Preauth-ACL: allow true and dst 198.51.100.1 mask 255.255.255.0 and ip proto 6,
allow icmp dst 198.51.100.1 mask 255.255.255.0, allow icmp src 198.51.100.1 mask
255.255.255.0

Customized Webpage Exists: Yes

Customized Webpage MD5 HASH: 05ff0£8944e5466e484c342cba6fc403

Web REEDIRMADRAT—H2 R

JL— K AP WLAN A7 — & X %2R 9 5H121E, IROBIZRT L 9 12 show controller dotllradio
{0|11} wlan ZfEH L £,

Device#show controllers dotllRadio 1 wlan

aprlv0 Link encap:Ethernet HWaddr 68:79:09:B8:03:8F
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:60425858
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)
Interrupt:38

radio vap id mac ssid state ml enabled mld
webauth
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1 3 68:79:09:B8:03:8C WebAuth Up No 00:00:00:00:00:00
Yes
1 4 68:79:09:B8:03:8B WebAuth-customize Up No 00:00:00:00:00:00
Yes
NON_ML
intf TxData TxUC TxMBC TxBytes TxFail TxDcrd RxData RxUC RxMBC RxBytes RxErr stats_ago
aprlv3 3051 2976 75 2376573 919 0 2902 2556 346 575037 0 4.196000
aprlvé 427 402 25 289034 31 0 460 344 116 70123 0 4.196000
ML
intf TxData TxUC TxMBC TxBytes TxFail TxDcrd RxData RxUC RxMBC RxBytes RxErr stats_ago
aprlv3 0 0 0 0 0 0 0 0 0 0 0 4.196000
aprlvé 0 0 0 0 0 0 0 0 0 0 0 4.196000
Vlan BSSID Pri/U/M EncryPolicy Key0 Keyl Key2 Key3 1iGTK SSIDs MFP
2290 38C 333 NONE DIS WebAuth 0
2290 38B 333 NONE DIS WebAuth-customize 0
VAP-ID SSID Bridging Type
3 WebAuth Local-Switched
4 WebAuth-customize Local-Switched

Web B25EV 547V FDRAT—H2 R

ATV MDD Web BAEAT — X A% FrT 5121, ROFINIRT L 51T show controller
dotllradio {O[1} client Z £/ L £,

Device#show controllers dotllRadio 1 client

mac radio vap aid state encr Maxrate Assoc Cap is wgb wired
wgb mac_addr is mld sta is_webauth webauth cached
BC:6E:E2:67:CD:9D 1 3 2 WEBAUTH_REQD OPEN MCS112SS HE HE false
00:00:00:00:00:00 No Yes No
00:50:54:27:A2:9F 1 3 1 FWD OPEN MCS112SS HE HE false
00:00:00:00:00:00 No Yes Yes

APAP6879.0974.FD08#show client summary

Radio Driver client Summary:

STA BC:6E:E2:67:CD:9D
chanspec 153 (0xd099)
state: AUTHENTICATED ASSOCIATED AUTHORIZED
per antenna rssi of last rx data frame: -34 -34 0 O
per antenna average rssi of rx data frames: -34 -33 0 0
per antenna noise floor: -82 -84 0 O
smoothed rssi: -33
tx nrate
he mcs 9 Nss 2 Tx Exp 0 bw20 ldpc 2xLTF GI 1.6us auto
rx nrate
he mcs 9 Nss 2 Tx Exp 0 bw20 ldpc 4xLTF GI 3.2us auto

WCP client Summary:

mac radio vap aid state encr Maxrate Assoc Cap is_wgb_wired
wgb mac_addr is mld sta is webauth webauth cached
BC:6E:E2:67:CD:9D 1 3 2 WEBAUTH REQD OPEN MCS112SS HE HE false
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00:00:00:00:00:00 No Yes No

Assoc time:

mac assoc_time
BC:6E:E2:67:CD:9D 00d:00h:04m:08s

\)

GE)  RES—YTHETDIETIE, 7747 FOIREEIT [WEBAUTH REQD] T&H 0, Web F&7E
MGETTHE, 7747 FOIRRBIZ [FWD] (H525) (& D Y £,

EHIFEEL ACL

7 74T v N OBIEDORFIREIEACL & £ 3 5121%, OBNTRT X 912 showclient accesslists
pre-auth all client mac-address i fl L £,
Device#show client access-lists pre-auth all BC:6E:E2:67:CD:9D

Pre-Auth URL ACLs for Client: BC:6E:E2:67:CD:9D
IPv4 ACL: PREAUTH

IPv6 ACL:

ACTION URL-LIST

Resolved IPs for Client: BC:6E:E2:67:CD:9D
HIT-COUNT URL ACTION IP-LIST
PREAUTH

rule 0: allow true and dst 198.51.100.1 mask 255.255.255.0 and ip proto 6
rule 1: allow icmp dst 198.51.100.1 mask 255.255.255.0
rule 2: allow icmp src 198.51.100.1 mask 255.255.255.0

No IPv6 ACL found
Redirect URL for client: BC:6E:E2:67:CD:9D

Acl name Quota Bytes left In bytes Out bytes In pkts Out pkts Drops-in Drops-out
PREAUTH 0 0 0 148 0 2 21 201

CLIENT STATE: WEBAUTH REQD

WEBAUTH REQUIRED: TRUE

DNS POST AUTH: FALSE

PREAUTH ENABLED: TRUE

POSTAUTH ENABLED: FALSE

Cisco Embedded Wireless Controller (EWC)

Embedded Wireless Controller (EWC) D+ U A Tld., KOMRENRIES N E T,
- HOEHR
s NI T 4w DR—TNAL S F T
* C9105 +IR1800 DIEREICHDOE THE SN AT — N AP 2EHTE 256005
* WebUI & B

* Cisco Catalyst 741 ¥ LA E/3A )L 7 7Y /r—3 3 > (iPhone/Android)

EWC & — N3, AMA@graEim ol L OB ARG EICH N S g,
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B s cEwe 75w RS L R ERET B0 OBREH

IR1800 T EWC

Interface WI0/1/4
WP-WiFi-AX

WiFi clients .

TAXYLVAA LA =T 2 A AEY 2a—LPREWCE— RTEITENTWAEE, VA YL Ax
Yhua—=I o7 7R ARA b GRE. NEAP EMEEND) & L THEREL 9, EWCIZL,
HHAUAYL A2y fr—F (C9800 > U — X7 L) LREEEDFIETHO AP 28 L E 7,

CiscoEWC K hU—27 Tld, VAL 2ay ha—JMEE2FETTLET7I78ARA L~ (AP)
NTIF 4T AP E LTHEEINET, TOT7 757 47 APICE > TEIINAMOT 7 & X
WAV MR AP EFEENE T,

EWC E&— RIZfEH &N 5 A A —1% C9800-AP-iosxe-wlc.bin T
T 7T 47 EWCIZIZLL T D 2 > OZKENH Y £97,

cUAF¥LALAN i br—F (WLC) & LCHREL . L)@ AP 24581 Is L O 5,
B APIE, 7 T4 T v MIH—ERERMET 5 RGBT 7 & 2R A > b & L THERE
LE7,

I TAT MY —E AR LT 7B ARA e LTHERRET D,

Wi-Fi 7 07 ¢ 7 _—URRE (Web ~— AFRGE) DY AR — MIOWTIL,  [Cisco Embedded
Wireless Controller on Catalyst Access Points Configuration GuideJ [#55E] @ [Web-Based
Authentication] DEZZMML T Z IV,

Cisco Embedded Wireless Controller DFEHIC DWW TIE, RESRL T &V,
Cisco Embedded Wireless Controller on Catalyst Access Points FAQ [J%5E]
Cisco Embedded Wireless Controller on Catalyst Access Points (EWC) 7RV A ko _X—/3—

o ) =]
TOECARLA Y FEBRTET H-HDFIHREH
J—H TEWC 7 7B ARA » MEFET DA, IROBHERMBN T I TND 2 & &R
LET,

» Cisco Embedded Wireless Controller (EWC) ® v~ U —27 Ot v N7 v FECHE B OFE R
12, FUxy hU—2Z 12 Cisco Wireless LAN Controller (7794 7 A H{AEE) &
FAEL W L AHERE L F 9,

« DHCP —N—(F, TI7EBA KAV BLOI TFAT Y MR IPT RLAZRETES X
T, Ry bI—7 ECHERABECHALENH Y 77,
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«IR1800 ¥ U — X )L— X (A S 72 EWNC B LN AP 3% EF 5121, /L—% T DHCP
P—R— SVIS v Z—T 2 A, BIONAT ZRETHLENDHY £9, AP DR EIC
BE9- 2 2601, IR1800 T CAPWAP 7 7 & AR A o MRk AR ET 5 72D DRiESM: (36
N—=) OEEZHRL TN,

» Embedded Wireless Controller (EWC) TiX, BH T 7 4 v 7 I1IF T LT, AAf v FKR—
NOFXAT 47 VLAN & L CHETHHLENRH Y £3, WIM & WLAN B9 _XTHEL D
VLAN EIZH D551F, V=2 DOWIMEFiR— &2 b7 07 L LTRETHLERH D,
il 2= D WLAN ® kT 7 4 v Z713ZFNZEND VLAN T —HDNVIZAAL v F T ENET,
Wz, #7225 VLAN ED WIM & WLAN 2 L7z v— 4% Ex2 R LET,

avU R B4
interface Wlan-GigabitEther net slot/subslot/port WIM WA A o F A o X —
switchport mode trunk T2 A ADAA v FR— FE—

K& FA 7 47 VLAN Zi%E
LET, A7 417 VLAN 10
switchport trunk allowed vlan numbers 1 AP BH VLAN T 2 TN
HVEF, VLAN20 B LV 30
X WLAN R 77 ¢ v ZIZfEA
SNET,

switchport trunk native vian number

ROFlEZRLTITZE0,

config) #interface Wlan-GigabitEthernet 0/1/4
config-if) #switchport mode trunk

config-if) #switchport trunk native vlan 10
config-if) #switchport trunk native vlan 10,20,30

Router
Router
Router
Router

N

U3z JEERAL-EWC DRE

Day0 7 m bty a =72 MHLTAP ZRET DITIE. RO 3 ODFERDH D £5,
1. TEWC O A [#5E] OFIEICHE - T, SSID % CiscoAirProvision-XXXX (245t L 77,
2. HEHERE T Catalyst VA YL AT U r—va VEHEHLTQR 2— REAXF Y 952

EHTEEJ, [User Guide for Cisco Catalyst Wireless Mobile Application]] [#57E] O FNEIZ
W TLTEINY,

3. May0v 4 ¥—REFEHLZary ba—J0OE (CLD | OFMEHES 2>, 7=
Y1 CLI &)  ( [Catalyst 9100 7 7 2 AR A > k @ Embedded Wireless Controller -~
DL N) OFNEIZHE > CTFE)THEAREZITH 2L T, CLLZfEHLTAP Z#FHT
ETEET,

ZOMDOEFEEHITIKRDO LY TH,

sWebUl £/21Zv Aa UAYLRAEEY T 4 77V r—2a AL CTHIEREEITH
AL, REHEAD VLAN 77—/ (VLANIO 72 &) S IP T FLAREEEINS L9,
Wi-Fi €V a— Lz Ua— RRT5Z LRI ET,
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. Cisco Embedded Wireless Controller (EWC) 37V ERARA 2 DRy hT—0 ~D#EH

s WebUI TOHMIZEEIL. 74/ FDIP 7 FL2Z (192.168.0.1) L EALHIP T RL A%
EHL. v, FOIPT FL A2 IR1800I0S-XE DUIWIEREHIP 7 FL A L&A LT
EAITITSBE L2 WATREE DN B 0 £,

CiscoEmbeddedWirelessController (EWC) &7 7 ZRARA > DRy
kD — O ~NDER

EWC E— FD

BRI U T, —Z R— NI 7= Embedded Wireless Controller (EWC) Xfis7 7 & A
KA &, TVBAR—FERITI T 7 R—MIRETEET,

T EARA L N WLAN BT RTHE Uy NV —727 EIZH 5554, Embedded Wireless
Controller (EWC) XHIia7 7 B ARA & MI, ROBNIRT L O, 77 EBAE—RFTL—X
WZHEft T £,

interface Wlan-GigabitEthernet 0/1/4

switchport access vlan 10
switchport mode access

Embedded Wireless Controller (EWC) Tid, BEH T 7 4 v 73X 772 LTT, 77 BARA
¥ & WLAN 39 _TCHE7Ze % VLAN EIZ®H 5554, Embedded Wireless Controller (EWC) xf
T JEBARAL L MIAAL Y TFDORT I R—MZEEBGL, fix D WLAND b7 7 ¢ v 7%
ffl # D VLAN T —H WAL v F o 7 SNET, RITRTOX, 0D VLAN TTF 7 &R
ARA 2 & WLAN ZfEH L7z BB of<¢F,

interface Wlan-GigabitEthernet 0/1/4
switchport trunk native vlan 10
switchport trunk allowed vlan 10,20,30
switchport mode trunk

WebUIl &

ZZTlit, WebUI 2l L CEWC £— R CTWIM & ET 5 FNEIZOWTHHAL £,

Day 0 Over-The-AirWebUl 2 7 v T o s ¥—FEFERALI-TRE a =)

AP 73 Embedded Wireless Controller (EWC) E&— FTCTHEH#ITAH &, MACT RL ADKEZDOE
FTTCHDODL T a7 SSIDNR T a—REy A MENET, PSK/XAT—REZFHL T
Fuvya =2 SSID IZ#¥mTE £,

W2, 77 U HFEBIWT mywificiscocom (2 U A L7 3 5L AP Web ULIZBEI L £,
Z—H—4 2 webui, /SAT— FiZcisco & A LET, LU Day 0 #EFIFIL, KoV~
7 & ZH LT E &V, https://www.cisco.com/c/en/us/products/collateral/wireless/
embedded-wireless-controller-catalyst-access-points/white-paper-c11-743398 . html#DeployingtheEWC
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(G¥)  Embedded Wireless Controller (EWC) fRER—ZL~DWeb V FA L7 aid, 7ty
=27 SSID IZHt L CWO BB AICOREREL £, 77 by 70BO Wi-Fi *v U —7
FITAMER Yy U —Z IR SN TV LG EITIEREL A, Dayo v 4 F—RF 7rbEvs
=T E—ROLEIZEWCIP T RLAZANLTEH, ARy NT—27 ) DHIX AP #3%ET
TEHA,

EWC WebUl ~D O 45 1 >
EWC lZua A 95121k, IROFNEZEH L EJ,

FIE

ATV F1 7T TN WebUL ZBRZ £4, DHCP 0 oE D Y THNIZIP T RUAEZERA L £,
ATV T2 WebUL X v ¥ alR— RBRRREINET,

ATY T3 ULFPLALAN 2> hue—7 (WLC) 28T D&, MOT 72 ARA > b ERBRICERENEI TSN E
T, FEHZOWVWTIE, KDY VY —Z2REZBB LT EE,

Overview of Cisco Embedded Wireless Controller on Catalyst Access Points [5%5E]
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ZDEX, WOBETHEHRKINLTWET,
e T LXIT AT T FAR—F (672—)
cCAPWAPAP H7 L X 7T T FR—FFDOHTE (68 ~—)
cWGBHZLX T NAT T FR—FORE (69 2—)

JLXSINT7oTFHR—F

TUXRTTINT TS AR— MERBIZERY . BERRIC K DO T S—§FHD T A Z~ A X57]
BETT, CLI =~ NE/IT WebUl 2 LT, ZOWEELT 27 L3y FE— FEITY
YINNR RE=RIZRETEET, 774N MEIT 2T Ny RE—RTT,

T T FTAR—= DT LTI DN TIE, WIM TiX24G, 5GliFDORA FMT A E BDIN
NWEHEHLET,

WIM ORI/ NNV ERDE, 4 DDT T FHR—=FNR1~4 LRENTHET, 5 & 613,
N—= R =7 OE (1 =) OFHICHDH AT —H A LED TY,

WP-WIFI6 ’l ? E?.—2.4/5 GHz 7 = ?
- O: O ©:

L—24GHz7—] L—5GHz 7 —
ny o

FaT NN RE—RTIE, TaT AN N7 o TFFE2HOT o FFR—1F3 L4124 2R
h—F9,

TR RE—RTIL, 244GV KT v T2 EMOT T FR—=F1 L2124 A b—
N, SGAAY R FEABOT > FFR—R3 L4124V A N—LET,
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. CAPWAPAP FI7 L JIT7 o TFR— FDORE

CAPWAPAP B L XL IJILT7 oTFHR—FDEE
WD 2 OOFNEEMFHLET,

CUZEALI-a> kA—50 CAPWAPAP 7 T /A RE— FDHRE
ap name <Cisco AP> antenna band-mode [singl€] |[ dual]

WRICH 2R L ET,

ap name ape8eb-349c-14c0 antenna-band-mode ?
dual Dual band mode
single Single band mode

1]

WebUl ZfERAL-a> rO—5® CAPWAPAP 7 T+ /N> FE— FDERE
1. [Configuration] > [Wireless] > [Access Points] DNEIZHEI, 7 7 AKRA v b &R L F7,

Access Points

W All Access Points
Number of AP(s): 2

Bas

AP H Admin ! WP ! Rac
AP Name :  Model Siots : Status Address MA
ap6cBb-dled-  IW-6300H 92.168.4.1 dch
f6ca & DC-B-K9 N © 88¢
apeBeb-349¢c- 192.168.4.1 o8
WP-WIFI6-
14c0 ok | n I = ° 2 e0

2. [Edit AP]>[Advanced] ®JIEIZI®IN L £ ¥, [Antenna Band Mode] Z#&fR L, [Update & Apply
to Device] 27 V v 7 L CAP IR ELRFELE T,

Advanced

Advanced Antenna Band Mode Dual

AP Retransmit Config Parameters

TFoTFHINY FE— FOWE
IKOCLLZERA LT, 2 ha—F® CAPWAPAP 7 T F R RE— REZMHALET,

WLC#show ap name <Cisco AP> config general | inc Antenna Band

For example:
WLC#show ap name ape8eb-349c-14c0O0 config general | inc Antenna Band

Antenna Band Mode: Single

WOCLIZERA LT, WIMDAPT T F N RE— F&2ERLET, v FE— FiX, GPIO
ik~ CTERRENET,
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AP#show capwap client config | inc GPIO

For example:

AP84EB.EF55.1498#show capwap client config | inc GPIO
GPIO_34: O

GPIO 35: 1

\}

GE)  GPIO 34:1 3 LUNGPIO 35:0 137 = 7 /4"y RE— R TF, GPIO 34:0 35 L U8 GPIO 35:1 [%3
VTN RE— RTT,

WGBR I LXLTIILT7oTFHHR—MDETE

CLIZf LT WIM ® WGB 7 T F /3y RE— RERETAI1E. IROBIT 5 5\
DAT v a v EFERLET,

WGB#configure wgb antenna band mode

dual Configure WGB antenna dual band
single Configure WGB antenna single band
RIH R~ L ETS

AP84EB.EF55.1498#configure wgb antenna band mode single
[*10/24/2023 22:55:04.7280] Antenna band mode configuration has been saved successfully

APB84EB.EF55.4E53#configure wgb antenna band mode dual
[*10/24/2023 22:57:14.3470] Antenna band mode configuration has been saved successfully

CLI Zffi> T WIM ® WGB 7 7 73 FE— R & 789 %121, show running-config | inc
Antenna CLI £/ L 7,

AP84EB.EF55.1498#show running-config | inc Antenna
Antenna Band Mode : Single

AP84EB.EF55.4E53#show running-config | inc Antenna
Antenna Band Mode : Dual
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