TSHTILNED1—ILDEKRTE

ZOFEF, WO THMEINTHET,
cLPWA £ v X —T = A AKTE (1 X—)
sloRa7 7 /o —mfO@NNry 8 730X TV r—2 g RAT 427 (6

~_R—)
*LoRa7 7 /vy —[al® Actility /N7 N 74U =X T 7V r—a RAT 47
(12 3—¥)

sdebug I K (24 X—)

LPWA A B2 —T x4 REFE

P-LPWA-800 8 L I P-LPWA-900 E = —/LiF, a~vw R IA4 o A% —T7 =A% (CLI)
7213 Cisco IOS XE Web 2—H'— A X —T = A4 A (WebUl) TEHTEX X,

\}

GE)  GPSIE, @Ry b7+ U—& (CPF) 77V r—a U MEET 57202 0E T, CPF
TV =g kA A M= T AENC, Lora B 2a—/VD GPS 7o T a8k L. UT
Da<y REFEHALTGPS AT —Z 2R LTI,

Routerf#show lorawan 0/1/0 gps
Recorded GNSS Info at 2022-09-13 19:20:50 UTC

GNSS Location:

Latitude: 37 Deg 25 Min 5.937 Sec North (37.418316)
Longitude: 121 Deg 55 Min 9.714 Sec West (-121.919365)
Height: 37.0m

Router#

Wiz, GPS REDOHEZRLET,

interface LORAWANO/1/0

no ip address
common-packet-forwarder profile
country UNITEDSTATES
region-channel-plan US915
gateway-id 69

F5ATLEC2a—L0EE |
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Ins-ip 172.27.127.209
Ins-port 6080

log-level xdebug lines 240
gps enable

cpf enable

arp timeout O

no mop enabled

no mop sysid

end

IS5HILEC2a—LOFEE |

GPS A HET DL, ROoa~vw FEFEHLET,

Router#clear lorawan 0/1/0 cpf location-info

Router#

LBy b IO T—FDEREFIR

ZOMOIFEHRIZ HOVTIE,

Managing Packet Forwarder] #ZM L T 7Z2&0,

A H =T 2 A AEFRET HITIE. WOFIEIZENE T,

FIE

ARV RFERRTI Y

EL:)

&

configureterminal

1 -

Router# configure terminal

Jua—)L a7 4 FXalb—a s T— REE
l/\jz‘@’_‘o

ATvT2

int loraWAN interface

&1

Router (config)# int loraWAN 0/1/0

LoraWan f > #—7 =2 A A a7 4 F=2l— 3
v E— RERGLET,

ATvT3

common-packet-forwarder profile

i
Router (config-if) # common-packet-forwarder
profile

CPF DRI A—H EZRELET,

ATvT4

region-channel-plan <number>

11 -
Router (config-if-lorawan-cpf) #region-channel-plan|
Us915

b v RV EE = — R 2 RE L £,

ATy TH

gateway-id <number>

1 -

Router (config-if-lorawan-cpf) # gateway-id 69

CPF I END 7 — b= IDZHELET,

ATvT6

Ins-ip <ip-address>
i :

Router (config-if-lorawan-cpf) #lns-ip

172.27.127.209

Loraty hT—27H—R_—DIPT7 RLAZHEL
\ij—o

B F35orEv1-LoEE


https://www.cisco.com/c/en/us/td/docs/routers/interface-module-lorawan/software/configuration/guide/b_lora_scg/lrr.html

| 75#H7LEC21—LDE

T4 FEERE .

ARV FFEREETIVa Yy

E:)

AFw 71 |Insport <port-number> Lora v U —27 Hh—NR_—DR—  EFEHRE L
1 - ER
Router (config-if-lorawan-cpf) # lns-port 6080

A7 78 |cpfenable CPF ZEH) L £,
Ik GE) ZOBEF, BEOY T E— RERT
Router (config-if-lorawan-cpf) # cpf enable L7-BIZOBFHTR Y £9,

RATwv 79 |exit CPF /a7 7 ANT 0y 7 &f&T L, &E % T8
1 - LET
Router (config-if-lorawan-cpf) # exit

ATy 710 |exit A B =T R AT 4F¥al—ar ET—R
Bl BT LET,
Router (config-if) # exit

ATy N |exit a7 4 F¥al—varE—REKTLET,
i -

Router# exit

—

WebUl 2R L4 >3 —T 4 RD

FIA4I FERE

Iz, lorawan f > Z—7 = A ADT 7+ /L NBREOH 2 LET,

Router#sh run int lorawan 0/3/0
Building configuration...

Current configuration : 192 bytes
|
interface LORAWANO/3/0
no ip address
common-packet-forwarder profile
gateway-id 69
Ins-ip 172.27.127.209
Ins-port 6080
cpf enable
arp timeout 0
no mop enabled
no mop sysid
end
Router#

=L

X AE

WOFENEZHE A L T, WebUI Z4 L T Cisco lorawan f > Z—7 =1 A &R ELET,

F5ATLEC2a—L0EE |
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B wewzgmLrros—T 1 z08E

ATv T 1 WebUl L) L7= 5. [Configuration] > [LoRaWAN] (ZFEE) L £ 9,

L9

WebUI Offi i HIEDOFEIZ W TiE,  [IR1101 Software Configuration Guide] @ ['Web User Interface (WebUT) |
LTS TEEN,

ATY T2 [LoORaWAN] A v X —T =2 A AL TNVI U v 7 LET,

B F35orEv1-LoEE


https://www.cisco.com/c/en/us/td/docs/routers/access/1101/software/configuration/guide/b_IR1101config/b_IR1101config_chapter_010111.html

| 73#ILESa—L0H
WebUl £ L=« 4 —7 x4 20%%E ||

“ C A Mot secure | haisy 17227127132 /webui/#/loRaWAN
Cisco Services Enwviron ik Boeatar 85T furc aTOD- 5 Setting Up Vi
e P Py i
B i CiscoR101-ke
* » LoRaWAN
O
AT T3 Ciscolorawan { ' Z—7 = A AZHHMZLET,
C A . . » 0 2
# -7
\-\. [}

AT w74 [Common Packet Forwarder] # 7% 7 V v 27 LC, CPF#EZBIML £,

F5ATLEC2a—L0EE |
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AT w75 CPFELIBEML, [Common Packet Forwarder Admin Status] % [ENABLED] (Z5% &

<

RDEZRY

LocalManager #fEH L7277V r—v a VIR 7 1 & A 2250 T,

Workflows] Z#ZM LT 7EE0,

IS5HILEC2a—LOFEE |

LE7,

['Cisco I0x Local Manager

loRa 74/ OS—[HTDEBE/Nr Y F T4 T—H 7T

Jhr—3 2 iRRATa 09

TV r—vay RAT 4 T EFRETDHITIE, 1I0x #/ZT LT,

VirtualPortGroup % L A

Y37 =FR=—PMIRELET, ZNOHDOFIEIZHOWT, LIEOEY v a » THALET,

. TSHINED21—ILDHK


https://developer.cisco.com/docs/iox/#!iox-local-manager/cisco-iox-local-manager-workflows
https://developer.cisco.com/docs/iox/#!iox-local-manager/cisco-iox-local-manager-workflows

| 75H7LEC21—L0EE
x ot [

I0x DEZE

Cisco I0x Local Manager ~D7 7 £ A &GN T BT, IROIEEEEIT L E 9, 10x Local
Manager #5252 & T, RA M ATAEOT AV r—a o OFR, i, =% —,
FoTNYa=TFT 47 BLOMEETLSESERT /T4 8T 4 2FTTEET,

Flig

ARV FERET7IV3 Y Br

AT w71 |enable F¥iHE EXEC E— RZA R3—7 M LET
1 -
Router>enable

AT 72 | configureterminal 7Ta— )L a7 4 X2 lb—3ay B— REELG
B - LETS
Router#configure terminal

2T w73 |iox Cisco I0x DAL,
1 -
Router (config) #iox

AT 74 |ip http server IPv4 £ 7213 IPv6 ¥ AT A 0D HTTP H— _"— %47
Bl - MELET,
Router (config) #ip http server

AT 75 |ip http secure-server %27 HTTP (HTTPS) ¥ — —&AMbL £,
1 -
Router (config) #ip http secure-server

R T w 76 | username name privilege level password {0 |7 | TP _R— Z DI AT AL HERR L~V % F
user-password } encrypted-password VLET, 22— —LOEHEL T 15 1T ET
) - HUENRHY F9,

Router (config) #fusername cisco privilege 15
password 0 cisco

RTFwF71|end AN B =T R AT 4Fal—gr E—R
i - EHET L. FiME EXEC £— RIZREY £,

Router (config-if) #end

LA % 3 T—421KR— bA~® VirtualPortGroup 0% E

BEDOLVA Y 3T —FAKR— K% 1 DL EO VirtualPortGroup £7- &= > 7 FIlZ—7 4 7T
T F£9, VirtualPortGroup f ' #—7 = A AL, 7V r—aV RAT 47 Xy NT—7

F5ATLEC2a—L0EE |
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IS5HILEC2a—LOFEE |

Z10S V—T 4 > T RAA Nt T HIRAEA % —7 = A AT9, VirutalPortGroups & L A

Y3IDT—ZR— M, BRr9 7%y b

FIZHDZBERD Y £,

FlE

aAv U RFERET7TIVaY EL:y

ATFw 71 |enable FiHE EXEC E— &AL E T,
11 -
Router> enable

R w2 |configureterminal Ja—N)ar7 4 Xal—iay T— ARG
15'] : L/jz—g—o
Router# configure terminal

ATwv 73 |iprouting PLV—F 4 T A F—TMILET LA YIFT—
i - ZAR— N THIN—T 4 7 ZFFRTHITHEL ip
Router (config) #ip routing routing qv ]\%ﬁé‘jﬂzﬁ—éﬂé‘gﬁ)&) n i‘@‘o

AT 74 |interfacetype number AV B =T 2 A AEREL, £V H—T oA ADF
Bl EE— FEME L ET
Router (config) #interface gigabitethernet 0/0/0

ATy 75 | noswitchport AUB =T =2 A% LA F¥IE—FICL, A vF
i - R—hTEHR = A =T A AD L HIZH)
Router (config-if) #no switchport TFE§1§EE7fO

AT w76 |ipaddressip-address mask A H =T 24 ZADIPT RLAZHRELET,
11
Router (config) #ip address 10.1.1.1 255.255.255.0

ATy 1 |exit AV H—Tz2fA AT 4Fal—varE—FK
- ERETL, Zu—rary s Fal—ia L E—
Router (config-if) #exit FIZRY £9%

A7 78 |interface type number AVE—T A AZFEL, £ F—T A ADFK
£l - EE— NaBltaLET,
Router (config) #interface virtualportgroup 0

25w 79 |ipaddressip-address mask A B =Tz A ADIPT RLAZRELET,

51

Router (config-if) #ip address 192.168.0.1
255.255.255.0

B F35orEv1-LoEE



| 75#H7LEC21—LDE

FIUr—vay iy ko—5508E |

ARV FFEREETIVa Yy

E:)

ATv 710

end

1 :

Router (config-if) #end

AH =Tz A AT 4Fal—aryt—F
ERTL, Za— a7 4 Falb—varE—
FIZRY £

TI)5r—o 302y hI)—%250D

=L =

axX A&

TV r—va s WICA v H—T oA AL, 20T FHNOEES YRy P A F—T oA
ATHY, TV r—va BN ry "EEZETHIEDILT Ty "N T74—b T —H S L—

TR LET,

FIE
aAvYURFERET7IOI Y BRI
R v 71 |enable ¥t EXEC =— K& A 32—7 ML ET
1 -

Router> enable

ATy T2

configureterminal

1 -

Router#configure terminal

Ta— ) ar 7 4 Xalb—gy B— NEG
L, 237 4FXal—varyavr RaE1{TI21D
TOANLET, 274 Falb—varyavs R
DANMBKET LTb, Cul+Z 2L £,

ATvT3

app-hosting appid appl
1 -

Router (config) #app-hosting appid appl

TV = a v EBRTEL, TV r—varyay
T A4 F 2l —T g B— RERBELET,

ATV

app-vnic options

1

Router (config-app-hosting) #app-vnic gatewayO
virtualportgroup 0 guest-interface 0

TV r—yary A B =T A RET T r—
TarOF— "I EBHRELET,

ATvT5

guest-ipaddress ip-address mask
{5

Router (config-app-hosting-gateway0) #guest-ipaddress
192.168.0.2 netmask 255.255.255.0

TIVr=vary A=Y Ry b A I =T =R
IP7 RLAZRELET,

ATvT6

app-default-gateway options
fl

Router (config-app-hosting-gateway0) #app-defaul t-gateway
192.168.0.1 guest-interface 0

TFV =g DF T F NS — T oA BRE
L/ij‘O

ATy T17

end

1

Ta—r ) ar7 4 Xal—ary T— REKT
L. B EXEC E— FIZREY £,

F5ATLEC2a—L0EE |
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IS5HILEC2a—LOFEE |

ARV RFERETIVa Y

B8

Router#end

FIVr—23y 47940 )ILEE

DI arTEH TTIVDALA A=V ET A VA M=NDT O AZOWTIHH L E

j—o
FlE
AU RFERET7TIV3 Y B#J
RTF w71 |enable FiHE EXEC E— R&EA X —7 M LET
1
Router> enable
AT w 72 | configureterminal Ja—N)L ar7 4 Xal—iay FT— REBLG
Bl - L, ar74Falb—varyavy RE1{7C1 o
_ _ TOANLET, 274 Falb—rarav R
Router# configure terminal .
DANBET LTeh, Cul+Z ZfLET,
R T w 73| app-hosting install appid application-name package | {§&E SN H{ATN LT 7V r—a kA A h—

package-path
1 -

Router (config) #app-hosting install appid CPFAPP
package flash:cpfv5.tar

NLET, 77U r— 3 0%, flash, bootflash,
usbflash0 72 FDO(EE D — )LV A b L— U OFF
AL A =L TEET,

AT 7 4 | app-hosting activate appid application-name TV r—varET VT4 7MbLET, Zoav
il - Y RIE, TRTCOT Y r—va ) Y—RAERE
Router#app-hosting activate appid CPFAPP ﬁ%ﬁfl/\ ?rfijéa)u >}bﬂ;iﬁiﬁgﬁﬁfqﬁgifg%é?hi77j7

Vor—2a N7 774720 ET, $3CTDY
V— APMERTRETIZ R WA, 727 T 4 THkidk
/H& L/\i—g—o

AT 75 |app-hosting start appid application-name TV r—varERELET, Zoavr N,
Bl - TV = ay ORBAZ VT N ET 7T 4TI
Router#app-hosting start appid CPFAPP LETS

AT 7 6 |app-hosting stop appid application-name T r—a vk EELET,

1
Router#app-hosting stop appid CPFAPP
AT 71 |app-hosting deactivate appid application-name TV =2 a AZEETHEN TS TRTOY

1

Router#app-hosting deactivate appid CPFAPP

I—RAEIETIT 4TI LET,

B F35orEv1-LoEE
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FIUr—vavkRT4 v avIs¥aL—varokR |

AU RFERETIVa Y

B8

ATvT8

app-hosting uninstall appid application-name

Router (config) #app-hosting uninstall appid CPFAPP

BIESNTWATRTONRyr— L A A= T
VA UVA =L, TV = a kT o)
TOEREFFHEHIFRLET,

TFINV5—3 0 RRARTF4F a2 74X b—2 3V DHESR

ZOvIva TR, TV a I RAT 4T a7 4 X a b —y g VEERT ST

YOavy ReERLET,

FTRTDIXY—ERDRT—RRERTT S

Router#show iox-service

IOx Infrastructure Summary:

I0x service (CAF)

I0x service (HA)

I0x service (IOxman)
(

IOx service
Libvirtd 5.5.0
Dockerd v19.03.13-ce

Router#

Sec storage)

: Running

: Not Supported

: Running
: Running
: Running
: Running

T7Vr—2avIcBT 2EMIERERTT S

Router#show app-hosting detail

pp id
Owner
State

Application
Type
Name
Version
Description
Author
Path
URL Path
Multicast

Activated profile name

Resource reservation
Memory
Disk
CPU
CPU-percent
VCPU

: cp
: lox
: RUNNING

: docker
: cpf
: vl

: buildkit.dockerfile.vO

: bootflash:cpfvb.tar

: yes
:custom

:128 MB
:10 MB
:400 units
:35 %

H

Platform resource profiles

Profile Name

CPU (unit) Memory (MB)

Disk (MB)

Type Name

TSHILED2—LD

#t B
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B k75 00—mH0Actiliy 87y b TAD—F FTU =L RRT ALY

serial/shell iox console_shell serialO
serial/aux iox console_aux seriall
serial/syslog iox syslog serial2
serial/trace iox trace serial3

Network interfaces

ethO:
MAC address : 52:54:dd:f2:f4:87
IPv4 address : 192.168.0.9
IPv6 address HH
Network name : VPGO
Docker

Run-time information

Command
Entry-point : /station/cpf
Run options in use : —-device /dev/lorawan ttyl:/dev/ttyACMO -v

/bootflash/lorawan 0:/cpf/
Package run options

Application health information
Status : 0
Last probe error
Last probe output

FIVr— a3 0 EFNODAT—EAND—EEZRTT S

Routerf#show app-hosting list
App id State

CPFAPP RUNNING

aAVY—)LaAR U REERALT7Z IV r— 3 VIZERT S
Ctrl+C # 3[EF LT, vV — L OEE >R LE T,

Router# app-hosting app-hosting connect appid CPFAPP console
Connected to appliance. Exit using “c”c”c

root@ir510-1xc:~#

root@ir510-1xc:~#

root@ir510-1xc:~#

root@ir510-1xc:~#

root@ir510-1xc:~#

root@ir510-1xc:~# IR11014006#

LoRa 77 / B —MIT®D Actility /N7y b 24 T—F 7
TV lr—oavRAT409

DT, 77V 75— a R AT 4 VT aRET DI OORREMN T, a7 LR A M
Tssh X—%2ILETAEDOF LW oA RnNH Y 4,

RARNTUTEFATLET,

B F35orEv1-LoEE
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x ot [

L L SR T — REBIMUE T,

config terminal
username actility privilege 15 password O Actility Password
exit

WDA T a & LT Docker 27 F&2FEITLET,
* device /dev/tty ACMO:/dev/tty ACMO
» env HOST IP_ ADDR=192.168.42.11
» env HOST_ USER=actility
* env HOST SETUP PASSWORD-=actilityPassword

Ei D Docker 2T F AT arTiE, T7HNVIDIPT KL A, o2—F—4, BIUUIR
U—RIEBLTLEEY, INOITREIZEDLETEELE T,

)

GE)  ®HIOA A h—/V121E, actility =—# — (username actility privilege 15) IZ/SA T — K23 &% h
£ A, ThingPark Long Range Relay (LRR) Y 7 FU =7 ZffA A =T 5551%,
username actility privilege 15 password 0 actilityPassword % fF % &9 2 LR H Y 3,

TV = ay RAT 4 VT ERET HITIE, 10x ZHNC LT, VirtualPortGroup % LA
Y3IT—HAR—MIRELET, TRHOFEICONT, O v a TR LET,

I0x DEZE

Cisco 10x Local Manager ~D 7 7 £ A& HZT HI12iE, IROIEFEEEIT L EF, 10x Local
Manager #3252 & T, RANATALEODT 7V r—ya OFHE, filfll, £=4%—,
oIV a=T 47 BLOMETLSESERT /T4 8T 4 2FATTEET,

Fl&E
ARV RFERIETY a3 B#Y
AT w71 |enable FitE EXEC E— RZ AT L E T,
1 -
Router>enable
AT 72 |configureterminal sua—s ) ary7 4 Xalb— gy ®— Falh
15“ : L/i—g—o
Router#configure terminal
AT v T3 iox Cisco IOx ZHMZ L £,
fil

Router (config) #iox

F5ATLEC2a—L0EE |



. LA ¥ 3 F—4% R— kA~ VirtualPortGroup M & E

IS5HILEC2a—LOFEE |

ARV REEEFET7IVa Y B

A7 74 |ip http server IPv4 £ 7212 IPv6 2 2T L LD HTTP H—"—% 47
15“ : ;‘j]'ﬂ: Lijﬁo
Router (config) #ip http server

AT 75 |ip http secure-server % =7 HTTP (HTTPS) ¥——ZHMb L £7,
{5
Router (config) #ip http secure-server

R w 7 6 | username name privilege level password {0 |7 | I — P = _R— ZDIES AT A EHER L~V A e

user-password } encrypted-password

1

Router (config) #username cisco privilege 15
password 0 cisco

SNLET, 22— —ZORFHEL LT 15 ITRET
DHENDH Y £7,

ATy T17

end

1

Router (config-if) #end

A H—T 2 A AT 4 Fal— gy F—F
T L. B#E EXEC £— FNICEY 7,

L4 % 3 T—421KR— bA~® VirtualPortGroup M % 5E

BEDOLA Y 3T —XKR— K% 1 DL EO VirtualPortGroup 721X > 7 2 —7F 4 7T
X F£ 7, VirtualPortGroup f ' #—7 = A A%, 77V r—va V KRAT 47 Xy NU—7
ZI0S V=T 4 V7 R AL R T HDIRBA v H—7 = A ATF, VirutalPortGroups & L A
Y3IDOTFT—HFR— ML, BdH TRy b EIZHIVERH Y £7,

FE

ATV RFEREETI 3 Y B

RTwvF1 |enable B EXEC E— FEABIZLET,
1 :
Router> enable

RFw 72 |configureterminal Ja—) a7 4 X alb—gyE— NeBlG
51 LET.
Router# configure terminal

RTwF3 |iprouting IPLV—F 4 T hAR—T M LET LA ¥3IF—
1 - A R— NTHEN—T 4 T ZFFAIT HITIL, ip
Router (config) #ip routing routing EEd F‘%ﬁyﬁi:?éﬂ\gﬁi&p DET,

R w74 |interfacetype number R T e A ABBEL. A A —T = A ADTE
1 - EE— RaBltaLET,

B F35orEv1-LoEE
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FIUr—vay iy ko—5508E |

ARV FFEREETIVa Yy

E:)

Router (config) #interface gigabitethernet 0/0/0

AT w75 |noswitchport A B =T A% LAFIE—RIZL, A>T
Bl - R R TRRLN—F A F =T =2 AA AD L 5 IZH)
Router (config-if) #no switchport TFE§ﬁiﬁf7fo

ATy 76 |ipaddressdhcp A B =T 2 A ADIPT RLAZBRELET,
11 -
Router (config) #ip address dhcp

ATy 1 |exit A B =Tz A AT 4 Fal—ary EF—R
- PRTL, ZJu—Nary 7 4 FX¥al— g E—
Router (config-if) #exit ]\a:)j:é g iﬁ—o

RTw 78 |interfacetype number AE—T A RAEHFREL, A F—T A ADFK
£l EE— FZBE L E7,
Router (config) #interface virtualportgroup 0

AT w79 |ipaddressip-address mask f B =Tz A AT 4 Fal—ay F—R
%l - AT L, Zn—rbar 7 Fal—ia s E—
Router (config-if) #ip address 192.168.2.1 Fﬁ:E%K)jiﬁAo
255.255.255.0

RATwv710 |end Ao B —=Tx2f A AT 4Fal—ar T—F
- ERTL, Za—bar7 4 Xal—yarE—

Router (config-if) #end

RIZEY £9°,

FIV5r—o30 %2y bI—%250

1 —

ax &

TV r—2 g WICA v EZ—T A AT, 2T TFROERES—Y Xy A F—T A
ATHY, TV r—a By "aEZETHIEOCT Ty N 74 —b T—H% TL—

NTHEHE L E T,

FIE

ARV RFEEETIVa Y

=)

RT w71 |enable ¥iME EXEC E— R&AIC L ET,
fi
Router> enable
R T 72 | configureterminal rTa— )L a7 4 X2 b—3ay B— ARG

1

L. 27 4Fal—Yaryavwry K2 1471219

F5ATLEC2a—L0EE |
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B 70— avs50o91008m

ARV RFERETIVa Y =)
Router#configure terminal TOANLEST, a7 4 Fa2l—rgravw R
DANBRET LTeh, CultZ 24 L £,

AT 7 3 |app-hosting appid appl TV = a v EREL, T A= aryay
151 - TJA4¥Xal—varET—RERBLET,

Router (config) #app-hosting appid appl

AT v 7 4 | app-vnic options T =g A BE—T A RET Y r—
1 - YarvOF— A RRELET,

Router (config-app-hosting) #app-vnic gatewayO
virtualportgroup 0 guest-interface 0

R 7 v 75 | guest-ipaddressip-address mask TIV r—var A= Ry h AU F =T =Af R
il - IP7 RLAZRELET,

Router (config-app-hosting-gateway0) #guest-ipaddress
192.168.2.9 netmask 255.255.255.0

L

AT 7 6 | app-default-gateway options T I =g DF T N — T = A BRIE
15“ : L/ i ‘g‘o

Router (config-app-hosting-gateway0) #app-default-gateway|
192.168.2.1 guest-interface 0

25w 77 |end Ju—r\ )L a7 4 Fal—ary T— REKT
i - L. FH EXEC £— FIZRY £7,
Router#end

TINVr—23ry S4TH94 Y ILEE

OB arTiE, TTVDALA LA R—NET A VA R—=LDT R ZOWTIBALE

7,
FliE
avy REEEFT7IVa Y B8
AT v 71 |enable it EXEC =— RZH L ET,
1 -
Router> enable
R T 72 |configureterminal yu—sL ar 7 4 ¥ab—iar E— REk
il - L, av74F¥z2lb—aravwr RE1{TI21o

FTOANLET, a7 4 Fal—arav R
DASIBPET LIz, Cul+z #H# L £,

Router# configure terminal

s
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FIUr—vavkRT4 v avIs¥aL—varokR |

AU RFERETIVa Y

B8

v 7 3 |app-hosting install appid application-name package BESNEERNLT AU r—arv Ay A R—
package-path NLET, TV —3 = 0%, flash, bootflash,
i - usbflash0 72 & DAEE D w —T VA |k L— Y DT
Router (config) #app-hosting install appid APFAPP 6/]) v AR %«/I/’(“—?__'r 35"9,*0
package flash:actility tar gz.tar

AT 7 4 | app-hosting activate appid application-name TV —varET 2T 47k LET, Zoaw
i - YRE T RTOT IV r—va Y —RERE
Router#app-hosting activate appid APFAPP tﬁgﬁl/‘ 7ff§7;0)ll)/*—}éﬁiﬁﬁfﬁEqﬁgiﬁ%%f%ﬂit7i7

Vor—2a BT 77470 ET, §XTDY
V= APMERFRE TIX 2 WA, 7277 4 71kidsk
WL ET,

AT 75 |app-hosting start appid application-name TV r—varvERELET, Zoavr N,
Bl - THV = ayOREMAZ VT V2T T 4TI
Router#app-hosting start appid APFAPP LET

25w 7 6 | app-hosting stop appid application-name TV =y araEk LET,

1
Router#app-hosting stop appid APFAPP

R T 71| app-hosting deactivate appid application-name TTV = a ZE0 S THERTNDTRTOY
15“ : yb—x;é?;'lz~777%/]’7vc:[/ij_o
Router#app-hosting deactivate appid APFAPP

2w 7 8 |app-hosting uninstall appid application-name BAEENTNATRTONRN I — L A A—U%T

1

Router (config) #app-hosting uninstall appid APFAPP

VA VA =L, TV =g T H TR
TOERELFEHEZHIRELET,

TFINV5— 30 RRARTF4F a2 74X b—2 3V DHESR

ZOvIvarTE, TV =V a I RAT 4T a7 4 X2 b—y g VEERT ST

YOavy ReERLET,

FTRTDIXY—ERDRT—ERAERET S

Router#show iox-service

IOx Infrastructure Summary:

I0x service (CAF) : Running

I0x service (HA) : Not Supported
I0x service (IOxman) : Running

IOx service (Sec storage) : Running
Libvirtd 5.5.0 : Running
Dockerd v19.03.13-ce : Running
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Router#

TV r—2aVIcEY HEMERERTT S

Routerf#show app-hosting detail

App id : APFC1
Owner : iox
State : RUNNING
Application
Type : docker
Name : base-rootfs-runtime-actility
Version : latest
Description : Actility LRR
Author : Actility
Path : bootflash:actility lrr 76.tar.gz
URL Path :
Multicast : yes

Activated profile name : custom

Resource reservation

Memory : 64 MB
Disk : 2 MB
CPU : 50 units
CPU-percent : 5%
VCPU : 1

Platform resource profiles
Profile Name CPU (unit) Memory (MB) Disk (MB)

Type Name Alias

serial/shell iox_console_shell serial0
serial/aux iox_console_ aux seriall
serial/syslog iox syslog serial?
serial/trace iox trace serial3

Network interfaces

ethO:
MAC address : 52:54:dd:16:24:0a
IPv4 address : 192.168.2.9
IPv6 address HE
Network name : VPGO
Docker

Run-time information

Command :
Entry-point : /etc/init.d/lrr iox top start
Run options in use : --device /dev/ttyACMO:/dev/ttyACM0 --env HOST IP ADDR=192.168.2.1

--env HOST_USER=actility --env HOST SETUP_ PASSWORD=actilityPassword
Package run options :
Application health information
Status H
Last probe error :
Last probe output :

Router#

s
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FoILEFav I xar—vay [

TINVr—2a3 0 EXTNhODRAT—2RAD—EERTT D

Router#show app-hosting list

App id State

APFAPP RUNNING

ROARV REFALTT7 TS —avicERT S
Ctri+C Z 3 [ LT, >V — O 2R L £,

Router# app-hosting app-hosting connect appid APFAPP session
/home/actility/var/log/lrr

/var/volatile/log/ LRRLOG # pwd
/home/actility/var/log/lrr

/var/volatile/log/ LRRLOG # ls -1lrt

“IW-I—-I—- 1
“IW-I—-I—- 1
“IW-I—-I—- 1
“IW-I—-I—- 1
—“rwWw-r—-r-- 2
—“rwWw-r—-r-- 2
“IW-I—-I—- 1
“IW-I—-I—- 1
“IW-I—-I—- 1
-“rw-r—-r-- 2
—“rwWw-r—-r-- 2
“IW-I—-I—- 1

root
root
root
root
root
root
root
root
root
root
root
root

root
support
support
root
root
root
root
root
root
root
root
root

/var/volatile/log/ LRRLOG #

19

53

99
430
1620
1620
1657
2227
1118
50515
50515
64

Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul

B N B N e B S N |

0646 SHELL.log

0647 suplog.log

0648 pkiconfig.txt
0720 lrr startup service.log
0721 gwmgr 04.log

0721 gwmgr.log

0721 radioparams.txt
0721 logicchan.txt
1721 stat.html

1721 TRACE_04.log

1721 TRACE.log

1723 lrcstatuslink.txt

ETHRDAV T4 FaL—2avDT7IVr— 3 RATA VT ERTT S

Router#show running-config |

sec app-hosting

action 2 cli command "app-hosting stop appid APFC1"
action 4 cli command "app-hosting start appid APFCL"

app-hosting appid APFC1

app-vnic gateway0O virtualportgroup 0 guest-interface 0

guest-ipaddress 192.168.2.9 netmask 255.255.255.0

app-default-gateway 192.168.2.1 guest-interface 0
app-resource docker

run-opts 1 "--device /dev/ttyACMO:/dev/ttyACMO"

run-opts 2 "--env HOST IP _ADDR=192.168.2.1"

run-opts 3 "--env HOST USER=actility"

run-opts 4 "--env HOST SETUP PASSWORD=actilityPassword"
Router#

YOI EFaAV T4 XA L—3Y

wIZ, IR1101 2B DEAEOH R LET,

Router#show running-config brief

Building configuration...

Current configuration

7651 bytes

! Last configuration change at 072004 UTC Thu Jul 7 2022 by actility
! NVRAM config last updated at 065725 UTC Thu Jul 7 2022 by actility
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version 17.9

service timestamps debug datetime msec
service timestamps log datetime msec
service call-home

platform gfp utilization monitor load 80
platform hardware throughput level 250M
platform punt-keepalive disable-kernel-core
|

hostname Router

|

boot-start-marker

boot system flashirllOl-universalk9.S2C.SSA.bin
boot-end-marker

aaa new-model

aaa authentication login default local
aaa authorization exec default local
aaa authorization network FlexVPN Author local

aaa session-id common

login block-for 60 attempts 3 within 30

login delay 3

login on-success log

ipvé unicast-routing

|

!

subscriber templating

|

!

multilink bundle-name authenticated

|

!

crypto pki trustpoint TP-self-signed-1150468717
enrollment selfsigned

subject-name cn=I0S-Self-Signed-Certificate-1150468717
revocation-check none

rsakeypair TP-self-signed-1150468717

|

crypto pki trustpoint SLA-TrustPoint
enrollment pkcsl2

revocation-check crl

|

crypto pki trustpoint ActilityTP-slrc
enrollment terminal

revocation-check none

|

crypto pki trustpoint ActilityTP

enrollment pkcsl2

revocation-check crl

rsakeypair ActilityTP

|

crypto pki trustpoint ActilityTP-rrrl
revocation-check crl

|

!

crypto pki certificate map FlexVPN Cert Map 1
subject-name co slrcl prod-us_actility-tpe-ope
|

s
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yringrarrxar—var I

crypto pki certificate map FlexVPN Cert Map 2
subject-name co slrc2 prod-us_actility-tpe-ope
|

crypto pki certificate chain TP-self-signed-1150468717
certificate self-signed 01

crypto pki certificate chain SLA-TrustPoint
certificate ca 01

crypto pki certificate chain ActilityTP-slrc
certificate ca 61A845069BBFF60B

crypto pki certificate chain ActilityTP
certificate 06BF5FDCF5EBD17C

certificate ca 3A96CABF858AADIA

crypto pki certificate chain ActilityTP-rrrl
certificate ca O0F35AC229699BABAS

|

!

no license feature hseck9

license udi pid IR1101-K9 sn FCW24160HQ7
license boot level network-advantage

memory free low-watermark processor 45069

|

diagnostic bootup level minimal

|

spanning-tree extend system-id

|

!

username admin privilege 15 password 0 cisco
username iox privilege 15 password 0 iox
username dockeruser

username actility privilege 15

|

redundancy

|

crypto ikev2 authorization policy FlexVPN Author Policy
|

!

crypto ikev2 profile FlexVPN IKEv2 Profile
match certificate FlexVPN _Cert Map

identity local dn

authentication remote rsa-sig

authentication local rsa-sig

pki trustpoint ActilityTP sign

pki trustpoint ActilityTP-rrrl verify

pki trustpoint ActilityTP-slrc verify

dpd 30 3 periodic

aaa authorization group cert list FlexVPN_Author FlexVPN Author Policy
|

crypto ikev2 dpd 30 3 periodic

crypto ikev2 fragmentation mtu 1260

|

controller Cellular 0/3/0

|

!

vlan internal allocation policy ascending

|

!

crypto ipsec transform-set FlexVPN IPsec Transform Set esp-aes 256 esp-sha256-hmac
mode tunnel

|

crypto ipsec profile FlexVPN IPsec Profile
set transform-set FlexVPN IPsec Transform Set
set ikev2-profile FlexVPN IKEv2 Profile

|

|
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interface Tunnel201
ip address negotiated
ip nat outside
ipv6 enable
tunnel source GigabitEthernet0/0/0
tunnel mode ipsec dual-overlay
tunnel destination 52.200.161.236
tunnel path-mtu-discovery
tunnel protection ipsec profile FlexVPN IPsec Profile
|
interface Tunnel202
ip address negotiated
ip nat outside
ipv6 enable
tunnel source GigabitEthernet0/0/0
tunnel mode ipsec dual-overlay
tunnel destination 54.226.90.83
tunnel path-mtu-discovery
tunnel protection ipsec profile FlexVPN IPsec Profile
|
interface VirtualPortGroup0
ip address 192.168.2.1 255.255.255.0
ip nat inside
no mop enabled
no mop sysid
|
interface GigabitEthernet0/0/0
ip dhcp client client-id ascii cisco-ac4a.67£9.ae00-Gi0/0/0
ip address dhcp
ip nat outside
ipv6 dhcp client request vendor
ipv6 address dhcp
ipv6 address autoconfig
ipv6 enable
|
interface FastEthernet0/0/1
|
interface FastEthernet0/0/2
|
interface FastEthernet0/0/3
|
interface FastEthernet0/0/4
|
interface GigabitEthernet0/0/5
|
interface Cellular0/3/0
description backup WAN
ip address negotiated
ip nat outside
ip tcp adjust-mss 1460
load-interval 30
shutdown
dialer in-band
dialer idle-timeout O
dialer-group 1
ipv6 enable
pulse-time 1
|
interface Cellular0/3/1
no ip address
|
interface Vlanl

no ip address
|
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interface Async0/2/0
no ip address
encapsulation scada
|
interface LORAWANO/1/0
no ip address
shutdown
arp timeout O
no mop enabled
no mop sysid
|
iox
ip forward-protocol nd
ip tcp selective-ack
ip tcp mss 1460
ip tcp window-size 131072
ip http server
ip http auth-retry 3 time-window 1
ip http authentication local
ip http secure-server
ip http client source-interface GigabitEthernet0/0/0
ip tftp source-interface GigabitEthernet0/0/0
ip nat inside source list Tunnel20l interface Tunnel20l overload
ip nat inside source list Tunnel202 interface Tunnel202 overload
ip nat inside source list internetacces Fromdocker interface GigabitEthernet0/0/0 overload
ip nat inside source list internetacces_ Fromdocker cell interface Cellular0/3/0 overload
ip route 10.102.12.0 255.255.255.0 Tunnel201
ip route 10.102.22.0 255.255.255.0 Tunnel202
ip ssh bulk-mode 131072
ip ssh version 2
ip ssh pubkey-chain
username actility
key-hash ecdsa-sha2-nistp256 FA249B09C77A121A9759A0FC724F58A8 rootla89e080elcle
ip ssh server algorithm publickey ecdsa-sha2-nistp256
ip scp server enable
|
!
ip access-list extended Tunnel201l
10 permit ip host 192.168.2.9 host 10.102.12.10
ip access-list extended Tunnel202
10 permit ip host 192.168.2.9 host 10.102.22.10
ip access-list extended internetacces Fromdocker
10 permit ip 192.168.2.0 0.0.0.255 host 8.8.8.8
11 permit ip 192.168.2.0 0.0.0.255 host 52.200.161.236
ip access-list extended internetacces Fromdocker cell
10 permit ip host 192.168.2.9 host 8.8.8.8
|
ip sla 1
icmp-echo 8.8.8.8 source-interface GigabitEthernet0/0/0
ip sla schedule 1 life forever start-time now
ip sla 2
icmp-echo 8.8.8.8 source-interface Cellular0/3/0
ip sla schedule 2 life forever start-time now
ip access-list standard 1
11 permit any
dialer-list 1 protocol ip permit
|
!
control-plane
|
!
line con 0
stopbits 1
line 0/0/0
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line 0/2/0
line vty 0 4
transport input ssh
line vty 5 14
transport input ssh
|
call-home
! If contact email address in call-home is configured as sch-smart-licensing@cisco.com
! the email address configured in Cisco Smart License Portal will be used as contact
email address to send SCH notifications.
contact-email-addr sch-smart-licensing@cisco.com
profile "CiscoTAC-1"
active
destination transport-method http
ntp server 0.pool.ntp.org
ntp server l.pool.ntp.org
ntp server 2.pool.ntp.org
|
!
event manager applet restart actility lrr
event none sync yes maxrun 60
action 1 cli command "enable"
action 2 cli command "app-hosting stop appid APFC1"
action 3 wait 5
action 4 cli command "app-hosting start appid APFCL"
event manager applet Cellular Activate
event track 1 state down
action 1 cli command "enable"
action 2 cli command "configure terminal"
action 3 cli command "interface Cellular 0/3/0"
action 4 cli command "no shut"
action 5 cli command "end"
event manager applet Cellular Deactivate
event track 1 state up
action 1 cli command "enable"

action 2 cli command "config terminal”

action 3 cli command "interface Cellular 0/3/0"
action 4 cli command "shutdown"

action 5 cli command "end"

!

end

Router#

debug 3 <> K

ROT Ny 7a<xy RefiTEET,

Router#debug lorawan ?

cli lorawan cli trace
errors lorawan error messages
info lorawan info messages
Router#

Router#debug lorawan cli
cli trace debugging is on
Router#

Router#debug lorawan errors
error debugging is on
Router#
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debug o< K .

Router#debug lorawan info
info debugging is on
Router#
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