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« 17 A 1 : Cisco Catalyst 8000V /L — X D ID OFEGE, &7 77 K7 a4 X —X, ©
TA NEROBSGLIRED T 0 A2 B2 D HETUF L £,

¢RI ANB Yy T — b U H—A R IMBAELTZEZIIN— b FUICESRAEND XY
ARKY T RUA, X7 A MRy X, @, R#EINLTHDLH 7Ry b ED Cisco
Catalyst 8000V /L—& DA H —T = A AT,

cBETIN—H  ZON—F TREENBELZRIZ, ZTOV—F D RNT T 4 v 7 EHRET HI0
FA—XEHHLET,

e —Zu—— K/ — KR T IA4~)a—LEziFxEh oA a—10 b 5 THERE
HEFHALET, TIUTBEATRER AT A —Z T, ZOEEZRE LRWEE, V—H
g—LEF 74N N T A m— iz 97,

RS (o}
AR ZAT
INATRAZEVT A BREIX, RO ZFEFHOA N PR L TUNELET,

cETIL—AREE  ©T7 L — MNIEENRBETHE, BT NA—FEEAS X NELTRHRIHS
NEIF, ZOAR MUSE LT, AV IV RTE, LR/ — FTERINTWNDF
TJARNKEYy 7T RLVABFEHLTL— b M) 2EXALET, 2O MNEERT
EXAHLDICT AT, BT I—HIZBFD 70 ha L aEREL, 777 KON, T AT
VT 4 D7=DIZIUEMNO FCBFD B & B 9,

c TSARVIL—FIZRT : V= FBEENGEE LR, 774~V —FIZRT AR
FABAELET, ZOARVMNORMIE, V= DT ITASVIV—ENT T 4 TI—H
ELTHMELENDLHICTHZETT, ZOAXRX MNIFA~v—IZXoTHRIH—&

. ZOARY NERETDHHLENTIHY AL, V— T —T N ") T, 41Xk
N RTE, = MCBERESNTHD R I A MRy T RLA LR DHHITOH,
NE/— R CTERINTWALIRI ARy T T FLAZERLET,
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NMTRASEYT 4 DBE |
B a4

DT TA= IV N—HIZRT AR ME, KA P2 VBREETCRON Y a 72f LT

EMICAERINET, Va3 s T EICFETENDI LA Va—NEn, T4

<V E—RTRESNTWAEILE/ — RN, TOV—FZDXI ARy A Z—T =

A ABN— N T —T )1 _aﬁﬁzéﬂfb\%ﬂb)& IMEMRLET, =T —T R

DT TIZZDOV—=F DX I AN KRy T A =T 2 A%BEFELTWAEA, EHNINE

&)Diﬁ%u F—RNNTRA—=HDINE /) — FREN®E D XV DA, T4~V —H
WG ARy MRS ET,

AR/ —FDREEE : A X I FTE LR/ — FOBGREA X2 ML, TR/ —
FiZkoTHRESNTNV— = P ZHHARD £T, A XU AU FTE, LT —4
AN—bx U PVICEZRLET, ZOAMNY MIL BB EZIZT VT Y XLRTARL
SNEFA, TOARY NI, AR IV RIPEREZFATTEDINE ) DR L E
T FEELIT v T LATAZ VT MEFATLTC, LR/ — FBGREA X b & Y T —
LET . BREEA X2 FOFEMIZ OV TIEL,  TAdvanced Programming for High Availability on
Microsoft Azure| =7 = > @ [User-Defined Triggers| # &ML T 72 &0,
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==
=% =R

INA TRASEY T4 DERTE

ROE7 v a s TE EEDZTT R HP—ER T/ Z—TFITIF T 5 Cisco Catalyst
8000V DA T A T BV T 4 ZRET HIZO DR EFIAZ R L E T,

* CiscoIOSXE TOIOX &7 A v = VORRTE (11 ~X—)

» Cisco Catalyst 8000V /L —Z [H]iZ b > RV &2 GGE (13 ~—2)

« Configuring EIGRP over Virtual Tunnel Interfaces (14 ~<—<)

* Verify the Tunnel Surface (15 ~X—2)

« BFD 7 /L —X D% E (15 5—)

eNA TRATGEYT 4 RNy —V DA A =L (16 2—)

CiscolIOSXE TOIOX E5 A MU T ILDERTE

KD Cisco IOS XE fXElL, YA M= MIT 7B RATHEDICHERa~<wy RERLTHWE
T, AU D ORIFESA X startup-config 7 7 A VIZHBIMIZE ENDH 70D, HETHLEITH Y
FHA,

FIEDOHE
1. ROFBEEFEITLET :
2. "MTRALFEYT 4 ERTETHITE, OXBRESN, ETENTWENE I AR
THLEND Y £,
3. kDa~wrFEANLT, FANT U r—aryDNEHZESH., FTENTWSHZ L &2
HLET,
FIED M
F|i§
AT REERET7TIVa Y g
ATV TNV ROBEEEITLET :
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B ciscorosxe cotox 42 ko 03

Xa
#l

N TRASEYT40HEE |

ARV RFERETIVa Y

B8

iox

ip nat inside source list GS NAT ACL interface

GigabitEthernetl vrf GS overload ip route vrf GS
0.0.0.0 0.0.0.0 GigabitEthernetl 192.168.35.1

global

interface VirtualPortGroupO vrf forwarding GS

ip address 192.168.35.101 255.255.255.0

ip nat inside no mop enabled no mop sysid

ip access-list standard GS_NAT ACL permit
192.168.35.0 0.0.0.255

app-hosting appid guestshell

app-vnic gatewayl virtualportgroup 0

guest-interface 0

guest-ipaddress 192.168.35.102 netmask

255.255.255.0

app-default-gateway 192.168.35.101 guest-interface
0

name-server(O 8.8.8.8

RATFYT2INATRALZEV)T 4 ZRET DITIE, IOXBEE
S, FATSINTWDEDNE O D EfERT HLENR S
DET,
fi
show iox
Virtual Service Global State and Virtualization
Limits: Infrastructure version 1.7
Total virtual services installed : 0 Total virtual
services activated 0 Machine types supported

LXC Machine types disabled KVM Maximum VCPUs

per virtual service : 1

Resource virtualization limits:

Name Quota Committed Available

system CPU (%) 75 0 75

memory (MB) 3072 0 3072

bootflash (MB) 20000 0 5745

I0x Infrastructure Summary:

IOx service (CAF) Running

IOx service (HA) Not Running IOx service

(IOxman) Running Libvirtd Running
RTYT3IROa~v L REAN LT, FARNT TV r—va v | FA Nz VORERFIRO a2~ RKOHT

NEZFESN., FTENTWDEI L 2R LET,
1

show app-hosting list
show app-hosting list
App id State

guestshell RUNNING

DEPLOYED & ERENTWAEAIL, RO~
REFEALTHFA N 2 VEHENCTAHALERHY
ij—o

guestshell enable

Interface will be selected if configured in
app-hosting Please wait for completion
guestshell activated successfully Current state
is: ACTIVATED guestshell started successfully
Current state is: RUNNING Guestshell enabled
successfully
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Cisco Catalyst 8000V JL— 4 [ b U R L EEETE .

Cisco Catalyst 8000V JL— 2 [E]IZ b > R ILZERTE

FIE

&

ATvT2

Cisco Catalyst 8000V /L—Z [T h RV ZFRE L, ETEERHOZDIZ SR THI M
T3 U—F 47 (BED) BX O —F 477 a k2L (EIGRP £721% BGP) ZH%)
T OMERHYET, Xy NU—JZEBRTHIP 77 4 v 7 ZRGEE LUK 5{LT 512
%, IPsec b F/LF721% VXLAN GPE > V&AL £,

IPsec N FAERETDHICIE, a7 4 Fal—rar E—Ravr REANLT, KOBREETWVE
97, crypto isakmp policy 1 =~ RiZ, 7744V T o B@Ew (1) IKEARY —%7EF L, config-isakmp
Ay 74 FXal—vary E—RERBLET,

1 -

Crypto isakmp policy 1

encr aes 256 authentication pre-share

crypto isakmp key cisco address 0.0.0.0

|

crypto ipsec transform-set uni-perf esp-aes 256 esp-sha-hmac mode tunnel

|

crypto ipsec profile vti-1

set security-association lifetime kilobytes disable set security-association lifetime seconds 86400
set transform-set uni-perf

set pfs group2

|

interface Tunnell

ip address 192.168.101.1 255.255.255.252

load-interval 30

tunnel source GigabitEthernetl tunnel mode ipsec ipv4

tunnel destination 23.96.91.169 tunnel protection ipsec profile vti-1

bfd interval 100 min rx 100 multiplier 3

VXLAN GPE b > RV EVERLT BI21E, ROFBEEASDILET

interface TunnellOO

ip address 192.168.101.1 255.255.255.0

bfd interval 100 min_rx 100 multiplier 3 tunnel source GigabitEthernetl
tunnel mode vxlan-gpe ipv4 tunnel destination 40.114.93.164

tunnel vxlan vni 10000

VXLAN GPE b > VDR TEDFEMIZ- DU TiL,  [Carrier Ethernet Configuration Guidel] # &M L T £ &
AN

ko FAGESET R L AL, %9 5 Cisco Catalyst 8000V D /X7 U » 7 [P 7 RLATHDLLENH Y 97,
FoFVIP T RLRIZIE, AFEO—EDOIP 7 RLRAZMEHLET, 7272 L, &ILEKE Cisco Catalyst 8000V
DRV RRA Y MERUT 7Ry NNIZHDIVERDH Y 7,
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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/cether/configuration/xe-17-1/ce-xe-17-1-book/vxlan-gpe-tunnel.html

N TRASEYT40HEE |
. Configuring EIGRP over Virtual Tunnel Interfaces

GE) VXLANA R RV E N LTI 7 4 v 7 2BRTEDXO2THI2E, 79V ROFRy hU—
7 X2 UT 4 J—7TUDPHR— b 4780 B L4790 BNFFA SN TND Z L ZERT 54
FENRHVET, Xy MU= X2 VT 4 T4 NFOREIZOWVWTIE, 77U KT ag ¥—
DRF2 A MEZRLTIEEZN,

Configuring EIGRP over Virtual Tunnel Interfaces

WOFIEEZFEHALT, HERN RNV A 2 H—T 2 A A% L TEIGRP ZRE L7,

)

CE) WwoFETHEHINSL T2 ka2, Thb EIGRP #{# AT 2 LI4MMZ, BGP £ 721X OSPF % ffiH
TAHEF T arbdbn E1,

188 BRI
Cisco Catalyst 8000V /L — % [i]IZ VXLAN F 721X IPsec b RrAEZRELET,

FIE

AT 71 router eigrp as-number

1 -

Device (config) # router eigrp 1

EIGRP V—FT 4 77w A ZH/ML, v —F a7 4 Xalb—ary T—RFEBLET,
AT w72 network ip-address subnet-mask

EIGRP #fEH LT h o x Dy NT—7 23 LET,

1

network 192.168.101.0 0.0.0.255

2T w73 bfdall-interfaces

EIGRP L —F ¢ v 7 7 ut ZICEEMIT ONET_XRTHOAL 2 —T = A AT, BFD % 27— LIZH T
LET,

1 -

Device (config-router)# bfd all-interfaces

ATv 74 end
N—F AT 4 Falb— g B— Raef&T L, —FOFHE EXEC E— NIZRED £77,
1 -
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Verify the Tunnel Surface .

Device (config-router)# end

AT w75 show bfd neighbors
BFD XA N—=3T 77 4 7Tl >TWDH I & &R L, BEDR BRI TWDHL—T 47 Fa halLsk
FRLET,
i

Device# show bfd neighbors
IPv4 Sessions

NeighAddr LD/RD RH/RS State Int
192.168.101.2 4097/4097 Up Up Tul00

Verify the Tunnel Surface

FIE

oA v B —T 2 ANRTEI, ;ﬁ‘@ﬂ:fi’)fl/\é: L E T HITIE, show ip interface brief
2~y REFATLET,
i -

# show ip interface brief
IP-Address OK? Method Status Protocol
GigabitEthernetl 192.168.35.20 YES DHCP up up
GigabitEthernet2 192.168.36.12 YES DHCP up up
Tunnell 172.17.1.1 YES NVRAM up up
VirtualPortGroupO 192.168.35.101 YES NVRAM up up

BFD E7IIL—A2 DEE
F|Iig

WDa~<wy REFITLET,
B -

redundancy
cloud-ha bfd peer <peer router ip address>

IoarZ4Xal—varyavwry NE, BT A—FE#HLET, IPT KL XL, 220 Cisco Catalyst
8000V /L — # G BFD 712 k 2 L% {23%3 % k> /MO EF Cisco Catalyst 8000V & IP 7 KL 2 T3,

Cisco Catalyst8000V T v VI kY7 NAFRASEYT4 avI4FaL—vav A4 K ||



N TRASEYT40HEE |
B 7ras5Eu5 Kur—Soqvr k=1

INA TRASE)T4 N\v5—SDA R =)L
FIg

AT T1 $router> guestshell I~ FREZZEITLTC, YA Mz VEBHBLET,
AT T2 Cisco Catalyst 3000V A > A X LV ANEITINTNDH Y T 7 KT as A ZF— 23\ T, i#Y)72 Python /<
=Tk A VANV LET,

D5 RFOnS Z— N9 r—o%
Microsoft Azure csr_azure ha
Amazon Web Services csr_aws ha
Google Cloud Platform csr_gep ha
(G¥) Microsoft Azure D /X 77— 24 1%, HAV2 & HAv3 Ol 5Tl U C9, pip install

csr_azure ha --user A REFITLTCA VA M—NEFTTDHE, &KHOHAVI NS
vran—RFEhET,

AT 703 [guestshell@guestshell]$ pip install <package name> --user a<x F%{ﬁﬁﬁ LT, 77 ‘7 FH—EX -
BN F =W LTy r—V %A VA M=V LET,

ATY T4 R—1LF 4L 27 FUMnB, cloud: [guestshell@guestshell]$ cd cloud & WIHILRIOTTF 1 L7
FUICBEILET,
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=% =R

Azure TE{T 3L T L5 Cisco Catalyst 3000V
DINATARALZEY T4 DEFE

INATRAZE YT 41%, CiscolOSXE 17.4 U U — A LI D Cisco Catalyst 8000V TH R — bk X
ﬁfb\ij—o

«BFD B 7 ~DA F ¢ 7 OB (18 =)

« 7T REHDTLEME T A—XDORE (18 X—)

« JUE/ — FOERE (19 X—2)

LR/ — R Z A—=2DFE (20 X—)

LR/ — KRG A=HDI VT (20 X—)

« Cisco Catalyst 8000V /L — % OFBGE (21 ~<—)

o VAT NEID Y TEESRID (21 X—)

* Azure Active Directory H—E A7 Y L UL L7ZF8RE (22 X—)
T 7V r—rarIDBIOTF U NID ORE (24 X—)

TV —a VORRGEX—DOERKR (25 X—)

« 7 A K= )L TD Azure Active Directory 77U r—3 a2 Y OEEL (25 X—)
T I FNET TV r—aros )T (26 2—)

T TN —va VA NDI YT (27 =)

T RTCOT TV r—aryOFHE (27 —)

e L— hT—T LD IAM OFE (28 ~<—)

e N— T —TNDT N H AT (30 2—)

e Ry NT—T X2 UT 4 JV—TORE (30X—)
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Azure TET SN TV Cisco Catalyst 8000V D/ FRA S EY 74 DEE |
B socr~onq T sorm

BFD E7~ADINA VT 429 DIERK
FE

IOSXE U U —R 174 UETNATXA T VT 4 2RETDIHRIT. kO~ REFEITLTBFD BT
ANDONRA T 4 TR TTE E9,

&1

redundancy
cloud-ha bfd peer <peerIpAddress>

770 FEEODRRME/NS A —FDERE

RDFNZ, Microsoft Azure |[Z[EA DINENRT A —XE R LET,

INGA—BRAL YF A YF Bz

) —FRA T 7 R -i ZD— Rae—RIZHEIT 5
ORI ND A T v
Ao BRNIMEIZ 1 ~ 255 T
—a—c

770 RTanNg H— P Azure 7 79 RDZA T
(azure, azusgov., F7=i%

azchina) #fEEL E 7,

FT A7 Y7 a D -s Azure Y 7 A7 Y Fg v
ID,

U= T —T4% -g HHTBHNL— T —T D4

(Resource Group Name) Al

J— N T —T N4 -t HH+T5HL— T —T D4
Al

Route -r FH S5 /L— hD CIDR B

XTOWPT7 FL A, IPv4d £7-
IZIPv6 7 RLRAIZTEFE,

J— R BFRE STV RN
A, JLE S/ — Rk HE T~
TAT VA BATD)—

T AT T =T IVNDT T
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| Azure TEFEH TS Cisco Catalyst 8000V D/ A 7 RA S E Y T 4 DFRE
ng/—rori [

INGA—=BRALYF AAYF S5ER
DO— MIERAEINS & R
SnEd,

FIANKYT T RLA -n RITARNE Y TNV—FDIPT

FL A, ZO)—FrF—7 )L
EHEATLIV 7Ry oz
@ Cisco Catalyst 8000V (Z] ¥
BTHNTWDHIPT RL A%
fEF LEJ, IPv4 721X IPv6
T RLARIZTEET,

F— K -m ZDON—EB, ZDON— &
WEET B 72D T T A~V
=BT H Y J—HF P
R LET, 7740 MET
secondary T,

i/ — FOERL

/k@x7 DR ff%ﬁ'? LT}T_J%/"— ]‘%Mzﬁk L. %Wﬁ“\wxcr_]ﬁjﬂ] LET: create node { switch value

} [..[{ switch value }1o
FHRh7e R 7 — RiZiE, RONTA—=FERETHMLERD YD £7°,
)= RAVT VI A
T RTINS, K —
A A IV 1))
o« JYV—R JN—7% (Resource Group Name)
« L— T —T A4

create node -i 10 -p azure -s bObla%9e2-4444-4ca5-acd9-bebdle6873eb -g ds-rg -t ds-sub2-RouteTable
-r 15.0.0.0/8 -n 192.168.7.4

RENKNTHE, A7V P MIPefEERLET,
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Azure TET SN TV Cisco Catalyst 8000V D/ FRA S EY 74 DEE |

B s/ —rxs5x—s08%

- I, = - =L =
R/ — NS A—2 DT
FIE
ARV RERIFTIaY BH
ATYTNHEOTNE ) — RONRT A= DOEEEETHIC | AT w7 AT A—=H (4) [IMETT, ZDa

Li\ set params{ switch value } [..[{ switch value

11 AT VT N EFITLET,
1 -

set params.py -i 10 -r 15.0.0.0/16 -n 192.168.7.5

~ U RE BESNTART A—Z DEZHRE L *
To FRELIANT A—=FNILR / — FIZT TIZESR:
SNTWVLHEIE, N7 A= DENERF SN E
R

set params -i 10 -n 192.168.7.5 -m primary
ZOBITIE, AT v 7 AN0DILE ) — ROXRY
ARy TT RLAEE— RBREFRINET,
CORENDKRITHE, A7 VT MIErOHEEIK
LET,

K/ —RNSA=3DO )7

FIE

BEFOINE ) — RORESNIANT A—=Z D% 27 V) T T 55613,

[..[{ switch }] A7 R ]‘%%ﬁtbi—g—o
{1

clear params -i 10 -r -n

ZOFITIL, clear params A2 U 7 MI/b— h/XT A —

clear params -i value { switch }

BRI ARy T T RUVANTA=L DM %

switch /N7 A —=Z P 2fELET, /T A —FOHEDHEITEZ DR

VT LET,
BT 5% 27 U 7T 2581,
TLIEENY,
GE) index /X7 A—=H DHPLIETT, FRESNILBINAT A =2 OMEIZZ V7 ShET,

JUTWEHETLHE, A7 VT MIErOEERLET,
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| Azure TEFEH TS Cisco Catalyst 8000V D/ A 7 RA S E Y T 4 DFRE
Cisco Catalyst 8000V JL— % D23 .

Cisco Catalyst 8000V JL— 43 D EEE

Azure Xy NT—=T DNV—T 4 7T =T NEEFT 521X, £ Cisco Catalyst 8000V /L— ¥

ERAET AMENH Y 9, TiuiL. Azure Active Directory C Cisco Catalyst 8000V /L— & % 3
FTT TV =y a rEBERT D 2 LIk o TEIAINET, RAS S Sh2T 7V r—va
VEMALT, Azure * v U —27 U Y —RIZT 7 ATEET,

WD2ODAB=ALZHHLTCT AU r— g e & £1,

« VAT NEI) Y TOFEFRISRID : Azure (FHEICT SV r—va v EERL. FhEg
NN—HIZNRA LV RLET, ZDORA D= AE, VAL Azure 12 XA E SV —E R ID
LRI TUWE LTz,

* Azure Active Directory ~DFE) T 7'V r—3 3 VB Gk : Z 2 TlL, =—% —|L Cisco Catalyst
8000V V— X %K T T 7 U r— a > % Azure Active Directory [Z1ERE L £ 77,

N—B5RST T TV r— g ZERT % Z & T, Azure Active Directory TR HLXI S ID 4 F#)
TERCEEd, 77V r—varidid, 77 MID, 77U — 2 D, k;077)
r—ard—o, —HOBRITRED Y TOoNET, N7 Y r— g Vil
?7%»F@AAD77U7—V3V&LT\itﬁ@ﬁ@ﬁﬁ/_FW@th#T\AK
TRATEDT ARRETHRET D2LENRH D £,

F 7213, Cisco Catalyst 8000V % 1ER%d % & 12, Cisco Catalyst 8000V A > A X L AD T AT I
F Y CTEFBR R ID 2 AFRLT 5 X 9 I Azure AR CTEX T, ZOHE, A TATEY
TABRETTY Y =y a Vil ERET AMBEIIH Y FE A, OFD, TV r—va s
DT FRID, 77U = a2 1ID, BEIOT AV r—2 9 U —DRENLWVEE. A
TXAZE VT o #EEIX. Cisco Catalyst 8000V /b— ¥ 232 AT KEID Y TOEFIRSR ID &4
HLTWD EEELET,

ATLEINYZTEEXZRID

Cisco Catalyst 8000V /L — % ZAERLT % & 12, Azure IZ X > T AT LAEFHXR ID HEID Y
THNDLIITHMNMZT HZ LN TEET, Azure Marketplace 7> & Cisco Catalyst 8000V /L— ¥
EERT DI, RO 2 2DOFERH Y £,

e VU a— g7 7 L — b Cisco Catalyst 8000V /L— F [IMLD Azure ) V— A & & HiT
B ESI, 1 DOAT v T THRy RU—F0 7 VY a—a URMERSNET,

« AZ L RT 1y s AKX K7 1 CiscoCatalyst8000V X, (@ H IZBEFORAER v hU—7
|2, FEAK Cisco Catalyst 8000V A A — Y ZfHEH L TIERR S E T,

Azure v —7 > R LA A TSN TNDE Y Y a—va 77 L—hrOWThnEEHL
T Cisco Catalyst 8000V /L —# Z{E 9 % & . Cisco Catalyst 8000V D A7 KNEY) 24T OEH
R ID BT 7 4V b THNCA2 D £97, HAK Cisco Catalyst 8000V A A — V& L TAX
R7 = > Cisco Catalyst 8000V ZERT % & IRDOKNIRT L HIZ, AT LEHANRID 1A
T £97,
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. Azure Active Directory 4 —E X 71 VLU &R L 1=325E

2: AT LEBERR IDDEDE

Create a virtual machine

Basics

Disks Networking Management Guest config Tags ~Review + create

Configure monitoring and management options for your VM

MONITORING

Boot diagnostics @

* Diagno!

IDENTITY

stics storage account @

dentials in code.
y is tied to the

System assigned managed identity @ on ()off

AUTO-SHUTDOWN

Enable au

ito-shutdown @ (Oon (@ off

369494

Azure Active Directory Y —E X T UL N JLEFER LR

I

FIEDHE

Z Dk 7 a Tk, Microsoft Azure Resource Manager AP1 (27 27 & A3~ 5 HE[R % -2 Microsoft
Azure Active Directory T7 7'V r—3 3 U ZVERT 5 FIEICOW T L 7,

w

Microsoft Azure ® K% = A > k"C, Azure Active Directory ~D7 7'V /r—3 3 » OXk
BT 2R OFIRZZML T ZE 0,
https://docs.microsoft.com/en-us/azure/active-directory/develop/quickstart-v1-add-azure-ad-app
LB LT EEN,

https://portal.azure.com (Z 7 7 7 A LT, Microsoft Azure DR — X /VIZBE L F 9,

TH T b EER L, Microsoft Azure /XA U — RAMFEH LTHA A LET,

M OF e —3 a T, [Azure Active Directory] %27 U v 7 L, A A XA > C[Active
Directory] Z &R L E T, A D _LEIZH 5 [SwitchDirectory] 2 7 U > 27 LT, [Active
Directory] Z i8R L £ 77,

HLWT TN r—a VEERT AHERPH A0 E 9 M EfER L E 7, Azure Active
Directory TO 7 7'V r—3 3  OVERKIZ DOV TIE, ¥R Microsoft Azure D R = A > |k
AL TS EEN, A= VAR LTY VYV —RIZT 7 & A TE 5 Azure Active Directory
TV —arth— 2T SV EER L ET,

5 9% Active Directory [IZFBE L £ 77,

FLWT 7Y r— a3 UEERT HITiE, [Create] > [New Application Registration] % %R
LET,

TV = aryOARIERE L, 77U r—va 47 L LT [WebApp/API] 735
RENTWDHZ LEMRLET

YA A URL ZHEE L E T, URIEROY A 4 URL OA4AFTZHEH L £ 28,
EWRETHLILEITH Y A, ROBADLFHNEZMHTEET

http://<your directory domain name>/<app name> , /=& ZIX, 77V 7 —

. Cisco Catalyst8000V T2 VI Iz 7 NAFRASEY T4 A2 T4 F¥alL—23a> A4 F


https://docs.microsoft.com/en-us/azure/active-directory/develop/quickstart-v1-add-azure-ad-app
https://portal.azure.com
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal

| Azure TEFEH TS Cisco Catalyst 8000V D/ A 7 RA S E Y T 4 DFRE

FIRDFH

FIE

Azure Active Directory 4 —E X 1) UL/ L &R L 1=585E .

varv4Nmyapp T, T A LT MUDRAALH P \mydir.onmicrosoft.com D%
A, A4 URLIZ http://mydir.onmicrosoft.com/myapp T3,

10. [Create] 7 U v 27 LET,

1. [AzureActive Directory] X—IZBEN L ET, (FR LT 7V r—a D ERBLET,
FoNBToheT 7V r—va vy IDEAELET,

ARV RFERRETI Y B8

&

Microsoft Azure ® R3¢ = A L T, Azure Active
Directory ~D7 7"V ir— 2 » OBERIZET 5
ﬂ?ﬁ@illlﬁ%ﬁﬂg L“C < 71 é Uy,

%ﬂﬂEbT< f’éb\

ATy T2

https://portal.azure.com (Z7 7 & A L T, Microsoft
Azure DR —Z JVICEEN L 7,

ATvT3

T MR L. Microsoft Azure /XA U — KN
EHEAHLTYHA A LET,

ATv74

M OF s —3 a T, [Azure Active Directory]
IV w7 L, AA A T [Active Directory] &
BIRL E3, ~A D EfIC & % [Switch Directory]
%27V v 7 LT, [ActiveDirectory] 2R L £7,

ATvT5

LT TV r— g CEAERT DHERM S 5 H

E D0 EER L E T, Azure Active Directory TD 7
N r—a VOERRIZOWTIE, RO Microsoft
Azure D FF 2 A h BB L TES Y, R—X
NEFEHLTY Y —R 2T 78 ATX % Azure Active
Directory 7 7'V r—v a b h—E X7 Y oo

U (DA

ATvT6

M3 % Active Directory |28 L £ 97,

ATy T17

HLWT 7Y r—a U EERT HI2IE, [Create]
> [New Application Registration] %8R L £ 7,

ATvT8

TV —va rOARIERIREL, T r— g
VH AT E LT [WebApp/API MR I LTV D 2
LERMERLET

ATvT9

YA A URL ZFE LE7, URITEXRDY 1
ﬁvﬂmL@%w%ﬁmLi#ﬂ BFEARETH D
VETH D FH A, ROEXDOLFEH ZH T
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https://portal.azure.com
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal
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Azure TET SN TV Cisco Catalyst 8000V D/ FRA S EY 74 DEE |

2avIDBELVTFH HIDDEE

ARV FFEREETIVa Yy

S

E3r I

http://<your directory domain name>/<app name>
o T RIX, TV —v 3 AP myapp T, T A
VI NUDRAALEN
\mydir.onmicrosoft.com DHFH., YA A
URL %
http://mydir.onmicrosoft.com/myapp C
D

ATy 710

[Create] #7 V v 7 LET,

ATvIN

[Azure Active Directory] ~X— I8 L E9, 1ERK
L7 7V r—va 2R LET, HI0YTH
N7 7V r—variDEAELET,

TIVr—2avDEEIVTFH HIDDERE

FIE

48 HHEIIZ

Microsoft Azure Active Directory T7 U 7 —3 a W ZER L ET,

ATYTN 77V r—va BBkt 5L ROKIORT IO, BikESneT 7Y r—ya UNREEHICERSNE

R
¥ settings | @ Manifest [ Delete
Display name Application ID

677bdb4c-92b7-4680-9f44-d4f44396

Application type Object ID
Web app / API 1f4a67b8-331¢-40c3-aaf0-58¢878d1
Home page Managed application in local directory
http.// cisco.onmicrosoft.com

»

367319

RT9 T2 R=FNVEMHEHLTY Y —RIZT 7 & ATED Azure Active Directory 7 7' U r—> 3 v L —E 27 Y
SUNNVEFRLET, TV r—3a D& AELET, Microsoft F¥ = A h @ [Getapplication ID and

authenticationkey)] £ 27 > a > DAT v 72 B L TS0,

AT w73 [Azure Active Directory] %2R L F 77,

RTv74

[ CiscoCatalyst8000V T ¥ VI Y7 NAFRASEYTF 4 AV T4FalL—av HA K

[7"m /37 1 (Properties) ] %R L £, [DirectoryID] 7 4 —/L ROfEA AELET,

‘/C\‘j—o

N gV Sl BV N 1)



| Azure TEFEH TS Cisco Catalyst 8000V D/ A 7 RA S E Y T 4 DFRE

77)r—

FIE

770|Jl7- a3 UDRREEF— 0)1’Eﬁk .

v 3 LIO)WUDE;¥“__G)fFﬁi

AT 71 Microsoft Azure 7"— 4 /L7355 [Azure Active Directory] % 38R L £ 9,

AT w72 [App Registration] Z3&R L £,

AT 73 [Obtain the Application ID and Tenant ID] & 7 3 2 > CLARNI/ER L7727 7'V r—v a U 28I L 7,

ATy T4 [RE (Settings) |27 Vv LET,

RATY TS APIT7 7 B AMDOF—% kT 511X, [Keys] Zi%IR L, [Duration] DfEi % f5E L £ 7, [Duration] X, F—
NN 725 £ TORBORE X TT,

ATvT6 [Value] 7 4 —/L RD APl ¥—% AE L £7,

IE

APL ¥ — 3B CHUS T2\, EEIZEE LTI FE N,

ATYy7T APIF—Z URLDx > 23— RSN TWARVWERICEIM T 20 ERH Y £9, WHRERY — 12750 %
IZIX, URL = a—F %A U Z—Fy MREZ VI A LET, Microsoft Azure T® Cisco Catalyst

8000V D [EE
1 -

BMHOREREDOFIETIE, = a— FERNTWARWAPIF—DNMEZRAEARH Y £3,

URL encoded API Key: S5yOhH593dtD%2F08gzA1lWgulrkWz5dH02d2STk3LdbI4c%3D
URL unencoded API Key: 5yOhH593dtD/08gzAlWgulrkWz5dH02d2STk3LdbI4c=

7 X k< 1 )L TO Azure Active Directory 7 1) r— < 3

vOEHE

2—PF—F D Y THOID & L CREVTER SN, TRV AT AE 0 Y TOID MIThHnb
53, Azure Active Directory NO 7 7'V /r—3 3 B F BT 5720127 A b = VEREE CIAT
TELZ—HOa2—T 4 VT4 A7 VT RHVET, ROHETIE, ZNO6DOAZ U7 MOEH
J7it &, Cisco Catalyst 8000V /L — & OFFEICHEH SN D TNE /) — R 77V r—3 9 RO
AT A T ERET HITECONTHILET,

s 2—Y—EFRT TV r— a3 OFEH : Cisco Catalyst 8000V /L — & |2 —H—E| ) 4T
1D ?i’ﬁﬁﬁﬁ_é & HER L7258 11X, Azure Active Directory TIERR SN2 T 7Y r—3 3
ENAT A TETARETRETDLENRDY £, 77V r—vaid, $3C
@EE/_Fitﬁ@ﬁ@ﬁE/HFKﬁﬁéﬂé?7iwF@TfU7~V3V&LT
WETEET,

T 7 ANKNT TV r—a VORE set_default_aad app A7 U7 FZHEH LT, =—
V=BV ETOT TV r—varvaT 74V T TV r—varE LTRET DL, LR
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Azure TET SN TV Cisco Catalyst 8000V D/ FRA S EY 74 DEE |
B 7orrr7705—varoou7r

)= RIMEMOT TV r— g URRESNTOWRWEREDY . T _RTOINE /) — FTHEES
NE=T 7 — g URNRERICER SN E T,

T2+ LT TIUr—2a Vv DERE

set default aad app.py{ switch value } [..[{ switch value }};Ki7 U jf}‘%fgé?i:L/Tf\ 5§j72*
NEDT TV r—varBRELET, AAD LR/ — RO/RT A —=Z|ZOWTiE, ROFK%
ZRLTZEN,

INTGA—H5 AAYF £ EA

759 KT ang F— p EHH D Azure 7 7 7 K& f5
& LE T {azure | azusgov |
azchina}

77> hID -d AAD A VAR U A TR L E
j—o

Application ID -a AADINDOT 7V rr—a Uk
Al L £,

VA I -k TV r—va I ERE
N7 78 AF—, F—Id,
T a— & TV URL
JEAXTHRET H2LERHY £
ﬁ‘o

[guestshell@guestshell]$ set default aad app.py -p azure -d
c4426c0b-036f-4bfb-b2d4-5¢c910c5389d6 -a 3d6e2ef4-8160-4092-911d-53c8£68baB808 -k
hZFvMGfzJuwFiukez27e/duyztomlbj7QL0Yix+KY9c=

[guestshell@guestshell]$ set default aad app.py -h

usage: set default aad app.py [-h] -p {azure,azusgov,azchina} -a A -d D -k K
AAD Application

required arguments:

-p {azure,azusgov,azchina} <cloud provider> {azure | azusgov | azchina}
-a A to add the applicationId

-d D to add the tenantId

-k K to add the applicationKey

TI2HIWNETTIr—2a20o U7

TN EO2—YF—EN BT S r—2a VREE Y VT T DI, clear default aad app
27 )T haREHLET,

[guestshell@guestshell]$ clear default aad app.py

[ CiscoCatalyst8000V T ¥ VI Y7 NAFRASEYTF 4 AV T4FalL—av HA K



| Azure TEFEH TS Cisco Catalyst 8000V D/ A 7 RA S E Y T 4 DFRE

T r—

FTRTDT T

rIur—vavuztosur |

va v YAEDOIT

=PRIV Y TT TV r—varzfflL, £O7 7V r—va s z2lx Ok, — FIZE
BT L, 20T Y =y a VT AERPAEVICR Y vy 2 SNET,
showiauthiapplications.pyX 7V A }\ %'fﬁﬁﬁ L/'(\ EJE%D@77O ) /7‘"‘:/ aDYU A }\ 7&2‘%/%“(
X ¥, clear aad application list A7 U7 h &AL Txr v 2227 U7 LET,

[guestshell@guestshell]$ clear aad application list.py

S S, M A
)—a3 2V NEHE

WA V)T REERLT, T XCOT 7Y r— gy (—PF—HFY B CTEHiT 2T L%
DNYTC) ZEHLET,

anE77i7')€T—-:/Ei_/09531‘

Cisco Catalyst 8000V /L — % |X, HESNT=T 7V r—rva DU A MeRRELET, 2OV R
X, show auth applications 227 U 7 R & L TR TEET,

[guestshell@guestshell]$ show auth applications.py

WAL b—D D)7

TR/ —RTAXY MR RY H—&I5H &, Cisco Catalyst 8000V /b— X [ IF%E I NT=T 7V
&~yay%@mbf Azure % T =7 NHFBGE N —7 VAR LET, 20O h—27 T
=R RK S HEFy v 2 3nFET, clear token AZ U FEfEH LT, ¥+ //:Lé
ﬂf_l\ 7/%7)7“(%&?‘0

ORI VT NI, TN D= =R Y TT 7V r—>a VERIIV AT LEID T
TV r—yarOnTinaE s V7 LET, ZOAZ VT ML, lxOINE / — R TR
WRESN TS 2—F =L YT S r—ra D h—7 327 V7 LERA,

[guestshell@guestshell]$ clear token.py

FEE b —Y CDEH

Cisco Catalyst 8000V /L— ¥ {X, refresh token A7 U NEMHA LT, 77747777V r—
aryOF LW h—7 U ERHIICES TE £,

ZDAZ VT NI, T74N0 b2~V BB TCT SV r— g o ERIIV AT LEIY ST
T = a3 OWNWTNEESFLET, ZOAZ U M, lxOTNE/ — R TR
BRESIN TN =P —ENBTCT T r— a0 b—7 U F3EFHLEE A,

[guestshell@guestshell]$ refresh token.py

Cisco Catalyst8000V T v VI kY7 NAFRASEYT4 avI4FaL—vav A4 K ||



Azure TET SN TV Cisco Catalyst 8000V D/ FRA S EY 74 DEE |
B —r7—orommozz

T TV r— 3 URBEEDER

FRREA @ Cisco Catalyst 8000V /L— & Z iR $ 572012, AT LEID {CTEiTa—HF—%
DB TCOT IV r—a @R TEEd, H—0 Cisco Catalyst 8000V /L—F NDFTXTD
T7ZVr—2a MR A=A L E A TEET, £, BHOTLE / — NICERn>TH
BoOa—PF—E0Y TS r—ra 2l TH5IEHTEET,

WOFEIZ, TUE / — ROMEEREZ Cisco Catalyst 8000V L— % CEH ENAH T 7Y r—a v

EELOET,

TIAN DT TV r—3 |/ —FI2a—H—E|Y ZTT |CiscoCatalyst8000V (X = D7 7

UNBRESINATLSD TNr—2 3R ESINT |Ur—>avEFERT L

(RW3¥4

FERF I FEXR I VAT LB TT Y r—
varv

FERF I KFIES ZONE/ — R TREIIE
=R HETT Y Fr—
va v

K hix EISSINN set_default aad app.py {2 &> T

TN hELTRESNLE
A=Y =R L TT TV r—

vay

PSS FEXH G ZORE/— RTRESINT
2P 4 TT Y r—
vay

JL— L TF—TILD IAM D ERTE
FIig

ATV BHEOFRy NT—212T7 7V r—a BT 520X, [AllResources] XA v T, EMIDSNAL b 75
A _R— MUY T Ry FEBINLET, =& 2iE. noeem-subl-RouteTable T3,

[ CiscoCatalyst8000V T ¥ VI Y7 NAFRASEYTF 4 AV T4FalL—av HA K



| Azure TEFEH TS Cisco Catalyst 8000V D/ A 7 RA S E Y T 4 DFRE

L= T—T LD IAM OF .

Microsoft Azure P Search resources, services, and docs >

-
Home > Resource groups > noeem-rg > noeem-subl-RouteTable - Access control (IAM)
Create a resource @ noeem-subl-RouteTable - Access control (IAM)
Route table
Home
Search (Ctri+/) « + Add role assignment
% Dashboard
All services Overview Check access  Role assignments  Deny assignments ~ Roles
FAVORITES B Activity log
. Check access
i zm Access control (IAM
All resources = () Review the level of access a user, group, service principal, or
B Virtual machines @ Tags managed identity has to this resource. Learn more &
¥4/ Resource groups K Diagnose and solve problems Find ®
Azure AD user, group, or service principal ~
B Storage accounts Settings Azure AD user, group, or service principal
Virtual networks & Configuration System assigned managed identity
’ App Service
Azure Active Director
Y Routes Container Instance
e Security Center Subnets Function App
¥ Function Apps ' Properties Logic App
—~ Virtual Machine
® Advisor
& Locks Virtual Machine Scale Set Y
& Azure Cosmos DB 4 Automation script User assigned managed identity S
©
@

ATw T2 FIDA T, [Access control IAM)] Z#BIR L FT, YT AT A a L ZRIRL T, u—/L0OE Y B TE

ATvT3
ATvT4

BNLE9,

Home > Resource groups > noeem-rg > noeem-sub2-RouteTable - Access control (IAM) Add role assignment X
@ noeem-sub2-RouteTable - Access control (IAM)
© Role @
« | dr Add role assignment Z2 Network Contributor v

Assign access to @

Overview Check access  Role assignments ~ Deny assignments  Roles Azure AD user, group, or service principal ~
Azure AD user, group, or service principal
E Activity log gIup panch
System assigned managed identity
2% Access control (IAM) Check accass App Service
Review the level of access a user, group, service principal, or
& Tags managed identity has to this resource. Learn more 2 ] Container Instance
. Function App
¥ Diagnose and solve problems ind @ osie A
Azure AD user, group, or service principal v ogic App
Settings Virtual Machine
search by ¥ Virtual Machine Scale Set 9
& Configuration
o User assigned managed identity 3
Routes D . %

[Add Role Assignment] [E[# C, [Role to Network Contributor] Z 7% & L £,

[Assign Access to Pulldown] A == —ZFIRL £3, A7 2E D Y TOEFGLID 21 L T\ D55
I%, [Virtual Machine] 747> g VARIRL, 27 v 7 6 1CiER T, 22—V —F Y Y TOEHEKIR ID
EHEALTCOWDEAIE, A7 a v 2R/, AT v 7S ICl#ERET,

[Select] 7 ¢ —/L RIZ, [Azure Active Directory] CERK L7z —H—E|0 47 7V r— a3 »OL4RTE A
JLET, [Save] 227 U w7 LET,

[Select] 77 4 —/V KIZ, Cisco Catalyst 8000V - > A X > AZfHT Hivi=4wi% AJ1 LE$, Cisco Catalyst

8000V A AKX LV AN Y AT KEIY BCID 2kt L Tl BN E STV A4 1. Cisco Catalyst 8000V A
VAL U APRFRERICFR S NE T

Cisco Catalyst 8000V A > A X L A& FICTEIR L, [Savel 27 Vv 27 LET,

Cisco Catalyst8000V T v VI kY7 NAFRASEYT4 avI4FaL—vav A4 K ||



Azure TET SN TV Cisco Catalyst 8000V D/ FRA S EY 74 DEE |
B —r5—oroxorysqas

I—bT—TILOITNYBAT

Microsoft Azure D)L — b7 —7 %, SFIFRZ U NI XA T2V ER—FLTWET, L—
cOZ N A TNE, XY NT—T = U= A X —Fy b, ERHMEET 7T
ATV ADWNWTNINTT, RZ A MKy TT FLRIZ, Azure £ T —27HNDOY J— X %3
ALET,

x> N U XA ) [Virtual network gateway] & 7213 [Internet] D/b— MZiE, X7 A bR v 7D
BRI IP 7 RU AR " A T_XA T T 4R T A — A,

Cisco Catalyst8000V o > AZ L ATNAT XA ZEVT 4 ZRET D&, RERERICHEG S
oM~ DN—FERETEET, MrxDOL— R MRAET 54T v ADT 2 ") B A T o
DEICRHESNTVDZEEERLET, V— T —TLADTXTOZY MY Z2RTINE
) — REHJRETHHESIT, T_XTOL—F DOy NI BATWRET FI5A T ATHHI L
PR LET,

2y RI—0 X2 T 4 TIL—TDEFE

JI—ZDONICOIZFHR Y FT—7 X2 UT 4 TN —T70BEEFINTWAHEEIX, BFD 71 k
ANPA =T 2 A A BB TEALIITTALENRDY 7, &~— F 4789 F L4790 D
BREHFAT54 0NV RBLOT VMU R X2 )T 4 =L ERELET,

AVY—ILEBA LTI FDEE

Cisco Catalyst 8000V /L—# ~® SSH ¥ v ¥ 3 V' #BAthT 5 & & 1X, UKD VIY ¥4 L7 7 b
ZIERRCEE LRNTL &N, DFE D | exec-timeout00 D K J ITFE LRNTL &N, ¥
ALTY MR DAOEEFEHALET, =& %L, exec-timeout4 070 8T, ZDa~<wy
Rix, 470002 A4 L7 MEHFELET, exectimeout00 =~ REMFHTH &, Azure
MWa~30550ary)—LT A4 RAVHIBOX A LT U M EERET 5720, BEIEAELET,
TA RNVEA~—DBHIRBYINICRD L, Azure (X SSHE Y a2 20 LET, LavL,
exec-timeout00 2> 7 4 X2l — g avwr NICkoTHEA LT U FRERIZERESNATH
% &, & v a i CiscoCatalyst 8000V 751X 7 UV 7 SvEH A, UIKICL Y, Skt v T =
»MISE L E 9, Cisco Catalyst 8000V Dz » o = MATEEHAMRICBHWV = F T2 9, HLW
SSHE v avaLLEY LD, LW RE Yy v a VMR ShES, ZoS
A= &L PRI SN TV ARG AR E v > a Y ORKEISEL, Hilnwky v a Va2
NCERL Y ET, exectimeout v REIELSEET DI LIZMMA T, ROFNIRT =
~ U REHEALT, 74 RVREBORBmEKRE Yy > a VEHIRT 52 L bBEIO L ET,
RouterA# show users

Line User Host(s) Idle Location

2 vty 0 cisco idle 00:07:40 128.107.241.177

* 3 vty 1 cisco idle 00:00:00 128.107.241.177
RouterA# clear line 2
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| Azure TEFEh TV Cisco Catalyst 8000V D/ 1 7 R4 S E T 4 DEFE
w2y rkT—y %274 s—T0%z I

A\

GE) LRy U AORBERPDEN WAL, REOFE L LT, Azure 78— # /LT Cisco
Catalyst 8000V /L — % % FRiLEN T X £,
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B,
=% =R

Amazon Web Services £ TE{T& 1 5 Cisco
Catalyst8000V TD/N\NA FRALASEY T4 D
=R e

X B

KR1LARUNSA—2DY 57 FEADHRE

INTA—4 AL YT BTLL]

J= KA Ty A -i 0/ — RE-REICHIT S
TEOIERESNEA T v
A, ARh7EIX 1 ~ 1023 T
R

V—3g 0% -rg — T —TNEETe ) —
g v DAFEI,

7= & 21X, us-west-2 T,

N— T =T N4 -t WHTHN— b T —T D4
A, /V— b T —T VD& R
L. 7 ANV Y rtb- Thh
FHLVENRHY ET,

5] : rtb-001333c29ef2aec5f

Route T J— R MEE SR TRV
A, LE/—Kidn—71 v
TT—=TNVHNOTXTD/NL—
MZBEHESND L RS E
9, Cisco Catalyst 8000V A >
AR AT, FATHRa—h
NELFT— T2 DNL—
NEEHETEEREA,
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Amazon Web Services £ T547 & 4.5 Cisco Catalyst 8000V TONA FRA SEY 71 DEE |
B == —ro#n

INTGA—4H RAYF ERBA
FXITARNKRYy T A X —Tx |1 SN — MIEBIET B 72D
A A Ny NEEBRETHA X —

T A ZADKH, A H—
7 A ADA4HNL, T A b
U7 eni- THHEDXLENRH
D E9,

7= & 2,
eni-07160c7e¢740ac8ef4 T3,

E—F -m ZON—FN, ZON—bE
WS 572D T T4~
=B I Y —
R LET, AR,
primary % 7213 secondary T,
ZHUTAEMEIREIR N T A — 4
TT, T 7 AN M
secondary T,

« JUR/ — FOERL (34 =—2)

TR/ — RN FA—=ZDOFE (35 —)

TR/ — KRG A= D7 VT (35—Y)

+ Cisco Catalyst 8000V /L — % DOFEFE (36 ~—)

« EEILHET RUATF = v 7 O (37 ~—2)
—hrTFT—T DT N Z AT (3T —Y)
kX2 VT 4 TN—TOFE (37 3—)

K/ — FOER

FIEDHE
1. RORZ VT EFEITLTCAE/—FE2ERL, T—FX—XZBMLET,
FIED M
F|i§
AT REEREFET7TIVa Y BH&Y
ATFYTVNRDOAZ VT ME2FEITLTCHE/ — R&2/E/kK L. Hh72 R 7 — RIZiZ, IRORT A= REEIN
F =B R—=Z BN ET, TWARENRHY 77,
1 c J—FRA VT I A
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R/ — k5 2—snEE ||

AU RFERETIVa Y

B8

create node { switch wvalue } [..[{ switch value

H]

c J—T g 4

o JL— N T —T LA

e RXIANKYT A H—T oA AL
WOFZHEIZ L TLTIEEN,

create node.py -i 2 -t rtb-001333c29%ef2aecbe -rg
us-west-2 -n eni-07160c7e740ac8ef3 -r
2600:1£14:490:9p03::/64

B LT8a, A7V 7 MIPeofEiaiR LET,

R/ — NS A—2DERTE

FIE

R/ —RNSA=3DO )7

FIE

BEAEDTE ) — RO T A—2 DIEZEET 5121,

switch value }] A 7 U 70 ]‘ é’%ﬁt L/\i—g—o
{1

set params.py -i 10 -r 15.0.0.0/16 -m primary

set params -i node index { switch wvalue } [..[{

A UF w7 ARG A =2 () [IMEATT, Z0avy R, ESNEATA—ZOMERELET, &

ELTZNT A—=ENINE /) — RIZT TILER SN TV DEEIT,

NTA=FDENFEHFSNET,

ZOBRENREITHE, A7 VT MIProfEiRLET,

WEFEOINER ) — RORESNIANT A—=F D% 7 V) T3 556513,

. switch] AZ VT NEFEITLET,
{1

clear params -i 10 -r -n

clear params -i node_index {switch

Z DOHITIL, clear params A7 U 7 NMIN—hRTA—=FZERXT AN KRy T T RURANRTA—=F Ol %

7VTLET,
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Amazon Web Services £ T547 & 4.5 Cisco Catalyst 8000V TONA FRA SEY 71 DEE |
. Cisco Catalyst 8000V )L— % (D25

BT 5% 27 U7 T 25618, switch /XT7 A—Z T EZEELET, 7 VT T2537 XA—=ZICHfFOMHE
ZIRELRNTSZE N,

Z T T oL, A7 VT NI OEEZRLET,

Cisco Catalyst 8000V JL— 3 (DR ELE

Cisco Catalyst 8000V /L — % TAWS Rk T —F NONV—T 4 > T —T )V BHT HLE1E
ANV —F B FGET DB B Y £, AWS TlE, Cisco Catalyst 8000V /L— & 73 L— ]\7‘—
TVET I BAT DL Z2FFATLHRY —2AET H0ERNH Y 7, WRICHZRLET,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "VisualEditorO",

"Effect": "Allow",

"Action": [

"logs:CreateLogStream",
"cloudwatch:",
"s3:",
"ec2:AssociateRouteTable",
"ec2:CreateRoute",
"ec2:CreateRouteTable",
"ec2:DeleteRoute",
"ec2:DeleteRouteTable",
"ec2:DescribeRouteTables",
"ec2:Describevpcs",
"ec2:ReplaceRoute",
"ec2:DescribeRegions",
"ec2:DescribeNetworkInterfaces",
"ec2:DisassociateRouteTable",
"ec2:ReplaceRouteTableAssociation",
"logs:CreateLogGroup",
"logs:PutLogEvents"

1,

"Resource": "*"

}
FOH%, ZORY —FEFHLTIAM 2 — L0MERR &L, EC2 U YV —RIZHEH S E T,

Cisco Catalyst 8000V EC2 1 > 2% U ADMER Sz b, LR TIERR L 72 IAM 17— /L & 45 /L —
BT By TFTHMENDHY £7,

\)

GE)  RUT—, IAM 2— LOERFE. B —/L% BEC2 A v A X 2 AZBHEfHT B HiEITHS

WTiE, AWS D RF a2 A2 FEBR LTI &N,
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| Amazon Web Services .+ TE1T & h % Cisco Catalyst 8000V TD/\A 7 RA S E ) T 4 DHE
sEwme7 FLxFzvonsnt |

EETFET FLRAF v DEIL

AWS TIERR ENT Ry NT—F A B =T = A ATIX, 774/ FT, FELT KL AL
KT FVADF = v 7 BAMTI > TWET, A =T = AT, BT 53 XTHO LT
TUITNA v BE—T oA ADERETLT RUAERIISEET FL AL —FT25 2 & PHERE
N, —HELARWEAIT Fe vy 7SuEd, Cisco Catalyst 8000V T/L—F 4 > 7 & FITT HIT
%, 4 Cisco Catalyst 8000V 1 > ¥ —7 = A ATZDORELEZTNTHLERDH Y 7,

\}

m|

GE) Xy b MNIV—0 A F =T 2 ATERTSELT FLVADF = v 7 2N+ 5 HFEIZHONT
IZ. AWS D RF 2 XA FEBB LT EZEWN

IW—+rTF—TILOIT ) ZAT

AWS 77 7 ROV — T —T )i, SFXERhFI—F v " NIATEYR—FLTWET, =
NHDON—~E—5y MX, EEOZATOr— b0 oA L8NG EINET, CiscoCatalyst
8000V V—HX (X, Xy NI —J A B —T o Af A X — 7/%%%ow~b®$%ﬁﬁféi

T, MDZ =7y F 2 AT ON— M, @A OB INET,

FEED/N— MEdE7 L CILRE /) — RZ§ET 5 & . Cisco Catalyst 8000V (X, ¥ —745 > k& A~
DFy NI =T A B =T 2 AR LT, L— T —7LHNOTXTOL— FEFHL L
HIELET, toT_ToOL— MIERENET,

LX) T4 TIL—TDETE

Cisco Catalyst 8000V @ EC2 A ' AHX L AD eth0 f V' X —7 = A ATHEHEINLTWAHEF =2
TATN—TNHDLGEX, BED7 2 haLif o2 —T oA AR BHCTE 5L HICTHH4E
DY ET, AN—F 4789 BL 4790 ODEBAFTFAIT 54 N T U RBIXOT U AT R
X2 UTF 4 L—AEBELET,

)

G X2V T 4 —TE2REL, TNHE2Y T Xy b Xy NU—F S H—T x4 RX|Z
2y FFTHFEIEIZONWTIE, AWS D RF 2 A FEBRB LTI &N,
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Google Cloud Platform TE{T&aNTL\5
Cisco Catalyst 8000V TD/\f 7RA S E )
T4 DEXTE

Google Cloud Ti%, &A X7 ¢ v 7 /b— ME VPCIZEREfT T Sl v— b T —T M@ L,
RDT 4 —/b RTHRR S ET,

« [Name] 3 & OY [Description] : Z#LHD 7 4 —)b Rid— b &R LE 9, ARNIMNETY
2, IMEETY, Y= MAOTRTONL— ML, —EBEOLARIZ AT 555N
% V) i‘a‘o

c Fv hT—7 L — NI, 1DDOVPCHy T —JIZOHEEMTHLENRH D £,

* [Destinationrange] : 8 2c#iHIX, EHE/ Ty NEZETDHVATLADIPT RLAZETH
—® IPv4 CIDR 7 & v 7 CT¥, GCP (X IPv6 48 ez R — F L CWWEH A, %65E1T
CIDR Bt TRIMENRH V| wEEARix b AR /%6515 0.0.0.0/0 TI,

» [Priority] : #ESENANL X, BE DN — N OSEENRE CHEICERT IV — N2 RETH720
WA SNET, ED/NSVIEEEEIEM S EL 700 =9, 72 & 21T, BIRIEA. OED
100 DL— R X, BN OfED 200 DL— - L0 LEEIEM 2 Em L 220 17,

* [Nexthop] : A¥ T 4 v 7 —RNIlE, T7HNV DA H—Fy NF—b+T=A, GCP
AVAB A, FT2IE7 T RVPN bRV ERT R A MRy T2 EDDHZENTE
£, FFHICOVTIE, AFT A v I = DRI A By TE2BRLTIIZSN,

*[Tags] : UA FSNIZZ T DD &b 1 DEFFOA VAL L AIZDH/L— FDE S

HE001C, %Y NI HTDY A RERETEET, ¥ 7 2HBELRVWEA. GCP I
Xy NU—=JHNOTRTDA L AF A — b EwEfLET,

FEHIIZ DWW TIE, https://cloud.google.com/vpe/docs/routes & ZHE LT < 72 &V, Google %~ b
7 — 27 N®D 2 D@ Cisco Catalyst 8000V L—X DT 7T 4 7|7 77 4 TEMET A T XA T
UT 4 ZRETDHICIE, Sk S icr—har s v a 2000 — b EERT 5 0ER
HYET, FL— ML 2200V —FDONTNLEFRI ARy 7 ELTHRLET,

INERY XSHEHT L7201, RO MR T EBEZET,
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VPCA
WPC1: Subnet (10.0.1.0/24) &i
G2 e&‘x Tunnel
Sl
.!| CSR1 T Gt WPC2: Subnett i
—i ) (173.31.1.0/24) o
-~ S
e Gi2 —
I , A—
CSR3 - -
= Tunnel
WPCA: Subnet2 (10.0.1.0/24)
[-+]
a3
e
&
w0
L]

FFEO MR Y TIEZ, HAT— R T2 OOV —EZRNREINTWET, W0 —ZI2i,
VPCLIZ 1 DDA B =T =2 ANHV ., VPCIZHDA v H—T =24 ANHV ET, Znb2
2@ Cisco Catalyst 8000V /L —Z 2%, VPC2IZA > & —7 = A A% F-DHI]D Cisco Catalyst 8000V
A VAR VRIRESNT N AZARHY £3, 2O YA TIEL, VPC2 O%ELHIFH
(172.31.0.0/16) @ VPC1 ®/L— b= M VIIRD E BV T,

route-vep2-c8000vl | 172.31.0.0/16 | 100 oL IP : 10:1:0:3 test-vpc

route-vep2-c8000v2 | 172.31.0.0/16 | 200 2L IP : 10.02.3 test-vpc

T T 47— M, — FOBSENRAIZEE SV THRIE SLE T, route-vpe2-c¢8000v1 DAE )
INE W2, ZO— N OESNANL A E < 72V | Cisco Catalyst 8000V 1 237 7 7 4 7 /b— NZ
0 ET,

[EEEE®D TS5 4 <) Cisco Catalyst 8000V ~ D157

Cisco Catalyst 8000V 1 2392 & | Cisco Catalyst 8000V 2 {Z BFD b > /L% L CE T fEE
AR FERHE L, L— MED S route-vpe2-¢8000v1 % HIIfR L T, route-vpc2-c8000v2 % 555G
#PH 172.31.0.016 DT 7T 4 T NA—hE LET,

Cisco Catalyst 8000V 1 23[E|fE9" 5 & | route-vpc2-c8000v1 /L — R 3 /L— k2 L7 ¥ g ZBME
. VPC2~DFTXTO NI T4 w7 DT T4~V NV— MR ET, miFor— MY
W LW Lb— MEEIAM 2R ET D Z ENARETH L Z LIER LTI LS, ZOHE,
Google Cloud [Z 5 DO/V— hEFEH LT N7 7 4 v 7 5 & PRICEE LET,
£ Cisco Catalyst 8000V - > A X AT, 22O Cisco Catalyst 8000V A > AKX L AL LTRY
ARKRyTEEALC, b—baLbryarofi— by B VICHIET D — REERTS
VERH Y E7,
HAT%~F(??47UitﬁtﬁVﬁ9)ﬁfVEV%ﬁWLT%LP/%F%Wﬁﬁé
Grtrid, BEIENL S EV (BT hEW) = IR T T A=Y L LTv—7 Si, BERIENN
{EEb\/I/— FREI XY ELTT—7 SINTWNWAEI LR LET,
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REM IS A—s0s 5 rEENEE [

A—H—EEDRY )T+
A= MADAZ VT eRETE 2377 T, "MTXA T8 T 413,
=P EDAI VT NI T TIV T A B =T =2 AERNRT D7D, 72—V A —
N RN eI A R NOWSGEH N T—TEHA7 VS NEERCEET, MBDOT L
FYXLE MY T—ZFAFE LT, FED/L— b ~DEREY— B X & 4295 Cisco Catalyst 8000V
ZHETE £,

CTLRMNT A—=2D7 Z77 READORE (41 ~—)

«JUR/ — FOER (43 =X—2)

LR/ — RXT A= DFETE (43 X—)

» Cisco Catalyst 8000V /L — ¥ OFHGFE (44 ~X—7)

MRENTGA—=2D0 57 FEIBEDKE

18T A—4 ST A—BIEBE| R YT i
TEh,
V=R Ty s A R -i 0/ — RE—RIC#H

BB 7= DI &
HALT I A, B
BN 1~ 255 T9,

757 R asNA F— | % -p ZDORT A=
gep IEELET,

A=/ PSS -g Google 71 =7 h
ID Z45E L £7,

routeName FIPIS -a Z @ Cisco Catalyst
8000V 73R 7 A h AR v
TThHHNV— N, -
&z, ¥ 2 @ Cisco
Catalyst 8000V 1 T/ —
FERET DHE.
route-vpc2-c8000v1 {Z
0 ET,

peerRouteName B -b BFD E°7 Cisco Catalyst
8000V 23R 7 A Rk »
TThHHNV— N, -
EziE, K2 ? Cisco
Catalyst 8000V 1 C/ —
FERET DHE.
route-vpc2-c8000v2 (Z
Y ET,
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B a=tisx—s0s5y rEBORE

NS A—4H CDINTHA—R(THEB | RS YT SRER
TIh.
Route HD T HHEINDHL— RO

CIDRERXTOIPT K
L A, IPv4 £721X1Pv6
7 RLRIZTEET,

Jb— RDMEE ST
ROWGEE. TR/ — R
WIRAET 774 T A
BATON—TFT 47
T—TIVNDTTD
N— MIEHEND &
JZRAS=Y (V=20

¥ @ BITE, Google
Cloud (Z VPC T IPv6
EHAR—FLTWER

Aos
FTARNKBYT TR |5k -n I ARy T N—H
LA, DIPT RLA, =D

N— b T —T VA
TLHLY TRy b D
@ Cisco Catalyst 8000V
IZEID Y THNTND
IP7 NLUAZMEHLE
T, fEIX IPv4 F720%
IPv6 7 RL RAIZTE £
R

1 BIE, Google
Cloud I% VPC T IPv6
Y HR— KL TWER
/Vo

hopPriority st -0 BITED Cisco Catalyst
8000V 2317 A ik v
T THDHNL— hDL—
~MESENERT,

VPC PSS -V BIED Cisco Catalyst

8000V % 7 A K7k
T BN— NEE
9% VPC x> hU—
R
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ng/—rori [

K/ — FOER

FIE

ROZT VT M &FETLTIR S — FEEk L. T —H =B LET: create_node { switch value

} [.[{ switch value }]o
AR/ — RIZiE, WONRTA—=ZERETDHERH Y £,
/=R Ty IR
« VT RTm A L —
«7uv=”7 hID
o JL— N
« BT —
* Route
CRIT ARy T T RLA
o« 7R TESEIANRL

« VPC 4

create node -i 1 -g <project-id> -r dest network -o 200 -n nexthop ip addr -a route-namel -b
route-name2 -p gcp -V VpPC_name

RENKNTHE, A7V T MIBeOfEEKRLET,

K/ —FNTA—ZDEE

FIE

Ejﬁﬁo)ﬁg/‘—]\0)/\0'7}‘_‘&@1ﬁ%2ﬁéﬁj—6@:li\ set params{ switch value } [..[{ switch value }]
A7 VT NeFEITLET,

&1

set params -i 10 -r 15.0.0.0/16 -n 172.168.7.5

AT v I ARG A—=HF (4) IMAETT, Zoa<vr R, BESNIEZRTA—LZDEEFELET, 15
ELIENTA=ZRINR /) — FICT TIRERSN TV D HAIE, NI A—FDENEHFINET,
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. Cisco Catalyst 8000V )L — % (2L

Yud /)= Ty 7 MEEEET DL, FHESNIEARTA—Z T L Tavy FicksTHRES N
B, ZNHDNRTA=ZDOT 73/ ML L THRONET,

ZOREVBEINTHE, A7 VT MIBrOMEERLET,

Cisco Catalyst 8000V JL— 3 (DR ELE

FlIEDOHE
1. Cisco Catalyst 8000V /L — Z [ZBHEfHT BN TWAH I —ERT H U M, Dl by
Ea—T7 407 Xy NT—VEREWHERRS L Z 2R LET,

F IR D

FIE

ARV EFERERETI V3 Y B &

X7 v 71 |Cisco Catalyst 8000V /L — % |Z BlEfHIT STV A Create service account
‘ﬁ_h_: E“x 7 jJ ]7 :/ ]\ a: N /}\ /;E <\ & ?{:) = :/ to - :_‘5: /l) @ Service account details — e Grant this service account access to project (optional) — e Grant users access to tt
YT Xy NU = EHENERN DD Z L R LE

é ° Service account permissions (optional)

Grant this service account access to project-avvyas so that it has permission to
complete specific actions on the resources in your project. Learn more

Selectarole —
[ W
= Type tofilter
Compute Admin
Cloud TPU
Compute Image User
Cloud Trace

Compute Instance Admin (beta)
Codelab API Keys

Compute Instance Admin (v1)
Compute Engine
Compute Load Balancer Admin
Container Analysis
Compute Network Admin

Compute Network Admin
Full control of Compute Engine networking resources

Custom

Compute Network User
Dataflow

Pamnisn Kahunrd Vinuar

MANAGE ROLES

F 72, Tlcredentialsjson] &WHZARTDO B 7 A AEH
77 A VT BT MHEIR A FEE L. /home/guestshell
TALZ NUOTFICEETHZEHTEET, v
A NEH T 7 A VX, Cisco Catalyst 8000V A > A &
VAT SN E AT AT R EA LT
RSN DHERE A —"—F 14 FLET,
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Bl: 7OT4TITO T4 TRBEDTE/ —F

56 % v N U —7 'dest_network' D% 7 A k7K > 773 Cisco Catalyst 8000V 1 d/L— k= kU
\Z route-namel 23%HiE L, 2 A Rk v 7°A8 Cisco Catalyst 8000V 2 D/L— h = kU |Z
route-name2 Xt D HAMEAEBER £ T, V=B &T VT4 7|7 77T 4 7F— R CTHRET
5121, route-namel & route-name2 |2 LWWL— N ST A AV T4 ZRELET, ZOHE.
Google 7 7V R, 774 =T A DSE T ANy 2@ LTL— R NITING 7 4 v 27 %45y
ML, ECMP v —7 o« v ViRGt 2 EIE L £ 7,

VPC @ Google /b — MYED/L— b N UIZKHET DT DON—F D ) — REREITRD L 9
W20 £,

create node -i 1 -g <project-id> -r dest network -o 200 -n nexthop ip_addr_ c8000vl -a
route-namel -b route-name2 -p gcp -v vpcC_name

create node -i 2 -g <project-id> -r dest network -o 200 -n nexthop ip_addr_ c8000v2 -a
route-name2 -b route-namel -p gcp -v vpC_name

Bl: 7OT4 TNy TRBORESE/ —F

[A£RIZ, Cisco Catalyst 8000V A VAKX L A%T 77 4 T[Ny T E— RTHET DHITIL, —
FON—=b DT FZAF VT 4%2H 59— HFOL—F LD LELSHELET, ZDHA. Google 7
7 U Ri%. VPCvpc_name 7> dest_network (ZAESENANZ DV yvL— K (Z O] Tl route-namel)
ENLTIRTOLTI T4 v 72— 4 7 LET,

VPC @ Google /b — MUED/V— = R VIS T DT ON—F D ) — REREITIRD L 9
(2720 £,

create node -i 1 -g <project-id> -r dest network -o 200 -n nexthop ip addr c8000vl -a
route-namel -b route-name2 -p gcp -v vpc_name

create node -i 2 -g <project-id> -r dest network -o 400 -n nexthop ip addr c8000v2 -a
route-name2 -b route-namel -p gcp -v vpcC_name
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=% =R

INMTRASEY) T4 DR

R 77 ANERR LT, ROBREFIRZFATLES, fElln 7 77 A V&7 4 L7 R
~/cloud/HA/events |IZEZ AT Z ENTEET, 20Ol 7 7 A LEFHT, BIENKI L0
EIDEHERLET,

[guestshell@guestshell events]$ node event.py -i node index -e verify
[guestshell@guestshell events]$ cd /home/guestshell/cloud/HA/events

[guestshell@guestshell events]$ ls event.2018-06-13 20:10:21.093942
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=% =R

INAATRASEYT4IZE89 AHERED 5
IJIoa—F14209

ERENTAR N7 7 ANVEREET, 2077 A 0ME, TE/— RickosCEkansz
J— hDOFHED L FFOFRITOT NNy a7, HA®y N7 v 7085 &k 0 Ik
TWA A, &EHNICAT —% A [Event Handling completed| NERINET, VAT AL
TDAT—HANFRINBWGEITX, vl 77 ANV EFELSRANT, BEED EDOFIAN KL
L7z Z il L ET,

KD — A 7R IR D £ B Y TT,
« WAEHHRZ B TE EH A,
ANz MIIER Y NT—I T 7 EARH Y £/ A,
CFRIET—EANRT A bz L TEITEN TV ER AL

Cisco Catalyst 8000V D 12 7 A AE@HD 20, IELLS H Y /A,

N—BIN— T =T N NIICT 7 EATEERA,

LR/ — RTA— T —7ARELEBBIENEFATLE
=B — N T =T NA~DT 7 AMERPI A E SN TOWEEATLE
LR/ — RTHESNIEREDLV— FREELEE A

N

GE) WagEA X T node_event A7V NEFRHLT, TE/—FORELEEELT A NT5Z
EERHEIEL £,

Bl: NATFRASEVTADS TN a—T 42T DRRE

router#show iox 2~ R7%&FELT Lij—o %%_ bAHMEE ., %%LIB@Fn‘ﬁ%%ﬁE?\& Lfﬁiﬁ%‘a—
L HEETRTIROEIZ SR L T EE 0,

Router#show iox
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IOx Infrastructure Summary:

I0x service (CAF) : Running
I0Ox service (HA) : Not Supported
I0x service (IOxman) : Running
Libvirtd : Running

Routerf#guestshell enable

Router#show app-hosting list

App id State
guestshell RUNNING
Routerfguestshell

[guestshell@guestshell ~]$

[guestshell@guestshell ~]$ ping 8.8.8.8
PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.
64 bytes from 8.8.8.8: icmp seqg=1 ttl=38 time=25.7 ms

Possible Cause:

The configuration of IOX and the creation of the VirtualPortGroup interface to provide
the guestshell network access is part of the "day zero" configuration of the C8000V.
If any of the above steps did not work, check that the startup configuration of the
C8000V has been altered.

How to Fix:
A reload of the C8000V will re-apply the day zero configuration.

Problem:
HA package installation failure

How to Check:

Routerf#guestshell

Routerf#guestshell
[guestshell@guestshell ~]$ 1s

cloud

[guestshell@guestshell ~]$ cd cloud
[guestshell@guestshell cloud]$ 1s
HA

You should see the directory ~/cloud/HA.
On an Azure provided cloud, you should also see a ~/cloud/authMgr directory.

Possible Cause:
The HA package was not installed, or was not installed using the --user option.

How to Fix:

Install the package and set up the environment:
pip install c8000v_<provider> ha --user
source ~/.bashrc

Problem:
HA server not running.

How to Check:
[guestshell@guestshell ~]$ systemctl status c8000v_ha
® c8000v_ha.service - C8000V High Availability service
Loaded: loaded (/etc/systemd/user/c8000v_ha.service; enabled; vendor preset: disabled)
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Active: active (running) since Mon 2019-04-08 15:01:51 UTC; 2h Imin ago
Main PID: 286 (python)
CGroup: /system.slice/libvirtd.service/system.slice/c8000v_ha.service
F—286 python /home/guestshell/.local/lib/python2.7/site-packages/c...
L295 python /home/guestshell/.local/lib/python2.7/site-packages/c...

On an Azure provided network, the auth-token service should also be running.
[guestshell@guestshell ~]$ systemctl status c8000v_ha
® c8000v_ha.service - C8000V High Availability service

Loaded: loaded (/etc/systemd/user/c8000v_ha.service; enabled; vendor preset: disabled)

Active: active (running) since Mon 2019-04-08 15:01:51 UTC; 2h Imin ago
Main PID: 286 (python)
CGroup: /system.slice/libvirtd.service/system.slice/c8000v_ha.service
F—286 python /home/guestshell/.local/lib/python2.7/site-packages/c...
L295 python /home/guestshell/.local/lib/python2.7/site-packages/c...
[guestshell@guestshell ~]$ systemctl status auth-token
® auth-token.service - Authentication Token service
Loaded: loaded (/etc/systemd/user/auth-token.service; enabled; vendor preset: disabled)

Active: active (running) since Mon 2019-04-08 16:08:15 UTC; 57min ago
Main PID: 542 (python)
CGroup: /system.slice/libvirtd.service/system.slice/auth-token.service
L-542 /usr/bin/python /home/guestshell/.local/lib/python2.7/site-p...

Possible Cause:
If the HA server has an error and crashes, it is automatically restarted.

How to Fix:
A service can be restarted manually
[guestshell@guestshell ~]$ sudo systemctl start c8000v_ha

Problem:
C8000V authentication not working on Azure.
This is an Azure specific error.

How to check:

If you perform a node event on a redundancy node, and it fails while trying to read the
route table, it will generate a file ~/cloud/HA/events/routeTableGetRsp.
[guestshell@guestshell ~]$ cat routeTableGetRsp
{"error":{"code":"AuthenticationFailedMissingToken", "message":"Authentication failed.

The 'Authorization' header is missing the access token."}}

Possible Cause:
There are multiple possible causes. And it depends upon the authentication mechanism
you are using:

- System assigned managed identity

- Registered application in Azure Active Directory (AAD)

Likely cause of a failure using system assigned managed identity is that it is not enabled
on C8000V.

How to Fix:

Verify the C8000V is enabled for system assigned managed identity.

In the Azure portal, navigate to the virtual machine running the C8000V.
Under the Settings menu, select the Identity item.

Under the system assigned tab, verify the status is set to On.

When using AAD for authentication, the likely cause of the error is a mis-configuration
of the application or a mis-match in the identifiers for the application configured in
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the guestshell.

How to Fix:
The application in AAD must be given the proper permissions to read and write a route
table.
In the Azure portal, navigate to the registered application you have created.
Under the API Access menu, select the Required permissions item.
Select the Windows Azure Active Directory API. 1In the Enable Access pane, verify the
following permissions are set:
- Application permission to read and write directory data
- Delegated permission to sign in and read user profile
Select the Windows Azure Service Management API. In the Enable Access pane, verify the
following permissions are set:
- Delegated permission to access Azure service management as organization users

How to Fix:

In the Azure portal, navigate to the registered application you have created.

Select the Setting button for the application.

Verify the application id, tenant id, and application key in the portal match the values
configured in guestshell. Verify the application key configured in guestshell is in

URL unencoded format.

Problem:
Route table entry not updated by a peer failure event.

How to Check:
For every node event a log file is generated in the directory ~/cloud/HA/events.
This file will indicate the event that was processed and its result. Examine this file

for possible errors. It is likely in the case of an error that a file
~/cloud/HA/events/routeTableGetRsp is also written. Also examine this file for additional
insights.

Possible Causes:
A route was not correctly identified in a redundancy node. Depending upon what parameter
in the redundancy node is in error, you may see different results.

Some examples:

[guestshell@guestshell events]$ cat routeTableGetRsp
{"error":{"code":"SubscriptionNotFound", "message":"The subscription
'b0bla9e2-444c-4ca5-acd9-bebdle6874ef' could not be found."}}

This implies the Azure subscription ID was not entered correctly.

[guestshell@guestshell events]$ cat node*
Route GET request failed with code 403
Route table get response:

{"error":{"code":"AuthorizationFailed", "message":"The client
'b3cedlcO0-bcef-41d7-9741-26beal31221cl' with object id
'b3ced4lcO0-bcef-41d7-9741-26bea31221cl' does not have authorization to perform action
'Microsoft.Network/routeTables/read' over scope
' /sdeecriptions/ola0e?-444c-4cab-acdHedle687360/ resaureeGraes/gscay 0-rg/faroviders Microsoft Network/ routeTables /gy 0-siA-RasteT=ole' . "} }
Route table not found.

This implies the name of the route table was incorrect or does not exist.

[guestshell@guestshell events]$ cat node*

Did not find route 17.0.0.0/8 event type peerFail

This implies that the route does not exist.

How to Fix:

Make sure the identifiers in the redundancy node match the values in the cloud provider's

portal.
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Problem:
Route table entry not updated by a peer failure event.

How to Check:
For every node event a log file is generated in the directory ~/cloud/HA/events.
This file will indicate the event that was processed and its result. Examine this file

for possible errors. It is likely in the case of an error that a file
~/cloud/HA/events/routeTableGetRsp is also written. Also examine this file for additional
insights.

Possible Causes:

The C8000V has not been given permission to access the route table.
Fetching the route table

Route table get response:

{"error":{"code":"AuthorizationFailed", "message":"The client
'b3ced4lcO-bcef-41d7-9741-26bea31221cl' with object id
'b3ced4lcO-bcef-41d7-9741-26bea31221cl' does not have authorization to perform action
'Microsoft.Network/routeTables/read' over scope
' /sdeecriptions/ola0e?-444c-4cab-acddHeadle687360/ resaureeGraes/gscay 0-rg/faroviders Microsoft Network/ routeTables /gy 0-si2-Rastel=ole' . "} }
Route GET request failed with code 403
Route table get response:

{"error":{"code":"AuthorizationFailed", "message":"The client
'b3ced4lcO-bcef-41d7-9741-26bea31221cl' with object id
'b3ced4lcO0-bcef-41d7-9741-26bea31221cl' does not have authorization to perform action
'Microsoft.Network/routeTables/read' over scope
' /sdescriptions/ola0e?-444c-4cab-acdHaedle687360/ resaureeGraes/gscay 0-rg/faroviders Microsoft Network/ routeTables/gecey0-si2-RasteTaole' . "} }
Route table not found.

C8000V HA: Set route table for verify
Route Table not found

If none of these troubleshooting tips have resolved your problem, run this command:
[guestshell@guestshell ~]$ cd ~/cloud/HA

[guestshell@guestshell ~]$ bash debug ha.sh

[guestshell@guestshell ~]$ 1ls /bootflash

You should see a file name ha debug.tar. Copy this file off the C8000V and provide it
to Cisco Technical Support for analysis.
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