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74+ —LTMAC ZHH 2 Z LIk 25/ MERDIFRIOFEM 72 FIETT, ZOHIRA D=
R MNT. TERD Linux 77 & A A =X 2 L 13MS7 U CHBE L $4, SELinux /%, 77U
r—=var7a AN ) Y —AF TVl bADT 7B AERIEIT LR —%ERT DK
BRI LET, 2k, et 2BEEoRMRER L HIREZAICTE £7,

SELinux |X, ¥ AT A THMI > TV 554, Permissive £— K £ 7213 Enforcing E— KD
W TEEL £7,

s Permissive &— KT/, SELinux IRV o —ZmHET, VYV —RT7 7 BARY o —DiE
RIZE S TRELEEGDO VAT LAu 7 OHEERLET, BMEFEGINT, UV Y—X
T I EARY =ERICOWNWTORE ZICiskSNET,

« Enforcing £ — R Tl SELinux RNV > —2FZNT0 EHINEST, 77 E2ARY —
N NZEESNTY Y —=RAT 7B RAEEAR L, VAT Lu 72/l LET,

PAR—F S TWD CiscoIOS XE 77 v b 7 4 — A TliE, SELinux |[£7 7 4 /1 I T Enforcing

E— RTHMNZ/Z2 > TWET, Enforcing &— R TlE, MBERFFAIRY O —% 2o\ AT A
UY =27 7 ALEK E LT, BEEG SET, IHERBET L L. EKEEIX
KL, AT LA R ER S E T, Enforcing®— KT, YV a—t a3 idi7 7 RAEK
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Enforcing “&— R C SELinux #8E % B ML F 72138 ET 2 72 DI BB 72BN O B3k E TIE
THH EHEA,

SELinux ORERED—# L LT, kD a~<> RRNEASRTHET,

set platform software selinux {default | enforcing | permissive}

platform security selinux {enforcing | permissive}

show platform software selinux

)

SELinux %

GE) —hooflvwa~wy NI, H—ERARAS=a~ RE LTERESNET,

E (EXEC E— k)

set platform software selinux =~ > K% L C, EXEC *£— R C SELinux Z#%/& L £7°,
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seLinux D&% (CONFIG E— 1) ]

WKIZ, EXEC “E— RCT® SELinux ¥ EDFI %R L ET,
Device# set platform software selinux ?
default Set SELinux mode to default

enforcing Set SELinux mode to enforcing
permissive Set SELinux mode to permissive

SELinux M&%E (CONFIG E— )
platform security selinux =~ > RZHEH LT, =27 ¥ 2 L—3 3 F— N TSELinux &
ﬁ:__’l/\gij—o
W OBNE, CONFIG & — FTO SELinux X E &/~ L CHET,

Device (config) # platform security selinux

enforcing Set SELinux policy to Enforcing mode
permissive Set SELinux policy to Permissive mode

Device (config) # platform security selinux permissive
Device (config) #
*Oct 20 21:52:45.155: $IOSXE-1-PLATFORM: R0O/0:

SELINUX MODE_PROG: Platform Selinux confinement mode downgraded to permissive!

Device (config) #

SELinux M5l

RIZ, *&— K% Enforcing 2> 5 Permissive |[ZZA W L7z E&OH I 2R LET,

“*Oct 20 21:44:03.609: $IOSXE-1-PLATFORM: R0/0:
SELINUX MODE PROG: Platform Selinux confinement mode downgraded to permissive!”

&IZ, &— K% Permissive 7> 5 Enforcing IZEH L7zG5&OH NHIZ R LET,

“*<O0ct 20 21:44:34.160: $IOSXE-1-PLATFORM: RO/0:
SELINUX MODE_PROG: Platform Selinux confinement mode upgraded to enforcing!”

\)

G¥)  SELinux F— FRZEFINd &, TOEFIIVAT L X2 T 40 A X MERREN, &
AF AT A =R ERENE T,

Syslog Avt—2 )7L 2R

HEEERKE-_—F=vY %SELINUX-1-VIOLATION
A DO VA N2 2=2/4
A y— ML
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WREEXE-—E=

S %SELINUX-1-VIOLATION

A E— 0

VY —=ZADT 78 AR —NFELRNT
DAL -T, VY—AT 7B ANREITX
NELE, BECT7I7BRESN, U Y—
AT 7 RAPESINE LR, rtR) V—
AT JRBABMERINTZE VW) EHEETey
AT L T RAERRSIE LT,

I R—FR b

SELINUX

HEDEALE

WO B 2 Ut~ 7 A /L & LT Cisco TAC
W2 T < TR0,
eV — )LEIIV AT AIHIIENR D
LBODODRAyE—Y
» show tech-support =~ > ROt (5%
A RNT7AI)

e R 7 AMEB D Btrace 7 7 A VDT — T
A7 WROa~r REMMH)

request platform software trace archive
target <URL>

« show platform softwareselinux =~ > K
H)

WIZ, syslog A v =Dl ZRLET,

IR

*Nov 14 00:09:04.943: $SELINUX-1-VIOLATION: R0/0: audispd: type=AVC

msg=audit (1699927057.934:129): avc: denied { getattr } for pid=5899 comm="1s"
path="/root/test" dev="rootfs" ino=25839
scontext=system u:system r:polaris iosd t:s0
tcontext=system u:object r:admin home t:s0 tclass=file permissive=0

5] 2 :

*Nov 14 00:09:04.947: $SELINUX-1-VIOLATION: R0/0: audispd: t type=AVC
msg=audit (1699927198.486:130): avc: denied { write } for pid=6012 comm="echo"
path="/root/test" dev="rootfs" ino=25839
scontext=system u:system r:polaris iosd t:s0
tcontext=system u:object r:admin home t:s0 tclass=file permissive= 0

SELinux O & ®h1t D HEEE

[=11RY

show platform software selinux =~ > F&fi ] L T, SELinux % &E— FEZRRLET,

Device# show platform software selinux

IOS-XE SELINUX STATUS
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selinx » +5 Iy a—5 125

SElinux Status : Enabled
Current Mode : Enforcing
Config file Mode : Enforcing

- — N ~ — -~ N
SELinux D S IV a—TFT 4 24
TNA AETNTIFR Yy B U—2 T SELinux X DA A% 2 AN D55 1E, IROFEM% Cisco
TAC IZHERE L TL 72 & 0y,
e = NVEIF VAT LU SIIHEIIENEERBYVDA vE—, RITHERLET,

device#request platform software trace archive target
flash:selinux btrace logs

« show tech-support =~ > KO (FFA R 7 7 A L)

e R T AMBD Btrace 7 7 ANDT —H AT (RDOa< RaifH)

request platform software trace archivetarget <URL >

« show platform software selinux =~ > RO HJ)
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