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TEFIEIZETINET,

Bl

ios-config-1l="username cisco priv 15 pass ciscoxyz"
ios-config-2="ip scp server enable"
ios-config-3="ip domain lookup"

ios-config-4="ip domain name cisco.com”
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7 RVAI~ AT,
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T—Y x> hSSLA—hERELET,
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cw@a%mv%)%~ N CEET DA SN ET,
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Cisco Prime Network Services Controller ® IP 7 KL XA &2 E L £7°,

DOFXEIL. Cisco Prime Network Services Controller % f# F L T Cisco
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iosxe_config.txt 7 7 1 JL D

hostname ultra-ios_cfg
license smart enable
username lab privilege 15 password lab
ip domain-name cisco.com
crypto key generate rsa modulus 1024
interface GigabitEthernetl
ip address 10.0.0.5 255.255.255.0
no shut
exit
ip route 0.0.0.0 0.0.0.0 10.0.0.1
line vty 0 4
login local
exit

OpenStack IR1E D iosxe_config.txt 7 7 1 JL DI

hostname c8kv-ios cfg

license smart enable

username lab priv 15 secret lab
ip domain-name cisco.com
interface GigabitEthernetl

ip address 10.0.0.5 255.255.255.0
no shut

exit

ip route 0.0.0.0 0.0.0.0 10.0.0.1
line vty 0 4

login local

exit

ovf-env.xml 7 7 1 JL D

<?xml version="1.0" encoding="UTF-8"?>
<Environment
xmlns:oe="http://schemas.dmtf.org/ovf/en
<PropertySection>
<Property oe:key="com.cisco.c8000v.
<Property oe:key="com.cisco.c8000v.

vironment/1">

license.l" oe:value="security"/>
console.l" oe:value="serial"/>

<Property oe:key="com.cisco.c8000v.config-version.1l" oe:value="1.0"/>

<Property oe:key="com.cisco.c8000v.
<Property oe:key="com.cisco.c8000v.
<Property oe:key="com.cisco.c8000v.
<Property oe:key="com.cisco.c8000v.
<Property oe:key="com.cisco.c8000v.
<Property oe:key="com.cisco.c8000v.
<Property oe:key="com.cisco.c8000v.

domain-name.l" oe:value=""/>
enable-scp-server.1l" oe:value="False"/>
enable-ssh-server.1" oe:value="False"/>
hostname.1l" oe:value="lab"/>

license.l" oe:value="ax"/>
login-password.1l" oe:value=""/>
login-username.l" oe:value="1lab"/>

<Property oe:key="com.cisco.c8000v.mgmt-interface.l" oe:value="GigabitEthernetl"/>

<Property oe:key="com.cisco.c8000v.mgmt-ipvd-addr.1l" oce:value="172.25.223.251/25"/>
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<Property oe:key="com.cisco.c8000v.mgmt-ipvd-gateway.l" oe:value="172.25.223.129"/>

<Property oe:key="com.cisco.c8000v.mgmt-ipv4-network.1l" oe:value=""/>
<Property oe:key="com.cisco.c8000v.mgmt-vlian.1l" oe:value=""/>

<Property oe:key="com.cisco.c8000v.pnsc-agent-local-port.1l" oe:value=""/>
<Property oe:key="com.cisco.c8000v.pnsc-ipv4d-addr.1l" oce:value=""/>
<Property oe:key="com.cisco.c8000v.pnsc-shared-secret-key.1" oce:value=""/>
<Property oe:key="com.cisco.c8000v.privilege-password.l" oce:value=""/>
<Property oe:key="com.cisco.c8000v.remote-mgmt-ipv4d-addr.1l" oe:value=""/>

<Property oe:key="com.cisco.c8000v.resource-template.l"
oe:value="service plane medium"/>
<Property oe:key="com.cisco.c8000v.ios-config-0001" oe:value="logging buffered
10000"/>
<Property oe:key="com.cisco.c8000v.ios-config-0002" oce:value="hostname uut-ovf"/>

<Property oe:key="com.cisco.c8000v.ios-config-0003" oe:value="ip domain-name
cisco.com"/>
<Property oe:key="com.cisco.c8000v.ios-config-0004" oe:value="crypto key generate
rsa modulus 1024"/>
<Property oe:key="com.cisco.c8000v.ios-config-0005" oe:value="interface
GigabitEthernet2"/>
<Property oe:key="com.cisco.c8000v.ios-config-0006" oe:value="ip address 10.0.0.5
255.255.255.0"/>
<Property oe:key="com.cisco.c8000v.ios-config-0007" oe:value="no shut"/>
<Property oe:key="com.cisco.c8000v.ios-config-0008" oe:value="exit"/>
<Property oe:key="com.cisco.c8000v.ios-config-0009" oe:value="ip route 0.0.0.0
0.0.0.0 10.0.0.1"/>
</PropertySection>
</Environment>

OpenStack 0 ovf-env.xml 7 7 1 JL D15

<?xml version="1.0" encoding="UTF-8"?>
<Environment
xmlns:oe="http://schemas.dmtf.org/ovf/environment/1">
<PropertySection>
<Property oe:key="com.cisco.c8000v.license.l" oe:value="network-premier addon
dna-premier"/>
<Property oe:key="com.cisco.c8000v.console.l" oe:value="virtual"/>

<Property oe:key="com.cisco.c8000v.config-version.1" oe:value="1.0"/>

<Property oe:key="com.cisco.c8000v.domain-name.1" oe:value=""/>

<Property oe:key="com.cisco.c8000v.enable-scp-server.1l" oe:value="False"/>
<Property oe:key="com.cisco.c8000v.enable-ssh-server.1" oe:value="False"/>
<Property oe:key="com.cisco.c8000v.hostname.l" oe:value="1lab"/>

<Property oe:key="com.cisco.c8000v.login-password.l" oe:value="1lab#123"/>
<Property oe:key="com.cisco.c8000v.login-username.l" oe:value="lab"/>

<Property oe:key="com.cisco.c8000v.mgmt-interface.l" oe:value="GigabitEthernetl"/>

<Property oe:key="com.cisco.c8000v.mgmt-ipv4-addr.1l" oe:value=""/>

<Property oe:key="com.cisco.c8000v.mgmt-ipv4d-gateway.1l" oe:value="192.168.8.1"/>
<Property oe:key="com.cisco.c8000v.mgmt-ipv4-network.1l" oe:value=""/>

<Property oe:key="com.cisco.c8000v.mgmt-vlian.1" oe:value=""/>

<Property oe:key="com.cisco.c8000v.pnsc-agent-local-port.1l" oe:value=""/>
<Property oe:key="com.cisco.c8000v.pnsc-ipv4-addr.1l" oe:value=""/>

<Property oe:key="com.cisco.c8000v.pnsc-shared-secret-key.1" oe:value=""/>
<Property oe:key="com.cisco.c8000v.privilege-password.l" oe:value="lab#123"/>
<Property oe:key="com.cisco.c8000v.remote-mgmt-ipv4-addr.1l" oe:value=""/>

<Property oe:key="com.cisco.c8000v.resource-template.1l" oe:value="service-plane-medium"/>
<Property oe:key="com.cisco.c8000v.ios-config-0001" oe:value="logging buffered 10000"/>
<Property oe:key="com.cisco.c8000v.ios-config-0002" oe:value="hostname uut-ovf"/>
<Property oe:key="com.cisco.c8000v.ios-config-0003" oe:value="ip domain name cisco.com"/>
<Property oe:key="com.cisco.c8000v.ios-config-0005" oe:value="interface GigabitEthernet2"/>
<Property oe:key="com.cisco.c8000v.ios-config-0006" oe:value="ip address dhcp"/>
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<Property oe:key="com.cisco.c8000v.ios-config-0007" oe:value="no shut"/>

<Property oe:key="com.cisco.c8000v.ios-config-0008" oe:value="exit"/>

<Property oe:key="com.cisco.c8000v.ios-config-0009" oe:value="ip route 0.0.0.0 0.0.0.0
192.168.8.1"/>

<Property oe:key="com.cisco.c8000v.ios-config-0010" oe:value="interface GigabitEthernetl"/>
<Property oe:key="com.cisco.c8000v.ios-config-0011" oe:value="ip address dhcp"/>
<Property oe:key="com.cisco.c8000v.ios-config-0012" oe:value="no shut"/>
</PropertySection>

</Environment>

OVF 7> JL—hDTAEAEKRTE

TAERDT— AN v T EFERCYHR— T 5 OVF EBHIL. vCenter Ul £ 721X COT ¥V —
NV LT VMware TOHYAR— I E T, ESXiNA 78— 31 FTHEITSH T D Cisco
Catalyst 8000V D7 A BB EIL, VM ~® OVA DJEH TAFTX £,

COTY—NZHEHLTEBOT A EaikEs EIT9 5 HIEC DWW TIL, COT i L 7= Cisco
Catalyst 8000V DIEARI 27 1 3T 4 OfFEE B L T E &0,

config-drive ZfEA L= T4 €OKE

Cisco Catalyst 8000V O FEENRFIZEREN 21— R E D X 9 IZFET 521X, --config-drive 47
varEFEHALET, CD-ROM B X2 FH D/ — R KZ A 7IZIL, config-drive TEX DX E
HHREZDDLZLHTEET, WTHLOELAED., ZOEHRIL. iosxe config.txt 77 A /b
FizidovE-env.xml 77 A LOWTNPOERE BT NEEFFST7 74 L TT,

T A B rBRIEIT config drive 47 a3 U AT 511X, --config-drive 47" 3 % true (T
HEL, BEVTAHL—FREEZANT IR T 7 A VOL4RIEIEELET, ROFIETHERE
WERETEET,
XMUTXT 2 74J)LELT
ZOFTva s TiE RO2OOFEXDWT NN THERR T 7 A VERET 2L ERH Y £7,

e ovfenv.xml 7 7 A VIERD xml 7 7 A /L& LT (OVF BEDHE)

« iosxe_config.txt 7 7 A WVIERDT F A 7 7 AL L LT
Xt 7 7 ANFERF xml T AN DONT I OO T 7 A NEA T OREFER L, WHIE
BERHLANWZ a2 HEREL 9,

WOREFZBR LTI, ROWTNDLORELFEHA LT, 77 AL AT L THEEK
TrANERELET,

nova boot c¢8000v-vm-174 --image c8000v-174 --flavor c8000v.2vcpu.4gb --nic
port-id=6773bell-7b95-48cd-b372-fb8a3cae2b50 --config-drive=true --file
ovf-env.xml=/home/stack/conf files/ut/ovf-env.xml
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nova boot c¢8000v-vm-174 --image c8000v-174 --flavor c8000v.2vcpu.4gb --nic
port-id=6773bell-7b95-48cd-b372-fb8a3cae2b50 --config-drive=true --file
iosxe config.txt=/home/stack/conf files/ut/iosxe config.txt

\)

GE) hboD77A N3N —FRa—RENTEY ., config-drive 5% E % BT 5 DITHEETT,

1—H—F—5 DR

OpenStack 72 EORFEDEREE TIL, user_data 47> =2 % LT, config-drive BT~ 7
ANV AT BT 7 ANV ERME L EF°, OpenStack BREEIZOWTIX, ROZ—H—F —X D
EZLTESN,

openstack server create "admin-VK-C8KISOSerial-20210917"

--config-drive true

--image c8kv-image-176

--flavor ml.large

--network mgmt-nt

--network prod-nt

--block-device-mapping id=admin-VK-EmptyVolume-SerialTest:type=volume

--user-data userdata.txt

AR LT Z#ERALETAE0EE

Cisco Catalyst 8000V A > A h— /L7 7 A VE XU ra— R, BERICA A —UZ R L%,
TR ANERITHRET D & 95129 5 I121E. Cisco Catalyst 8000V A > A ¥ > A % F#) Ci% &
HZMENRHY T, HETIEEZBE(LT A0, 3 A T VI AV A MIHERT 729
W2, YR—=FENTWBTRTONRTY v I 7T RETF A _— K27 T KTCiscoCatalyst
8000V W AX AT — X Fnlda—HY—F —H %7 v 7 u— RRTEET,

I R —ER TN, L —F T T TAN— NI T RONAZ LT —F%T v a—
RTHZET, TABRBRERST — MA NI v IREXHIMETEES, 7— A M7 v 7
%7 7 A /v (iosxe configtxt 7 7 A )V) %27 w7 — REZXT X vFT 50, 22— —F—
grpftLconbo 22 L, B/ANROBIEE 72T E o 7o <EEETITT A X
ZHSEEIRIBIZ L E T,

TAER 7= AT T T A NEMENT DL, CiscolOSXEREA~ Y REFRITLY,

TAETDS AN 2V Python Ny r—3% A A R—LLTZY TAERDT A MY =

NWTAIZ VT NEFET LY, BTV ) ay—s_y/r— Y% H L T Cisco Catalyst 8000V
A VAR AR T DO DT Ao AFRERIL LY TE X,

JAH LT — 4 & AdiH L C Cisco Catalyst 8000V A > A ¥ A & REIT 5121, RO FNEZEHE
fTLET,

TAEA TR S99 T IT7MILDERE
T—hNANT T T 7 A VERET HIZIE, 10S Configuration, Scripts, Script credentials, Python

package, 35 LU\ Licensing D& 7' H/3T 4 ZRELET, TuT 11d, EEOIEFTT—
ANT T T ANVIRETE LY, Tu T  ROEFRERIZ, ROKT 037 4 OFAIC

B Frtoxe
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sz 77+ 08 i

FLEE STV E T, httpsy//github.com/csr1000v/customdata-examples (&% 7 — b A T v 77 7
ANDEIESZRL TSN,

T—=b AT T T7ANDTONT 4 ZER LD, 77 A NVET v 7 u—RFLET,

1Ly ¥ — S —

I0SEXE 7 O/\T 14 DT
TAER TRHREDIOSHEEL T — FA N7 v 7T 5581%, IOSHKET 0T 1 ZRELE
T ROPIEZZHL T TZE0,
Section: IOS configuration
hostname C8000V1
interface GigabitEthernetl
description “static IP address config”
ip address 10.0.0.1 255.255.255.0
interface GigabitEthernet2
description “DHCP based IP address config”
ip address dhcp
Section: IOS configuration &9 EFIDITDH%IZ, Cisco Catalyst 8000V /L— & THEITT 5
CiscoIOSXERHE A~y ROU A hE AT LET,

Zoavry REFETTDHE, EFROI0S BENT A £ v d Cisco Catalyst 8000V /L— 4 (Z it
SNET,

AT 7O T 1 DEE

27 VT NTanRT %, BEEZBEEL, o BB BEEZZER T 20ICEEHET, &
A RNz )b®D a7 F A T Day0 2 Python E 721X bash A7 U 7~ & FAT3 554 1%, Scripts
7135 4 TPython £7-1dbash 227 V7 h /37 Y » 7 URL L3I E4RETHZ L TRILZ
LERFEBITEET,

A7) 7 M2, A7 VT ROROIOITIZY Ny (1) XF42 G a— R2 a0 5 L8N H Y
EFT, 207X, A7 VT ha— ROIIERT IMLERNH LA VT M o2 —TF ) &
(Python F7-1% Bash) % Cisco IOS-XE |Zi#HI L £, 7= & 2%, Python 27 U 7 s DFAHID
1TIZI #1 /usr/bin/env python Z @85 Z ENTX F 923, bash A7 U7 K OEYIOITIZIL
#1/bin/bash ZHHH T ENTEET, ZTOITIZL Y, Python 721X Bash A2 U 7 K % Linux
B CHEITAEa— R L LTEITTEET,
A7 VT N&FELTT5H &, CiscoCatalyst 8000V A > AKX LV ADF A RNy =)L a LT FHTAT Y
T IRFETEINET, FA M= T T 7 AT 5T, guestshell EXEC E— K=
~V REFEHLET, YA v xza~vy ROFERHIZOWTIL,  [Programmability Configuration
Guidel]] ZZH LT EE0,

Scripts 7R /NT ¢ AR ET HITIE. ROBRITENE T,

Section: scripts
public url <argl> <arg2>

ZDRT U 70 f‘fﬂix 7013/\05:4 @%%ﬂ@ﬁié: Section: Scripts &?E%W‘EMZ\E#&) D i‘j—o

TaRT 4 D2{THIC, AZ V7 MOURLERAZ VT hOJIEEANLET, A2 VT ME,
python 721X bash 27 U 7 kDWW $42>T¥, Cisco Catalyst 8000V 1 o A H A DERLRFIC
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https://github.com/csr1000v/customdata-examples
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/169/b_169_programmability_cg.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/169/b_169_programmability_cg.html

F4eoge |
B <rvoros ommTosscon

T=R AT T T7ANNT v T u—FEND &, RODEBFFHZS X Py =V TR YT
FRFEITSNET,

27 )7 hDOZFDOMOFNZSUVTIL, https://github.com/csr1000v/customdata-examples @ [ Scripts |
T arESRLTIES Y, £, KO22OF LB LTI,

1

Section: Script

https://raw.githubusercontent.com/csrl1000v/customdata-
examples/master/scripts/smartLicensingConfigurator.py --idtoken "<token string>"
-—throughput <throughput value>

Scripts TasNT 4 D 24T, FEE S 4172 URL @ customdata-examples Y AR N/ EY Y
smartLicensingConfigurator.py A 7 U 70 ]\ %E&?%‘ Li'@‘o A 7 U 70 ]\ Li\ 9[%( idtoken &
throughput Zf#H L T, Cisco Catalyst 8000V D~ A h ¥ =/ a 7 FTCHEITEINET,

51 2

Section: Scripts
ftp://10.11.0.4/dirl/dir2/script.py -a argl -s arg2

Scripts TaRT 4 DOINHD 29T, IP 7 KL A 10.11.0.4 @ FTP H— 3=/ 5 script.py A
707 NERA L, 5l¥argl & arg2 % L T Cisco Catalyst 8000V O 7 A k= /L a7 )
C ./script.py -a argl -s arg2 bash 2~ RTCR7 Y7 h&FLT Lijﬂo

N

GE)  Scripts 7 u/XT 4 DAY U T FT, fEHED CentOS Linux V V—R (FRA =LV THAZN
% CentOS Linux U U —A, EIL CentOS Linux Y U — & 7.1.1503) 25 4TV 720) Python
PR = VISR AT, Python /8w 77— 7 1 /5 ¢ @ Python /3w &7 — UIZ B A H
EEDLULENDY ET, FEHIZOWTIE, Python /X 7 — 7 B X7 4 OFFE (13 ~X—
V) BESRLTLIIESN,

T—h A NT T T 7 ANET v Fa— KL Tbash £721%Python 2 7 U 7 k% E479 HHIIZ,
Scripts 72 /8T  THHATHFEDURLZT A MTHZ 2O LET,
ftp://10.11.0.4/dirl/dir2/script.py -a argl -s arg2 URL &7 A b4 AI1Z1%. T curl
T 2TV EFETLTCAZ VT NIy A VvEeXyrm—RLET, YA M= T, &K
DOENRT I DI, curll 2~ FEATILET,

curl -m 30 --retry 5 --user username:password
ftp://10.11.0.4/dirl/dir2/script needs credentials.py.

curl 2~ > KRNI 5 &, URL BNIE LW E D 0 Z RS 5 Python A7 V7 h D 2 B —
Fyra—REiEd,

O NS K O O — E I-'-I

RPNV T ATA VEHRTANT 4 DERTE
Script 7’12 /37 4 TFTP —N"—ZHEL TWT, 2OV —N"—|Za—HF =4 LA T— D
a7 A AERP MBI A 1L, Scripteredentials 7 2 8T 4 A LT 7 A UEREEE L E

T FTP Y ——IZEATT 7 B A TE 545G1%. Scriptcredentials 7° 7 /37 ¢ ZA# 3 2 B
THD XA,

B Frtoxe |
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| 714€n%x
Python /< r—> 70,37 4 0B

Script credentials 77 /X7 4 O URL & /37 A —4% &L —F§ 2% URL L X7 A= 2L T,
Scripts 7' 1 /3T ¢ 2% E L £ 9, Scriptcredentials 7 1237 ¢ ZFHET HITIE, ROERITHEN
iTO

Section: Script credentials
public url <username> <password>

i 1
Section: Script credentials

ftp://10.11.0.4/dirl/dir2/scriptl.py userfoo foospass

Script credentials 7' 2 /%7 ¢ M 247 H X, Python A2 U 7' b script1.py D2—H—4% (userfoo)
L RA T — R (foospass) DA NEWMOEEIEELET,

Scripts 7R /X7 4 IZHEENTWD FTP —_—D4 1% & D E T, Scripts 7 1 /37 4 DT
DOBIIL. ftp://10.11.0.4/dirl/dir2/scriptl.py -a argl -s arg2 C9, AZ U7 N7 ¢
DFE (11 X=) O 2 #ZRL TSI,

Python /X — 7T 0O/NT 1« DERTE

Python /X~ &7 — 73 Seripts 7' 12 /87 4 DAY U7 MILETH Y . EEHED CentOS Linux Y U —
A 7.1.1503 D—EH TILAR WG AL, Python /Ny 7 — 7 X7 128y r— V2T D15 %
BOLLENHYET, 7= MANT v T T 7 A M Python Ny =27 0T 4 HEZDD
Z & T, Scripts 7R NT ¢ TRRELIZAZ U7 M &F4TT HHIIC, Cisco Catalyst 8000V 73 W4
72 Python Ny r—V %X —RLTA A= AT5HEIICLET,

)

(3F)  Cisco Catalyst 8000V |4~ A k¥ = /LC Python 3 D&HH AR — k LET,

Python /X r— 7 a /8T 4 3R ET HITIE, WTHE SN ERITENET,

Section: Python package
package name [ version ] [ sudo ] { [ pip argl [ ..[ pip arg9] 1 ] }

5%k : version, sudo, B W pip_argl ~ pip_arg9 (347> a3 »TH, pip 2~ FOFIHEIZ,
M) & I} O0o ZOMICKET D2HERH Y £7,

version 3| IEET A L, BHEDONA—Va v B ENF T ora— RENET,
sudo Bl EHEET D &, Ry r—Vldsudo 2—HF—L LTHF T a— RENET,

X EH (Microsoft Azure)
il 1

ZOFITIL, Python /Sy 7 — 7' w37 ¢ @ 24T HIX, package _name 73 neclient T, version 73

[052) THLHZELEEBELTCNET, 7= A RNT T T 7 ANNRT v 7r—RRaShbd L,
ncclient /X 77— D /3—0 3 1 0.5.2 73 Cisco Catalyst 8000V D7 A k¥ /L a7 24 A
h—nEnEd,

Section: Python package

| F1toxe I



F1EogE |
B s toxgos7 08

ncclient 0.5.2
i 2
Section: Python package
c8000v_azure guestshell 1.1.2 sudo {--user}
ZOFITIX, Python /X7 — 7 a7 ¢ @ 24TH T, package_name 73
[c8000v_azure guestshell] , verson7d [1.12] LfEESINTWET, 7— AT v T 77
ANVNT v 7T r—REN5H E, c8000v_azure guestshell /X 77— D /3— 5 27 1.1.2 A3 Cisco

Catalyst 8000V D7 A h ¥ = /L a T FIZA VA b= SNET, RO~ KA sudo —
fF“*<E L/7:§§?f2§jqﬂi'§} sudo pip install c8000v_azure guestshell==1.1.2 --user,

\ )

GE)  BIEERELROVGS. —user 37 7 4/ FO5HE LTHEH S ET,

%% (Google Cloud Platform)
i 1

Section: Python package

ncclient 0.5.2

Z OFEITIX, Python /Xy rr— 7 a7 0 @247 HIL, package name?d Incclient] C, version
7 1052) THLZEEEBELTCWET, 7= MARNT T T7ANNBT vy TFr—Rahd
& ncclient 7Ny 7 — D /N—7 = 22 0.5.2 78 Cisco Catalyst 3000V A A X LV ADF A v/ = )b
AT A VARV INET,

15 2

Section: Python package

c8000v_gcp ha 3.0.0 sudo {--user}

ZOBITIX, Python Ny r— 7 w37 ¢ D247 HIX, package name?s ¢8000v_gep hal T,

verson?® 13.00] THLHZEEZBELTWET, 7—hAMT v T T 7 A NANT v T r— RS
B &, ¢8000v_gep hapackage /N 7 — D /N—30 = 2 3.0.0 A% Cisco Catalyst 8000V - > A &
VADFA RN 2T A VA M= ENE T, RO~ R sudo —H—L LT
FATEIET, pip3 install c8000v _gecp ha=3.0.0 --user,

)

GE)  BIEEEELRWES. —user N7 74V bOFIEE LTHEM S ET,

— o o — B

AR TAINT 4 DERTE
Cisco Catalyst 8000V D7 A L A T 7 ) a— LV EIRET HTA B AT 0T ¢ ik
ELET,

B Frtoxe



F4tn I—rx+3vF 771 0ok [

WD L DT asXT ¢ ODFMIOITEANTILFET, section: License, IRDEXEMHEHL T, 7
A B AOHI LNV ERET D7 087 4+ D24THEZ AJ) L EF, TechPackage:tech level,

\ )

(G¥)  TechPackage: & tech level DFIZIZAR— 2% ANRNTL IZEV, REAIHEZ: tech_level ff(
L. ax. security, appx. ipbase 72 ENH Y F 7,

-
—

tech_level |Z/NCFICT HMERH Y £7,
15 1

Section: License

TechPackage:security

TA€A T—FrRA SV T T74ILDIRIE

WD Azure CLI =1~ > K% 3217 L T, Cisco Catalyst 8000V VM Z{E 357 A4 ¥ 7 — KA k
T T T ANERELET,

az vm create --name C8000V-name --resource-group resource-group { [ argl [ ..[ arg9] ]
] } --custom-data bootstrap-file

azvm create =~ > ROFEAIIZ-DUVNTi, https://docs.microsoft.com/en-us/cli/azure/
vm?view=azure-cli-latest#az-vm-create & Z M L T 72 &0y,

RO SR TS TES VN,

az vm create -n c8000V-VM-Name -g MyResourceGroup --image

cisco:cisco-c8000V-1000v:16 6:16.6.120170804 --data-disk-sizes-gb 8 --availability-set
myAvlSet --nics nicl nic2 nic3 nic4 --admin-username azureuser --admin-password
"+Ciscol23456" --authentication-type password -1 westus --size Standard DS4 v2

--custom-data bootstrap.txt. .

ZDa<wy R&EFEITT 5 L. Cisco Catalyst 8000V VM 2MERL S £, L—ZE, 7—hA b
7 w7774V Tbootstrap.txt] D~ REMALTREINET,

NAB LT =8 T =R ATy TRET 7 A NVEFRET HIZIE. Cisco C8000V Settings 4~
VarEMEHLET,

Linux VM OEEDOFERIZ-DUTiX,  [Tutorial: Create and Manage Linux VMs with the Azure CLI
20) #BZHLTIEEN,

DA LT—RZTFDHETE (Microsoft Azure)
FA¥R T— b AT T Ty A NET v 7a—RKt+5L, VMAMEREN, &2~ K
WEFENET, KOa<wy FEETLT, K70 F 4 OREIv FEHERLET,

TA VAT BT 4 PHEREL T D00 E ) D ZERT £ 121X, Cisco Catalyst 8000V @ Cisco
IOS XE CLI T showversion 2~ > FE AN LET, & 2L, EX=2V 74 T4 BV A~D
SZHPRRINET,
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https://docs.microsoft.com/en-us/cli/azure/vm?view=azure-cli-latest#az-vm-create
https://docs.microsoft.com/en-us/cli/azure/vm?view=azure-cli-latest#az-vm-create
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/tutorial-manage-vm
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/tutorial-manage-vm

F1EngE |
. WA LT—HREDHSE (Microsoft Azure)

A7 VT RNTanRT 4 Tavy ReFTLIERICE T —BRELENE I D EiERT 51
I, /home/guestshell/customdata” 4 L7 kU ® customdata.log 7 7 A /L ZFM~XET,
scriptnamelog 7 7 A /VIZiE, A7 U 7 MZ X > TSTDOUT IZE(E SN A MRS ILE T,

Python 7’2 /37 ¢ B3ERE L7222 & 9 & fifgad ¥ 5 121%. pip freeze| greppackage-name =~ > R
EANLT, BUEA VA F—L SN TWD Python Xy r—V%FRRLET, BIO /Ny r—
¥ package-name & fR#E L £ 7,

10S DFXE T 1737 1 T Cisco I0OS XE =~ 2 R EH L72E D &R T 5121, show
running-configuration =~ RZ A/ LET, RIZ, ZOa~r FOoHFlZRLET,

Router#show version
Cisco IOS XE Software, Version
Copyright (c) 1986-2020 by Cisco Systems, Inc.

Cisco IOS-XE software, Copyright (c) 2005-2020 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: IOS-XE ROMMON

Router uptime is 1 minute

Uptime for this control processor is 7 minutes
System returned to ROM by reload

System image file is "bootflash:packages.conf"
Last reload reason: Unknown reason

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

License Level: ipbase
License Type: N/A(Smart License Enabled)

Next reload license Level: ipbase

The current throughput level is 250000 kbps
Smart Licensing Status: Registration Not Applicable/Not Applicable

cisco C8000V (VXE) processor (revision VXE) with 2271486K/3075K bytes of memory.
Processor board ID 9MUGS8CATYS8R
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HhABLT—RREDHE (Microsoft Azure)

Router operating mode: Controller-Managed

1 Gigabit Ethernet interface

32768K bytes of non-volatile configuration memory.
8106756K bytes of physical memory.

11530240K bytes of virtual hard disk at bootflash:.

Configuration register is 0x2102

[guestshell@guestshell ~]$ pip3 freeze | grep gpg==1.10.0
gpg==1.10.0
[guestshell@guestshell ~]$

Router#show running-config
Building configuration...

Current configuration : 6982 bytes
|
! Last configuration change at 14:34:36 UTC Fri Nov 6 2020 by NETCONF
|
version 17.3
service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption
! Call-home is enabled by Smart-Licensing.
service call-home
platform gfp utilization monitor load 80
platform punt-keepalive disable-kernel-core
platform console serial
|
hostname Router
|
boot-start-marker
boot-end-marker
|
vrf definition 65528
|
address-family ipv4
exit-address-family
|
no logging buffered
no logging rate-limit
|
aaa new-model
|
aaa authentication login default local
aaa authentication enable default enable
aaa authorization console
aaa authorization exec default local
!
aaa session-id common
fhrp version vrrp v3
|
no ip dhcp use class
|
no ip igmp ssm-map query dns
login on-success log
ipv6é unicast-routing
|
subscriber templating
|
multilink bundle-name authenticated
|
crypto pki trustpoint TP-self-signed-2465303444
enrollment selfsigned
subject-name cn=I0S-Self-Signed-Certificate-2465303444
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revocation-check none
rsakeypair TP-self-signed-2465303444

crypto pki trustpoint SLA-TrustPoint
enrollment pkcsl2
revocation-check crl

crypto pki certificate chain
certificate self-signed 01

30820330
31312F30
69666963
35345A17
4F532D53
30333434
0A028201
E6271C90
7FB71551
E920E77E
CA1F5805
FF609188
4A2A2777C
F729157B
687E5866
301F0603
69301D06
300D0609
73E74D63
F410BF72
3EC87F01
2D004D04
4D8E0097
B0484E26
6056C87D
0B9CE20E

30820218
2D060355
6174652D
0D333031
656C662D
34308201
0100BO2F
34E86882
02CB4DBC
52E62E02
26D50A39
B4677ABO
17E7F720
8C472E40
DFA10203
551D2304
03551D0OE
2A864886
E87A6661
2AAB6D8F
58BFEE33
D11433BF
A29DC365
COFC1D71
8AT76EDLA
AA5927C4

quit
crypto pki certificate chain
certificate ca 01

30820321
32310E30
6F204C69
3834375A
43697363
526F6F74
82010A02
CBB4C798
1C394D78
4ARA4EB80D
7390A3EB
68E69491
C7479096
C55F0D76
DFC7C6CF
06300F06
4B3D31E5
03820101
604EDCDE
D98987BF
467A3DF4
7CATBTE6
S5FBODAO6
80DDCD16
418616A9
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30820209
0C060355
63656E73
170D3338
6F312030
20434130
82010100
212ARA147
462EF239
DB6FD1C9
2B5436AD
20F320E7
B4CB2D62
61F9A4CD
04DD7FD1
03551D13
1B3E6AL7
00507F24
FF4FED2B
E40CBDYE
4D565700
CLlAFT74F6
B92AFETF
D6BACECA
4093E049

A0030201
04031326
32343635
31303631
5369676E
22300D06
AD33A0FF
822C8D71
64089D2F
1979F800
33F264D6
FBBE77F2
2007A6B6
78A4E6BE
010001A3
18301680
04160414
F70D0101
DC839037
1406B352
0DA222DB
69337D90
11E8B386
91B19B70
68FB76F5
7AD13C28

A0030201
040A1305
696E6720
30353330
1E060355
82012230
A6BCBD96
C655D8D7
C659F715
60B1lFD18
C847A2C5
948E71D7
EA2F505D
3D992327
02030100
0101FF04
606AF333
D3932A66
7TTFC460E
1AECAOC2
6ADFOF0D
152E99B7
494E8A9E
EEBC7CF9
4D10AB75

TP-self-signed-2465303444

02020101 300D0609
494F532D 53656C66
33303334 3434301E
34333335 345A3031
65642D43 65727469
092A8648 86F70D01
0C50D3F2 DO6CFDC6
E4BAC29D 85285258
8DBB6C4A D3E2F112
3D13601F 27C42F81
1AD485A0 8EB45882
359EA002 EI1A5D37D
A7C7296F DOCD2707
70471018 4B62EE36
53305130 0F060355
14ABBD00 3D02C6EL
ABBDOO3D 02C6E177
05050003 82010100
DODBO8DO 33C4993C
FE6B5365 CCATE094
0A1BA130 OACO1F1lF
117A86ED 2CF57A49
891C310E F19EDF6D
221E1AIA 090F8EAL
956C6B50 7EFA9D8C
58C6E920 76E36475

SLA-TrustPoint

02020101 300D0609
43697363 6F312030
526F6F74 20434130
31393438 34375A30
04031317 43697363
0D06092A 864886F7
131E05F7 145EA72C
9471380D 8711441E
B98COA59 5BBB5CBD
FFC69C96 6FA68957
DAB553EB 69A9A535
AE3BCC84 F10684C7
C7B062A4 6811D95B
A8BBO3BD 4E6D7069
01A34230 40300E06
05300301 O1FF301D
3D3B4C73 E8300D06
86025D9F E838AE5C
CD636FDB DD44681E
2189BB5C 8FA85686
CF835015 3CO4FF7C
B1FCF9BB E973DE7F
07B85737 F3A58BEL
8428787B 35202CDC
27E86F73 932E35B5

2A864886
2D536967
170D3230
312F302D
66696361
01010500
F3CB73BB
51E748E1
8EL6E71F
483BFB34
FC97DCA2
EA895FF3
8C7C9690
48193FCA
1D130101
7706FA96
06FA9629
40C60BFO
EC326432
96980FC7
FDBF2085
AD7DA227
DI9B3EALE
3A5FCA4FD
90EA910F

2A864886
1E060355
1E170D31
32310E30
6F204C69
0D010101
2CD686E6
1AAF071A
OCFEBEA3
A2617DE7
58E9F3E3
4BCBEOOF
E8250FC4
7CBADF8B
03551D0OF
0603551D
09228648
6D4DF6BO
3A5673AB
CD98B646
21E878AC
S5BDDEB86
1A48A229
60E4616A
8862FDAE

F70D0101
6E65642D
31313036
06035504
74652D32
0382010F
4070D649
8CI9FB2C5
FE70D102
697F1C20
106C8FAD
92732A2B
F86B0642
062DBO9F
FF040530
29B037A8
BO37A858
2184CF86
E3573D1B
A4BT77TA02
D41EFA45
129E53DF
E26ABDBD
A4EF36CD
187EBD13

F70D0101
04031317
33303533
0C060355
63656E73
05000382
17222EA1
9CAE6388
700A8BE7
104FDC5F
COBD23CF
539BA42B
5D5D5FBS8
DF5F4368
0101FF04
0E041604
86F70D01
49631C78
9093D3B1
5575B146
11BA9CD2
C71E3B49
C37C1lE69
B623CDBD
0275156F

05050030
43657274
31343333
03132649
34363533
00308201
EO7D16CE
12242R22
F59862A3
3952626A
8CDBCOE6
63465DFD
1BA9F28C
38BC420B
030101FF
583E7B2E
3E7B2E69
08CACB66
EC3B42AF
49CB8CO1
TA4CTESE
55E12E03
EF82D8E9
EFD2F1F4
OBF76E5A

0B050030
43697363
30313934
040A1305
696E6720
010F0030
F1EFF64D
8A38E520
D8F256EE
EA2956AC
58BD7188
42C68BB7
8F27D191
95135E44
04030201
1449DC85
010B0500
240DA905
6C9E3D8B
8DFC66A8
55A9232C
1765308B
39F08678
230E3AFB
719BB2F0

F1oEE |



HRELT—HFZEDHE (Google Cloud Platform) .

D697DF7F 28
quit
|

license udi pid C8000V sn 9MUG8CATYS8R

diagnostic bootup level minimal

memory free low-watermark processor 69848

|

!

username admin privilege 15 secret 9

$14$vKLISyfnFiRid1KJIg9. $40bKgKyy4TsoUs0sJ2t3HXPNA3XjYWRBnnYKBwVeJrw
|

redundancy
|

interface Loopback65528
vrf forwarding 65528

ip address 192.168.1.1 255.255.255.255
|

NRALT—RERFEDHEE (Google Cloud Platform)

HABNT =LA VT N EiTT 5L, VMBMER S, SREa~Y RRETINET. [FH
U2 EEMERTHICIE, WOavr KA VT MEHERALET,
« show version : Cisco Catalyst 8000V A > A % > 2@ Cisco IOS XE CLI T7 A &> A7 m /X

T4 DHERE LT 8 9 D ETER T HI2i%, showverson =~ REA N LET, 7-& %
. EX a2 VT 4T RA~DERAHCERINET,

c AT VT NTaNRT 4 Ta<vy REFITLERIZZ T —RRELENE ) DEHRT DI
IZ. /bootflash/<cloud>/ 7 4 V7 hVU @ customdata.log 7 7 A LV EFHET,
scriptnamelog 7 7 A VIZiX, A7 U 7 MZ &5 T STDOUT I35 S d MR 1FEE N
\i—a—(}

* Python TORT A PEBE LT E DD EIERT AIZIE, T ARG pip freeze |
grep <package-name> X< K& AJIL T, BEA VA P—LENTN5D Python Ny r—
VEFRLET, Z 2T, packagenameld, FHIMKRT Ly r—VERBLET,

« I0S X E 7' 1 /37 1 T Cisco IOS XE =2+ > RZ MR %121, show running-configuration
a~v s REFETLET,

FfA—5EFE—FTOTAEARE

2> hr—F (SD-WAN) £ — K T Cisco Catalyst 8000V DT A ¥ % &4 E177 55 E1%
vManage 7» & # 7 > 11— R L 7= ciscosdwan_cloud init.cfg 7 7 A L OWNEZIRE T D HLEH B?J 0

w8
ay bu—7%— RV X DA, £ 703 Cisco SD-WAN HEEE T Cisco Catalyst 8000V %
T —bhA LT v 7T B85, [nstall and Upgrade for Cisco Catalyst 8000V Controller Mode ] %

ZHMLTLEEN,

F1toxe I


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/m-unified-image-install-upgrade.html

F1EogE |
B L —soune—re7qengrorz

\)

(GE)  Cisco CSP-5000 /™A 73— 34 Y THEIT XL TV 5 Cisco Catalyst 8000V A > A X L ADE |
[Day Zero Config] Hiifi TaXEZ AT 25515, ROBREHER L T30,

* [Source File Name] : Z® 7  —/L RO % day0 ciscosdwan_cloud init.cfg DFZATAJI L
i j—o

« [Destination File Name] : Z 7 4 —/L KDl % day0-dest-filename
/openstack/content/ciscosdwan_cloud_init.cfg DX TAT L F 9,

() SD-WANJERXOFRE TiX, KUDOEEIFIZ confd N ELZ IEFICHEA TER2WEA, Ry 7 &
TIETA B CREMEIEL CWORWABEMENRH Y £9, Ziud, v 7oA 2 SSH BB 2R
NV 7757 REETIIFICREETY, Yot Ya = ZIBICERRE LEREI1T, &
EREEICHR L TLIEEN,

I—3OFEE—FETAEAOHZTEDER

IOSXE 174 LDV U —RAZEFICEREI1ZT v 77 L— RSN E I D EiERT 51
IZ. showversion 2~ FEFETLET, ZO0a~vwr REA VAFZ L ADNR—V 3 L HFR

L. operating device-mode /X A — # | Cisco Catalyst 8000V - > A X L ANRFEITIN TV D
E—RFERRLET,

BH1#E— K TO Cisco Catalyst 8000V 1 > X 2 > X MR TE H S5l

Device# show version | inc operating
Router operating mode: Autonomous

Device# show platform software device-mode
Operating device-mode: Autonomous
Device-mode bootup status:

Device# show platform software chasfs r0 brief | inc device managed mode
/tmp/chassis/local/rp/chasfs/etc/device managed mode : [autonomous]
/tmp/fp/chasfs/etc/device managed mode : [autonomous]

Device# show version | inc Last reload
Last reload reason: Enabling autonomous-mode

B Frtoxe |



s<xeonzsum i

F<HFELONHEM

Q.

A.

> O

I FE TCiscolOSXEA A—Y&aFHLTWELE, Zandb EoT— FE2ERTIEX
WTL X 9D

Z #UE T Cisco 10S XE universalk9 f A —T % L T4 1%, IOSXE 174 4 A—Y
ZEEL, BfEE—REHBLET,

Cisco Catalyst 8000V 17.4 U U — R |27 v 77 L— K555, 77— A N7 v 7REEE
ETHVNENH D ET 0,

BEfFDIE SD WAN 2 —H—TH Y, I0OSXE174 VUV —A (HEEE—FR) 7 v 77 L—
RTD5E8F, 7Ty 77— REEEFITCTEET, TA B EIEI AT LT —X D%
ExEHEFTTHOMEEXH Y FH A,

Microsoft Azure ¥ 721% Google Cloud Platform T3{T S 41TV % Cisco Catalyst 8000V A > A

X ADE ., T3 A, Cisco Catalyst 8000V A > A X A &) TR E Liz & 2
ELTZAARZ LT —2EERLET,

AWS TIHATE TV 5 Cisco Catalyst 8000V A > A X ZADPE T/, AT 7 T 7 R
=R TN BN HAZ LT =2 RGELET,

T FERUIDER I, DAZ LT —ZHREITLE IR0 ET D
BFORET —Z BHIBRSNET, A v A P—ADLE LRI, 77— AT v
ERFIH AL LT = FREEFEITT HDLEN DY £,

WHRRE~D Y &y Mg, DAZ LT —=2EE D0 T,
WHRE~D Y vy FEFITT0E T4 A7 LOREL 7 7 A NVPHEESNET, V—
ZITHHRA VA P—= DX ITEB L, WYRGHTCTHIR Y 7 A V2R LES, 2077
vasilioT, F—FBIUOBEETIREDRESNET,

PayG 7 A & A %&f#H L T Cisco Catalyst 8000V 1 > A ¥ A& /LE DT — N CREH T
3 av/E

PayG 74 B AET NV EZMHHT H34A . Cisco Catalyst 8000V A L AKX L A%y hr—
FE—RCTRERLEZY, 20 he—JF— NIV EX7ZVTHZ LILTEEFAL, 20O
T KL, PayG 54 £y AEFAEPH— kL TR A

F1toxe I



F1EogE |
B ~<seonzEm
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



