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Cisco I0S XE 17.10.1a LA, Secure Real-time Transport Protocol (SRTP) 7 = 7 /v h— £ HE A
B (DTME) A v 2 —T—F% 7%, RAZL—F—FDOY 7 h7 =7 MTP THHR— | &
NTHWET, SMTP 3L F 27 a— LD DIMF A VX —TU—% 7 &Y R—KhLET,
7o, ZOMRBIZS BICEX 27 2—/L®D SRTPDTMF A > ¥ —TU—F%  J VKR — s LET,

Z OEEED CUCM HalR— NI, 5% DV U —ATHEREIND TETT,

SRTP-DTMF 1 > 32— —X > 5 DHIFNEIE
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A (SSRC) #H¥AR—FLTWEHA,
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1. enable
2. configure terminal
3. scep local interface-type interface-number [port port-number]
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4. scep cem {ipvd-address | ipv6-address | dns} identifier identifier-number [port port-number]

ver sion version-number
scep
SCCp ccm group  group-number

© o N® O

10. trustpoint trustpoint-label
11.  codec codec

associate ccm identifier-number priority number
associate profile profile-identifier register device-name
dspfarm profile profile-identifier {conference| mtp | transcode} [security]

12. maximum sessions {hardware | software} number

13. associate application sccp
14. noshutdown

FEDEEHE

FIE
ARV KRFEEET7I 3 E]:g]

ATw 1 |enable FiWE EXEC E— RZAMCLES, 7ro 7 bR
i - BRINTZHNRAT—REANLET,
Router> enable

25w 72 |configure terminal Jua—)ar7 4 Xal—3i gy EB— NEEG
B - LET.
Router# configure terminal

ATw 73 |sceplocal interface-typeinterface-number [port CiscoUCM |24k 2 7= IZSCCP 7 7V r—3 5

port-number]

1 :

Router (config)# sccp local gigabitethernet0/0/0

v (FTrRa=F 4 T EEH) MERT D,
O—HNA B —T oA AELBEIRLE T,

e interfacetype: 1 > X —7 = A AT RV AE T
WA o F—T 2 AT FLA (A —%Ry
&),

« interfacenumber : Unified CM (28¢5 7= 91T
SCCPT7 7Y r—a UMIMEHT S A 02—
Tz A RAE 5,

+ ({EE) port port-number : ZIR L7=A > & —
7z A ATHHATHHR— hEE, AR
PHIZ 1025 ~ 65535 T, 7 7 4 /L FE 2000 T
ﬁ‘o
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RFw 74 |scepcem {ipvd-address|ipv6-address| dns} identifier | i FHrjaE72 3 —/ —D U & |Z Unified CM H—/3—
identifier-number [port port-number] version ZEIL. RONT A—2ERELET,
version-number

« ipv4-address : Cisco UCM H—/S—® [P 73—
2K Yar47 FLA,
Router (config)# sccp ccm 10.1.1.1 identifier 1 . ipv6-addreﬁ - Cisco UCM ‘H-»——/{»—O) P /N —
version 7.0+ s .
Tarer KL A,
« dns: DNS %,
« identifier : Unified CM Y—/3\— %3559 2 %
5o 1 RTRE 7R EPHIL 1 ~ 65535 T,
s port port-number (f£&) : TCPAHR— &5,
T ATREZR A PHIT 1025 ~ 65535 T, T 7 4V
k& 2000 T,
« version version-number : Unified CM D/ 3—3 3
Yo ARhe =T 3 0%, 3.0, 3.1, 3.2, 33,
4.0, 4.1, 50.1, 6.0, BLW®T70LLLETT,

ATy S5 |scep SCCPEIVE#HT 7Y r—r gy (T Aa—
il - TA TR EAMCLET,

Router (config) # sccp

AT 76 |Sccpcem group  group-number Unified CM 7 /L — 7" % {Ep L, SCCP Unified CM =
i - V74 Falb— gy E—REHBLET,

+ group-number : Cisco Unified CM 7' /L — 7" % il
Router (config) # sccp ccm group 10 %IJLiﬁ‘ J@)ﬂﬂ‘ﬁgiﬁ%ﬁli 1 ~ 50 ,C_a_
XFw 77 |associateccm identifier-number priority number | Unified CM % 2V — FICBEfHT T, Z—T7HN
5l - DN 2 FE L E T
« identifier-number : Unified CM ik, 1wl
Router (config-sccp-ccm) # associate ccm 10 2 fofs ~ <
priority 3 REZRFEDHIT 1 ~ 65535 T,
« priority number : Unified CM 7 /L — 7N ®D
Unified CM OESENERT, it H FTREZ2 EEPHIX 1
~4TY, HbEWERIEMIZ 1 TT,
ZFw S8 |associateprofile profile-identifier register TN T I Tak v (DSP) 77— AT R

device-name

&1
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7 7 A )% Unified CM 2 /L — 7\ BdfH i £ 9,

- profile-identifier : DSP 7 7 — A7 2 7 7 A /L,
1 FTRE 7R FEPHIX 1 ~ 65535 T,
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Router (config-sccp-ccm) # associate profile 1
register MTP0O11

s register device-name : Unified CM D7 /31 A
Ko T ALIFRK IS LFETANTEE
ﬁ—o

XTFw 79 |dspfarm profile profile-identifier {conference| mtp||DSP 77 —L4 B 757 AL a7 4 X2l — 3
transcode} [security] v E— F&ZBMB L. DSP 7 7 — AP —E 2D 1
1 T ANEERLET,
ot o seeneem)  dent e 1 « profile-identifier : 7' v 7 7 A L& —E(ZFkAI3
outer (config-sccp-ccm) spfarm profile mtp 5%%0 lﬁﬁﬁﬂﬁgfﬁiﬁli 1 ~ 65535 VC‘\ 5‘_
THINVRNEHY EHA,
s conference : XFEHO a7 7 A L EBZL
ij‘o
emtp : MTPFHDO 7 10 7 7 A LV EFNZ L ET,
stranscode: F T Aa—FT 4 T HAOT BT 7
ANERIMZLET,
esecurity (f£8) : EX =27 DSPV 7 —LAH—
E2AHOT v 7 7y A NVERMNZLET, xiEH]
DFEMZHONWTIE, Y7 h 7 =7 MTP 7R —
NOBRER (6-X—) OHEESBLTLIE
W,
AT 710 |trustpoint trustpoint-label (fEE) I ARRA L F2DSP 77 —L4 71
4 - 7 7 A WA EEEAH T £,
Router (config-dspfarm-profile)# trustpoint
dspfarm
AFw 711 |codec codec DSP 77 —Ah Fu 77 A NLTHR—hENDHa—
. T U EiRELET,
Router (config-dspfarm-profile) # codec g7llulaw * codec-type : BN a—T v 72 BELE
T, PR —hEhda—7 v 7DV R NEFRR
TAHIZE. 22 ASILET,
PR—bhShda—FTyr7 2L, ZOFIEE
MK LET,
AT w712 | maximum sessions {hardware| software} number IO T ANLTHR—FENAEKREY g

51

Router (config-dspfarm-profile) # maximum sessions|
software 10

BaefElLEd,

e hardware : MIPN— R 7 =7 ) V— AR —
oty a0k,
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B o roz7 v vf—romEs
ARV RFERETI3Y EL:Y
s software: MTP Y 7 h U =7 U YV — AR HR—
rTAEy a0,
snumber : BT 7 AL THR—FENDHEY
va O, BRI 0 ~x T, 7
74V ME0 T, x DI, U Y —AFaN
A Z—THEAFEER Y Y —ZAOHUIE LT, HE
ITHRFIZIRE SIVE T,
AT 713 |associate application sccp SCCP % DSP 7 7 — A 7' 7 7 A JWIC BT £
1) kK
Router (config-dspfarm-profile)# associate
application sccp
AT 714 |noshutdown AUVHE =T 2 ADAT—H A% UPIRREIZEH L
1 - =7
Router (config-dspfarm-profile) # no shutdown

Y2 ko7 MTP HR— FDERTEH

. MTP ¥ D + 5 = 7HHKR— b DF

WO FIIE, Cisco Catalyst 8000V T /3A ATHY 7 v =7 MTP YR — hREDH T4,

sccp local GigabitEthernetl
sccp ccm 9.35.46.100 identifier 1 priority 1 version 7.0

sccp ccm group 1

bind interface GigabitEthernetl

associate ccm 1 priority 1

associate profile 10 register SWMTP1
associate profile 1 register c8kvsmall-mtpl
associate profile 2 register c8kv-sec-swmtpl
|

|

!
dspfarm profile 1 mtp

codec g7llulaw

maximum sessions software 20000

associate application SCCP

W, ¥ =7 7% dspfarm 710 7 7 A )L Z&f# ] L7 SRTP-DTMF A > % — U — % o JHERE D%
EFlZ R LUET,

sccp local GigabitEthernet0/0/0

sccp ccm 172.18.151.125 identifier 1 version 7.0
sccp

I

sccp ccm group 1

bind interface GigabitEthernet0/0/0

associate ccm 1 priority 1

associate profile 1 register Router
I

)4?
it



| MIPYT Y7 9R—

DERTE
v ko z7 mp4t— oz [

dspfarm profile 1 mtp security
trustpoint IOSCA

codec g7llulaw

codec pass-through
tls-version v1.2

maximum sessions software 5000
associate application SCCP

)

GE)  dspfarm 7R 7 7 A NRA—TFT VT RAA)NL—TT R EY 3 =7 S TNT, TLS BL Ok

X2 VT A BEEORENR WS, SRTP 77 4 v 77X SMTP J Y — R Z @i CTXE T,
SRTP-DTMF A > & —U —F% L VDY R— N2 UhBEBELTLH 8T 7 4 v 7 7a—0E1L, SMTP
dspfarm 7' 7 7 A JUIZIE security ¥— U — K& TLS B L O 2 —TF v 7 NA R VL—FKE L G
LHUENRHY FT, ZOdspfarm U YV — A7 w17 7 A VL, SRTP-DTMF A > % —TU —F 7
PAR— MR, SRTP N7 7 4 v 7 ZlmIELHZ b TEET,

YJ I\rb iy 4 MTP -U-/_I_:_ I\O)ﬁEn'b\

Cisco Catalyst 8000V 7 /3 A 2 T SWMTP OH AR — N IEFICRE SN TWEHENE ) D a R
5120, showscep 2~ > REFEITLET,

Router# show sccp

SCCP Admin State: UP

Gateway IP Address: 10.13.40.157, Port Number: 2000

IP Precedence: 5

User Masked Codec list: None

Call Manager: 10.13.40.148, Port Number: 2000
Priority: N/A, Version: 6.0, Identifier: 1
Trustpoint: N/A

dspfarm 7’11 7 7 A )V & ST HI21E. show dspfarm profile 2~ > R&FAT L £ T,

Router# show dspfarm profile 1
Dspfarm Profile Configuration

Profile ID = 1, Service = MTP, Resource ID = 1
Profile Service Mode : Non Secure

Profile Admin State : UP

Profile Operation State : RESOURCE ALLOCATED
Application : SCCP Status : NOT ASSOCIATED
Resource Provider : NONE Status : NONE
Total Number of Resources Configured : 20000
Total Number of Resources Available : 20000
Total Number of Resources Out of Service : 0
Total Number of Resources Active : 0
Hardware Configured Resources : 0

Hardware Resources Out of Service: 0
Software Configured Resources : 20000

Number of Hardware Resources Active : O

Number of Software Resources Active : 0

Codec Configuration: num of codecs:1

Codec : g7l1lulaw, Maximum Packetization Period : 30
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¥ 27 dspfarm 70 T 7 A VD AT —Z X D IE R A LT 2 12iX, showdspfarm profile
a<w s REFHLT, EFaT7 P —ERE— FRRESNTNDSZ L EMRELET,
Router# show dspfarm profile 2

Dspfarm Profile Configuration
Profile ID = 2, Service = MTP, Resource ID = 2

Profile Service Mode : secure
Trustpoint : IOSCA

TLS Version : v1.2

TLS Cipher : AES128-SHA

Profile Admin State : UP

Profile Operation State : ACTIVE
Application : SCCP Status : ASSOCIATED
Resource Provider : NONE Status : NONE

Total Number of Resources Configured : 8000
Total Number of Resources Available : 8000
Total Number of Resources Out of Service : 0
Total Number of Resources Active : 0
Hardware Configured Resources : 0

Hardware Resources Out of Service: 0
Software Configured Resources : 8000

Number of Hardware Resources Active : 0
Number of Software Resources Active : 0
Codec Configuration: num of codecs:2

Codec : pass-through, Maximum Packetization Period : 0

Codec : g7l1lulaw, Maximum Packetization Period : 30

TV RARA > ME O 3 — Ve & e 3 5 1Z1%, show scep connection details =1~ > K% 1T
LET, Zoavy NI, el BRI LS 2 R LET, Zu, RENOK%
DT IT 4 Tl a— Ly Il > CTORENET,

Router# show sccp connection details

bridge-info(bid, cid) - Normal bridge information (Bridge id, Calleg id)
mmbridge-info (bid, cid) - Mixed mode bridge information (Bridge id, Calleg id)
sess_id conn_id call-id codec pkt-period dtmf method type bridge-info
mmbridge-info srtp cryptosuite dscp
call ref spid conn_id tx (bid, cid)
(bid, cid)
16782237 16777254 110 g71llu 20 rfc2833 pthru rtpspi (40,0
N/A N/A 184
29751839 16777216 -
16782237 16777253 109 g71llu 20 rfc2833 report rtpspi (40,0
N/A N/A 184

29751839 16777216 -
Total number of active session(s) 1, connection(s) 2, and callegs 2

SMTP & % = 7 DTMF O 54, show scep connections 2~ > KX —7 v 7 # A 7 (pass-th) .
SH#A7 (smtp) . BLODIMF A v R (rfc2833 pthru) ([ZRHT A fEHREZEZ R L ET,

Router#sh sccp connections

sess_id conn_id stype mode codec sport rport ripaddr conn id tx
dtmf method

16791234 16777308 s-mtp sendrecv pass_th 8006 24610 172.18.153.37
rfc2833 pthru
16791234 16777306 s-mtp sendrecv pass_th 8004 17576 172.18.154.2
rfc2833 report

Total number of active session(s) 1, and connection(s) 2
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RTP ##¢l2 B~ 5 1 2 £~ 5 121%, show rtpspi call =~ K& LET,

Router# show rtpspi call
RTP Service Provider info:

No. Callld dstCallId Mode
1 22 19 Snd-Rcv
2 19 22 Snd-Rcv

LocalRTP
7242
18050

RmtRTP LocallIP RemoteIP SRTP
17510 0x90D080OF 0x90D0814 0
6900 0x90D080OF 0x90D080OF 0

SRTPDTMF A v X —U =% TINT 7T 4 Tl >TWBEE, SRTP 7 4 —/L RiZii¥ e

LS DIEDR TR SN ET,

Router# show rtpspi call
RTP Service Provider info:

No. CallId dstCallId Mode
1 13 14 Snd-Rcv
2 14 13 Snd-Rcv

LocalRTP

8024
8026

RmtRTP LocalIP RemotelIP SRTP
18270 0xA7A5355 0xAC129A02 1
24768 0xA7A5355 0xAC129925 1
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