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[Create a Resource] 22 U 7 L, Cisco Catalyst 8000V DJEBH A L C, [Enter] ZH L F3, AT A
I3, DMVPN O b7 > h VNET 7> 7 L— R ERB L TERLET,

[Transit VNET DMVPN] > [Create] Zi3#4R L 97,

[Basics] i T, KA~ > D4R, 7Yy F VNet N7 D4R, BLR2—H—ZE AT LET,

(G¥) [Transit VNet Name] [ZI13/NCFDOHEFEH L TS0,

[Authentication Type] K12 v 7' # 7> U A kv, [SSH Public Key] 38R L £7,

NRAT— REHREL, RIS AT—REHEADILET,

[SKU] Rr v X7 A NP, #@ERA A==V a UERIRLET,

[Location] Rz v 7# 7 U A ki, TVNET NT#ERTEZ) —Va 01 28R L ET,

Cisco C8000V DFEEN—C, EZ{TV E T, Cisco Catalyst 8000V DF%E DFEMIIZ OV TIL,  Deploying

the Cisco Catalyst 8000V on Microsoft Azure] =7 > a v &SR L TL 72 &0,

FZ7 Yy b VNet DFRE T, IROBRELZITWVET,

a) [TVNET Storage Account] (£F¥— 7 — R [strg] 28BN TPy P VNet&LICHKTHA FL—
VTAT S MTT, AR—7 OERFICZ OEPLETT, 207 44—/ ROEIZEBATI S
F9, L, 207 4 — L ROMEIIRETE 7,

b) [Private TVNET Storage Account] CHF —DRIFIZHERA M L—U T A7 MEEBRLET, 20
74—V X, A= MR =7 —DRERICKLETT,

¢) [DMVPN Tunnel ID] {Z9_T® Cisco Catalyst 8000V T /XA A (N7 & RAR—27 D J5) Thr v
HRET DO END R LD ID T,

d) [DMVPN Tunnel Key] 1% 6 ~ 8 HiDHUED b > Rr/F—TT,

e) [IPSEC Tunnel Authentication]

f) [IPSEC Tunnel Cipher]

g) [IPSEC Shared Key] (% b > RV ZFRFET 720D F—1U — KT,
h) [DMVPN Tunnel Network] | DMVPN O A4 — _R—L A IR SND b Fry hT—27 TT,
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[Summary] B[ CT/8T7 A —F ZfER L, [OK] 27 Vv 7 LET,
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/U [Deployment Succeeded] &9 A v E—UNRRINET,
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LET,
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[Create] 7 V v 7 LT,
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[Basics settings] i T, IROXEDFEMAIEEL TWDHZ L 2R L ET,

a) [Filename] TZ D7 4 — /L NIZ M T ¥ v |k VNet DARTZFEE L 7,

b) [Transit VNet Storage Name] i%, 7D TVNET A L —U T A7 FOEEFR U TT, ZDL4HI
L. F—U— K [lstrg)] DiBMESNTe b7 Yy b VNet AICHK L ET,

c) [StorageKey]IZ7T 7 & A9 5IT1%, [publicHub] ##%E L T2 YU 7 L, [AccessKey| A 7> a &7
Vw7 LET,

[Basics Settings] i CLOEAFXE L, [OK] 227 U v 27 LET,
Cisco Catalyst 8000V OFREME T, 74 —/V RERET D0, TOEEIZT L0 (F 74/ M) &
RTEET,

INT A —H DOFHNZ OV TIE,  THowto Deploy a Cisco Catalyst 8000V on Microsoft Azure] 2L C< 72
Sy,

GE) AIHMEY — 1%, MicrosoftAzure DT _XTPH Y —V 3V CERERERIITR—FENTWEEA,
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[Virtual Network] DEICdH HKHIZ 7 U > 7 LTRIER y U —27 OfEZfREL, [OK]Z27 U v 27 LE
R

[Address Space] 7 - —/L RiZ, Classless Inter-Domain Routing (CIDR) FEilzHH L C, ALY hU—
7 DT RLRAEATILET,

(G£) VNET CIDR (X, TVNET-HUB ® Cisco Catalyst 8000V 7 /XA A (ZHH SN HWELIP 7 R L A DY
7% v hERLET, CIDR 70w 7 L@, 22500249 7%y MZELIZYH TRy MEEh 5
N6 7%y hTF, £V 7%y FORFIDIHODIPT KL AL, Azure /b— F T — 7 LB LF
OO —EARICTREINET, IPEV LIV TRy FOAFEBOIP 0 LIAE D . BICE
DUTHENERTY w7 IPICHBMIC~ vy 7 EnNET, N7 U v 7 IPIFA v F—F Y b~
DT 7 A& AHREICT D725, DMVPN U 4D NBMA 7 KL R |27 0 £9°,

[Configure the Subnets] DEEIZH D KA 27 Y v 7 L, [OK] %7 U > 7 LET,

[Summary] B T, RESNINTA—FEHALET, 7o 7 L— R ERIELEL, [OK| 22 Y v
L/iTO

[Create] 7 U v 7 LT, TVNet AR —2 YV Ja—a rEEELET,

GE) BT 2BIMDAR—27 T2, FIE1 ~ 10 I8V ET,
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WD a< Rix, AR—270 bF Yy b VNetHubl ~® DMVPN bk > /L% IEHIZHESL L,
EIGRP /b — | % Transit VNet Hubl L QA TE L L AR L TWET, ZOV Y a—T a3 (C
XV, DMVPN 7 = — X3 ODEETH D NHRP > a— b v NAAL v F U TINEHZRD £
T, ZHNBHDa~ K% Transit VNet Hub2 TEE479 5 &, 22~ > RH /I3 Transit VNet Hubl
ERERICZ2 0 4, Zhid, AR—=Z RGO RT3 b VNet /27 @ Cisco Catalyst 3000V
~ODMVPN b > % /L& IEFICHESL L, EIGRP/V— h & W DT L IEFICAHLT-Z & 2R
LTWET, "7, B WemdbiDilT I/ T47-T 77 47— RCREEINET,

show ip interface brief A~ FEZEITLET,

i

Transit-Hub# show ip interface brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernetl 10.1.0.4 YES DHCP up up
GigabitEthernet2 10.1.1.5 YES DHCP up up
Tunnelll 172.16.1.1 YES TFTP up up
VirtualPortGroup0 192.168.35.1 YES TFTP up up

pl-tvnet-csr-1+#

HEHITOBAFT R INTODESITERE LTLEESY, Zhud, PrRABBEBL WA Z EERLT
WET, YATANZOREHNC R RAEZFRLARWVESIT. ¥ A R =/LIZBEI LT TVNet 12 2/
%%%?é%%ﬁ%@i#awwlmﬂ?VP%iﬁbf\ﬂWm@nﬁKT&ﬁxbiTo

AR—T B D 250 DMVPN #6:D IKE ¥ v 33 U & E/RT DIZ1E. show crypto isakmp sa I K&
FATLET,
i -

Transit-Hub# show crypto isakmp sa
IPv4 Crypto ISAKMP SA

dst src state conn-id status
10.1.0.4 168.62.164.228 QM IDLE 1042 ACTIVE
10.1.0.4 40.114.69.24 QM IDLE 1043 ACTIVE

IPv6 Crypto ISAKMP SA

AR—=T NEHD 2 50 DMVPN ##:D IPsec T v a U ZE AT HITIE. show crypto session IV K%
FEITLET,

51

Transit-Hub# show crypto session detail

Crypto session current status

Code: C - IKE Configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsulation
X - IKE Extended Authentication, F - IKE Fragmentation

R - IKE Auto Reconnect, U - IKE Dynamic Route Update
Interface: Tunnelll

Uptime: 1w3d
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Session status: UP-ACTIVE
Peer: 40.114.69.24 port 4500 fvrf: (none) ivrf: tvnet-Tun-11
Phasel id: 12.1.0.4
Desc: (none)
Session ID: O
IKEvl SA: local 10.1.0.4/4500 remote 40.114.69.24/4500 Active
Capabilities:DN connid:1043 lifetime:18:32:04
IPSEC FLOW: permit 47 host 10.1.0.4 host 40.114.69.24
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 32 drop 0 life (KB/Sec) 4607996/3474
Outbound: #pkts enc'ed 32 drop 0 life (KB/Sec) 4607998/3474
Interface: Tunnelll
Uptime: 1w3d
Session status: UP-ACTIVE
Peer: 168.62.164.228 port 4500 fvrf: (none) ivrf: tvnet-Tun-11
Phasel id: 11.1.0.4
Desc: (none)
Session ID: O
IKEvl SA: local 10.1.0.4/4500 remote 168.62.164.228/4500 Active
Capabilities:DN connid:1042 lifetime:18:02:01
IPSEC FLOW: permit 47 host 10.1.0.4 host 168.62.164.228
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 32 drop 0 life (KB/Sec) 4607970/2427
Outbound: #pkts enc'ed 32 drop 0 life (KB/Sec) 4607982/2427

ATV T8 show dmvpn 22 REZEITL T, F XA ZAD DMVPN D AT — X AZFKx LET,
1 -

Transit-Hub# show dmvpn
Legend: Attrb --> S - Static, D - Dynamic, I - Incomplete
N - NATed, L - Local, X - No Socket
Tl - Route Installed, T2 - Nexthop-override
C - CTS Capable, I2 - Temporary
# Ent --> Number of NHRP entries with same NBMA peer
NHS Status: E --> Expecting Replies, R --> Responding, W --> Waiting
UpDn Time --> Up or Down Time for a Tunnel

Interface: Tunnelll, IPv4 NHRP Details
Type:Hub, NHRP Peers:2,
# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb
1 40.114.69.24 172.16.1.137 UP 1w3d DN
1 168.62.164.228 172.16.1.147 UP 1w3d DN

ATY TS5 show vit AV REFITLT, b7V v b VNet EOFEAR—I NHDORFN— b EFRRLET,

11 -

Transit-Hub# show vrf
Name Default RD Protocols Interfaces
tvnet-Tun-11 64512:11 ipv4 Tull

X7_"‘Jj°6 show ip eigrp vrf <vrf-name> neighbors I ¥ ./ K% 47 L C. EIGRP FAN—DAT—H A TR LFE
ﬁ—O

B -

Transit-Hub# show ip eigrp vrf tvnet-Tun-11 neighbors
EIGRP-IPv4 Neighbors for AS(64512) VRF (tvnet-Tun-11)
H Address Interface Hold Uptime SRTT RTO Q Seq
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(sec) (ms) Cnt Num
1 172.16.1.137 Tull 14 1w3d 13 1398 0 12
0 172.16.1.147 Tull 10 1w3d 12 1398 0 12

show ip route vrf <vrf-name>VRF I ¥ FZEITLUTCVRFIZEAEDNLV— 2R R LET,
1 -

Transit-Hub# show ip route vrf tvnet-Tun-11
Routing Table: tvnet-Tun-11
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP
a - application route
+ - replicated route, % - next hop override, p - overrides from PfR
Gateway of last resort is not set
11.0.0.0/24 is subnetted, 2 subnets

D EX 11.1.0.0 [170/26880256] via 172.16.1.147, 1lwld, Tunnelll

D EX 11.1.1.0 [170/26880256] via 172.16.1.147, 1lwld, Tunnelll
12.0.0.0/24 is subnetted, 2 subnets

D EX 12.1.0.0 [170/26880256] via 172.16.1.137, 1lwld, Tunnelll

D EX 12.1.1.0 [170/26880256] via 172.16.1.137, 1lwld, Tunnelll
172.16.0.0/16 is variably subnetted, 2 subnets, 2 masks

C 172.16.1.0/24 is directly connected, Tunnelll

L 172.16.1.1/32 is directly connected, Tunnelll

D EX 192.168.35.0/24 [170/26905600] via 172.16.1.147, 1lwld, Tunnelll
[170/26905600] via 172.16.1.137, 1lwld, Tunnelll

AR—9 ENTHEDEREOHERE

ATy T

ATy T2

WD~ RiZ, AKR—27 )3l J7 D Cisco Catalyst 8000V TVNET /7 |55 STV T, [l f
DNTINSD EIGRP v— b &AW TEDHZ L2 /RLTCWET, DMVPN VU =2—3 3 0%
DMVPN-Phase3 (NHRP > 2 —hH v hAA v F 7)) L LTRSS, NTWET 277 47-7
JT 47— RFRTRIAENETZD, AR—27 2~DEIGRP/V— MIAKR—Z 2D kR4 —
N—LAIPT7 FL A& LET,

show ip interface brief A ¥ }\é’iﬁ—‘bf\ FTNRAADA L H—T =2 ADIPT ]‘I/X%iéﬂf\‘bij_o
1

Spoke# show ip interface brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernetl 11.1.0.4 YES DHCP up up
GigabitEthernet2 11.1.1.4 YES DHCP up up
Tunnelll 172.16.1.147 YES TFTP up up
VirtualPortGroupO 192.168.35.1 YES TFTP up up

show dmvpn <2 REZFLTL T, T34 AD DMVPN D AT —H A &R L £7,
B -
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Spoke# show dmvpn
Legend: Attrb --> S - Static, D - Dynamic, I - Incomplete
N - NATed, L - Local, X - No Socket
Tl - Route Installed, T2 - Nexthop-override
C - CTS Capable, I2 - Temporary
# Ent --> Number of NHRP entries with same NBMA peer
NHS Status: E --> Expecting Replies, R --> Responding, W --> Waiting
UpDn Time --> Up or Down Time for a Tunnel

Interface: Tunnelll, IPv4 NHRP Details
Type:Spoke, NHRP Peers:2,
# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb

1 40.117.131.133 172.16.1.1 )3 1w3d S
1 40.117.128.85 172.16.1.2 Up 1w3d S

MPFAFTEINTWAHRTHACEE LT EE N, Zud, AR—ZBEEI L TWT, N7 & Ok
VENRTWAHZ EERLTOVET,

AR—T B D 220 DMVPN %f\)ﬂf‘@ IKEtEvyT = V%%ﬂf\‘ﬁ_éw_@i\ show crypto isakmp sa A~ o N%&
FITLET,

1 -

Spoke# show crypto isakmp sa
IPv4 Crypto ISAKMP SA

dst src state conn-id status
40.117.131.133 11.1.0.4 OM IDLE 1025 ACTIVE
40.117.128.85 11.1.0.4 OM IDLE 1026 ACTIVE

IPv6 Crypto ISAKMP SA

AR—=T MDD 220 DMVPN #5550 [Psec ¥ ¥ a3 VAR RT HIT1E, show crypto session I~ K&
FEITLET,

B -

Spoke# show crypto session detail
Crypto session current status
Code: C - IKE Configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsulation
X - IKE Extended Authentication, F - IKE Fragmentation
R - IKE Auto Reconnect, U - IKE Dynamic Route Update
Interface: Tunnelll
Uptime: 1w3d
Session status: UP-ACTIVE
Peer: 40.117.131.133 port 4500 fvrf: (none) ivrf: (none)
Phasel id: 10.1.0.4
Desc: (none)
Session ID: O
IKEvl SA: local 11.1.0.4/4500 remote 40.117.131.133/4500 Active
Capabilities:DN connid:1025 lifetime:17:33:41
IPSEC FLOW: permit 47 host 11.1.0.4 host 40.117.131.133
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 2250 drop 0 life (KB/Sec) 4607927/726
Outbound: #pkts enc'ed 2251 drop 0 life (KB/Sec) 4607957/726
Interface: Tunnelll
Uptime: 1w3d
Session status: UP-ACTIVE
Peer: 40.117.128.85 port 4500 fvrf: (none) ivrf: (none)
Phasel id: 10.1.0.5
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Desc: (none)
Session ID: O
IKEvl SA: local 11.1.0.4/4500 remote 40.117.128.85/4500 Active
Capabilities:DN connid:1026 lifetime:17:33:44
IPSEC FLOW: permit 47 host 11.1.0.4 host 40.117.128.85
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 2252 drop 0 life (KB/Sec) 4607960/2046
Outbound: #pkts enc'ed 2253 drop 0 life (KB/Sec) 4607976/2046

Z7"‘y7°5 EIGRP Z\/(/\—O)X?—&X’%i%ﬁﬁ‘é@l&i\ show up eigrp neighbor A~ F%%ﬁtbi‘@‘o

ATvT6

51

Spoke# show ip eigrp neighbor
EIGRP-IPv4 Neighbors for AS(64512)

H Address Interface Hold Uptime SRTT RTO Q Seqg
(sec) (ms) Cnt Num

1 172.16.1.2 Tull 13 1w3d 24 1362 0 23

0 172.16.1.1 Tull 12 1w3d 8 1362 0 23

EIGRP /V— MMEHREZFKRT HIZ1E, show ip route eigrp 2~ REETLET,
i -

Spoke# show ip route eigrp
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP
a - application route
+ - replicated route, $ - next hop override, p - overrides from PfR
Gateway of last resort is 11.1.0.1 to network 0.0.0.0
12.0.0.0/24 is subnetted, 2 subnets

D EX 12.1.0.0 [170/28160256] via 172.16.1.137, 1w3d, Tunnelll
[170/28160256] via 172.16.1.137, 1w3d, Tunnelll
D EX 12.1.1.0 [170/28160256] via 172.16.1.137, 1w3d, Tunnelll
[170/28160256] via 172.16.1.137, 1w3d, Tunnelll

AR—9 DD IR

RO A< KL, 20DAR=I MOERiET A M 20K bET, 48— b S sikie
IXDMVPN 7 = — X3 TH D78, traceroute 2~ KIFAR—27 1 MmDHAR—7 2ITEES
NNy FaFRLET, 72720, AR—2 1083y hEaNTIEELTAR—7 207
R RAZTET 5728, NHRP IR - DIZRYID /> R kbnEd, AR—7 1087 R
VAZZETDHE, AR—=27 1 & AR—27 2 ODMICENR IPsec b > RIDFESL SN ET,

Spokel# clear crypto sa counters

Spokel# ping 12.1.1.4 source gigabitEthernet 2 repeat 100

Type escape sequence to abort.

Sending 100, 100-byte ICMP Echos to 12.1.1.4, timeout is 2 seconds:

Packet sent with a source address of 11.1.1.4
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr

Success rate is 99 percent (99/100), round-trip min/avg/max = 1/1/6 ms
Spoke# show dmvpn
Legend: Attrb --> S - Static, D - Dynamic, I - Incomplete
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N - NATed, L - Local, X - No Socket

Tl - Route Installed, T2 - Nexthop-override

C - CTS Capable, I2 - Temporary

# Ent --> Number of NHRP entries with same NBMA peer

NHS Status: E --> Expecting Replies, R --> Responding, W --> Waiting
UpDn Time --> Up or Down Time for a Tunnel

Interface: Tunnelll, IPv4 NHRP Details
Type:Spoke, NHRP Peers:3,
# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb

1 40.117.131.133 172.16.1.1 Up 1w3d S
1 40.117.128.85 172.16.1.2 up 1w3d S
1 40.114.69.24 172.16.1.137 UP 00:00:07 DN

Spoke# traceroute 12.1.1.4 source gigabitEthernet 2

Type escape sequence to abort.

Tracing the route to 12.1.1.4

VRF info: (vrf in name/id, vrf out name/id)

1 172.16.1.137 2 msec * 3 msec

plspokel#

plspokel#

plspokel#sh crypto sess detail | i pkts
Inbound: #pkts dec'ed 101 drop 0 life (KB/Sec) 4607985/3581
Outbound: #pkts enc'ed 100 drop 0 life (KB/Sec) 4607989/3581
Inbound: #pkts dec'ed 12 drop 0 life (KB/Sec) 4607924/621

(
Outbound: #pkts enc'ed 14 drop 0 life (KB/Sec) 4607955/621
Inbound: #pkts dec'ed 13 drop 0 life (KB/Sec) 4607957/1941
Outbound: #pkts enc'ed 13 drop 0 life (KB/Sec) 4607975/1941

Spoke# show crypto session detail
Crypto session current status
Code: C - IKE Configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsulation
X - IKE Extended Authentication, F - IKE Fragmentation
R - IKE Auto Reconnect, U - IKE Dynamic Route Update
Interface: Tunnelll
Uptime: 00:00:36
Session status: UP-ACTIVE
Peer: 40.114.69.24 port 4500 fvrf: (none) ivrf: (none)
Phasel _id: 12.1.0.4
Desc: (none)
Session ID: O
IKEvl SA: local 11.1.0.4/4500 remote 40.114.69.24/4500 Active
Capabilities:DN connid:1027 lifetime:23:59:23
IPSEC FLOW: permit 47 host 11.1.0.4 host 40.114.69.24
Active SAs: 4, origin: crypto map
Inbound: #pkts dec'ed 101 drop 0 life (KB/Sec) 4607985/3563
Outbound: #pkts enc'ed 100 drop 0 life (KB/Sec) 4607989/3563
Interface: Tunnelll
Uptime: 1w3d
Session status: UP-ACTIVE
Peer: 40.117.131.133 port 4500 fvrf: (none) ivrf: (none)
Phasel_id: 10.1.0.4
Desc: (none)
Session ID: O
IKEvl SA: local 11.1.0.4/4500 remote 40.117.131.133/4500 Active
Capabilities:DN connid:1025 lifetime:17:31:38
IPSEC FLOW: permit 47 host 11.1.0.4 host 40.117.131.133
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 16 drop 0 life (KB/Sec) 4607923/603
Outbound: #pkts enc'ed 18 drop 0 life (KB/Sec) 4607955/603
Interface: Tunnelll
Uptime: 1w3d
Session status: UP-ACTIVE
Peer: 40.117.128.85 port 4500 fvrf: (none) ivrf: (none)
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Phasel id: 10.1.0.5
Desc: (none)
Session ID: O
IKEvl SA: local 11.1.0.4/4500 remote 40.117.128.85/4500 Active
Capabilities:DN connid:1026 lifetime:17:31:41
IPSEC FLOW: permit 47 host 11.1.0.4 host 40.117.128.85
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 17 drop 0 life (KB/Sec) 4607957/1923
Outbound: #pkts enc'ed 17 drop 0 life (KB/Sec) 4607975/1923
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