SOy Ny —roxAZ2FERALEERS
>y kVPC )RR

FSoPYy R HF—bozA4 V) a—aVIZEAT 51ER

Amazon Virtual Private Cloud (Amazon VPC) Z{ifH L C., LELREOEELR v U —7 1Bk
TEET, AWSTIE, IOy NI —7 ZMAICHR LY, JEAWSA 7T AT
Fv (AT VIADT—H v H— NGNS DA, TOMMOA 7 ¢+ R) (2L
0T D003l EtTvarbigiLcnEd,

N7y RVPC VY a— a3 %M LT Cisco Catalyst 8000V A > A X » A& BT 5 & |

Amazon VPC TNT 7V RAR—7 MR UEHBE L Ty Ukix —nfbTtE x4, F 7
¥ N VPC TiX, VPC TOHEH —EREII Ry A VAT v a /LT ) r—ya v
FEANTEET, #HEOT UL Mlbizo> TH#EE L. AWS CloudFormation A % v 7 &4 L
THHEICERECTE XY, 277L, 20V Va—var TR0V y M= b =1 TlEAL
VPN 7 — F 7 = A T 5720, HLWAR—7 OBINCIEH 5 BREEME R B ER R E
T

ZOHIRE RS D720, NIV NS —= R U =AYV a—a & LT Cisco Catalyst
8000V N7 ¥y RVPCEZEBMTELLOIZRVELE, N0V Yy M= U= A1E, AWS
779 REFT VI ARy NU—2 TVPC ZM AT 5 729012 AWS D332 Mk«
NO—=2 NPy AT —ERATY, FT7Vy M — MU= A ZfEH] L7z Cisco Catalyst
8000V N7 >y hVPC VY a—va Tk, AR—ZHUONT Ty NF— T = A %fE
HALT, FCHIEANORAR—7 VPC BB ZARIcLET, N TV Yy M=o =A
X, VPN 2 H LT hZ ¥ v h VPC @ 2 5O Cisco Catalyst 8000V A > A X > AT HEf5E
S ET, CiscoCatalyst8000V A A X L AL, SEISERA VT VIR T T Frr—rva
>~ VPN #fe z 12 L £,

FFZoPy N = Tz VY a—a B HEHLTAWS hF7 Yy N VPC BT 25
EEWHERT DI, ZOECTHHT IR ETIEEZFIATLET,
SOV RVWPC- bS5 2Dy M F—bzA aVR—3T b

cNZoYy v F—boxAd V) a—ailid, AR—7 B VPCHFm 22tk 27- 0D T
CLLTHERET AN T Yy NP — b= B3HDFES, FT ¥y b VPCIE, AAKR—2 VPC
MWHBUE—FRy NT—=JIZHND T 7 47 DFRATELTHEET I H I 1oDa7

PSPy MTF— b EFERALEZENS DY FVPCDER .



RSSOy RF— Rz A EERALE RS Sy FVPCOER |

VIR—F 2 FTY, FT Vv bk VPCIL, VPN ORI E N —T 4 7R A[REICT 5 2 D50
Cisco Catalyst 8000V A > A X » A% KA M LET,
1: Sy b=k YV )a—avny o)L RDD

Spoke VPC 1 Spoke VPC 2 Spoke VPC n

&
vm /&mhment

|, Al Transit Gateway

VPN Attachment ; VPN Attachment

CSR 1 CsR2

520051

Transit VPC

Z®OY Y a—3 3 T, Solution Helper & Cisco Configurator & V9 2 -2 AWS Lambda B%L
EEAL T, A v AZ AL AR—2 VPC [HD VPN Hefii & HBIRJICERE L £ 7,

« Solution Helper Lambda : Z @ = AR—>x > M, cloudformation 7 > 7' L — F & BT %
ERNUT—nET, ZOaryR—xbTE, b7 ¥y =T A CiscoCatalyst
8000V o > A X > 2 LD VPN Hift, BLUA L AZ AL FT 0Py M= b0 = A
D VPN #5iDMERR S E 4, F D%, Lambda BA%%1Z S3 SSE-KMS Zf# ] L C VPN $%&¢
& % Amazon S3 /X7 v MIEMFEL 77,

« Cisco Configurator Lambda : S3 Put - X2 [ Z & 5 T Cisco Configurator Lambda B#57)3 I
UCHEnEd. ZOBBICLY, VPN BRI Shu, B LU VPN B 2 fERkT 5
T DI BEIRFRE T 7 A VAR SHVE T, Cisco Configurator Lambda (%, SSH ZffiH L
T 10S B E % Cisco Catalyst 8000V f V' A X L A2 v v a LET, Y AIADEREN Cisco
Catalyst 8000V A > 2 X% > A C@M &5 &, BIEEIZ VPN b e nZd@hL, hoo vy

M=t zA LDORIZAR—F— 7= U xA 71 hai (BGP) A S—BIRIEL

éhiﬁ—o

B 5 Py rS— bz EFERALERS YOy FVPCOER




| FSvCyrF—bozqaEERALERS VS Y FVPCDREE
AWS FS5 Uy bk F—kzg yya—savofs ]

cAWS N7V h =Tz A VU a—vaOfR (3N—Y)
cAWS hT7 vV N F—btT=A VU a—T a3 VORHRSRE 3 —)
cAWS h TV y N A=t xA V) a—va VOFIRFE 3 X—)
cAWS hT7 vV N F—bFTxAf YV a—ra ORE 31—Y)

« RERH (5 =)

AWS FS Oy RNT—FrzA V)= 3 DR A
CRTUU b P b A VU et A, YRR S NS D E T

TV N A= T2 A VYV a—v g IR —Y R —ERATT, o0, &WH
MBIV v VTHEREDHAAE LTI Y, CloudWatch 72 XD A MU v 7 &L
TV a—varzBfcaEsd,

s "IV N T2 VYV a—varEHERATLE XYy NI T XTI F %
DFFALDBATREIZ 2 D72, W3 A FOHEAZEB TE £7,

X2 VT4 EEGEDHT, Y a—arrE—aEHETXET,

AWS rS Oy RST—roxzA V1) a—2 3 U DHIR
E 3
s Elastic IP, VPC, TGW, IBIL O VPN #EHilZ+ 0 RHlIENR SN TWALERH Y £,
« cloudformation ¥ — X ZEH T 5 IAMMERLRH D Z & 2R L F7,

AWS FS Oy b=k 4A V) a— 3 VOHIR
FI8

s HEIZAA—V 7L, ZONR—=Va DY) a—arTIIPR—FERTWERA,

DY Va—varEEMLIE%E, VPCEREZMBHLT, AR—27 VPCE FT7 Vv b
F—= b U 2 IZFHTENTAILERHY 7,

AWS rS VDY hT—bxA V)a—2 3 VDEE

AT 71 Amazon Web Services Marketplace (22 7 1 > L £,
AT w72 Cisco Catalyst 8000V — Transit Network VPC 7> 7L — h BB LT, ZOT 7L — F&2@RL £,

FSoPY bT— Iz EFERLE LSy FVPCDRE .



B awstsovory—tyzqavya—varome

RSSOy RF— Rz A EERALE RS Sy FVPCOER |

ATy 73 BUOOFEMICEZYT 2K TT 7 L — h&RE L EJ, [AWS Cloudformation Service] ~X— V23 FoR &

NWET, [Next|) 227 V7 LET,

AT T4 RO [Stack Details] ZF5E L £,

INSA—4

BLL]

C8000V Throughput Requirements

Cisco Catalyst 8000V A > A X > AT BLTIp A )L—
7y b, ZOEICKY, BEETLOA U RAZ XS A
TRRED I, T 7 4V MEIE 2 x 500 Mbps T
—g—o

SSH Key to access C8000V

Cisco Catalyst 8000V - > A ¥ > ADEENZIZ, A~
AR ANDEY X 2 T IR & FTREIC T D INBA/RLE
F =7

N X — T AT DXERNHY 9, 2D
F—XT L, AWS T A U R OFERRFIC, BRE LT
itk CrER S vE T,

License Model

BYOL i, BEVR— SN TCWEME—DT A &
AZETILTT,

Enable Termination Protection

Cisco Catalyst 8000V f > A X > A DI T {5::# % %)
T A2, 2074 — AV RERESNIZLET, 2o
FEREIZ L 0 . BJ8AY72 Cisco Catalyst 8000V DFE T 73
Pilbsh x4, EBEEREETCZO7 4 — /L REf%)
T HZ xR LEST, 774V T, 20

7 4 —/V ROMEIX [Yes] IZFRE SN ET,

Prefix for S3 Objects

Amazon S3 47V =7 FOIEREHZ T LT 4 v 7 A
ELTHHTOILENRH DT XA NLTI, T 74
Jv bk DX vpnconfigs T,

Additional AWS Account ID

S3/37 b & AWSKMS N A X < —< AH —F—~~
DTV HAEZHATHIN T Yy by hU—7|Z
BEAH T BT AWS T hH o T w2 - ID,

G¥) ZDO7 44—V RIZiX, BN AWS T H
U hID&E 1 DOFTANTEET, &
BOBIMD ANS T h& T
Ty bRy MU= I T DA
BIMOT BT bOT 7 R & FE#)

TRHETDHLERDHY 77,

Transit VPC CIDR Block

522> R VPC D CIDR 71 v 27, VPC & %7
* > NCIDROT L AFFHAZZERE LT, xy hT—
sloa)yarEpELET, T 740 FOHEIE
100.64.127.224/27 T,

. PSPy M= b AEFERBLEZENS DY FVPCODER



| FSvCyrF—bozqaEERALERS VS Y FVPCDREE

wzn [

NS A—4H SR BA

1st Subnet Network AZl TIERRENEZ Iy RVPCH 7%y hD
CIDR 7 1 v 7., 574/ k OffiiZ 100.64.127.224/28
‘—(“j_o

2nd Subnet Network AZ2 TIERR &SN RSPy R VPCH 7%y FD
CIDR 7 a w7, 57 %/)L kOfElL 100.64.127.240/28
<7,

Transit VPC BGP ASN

rZ oYy K VPC O BGP Bt 25 L% 5
(ASN) . T 7 /v s DfEI% 64512 T,

Spoke VPC Tag Name

7> ¥y b VPCIZEHE T D AR —2 VPC OFkH!
AT A2 7,

Preferred VPN Endpoint Tag Name

k<> ¥ k VPC Cisco Catalyst 8000V - > A X > A
ZHEWT D N7 7 4 v 7 a—% 9 5 E 5 Cisco
Catalyst 8000V VPN = K7RA > F & ET 5729
AT 227, lce X, AT —h IV F 7
SR TFAT UA—NERETHELAIHERALE
o

Optional AZ configuration 1st Subnet

Public Subnetl @ "] Y — &5,

Optional AZ configuration 2nd Subnet

Public Subnet2 @ 7] > — L F &,

ATY TS5 REEMT L CHEE L £, AWS Identity and Access Management (IAM) (2L > TV YV —ANERK S,
CAPABILITY_AUTO_EXPAND #REDS L BEC 2R D WREMEDN D D 2 & 7K T 5 1Tid, ZDF =y IRy

A A AT LET,

RATY 76 [Create] 7 U v/ LT, AX v 7 ERERILET,

EBAA LT % & . AWS Cloud Formation =2 >/ —/L-® [Status] 51\Z [CREATE_COMPLETE] & #/r S E

‘@40

&% 7 151

T, NPy N A= T VY a—arEERALTAWS 52y N VPC % B

TOREBEZRLET,

ip-100-64-127-234#sh run
Building configuration...

Current configuration : 7284 bytes

! Last configuration change at 14:10:57 UTC Thu Oct 10 2020

version 17.4

cSoOy b= bz EFERLIEZS VDY FVPC DER .



RSSOy RF— Rz A EERALE RS Sy FVPCOER |
BEH

service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption
platform gfp utilization monitor load 80
no platform punt-keepalive disable-kernel-core
platform console virtual
|
hostname ip-100-64-127-234
|
boot-start-marker
boot-end-marker
|
!
vrf definition GS
rd 100:100
|
address-family ipv4
exit-address-family
|
logging persistent size 1000000 filesize 8192 immediate
|
no aaa new-model
|
ip vrf vpn-0£f56b2afc60b1d492
rd 64525:1
route-target export 64525:0
route-target import 64525:0
|
ip vrf vpn0
rd 64525:0
|

ip admission watch-list expiry-time O

|

subscriber templating

|

multilink bundle-name authenticated

|

crypto pki trustpoint TP-self-signed-572041569
enrollment selfsigned

subject-name cn=I0S-Self-Signed-Certificate-572041569
revocation-check none

rsakeypair TP-self-signed-572041569

|

|

crypto pki certificate chain TP-self-signed-572041569

certificate self-signed 01
3082032E 30820216 A0030201 02020101 300D0609 2A864886 F70D0101 05050030
30312E30 2C060355 04031325 494F532D 53656C66 2D536967 6E65642D 43657274
69666963 6174652D 35373230 34313536 39301E17 0D313931 30313031 34303631
355A170D 33303031 30313030 30303030 5A303031 2E302C06 03550403 1325494F
532D5365 6C662D53 69676E65 642D4365 72746966 69636174 652D3537 32303431
35363930 82012230 0D06092A 864886F7 0D010101 05000382 010F0030 82010A02
82010100 A974EDB7 292BBB6A 09026F6A 381F7852 714775E3 E25F1F89 CED40FCB
F45204F9 2F2F5FEE C46A9D16 A8D7307A C5433234 10D3F709 B4B18B3D 009B4ATA
85980EEB 1282D1F7 C3CD4429 16042D4D 544315F4 E3ABA673 21E66C52 187AD1E6
6B21F98A F0537DOA 8171618E 6CDF3B70 E2C8B553 8096C2D6 B4CD1AE4 B6DFD615
844924B8 83DBE166 3CBCY90F1 889CBOOF 1644ECCE F2E70D81 CA35B555 D9757BE4
34440FD9 D15580FA C50181CD D646AB6C 22F707A7 1DI9F98CA 19897AF4 7488762B
35ECA78F D2B249C7 8079255F 72BE5SCF8 214B5135 E97B1104 A9CB449E A4A1D996
9B99ECOE 18EF94FE FE73706A BF417262 12771D33 FF61A325 4479CAFB 10DOEEAA
810E3437 02030100 01A35330 51300F06 03551D13 0101FF04 05300301 OlFF301F
0603551D 23041830 16801476 E85FEE9B EAE114A4 74C542FD E923856D 6F17F830
1D060355 1DOE0416 041476E8 S5FEE9BEA E114A474 C542FDE9 23856D6F 17F8300D
06092A86 4886F70D 01010505 00038201 010043A6 03287F7E 1F13A7D4 26D661FE
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D11FED41 FE195D3E 6ADEAl11l 267C534B 266F587A 6A2F395D C50F5894 4CO01F62B
A179B852 F5F8ED62 DFF35587 3CFF352C 523F8D3D 8A786E61 A73EAS8BB C8FCOA8D
C2F0C260 0BB25D28 01B26B2B 27D71A31 2CE81DA5 6296D4AA 756A6658 OADB89FB
52BE1E9F A8BF17AA B2A0379A 1921AF64 834455CF B6307205 CE12C83A 2D29AEF2
D79B79F7 9701F86E EB51B8E2 95BA7DSA C67A05F8 2AATA8E(O 3626D155 FC2D79EC
9506D897 D79B8E65 A1D89F8A 6EC21FD1 15BFBD79 8A6FEB77 15CLODEE 0AS50A7AS5
C8109573 9C58A869 D2740BC4 61D953F2 7AA92870 69BF035C 08DAOEFB B4ABOAC1
BD4DB053 66ADD9E3 B5957D2B 8E467A91 258A
quit

|

license udi pid CSR1000V sn 9YGGWBVUY3N

no license smart enable

diagnostic bootup level minimal

|

spanning-tree extend system-id

|

username ec2-user privilege 15 secret 5 $1$Gf9p$OfAN1/ujuCIvpunuRDwKil

username automate privilege 15 secret 8

$85962y2elpz004/n$M8DMVAM/GOyySvjbBlI2tBJAWAIWZRIc44Icent4bps

|

redundancy
|
crypto keyring keyring-vpn-0£f56b2afc60bld492-2
local-address GigabitEthernetl
pre-shared-key address 52.54.79.47 key lhvPlpTYxUTno.lNTbR25F9743HEguaH
crypto keyring keyring-vpn-0£f56b2afc60bld492-1
local-address GigabitEthernetl
pre-shared-key address 52.44.80.94 key Qg4fLolOMf1iW3d7gJhtzF8h8Tu3I1NT
|
crypto isakmp policy 200
encr aes
authentication pre-share
group 2
lifetime 28800
crypto isakmp keepalive 10 10 periodic
crypto isakmp profile isakmp-vpn-0f56b2afc60bld492-1
keyring keyring-vpn-0£f56b2afc60bld492-1
match identity address 52.44.80.94 255.255.255.255
local-address GigabitEthernetl
rekey
crypto isakmp profile isakmp-vpn-0f56b2afc60bld492-2
keyring keyring-vpn-0£f56b2afc60b1d492-2
match identity address 52.54.79.47 255.255.255.255
local-address GigabitEthernetl
rekey
|
crypto ipsec security-association replay window-size 1024
|
crypto ipsec transform-set ipsec-prop-vpn-aws esp-aes esp-sha-hmac
mode tunnel
crypto ipsec df-bit clear
no crypto ipsec nat-transparency udp-encapsulation
|
crypto ipsec profile ipsec-vpn-aws
set transform-set ipsec-prop-vpn-aws
set pfs group2
|
interface Tunnell
description vpn-0£f56b2afc60bld492 from TGW to cgw-00d8fbb76cc59295e for account
902347396780
ip vrf forwarding vpn-0£f56b2afc60b1d492
ip address 169.254.185.70 255.255.255.252
ip tcp adjust-mss 1387
tunnel source GigabitEthernetl
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tunnel mode ipsec ipv4

tunnel destination 52.44.80.94

tunnel protection ipsec profile ipsec-vpn-aws
ip virtual-reassembly

|
interface Tunnel2

description vpn-0£f56b2afc60bld492 from TGW to cgw-00d8fbb76cc59295e for account
902347396780

ip vrf forwarding vpn-0£f56b2afc60b1d492
ip address 169.254.232.90 255.255.255.252
ip tcp adjust-mss 1387

tunnel source GigabitEthernetl

tunnel mode ipsec ipvi4

tunnel destination 52.54.79.47

tunnel protection ipsec profile ipsec-vpn-aws
ip virtual-reassembly

|
interface VirtualPortGroup0

vrf forwarding GS

ip address 192.168.35.101 255.255.255.0
ip nat inside

no mop enabled

no mop sysid

|
interface GigabitEthernetl

ip address 100.64.127.234 255.255.255.240
ip nat outside

negotiation auto

no mop enabled

no mop sysid

|
router bgp 64525

bgp log-neighbor-changes

|

address-family ipv4 vrf vpn-0£f56b2afc60bld492
neighbor 169.254.185.69 remote-as 64526
neighbor 169.254.185.69 timers 10 30 30
neighbor 169.254.185.69 activate
neighbor 169.254.185.69 next-hop-self
neighbor 169.254.185.69 default-originate
neighbor 169.254.185.69 as-override
neighbor 169.254.185.69 soft-reconfiguration inbound
neighbor 169.254.232.89 remote-as 64526
neighbor 169.254.232.89 timers 10 30 30
neighbor 169.254.232.89 activate
neighbor 169.254.232.89 next-hop-self
neighbor 169.254.232.89 default-originate
neighbor 169.254.232.89 as-override
neighbor 169.254.232.89 soft-reconfiguration inbound
exit-address-family
|
iox
ip nat inside source list GS_NAT ACL interface GigabitEthernetl vrf GS overload
ip forward-protocol nd
ip tcp window-size 8192
ip http server
ip http authentication local
ip http secure-server
ip route 0.0.0.0 0.0.0.0 GigabitEthernetl 100.64.127.225
ip route vrf GS 0.0.0.0 0.0.0.0 GigabitEthernetl 100.64.127.225 global
|
ip ssh rsa keypair-name ssh-key
ip ssh version 2
ip ssh pubkey-chain
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username ec2-user

key-hash ssh-rsa F1BODF92FC2E25F7D98A01BI99FCESF13 ec2-user

username automate

key-hash ssh-rsa ED4B0757CE2AC22C89B28BE55EDE7691
ip ssh server algorithm authentication publickey

ip scp server enable
|

ip access-list standard GS_NAT ACL
permit 192.168.35.0 0.0.0.255
|

control-plane
|

line con 0
stopbits 1
line vty 0 4
login local

transport input ssh
|

app-hosting appid guestshell
app-vnic gatewayl virtualportgroup 0 guest-interface 0
guest-ipaddress 192.168.35.102 netmask 255.255.255.0

app-default-gateway 192.168.35.101 guest-interface 0

name-server(0 8.8.8.8
end

~

B4

s

s

v

v k= kYA EEALE RS YUy e 0ER



FSUSy P — b/ 2ERALERSY Sy FVPCOER |

. PSPy M= bIz A EFERLE LSy FVPCDRE



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



