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AWS Marketplace (212 74 > L7256, 18l 7 7 L— b £ 7215 Marketplace 47 7 — & 3R L
F9, 6T, ZOETHIT D FIRICHE, B 5k S 472 Elastic Block Storage (EBS) % {#
AL TAMI 2B LET,

)

GE) BYOLAMIZEA L TWAHEARIL., 7482 (63—Y) ZBBLTLIEEN,

« AWS "C Cisco Catalyst 8000V % B3 2 72 O DORIFESME (11 X—)
cHR—FENTVWDHL L AR AZALT (12 3—)
cHEEFHETARNTA (123—)

« AWS T® Cisco Catalyst 8000V D EBHIZEIT D HlfHE (12 X—)
« Cisco Catalyst 8000V f > A X ADER (12 2—)

AWS T Cisco Catalyst 8000V % B9 5 = ODRMEEMH

AWS T Cisco Catalyst 8000V Z & BT HHIIZ, IROZ L ZITHOMERH Y £7,
cAWS T H DY B LET,

« Cisco Catalyst 8000V = > Y —)LZT 7 B AF 572D SSH 7 747~ (Windows D5
A1 Putty, Macintosh D354 1% Terminal 72 &) | £72ILEC2 A U AX A Y — )LD
T eEAEHELET,

« Cisco Catalyst 8000V AMI DA > AKX L A XA T LET,
ULy EEEFHEHLTAMI ZiEET 585 1X. Amazon VPC Z1ER L £7°,

Amazon Web Services T D Cisco Catalyst8000V T Y 7 bz 7 DERH .



AWS T Cisco Catalyst 8000V DB |
B s+ rshcnzrozgrzsqd

BR—FENTWESIVREVREA4T

c ZOREATYR—FENTWEAL VAL L AZATDY X MMIOWTIL, Bt~ U v
I AR T TZEN,

s c5n.large, c5n.xlarge, c5n.2xlarge, c5n.9xlarge f A X AKX A 7L, CiscolOS XE 17.13.1a
U U —ZA0 5 FIZ1 coinlarge, c6inxlarge, c6in.2xlarge, c6in.8xlarge (B Z#ix HiLE
T, 2L, LAY U —AM 5 CiscolOSXE 17.13.1a 27 v 77 L— K§ 5 & 5l& ki
ESnAVABURAZATNRRINET, ZOVTF VAT, AV AZUREA T 2%t
J 3% coin ORFFICFHTTY v 77 L— FT20ERH Y £,

FEFEEAARNTAY

*PMD v NVTF X a—% PV R— T 5, AZAEA T EHMEATHHEONRT —v A
DEGEALIZOVWTIE, PMD YL FFa2—DHR—F B6~—) ZZMLTIZSN,

A VAL AT LY R— FNENDF Y NI =0 A o F—T = A ADR KRB EMERT DI
%, [P Addresses Per Network Interface Per Instance Type | [JiE] ZZ ML T XY,

AWS T Cisco Catalyst 8000V ) AR I 2 HIFIEIE

e RAT Aa—Td—F A B A XA 1L, SDIL—TFT 4 VTR ATIER—FINTWH
FH A,

VPC OV ¥ A7 L—LIZIFHRAH Y £, v R 7 L—ADFEMIZ OV T,
['Network Maximum Transmission Unit (MTU) for Your EC2 Instance| [#:E] 2SR L TL 72
Sy,

Cisco Catalyst 8000V 7 > X 2 > X D EF

Cisco Catalyst 8000V AMI Z B3 221X, IRDOEZ ¥ a IS TV D FIREZFIT L £
—é—O

Cisco Catalyst 8000V Marketplace 7 7 7 — &R

FIE

AT w71 Amazon Web Services Marketplace {21 7' > L £,
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| AWS T Cisco Catalyst 8000V 0 F
Web+#+ FENL1=A w22 v 20EH [

AT w 72 [Discover Products] 27 V v 7 LE7,

RTw T3 fF/I—"T, Cisco Catalyst 8000V S fR#E L ET, IROA 7 7 —NFERINET,
* Cisco Catalyst 8000V - Advantage PAYG
* Cisco Catalyst 8000V - Essentials PAYG

* Cisco Catalyst 8000V - BYOL

RATv T4 BT 5 TED Cisco Catalyst 8000V AMI Z3#R L £,

Marketplace (Z1d, VR —FEINDA P AX L AX AT ik, VAR— FOFEMZe & ORI FRMPE RS
£

Web 4 FENH LA REZ D ADRE)

1R BRI

27w 7 EIT AMI ZREIT 28551, TR T4 R_R—= 7T T K (VPC) ZA1ERK
THVLENDY £, MERFTIEICOWTIE, VPCIZEHTHAWS D RE 2 X F 2L TL
7230,

FIE

AT w71 AWS Marketplace 7> 5 Cisco Catalyst 8000V A7 7 — Z 38R L 7= 5, FIHMHKIZFE L T [Continue to Subscribe]

Vw7 LET,

AT 72 [Configure Software] 7 « > K7 C, Cisco Catalyst 8000V f A % > A D [Software Version] & [Region] % i
WL ET,
AmazonEC2 OV —2 L J— 9 022\ TIL,  [Regions and Availability Zones| [#FE] 2SR L T 72X
U,

AT 73 [Fulfillment Option] 77 £ —/L K C, [Amazon Machine Image] % &R L 9,
AT w74 [Continue to Launch] #7 UV v 7 L7

AT w 75 [Launch This Software] 7 .t > K7 ¢, [Launch from Website] %2R L £,
ATw 76 Kay7Z o)A KNpD [EC2 Instance Type] Z %R L £ 97,

AT9FT1 A2 AX A2 [VPC], [Subnet], [Security Group]. [Key Pair] Z#%E L £,

AWS IZHIT D 2 b OEEDFEMIZ- DUV TIL,  [Parameters for instance configuration| [F€3E] &M L T<
7EEWN,

ATw 78 [Launch] 227 VU v 27 LET,
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AWS T Cisco Catalyst 8000V DB |
B o v—nzenir oz zoes

LB LA VAKX U A% FKIRT HITIL, [Launch] 27 U » 7 L https://console.aws.amazon.com/ec2/
WCBEILET, SSHAZMEH L TA v AF U A~ %477 HH0C, [Status Check] 12 [2/2 checks
passed] EWHI Ry E—URFRRINTWVLI L 2R LET,

EC2a Y —ILENLIzA VR ADFEE)

AWS Marketplace (27 71 > L T Cisco Catalyst 8000V {[Z&Ek L7256, ZOFNEEZFEITLET,
ZOFIATIE, BC2 2 Y=L EH LTA VA U RERBT 5 HIEIOWTHILET,

FIE

ATv 1 AWS Marketplace 7> Cisco Catalyst 8000V 27 7 —Z B4R L7= 5, FIHHAICIEE L T [Continue to
Subscribe] #7 U v 7 LET,

AT w72 [Configure Software] 7 1 > K7 C, Cisco Catalyst 8000V - > A ¥ > A (D [Software Version] & [Region] %

BER L £,
Amazon EC2 D' —> & U — 3 22\, [Regions and Availability Zones| [#:E] &L TL 72
é l/ \O

AT w73  [Fulfillment Option] 7 4 —/L K C, [Amazon Machine Image] % 3R L £,

ATw 74 [Continueto Launch] 2~ V »»~ L. [Launch with E2 Console] % #&{R L £,

AT w75 [Launch an Instance] 7 - > K7 C, [Name] 7 4 —/L RIZA VAKX L ADL4RTHZ A LET,

ATw 76 [Application and OS Images] =V 7121k, VT A7 VT a Vb BIRLEY 7 by =T 83— 3 UCHED
WTAMI AHEIA S S E T,

ATwF1 [InstanceType] 7 4 —/V KT, RRy T XTI URAIDPLYR—FINTWVDLA LV AX AN A T %8I
LET, FIOSXE VU —RATHR—FENTNDA LV AF U RAZ A TOFHEMTOWTIL, Ak~ b
Vw7 AL TIIEIN,

ATYT8 A UAXUAD[KeyPair] i E LET, BEFOXF—_T ZBINT 50, MEAOAR¥F—%27 v 7 n—F
LTH LW —Z/ERLET, L —XT 2E7 5I21%, [Create Key Pair] #7 U v 7 L, F—
T4/ EANSIL TS [Create] 27 VU v 7 LET, F— XTIMEK SN 5. H1TT DHEIIC Amazon 705
MEX—2 X n—RL TN LEERLET,
FUSHERESNTZMEXF—IZIT—E LT 7 EATERNWZI LIZEELTLEE N, =T &2 XD
n— RKL7Z6, [Close] 7 Vw7 LET,
GE)
AWS ¥ =2 U7 ¢ R 2 —Tid, WEF—OHERL VL E 400 ISRETOLERDHY £, ZOHEE
pem 7 7 A VIR ET A 121, UNIX ¥ = /L& — 3 J L % BV C chmod 400pem-file-name =2~ >
NEFEITLET,

Cisco IOS XE 17.10.1a LA % #4534 L 7= Cisco Catalyst 8000V (%, ED25519 SSH ¥—%#HR—hL£9, =
DF—ix, BEFDSSH-RSA F—IZBEMSNET, F—DAERK & MGEE ZivE TLL EISREIZITVY, =Y

. Amazon Web Services T D Cisco Catalyst8000V T Y 7 bz 7 DER


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html
https://www.cisco.com/c/en/us/td/docs/routers/C8000V/Configuration/c8000v-installation-configuration-guide/compatibility-matrix-c8000v.html
https://www.cisco.com/c/en/us/td/docs/routers/C8000V/Configuration/c8000v-installation-configuration-guide/compatibility-matrix-c8000v.html

| AWS T Cisco Catalyst 8000V 0 F

ATvT9
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/RTY w4 IPF LR & Cisco Catalyst 8000V 1 > 2 4 > 2 nefzft i [

CarnbDETMEE X2 VT o 2 EEEAH7-0IC, ED25519 SSH ¥ —A 45 2 L AHEE L
j—o

A U AH L AD [Network] Zi%E L £ 7, Cisco Catalyst 8000V A > A X » A& EHT 5 VPC Y7 x> K
., Fry Xy A MPLIERLET, ZOREICLY ., A AZ L AOFHMEY — U BRE S
E AN

GE)

T 7 ANV ETIE, 1 OOA 2 —T A APRHEZIET, [Network Interfaces] @ [Instance Details] = U
TINHBMOA 2 =T 2 ZE/FTEET, YR—FINDA v F =T = ADRKEIT, A A
BUABA TR TR T,

[Security Group] Z&XELE T, HLWWEX =2 U T 4 VA —T%2{ERT 50, BEfFOEX =2V T 4 71—
7 HERTE £9, Cisco Catalyst 8000V Tl =t Y —/LT 7 & AT SSH AWM E T, F7= Cisco Catalyst
8000V CTix, X a2 VT 4 ZN—TPo7 EHTCPI22 A2 7 1y 7 LIBWE ST HLELH YD 7,
ZIHDOFKEIL, Cisco Catalyst 8000V A AKX ADOEBICHEH S VET,

[Metadata Version] K2 747 U A NC, A X T —#/"—2a U EBRIRLET, [VIand V2
(token optional)] & 721& [V2 (token required)] DWW T NN EBINL F3, EHLDOTF IV ATH, /A RAH
YA, h=T U EERT I TRy v a UIRAIOEREEH LEY, b= E A AZ R
VERTRXTOAZ T —=F 2 RGT 27O INET,

CiscoIOSXE 174x B LR 175x U U —ATiX, N—=TY 31 (V1) OLP#EHAREETY, CiscolOS XE
17.6.1 UETIZ, AZTF—F "= a0 VIBLIORV2 B R—FSNET,

AV AL AD [Storage] FHELET, T 74N IDON— R KNI TR ELRFLET, EN—RFK
TA TV A REEHETERNZ LICEELTLEE N,

[User Data] 7 4 —/V REMFH LT, W AX LT —H#FEAXTDay0 DFEET —F 07— A NT v 77 nm
NRTF4EHRELET, YR— PN TWDEHAZ LT —HERUT DN TIE,  [Day 0 Configuration| %%
LTSS,

[Review and Launch] #7 U v 7 L %7,

Cisco Catalyst 8000V A > X & > ZA DI A g7 L C. [Launch Instance] 22 UV » 27 LE7,

A VAB U ANEENT S & [Instances] N— YD _EFIZEI A v — U RERSINVE T, [Instances] U A

NCHTICEB LA VAR ABMERT DL TEET, HiCEB LAV AX 2B ) v
LTCA VAR AT 7 BALET,

INT w49 IP7 KL R & Cisco Catalyst 8000V f > X 2 > X DREAEST 1T

SSH #fe 2 i L TEB 2 > Y — W27 7B 24 521X, £ 7 Cisco Catalyst 8000V A > A ¥
VADA B —T 2 A A% VPC THERRE N2/ X7 Y w7 [P 7 R U RAICBEM T 20835 0
F9, WOFEEZFITL T, /7Y w27 IP T KL A& Cisco Catalyst 8000V A A X o R % [
BT £
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AWS T Cisco Catalyst 8000V DB |
B osstzemLir oz 2~0EE

FIE

AT v F1 [Services] > [EC2] > [Instances] DNAIZEIN L, Cisco Catalyst 8000V A > A X > A %R L7,

AT w T2 FIRENT= [Network interfaces] 7 4 > K7 T, [eth0] &#27 U v 7 L7,
FATaTRy 7 AT, eth0 A F =7 = A ZCHET DRFMERN TR SNET, A F =T =2 2D
TFARX—=RIPT RLRAZEZHOTBEET,

AT v 73 [Interface ID Value] 27 UV v 7 L £,

RATY T8 [Actions] 7V v 7 L, Kav 7 XU R KD [Associate Address] 2 34K L £ 97,

AT w75 [Elastic IPaddress] K2 7 H 7 U A M BEFAARE/R/ ST U » 7 IP T RLAEZRIRL £,

AT w6 BD Elastic Network Interface (ENI) (2 v BV T ENTWABIEMFERAT O T Y v 7 IPT7 RL XA &2 HED
W 58410, [Allow Reassociation] 227 U v 7 L £,

AT9 T BRLETITAX=KNIPT RLARARAT T3 TAELIELDE—HTHI 2R LET,
AT w78 [Associate Address] #27 V v 7 LE7,

TOTI7va ANtk RXTY w7 IPT R A (AmazonElasticIP) 3%y NV —2F f VB —T = AD
TITARX—=RIPT RLAEEEMTONET, 2T, 2O X —T oA AR L TEHa Y —L
T 7B ATED LT £7,

SSHZFERA LA VRE 2V AANDIES:

AWS £ @ Cisco Catalyst 8000V A > A X > A~D Y — VT 7 & AZ1% SSH BHMLETT,
Cisco Catalyst 8000V AMI (27 27 & 24 5121%, IROFIEZEITLET,

FIE

AT 71 Cisco Catalyst 8000V A > A X AZJLE L, AT —H A7) [Running] & F/R S 725, [Instances] 7 oA >
ROCTA U AR AR ET,

AT 72 UNIX v =/l R ssh-i pemile-name ec2-user @[public-ipaddress| DNS-name] % 5217 L. SSH Z i L
T Cisco Catalyst 8000V =1 > — /WIZHEfE L £7,

KD TA VAR AZT 78 ATHEXIT, AMIOT 7 )L s —HW—4 ec2-user ZfFEH L F
T,

cpem 7 7 A MIRFEEN TV DOMEF—ZHEH LT, A1V AZ L A~DT 7B AZHIFELET,

AT w73 Cisco Catalyst 8000V 1 > A ¥ AZBIE L £,
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sshx—~7ots ]

BYOLAMI DT AL ADKE g a—RET 7T 4 THIZOWTIE, 948 VA2 (63—) &ML

TLTEENY,

SSH F—~7 D1ERL

AWS T Cisco Catalyst 8000V A > A X LV A& R 5 L &I, BHEWDA A2 2T 7k
AF DI DRIESEL LT SSH F—%2IFETE LT, ZOHE, F—7 2/FkT 5 0%
NI ET,

F—X7 BAERK T D21, Amazon EC2 Z il L T RSA £ 7213 ED25519 & —7 & {Epk L %
T, F2, AR B FEH L TE—XT 2Bk L. A ¥ —% AmazonEC2 A ' A X A
WA VAR—FTHZEHTEET,

F—_TEERLTRETDE, HTLWL VM BERE L, A7 AIC [status passes 2/2
check] EWIHI A v EB—UNFREINET, HLWVVM 2>V —/b~iF, pem F—%EH L
TT7RvATEET, Flo, MEX—ZHEALTHLOVM I Y —LA~DT 7 A ERAET
FET,

Z51t & 1= Elastic Block Storage Z {58 L 7= AMI D {ERK

&
ATy T2

ATvT3

FIE

Amazon Elastic Block Storage (EBS) DR 5{kiX, BV D EC2 A A X » A IZBEAT T B
72EBS UV YV —ADWEEALY J 22— 3 > T9, Amazon EBS DKFZ{LIZ LV, AWS KMS F—
PEHLCTF — 2 2 ICRE L7, K51k 21172 Amazon EBS T Cisco Catalyst 8000V AMI
ZAERCT 21213, ROFIEEZFATLET,

[Services] > [EC2] > [Instances] DNEIZEIR L TA P AZ L AD Y A MR RLET,

5k S #U7= Amazon EBS TH L\ AMI Z1ERKT 27200 D_—2 L LTHHT 54 A X o A &8I L
T, N—AA VAB L ADAT —H AN [Stopped] THDH Z & EMERL T ZE,

WKOFNEa~FIZHE-T, ZOAL VAR ADAF T ay MaERLET,

a)

b)

¢)

d)

= KT NA A (B 2 [devixvda)) &2 Y v 7 LET,

[Block Device] X4 7 7R v 7 ANRERINET,

[EBSID] %7V > 7 LET,

ZDAF v ay FORY 2— A [ELASTIC BLOCK STORE] > [Volumes] 1= #77 & UE T,
[Actions] > [Create Snapshot] %% L ¥ 7,

[Create Snapshot] %A 7 2 7 7R v 7 ANERINET,

[Create] 7 U v 27 LET,

[EBS] 7 « > R ® [Create Image] 7 4 —/L RIZ, A F v 7 v ay NOA4ARIZEANLET,
[Virtualization type] K2 v 7% 7 U X k)26, [Hardware-assisted virtualization] 473 3 &R L
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AWS T Cisco Catalyst 8000V OER |
. %21t & 7= Elastic Block Storage Z{# /8 L 7= AMI D/EfX

[Create Snapshot] %1 7 & 77K v 77 AIZ [Snapshot Creation Started] &\ 9 A v E—UNERINE
T, AT v 7T a v hOERMSE TT 5 & [ELASTIC BLOCK STORE]> [Snapshots] (2, AT —# A
2% [Completed] DHT LWA T v 7 a v RBRERSINET,
ATw 74 [EC2]>[IMAGES]>[AMIs] Z&IR L T, T4 X—k AMI #1Efk L £,
DIRTICHERL LT A F v T a sy b A U AZ U ADLEIN AMI DU & MIERENET,
AT TS5 ERLIEAFT YT ay b A AX U A%EED, [Actions] > [Copy AMI] DJEIZIER L FE 7,

[Copy AMI] % A 7 & Z'7R v 77 AIZ, [Destination region], [Name], [Description], [Encryption], [Master
Key]. [Key Details] 7 4 —/L RRERINET,

Copy AMI X
AMI ami-&feafOes will be copied to a new AMI. Set the new AMI settings below,
Destination region”  US East (N. Virginia) -

Name  RoadTripBlogServer_2014_04_23

Description Copy of RoadTripBlogServer_2014_04_23

Encryption [¥ Encrypt target EBS snapshots (j

Master Key hdeiault)a;&-ﬁ-ﬁbs v

Key Details
Description  Default master k
Account  This account ( )
KMS Key ID  6C1b2107-4972-4185-b3e2-C040ea07Mm38
KMS Key ARN  arm:aws kms us-east-1 key/6ctb2f07-4972-4185-b3e2-c040ea97ib38

t protects my EBS volumes when no other key is defined

366321

AT w76 [Destinationregion] Kz v 7 & 7 U X hbaise (USEast] 72 ) Z#IR L £,
AFw 71 [Name] IZ [encrypted-C8000V-1] & W\W\o7-4Hia A LET,
ATw T8 [Description] Z$5E L F 7,
AT 79  [Encrypt target EBS snapshots] = v 7 R v 7 A% A4 N2 LET,
ATvT10 [MasterKey] kv 77X JARNCTT 7 4/V MEZBRIRLE T,
AFY TN [CopyAMI| &7V w7 LET,
55k S 4172 Amazon EBS Z ] L7281 L\ AMI 3 U2 ICIER S LE T,

ATY 12 HLWAMI O AT —HF A% fERT 5121, [EC2] > [IMAGES] > [AMIs] (IZB8 L £4, #H LW AMI A Y
AREINTWBEZ ERDNY F9,
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i

AR I)LOEWE

« FA Mz VOFHE (19 X—)

cIAM A v A K v ZAa— LOVERL (19 ~=—3)

» Cisco Catalyst 8000V A > A X L ASNDIAM A VAKX U A —)LOE Y ECT (21 X—)
CHLWA VAR ANDIAM A AKX 2 —)LDEIN BT (22 2—)

« FA R = LD (23 2—)

AR I)LOETE

AWS THEATH @ Cisco Catalyst 8000V T4 A ¥ = /LA HHCT HIZIL, IAM A AKX A
m—/LEER L, EC2H—E X L OEFHBREZMILE T, IAMA » AZ A — /L& BEfFD
Cisco Catalyst 8000V A > A X L AZEID B THD, ZNEHLIAM A U AX Aa—)LEZH L
U Cisco Catalyst 8000V A > A X > AZEI Y Y THNERIRTE £,

INHDH AT BELTT B IIFEOFEIIZ OV T, [Cisco Catalyst 8000V ~D IAM A > A X
vAr—LOEIY YT L [ L Cisco Catalyst 8000V ~D IAM A > A X Au—/LDOEY
BT L TLIIEIN,

RIZ, Cisco Catalyst 8000V TZDE DX EFIRZFATL, VA M = VEZHAEET,

IAM £ XA 20— )LDERK

1 IAM v — V2R DHEREZFFOEEIE & LT, AWSIZH A o/ LET,
2. [EC2]1%7 Vw7 LT, EQ2Qaryy— Lzl ET,

3. [IAM] %7 Vw27 LT, IAM 2 Y — &R LET,

4, [Roles] =7 U7 LET,
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B wsozxsozo—nokm

K 1:IAMA > RZ2 XA —)L

| Dashboard
Groups
Users

Roles
| Policies
Identity providers
Account settings

Credential report

Encryption keys

366961

[Create New Role] 27 U v 7 L£7,
TV Ou—VDOA4RTEANTILET,
[Continue] #7 U » 7 LET,
0—/LZ A T RN ET,
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| ¥Z2r>zroEHE
Cisco Catalyst 8000V £ > X2 Y AADIAM A VXA A2 2 O0—)LDE|Y KT .

B2:IAMA v R B AA—)LE AT

Select role type
© AWS Service Role

» Amazon EC2

Select
Allows EC2 instances to call AWS services on your behalf.

» AWS Directory Service

Select
Allows AWS Directory Service to manage access for existing directory users and groups tc AWS senvices.

» AWS Lambda

N Select
Allows Lambda Function to call AWS services on your behalf.

» Amazon Redshift

Select
Allows Amazon Redshift Clusters to call AWS services on your behalf

» AWS Batch Service Role

Select
Allows AWS Batch to create and manage AWS resources on your behalf

AWS service-linked role
Role for cross-account access

Role for identity provider access

366960

9.  AmazonEC2 u—/L ¥ A ZIZB LT, [Select] 7 UV v 7 LET,
ZOEFIZLY | EC2 ¥ —E R L OEHEBERI ML SNNE T,
10.  [Set Permissions] C, [Select Policy Template] 27 V v 27 L £7,

11. [Select] 7 Vv 27 LT, 7> 7L — ] ([Amazon S3 Full Access] 72 &) ZEIRL E7,
BEOV—EAZBRIRNTEET, 77 BRAZIOHICFHEMICIEET 2I21E, 2047 =
VEEHLET, e xE IAM A U AX AT —UT S3 Ny B DR ALY &
TRl 5 —H T, S3AT Y hAaDEZ AT LRWVREICTHIENTEET,

12. m—=n4aeANHLET,
13. [CreateRole] 227 Vv 7 LET,

Cisco Catalyst8000V f X3 VAADIAM A VXA Z VX
O—JLDE|Y HT
IAMA VA Z 20— )L OFREILZ, TA R 2 b~DT7 7B RAHATITIH Y THA, 1TV
Z. BELTELE, F—FLF AV —FREHEHLTAWS T IV NOREDT T 4T 4

T 7B ATE D L1757, CiscoCatalyst 8000V A > AKX L ADT T3 7 MEWZIRAT
THMENRRL 2D F,

FIE

ATYF1 [EQQ%uE7 V7 LT, EQQ¥vabh— Re&EEd,

AT T2 —EHERENT= Cisco Catalyst 8000V A > AKX L ZADWTFNMNEEIR L, 457 Y v LT [Instance Setup] %
BER L E 9, I, [Attach/Replace IAM Role] & 3R L £,
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. FLOUSMREZUVZRADIAM A VX Z o ZAA—ILOEIY BT

ATvT3
RTv74

Fay 7 X2 VA RhD, BENAER L7 IAM A VA2 o A — /L &2 IR L £,

Cisco Catalyst 8000V TR ? CLI i & 2~ F& AJ1 L. Cisco Catalyst 8000V % FRifL®E) L £ 7,
Router (config) # interface GigabitEthernetl

Router (config-if)# ip address dhcp

Router
Router
Router
Router
Router
Router
Router
Router

config-if)# ip nat outside

config-if)# exit

config)# interface VirtualPortGroupO

config-if)# ip address 192.168.35.1 255.255.255.0

config-if)# ip nat inside

config-if)# exit

config)# ip nat inside source list GS NAT ACL interface GigabitEthernetl overload
config)# ip access-list standard GS_NAT ACL

Router (config) # permit 192.168.0.0 0.0.255.255

Router (config) # app-hosting appid guestshell

Router (config-app-hosting) # vnic gatewayl virtualportgroup 0 guest-interface 0 guest-ipaddress
192.168.35.2 netmask 255.255.255.0 gateway 192.168.35.1 name-server 8.8.8.8 default
Router (config-app-hosting) # resource profile custom cpu 1500 memory 512

Router (config-app-hosting) # exit

Router (config) # exit

Router# guestshell enable

Router# guestshell run python

FLWAVREAVZAADIAMA VA2 > ZAA—)LDE|Y

3T

ATy T
ATvT2
ATvT3

RTvT4

WOFNEIL, #H L Cisco Catalyst 8000V 1 > A& o ZADVERLHIZ IAM A A X v A — /L&
Cisco Catalyst 8000V (ZHI VD 4T 5 HiEEZRLTWET,

FIE

EC2 A v A% v A & LTH L\ Cisco Catalyst 8000V Z B L, A > A ¥ v 2 ¥ A 7% 8R LET,

[Next: Configure Instance Details] 22 U v 7 L ¥4,

RD22OD ) HLNTHNDOFIREZETLET,

a) [[AMrole] 7% A FRy 7 2% 7V v 27 LT, FuyZZ o) XA MNhSBAEDIAMA AKX o A1 —
NVEIERL £,

b) [Createnew IAMrole] %7 U v 27 LT, HILWIAM A VA HX A — /L EE L £ T,

Cisco Catalyst 8000V A > AX L ATIRD CLIREaA~Y REAN L, AV AX A EFEHLET,

Router (config)# interface GigabitEthernetl

Router (config-if)# ip address dhcp

Router (config-if)# ip nat outside

Router (config-if) # exit

Router (config) # interface VirtualPortGroupO

Router (config-if)# ip address 192.168.35.1 255.255.255.0
Router (config-if) # ip nat inside
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Router (config-if)# exit

Router (config)# ip nat inside source list GS NAT ACL interface GigabitEthernetl overload
Router (config)# ip access-list standard GS_NAT ACL

Router (config)# permit 192.168.0.0 0.0.255.255

Router (config) # app-hosting appid guestshell

Router (config-app-hosting)# vnic gatewayl virtualportgroup 0 guest-interface 0 guest-ipaddress
192.168.35.2 netmask 255.255.255.0 gateway 192.168.35.1 name-server 8.8.8.8 default
Router (config-app-hosting) # resource profile custom cpu 1500 memory 512

Router (config-app-hosting) # exit

Router (config) # exit

Router# guestshell enable

Router# guestshell run python

FZX Rz )LOA

WDHNL, CiscoCatalyst8000V A > AH L ADT AN =)V T/Ry I —VkF T m— KT 5

FiEl ., MOERZRAF A Ny L awy ROWL SnE R L THET,

L yum 2~ REEEpips A~ REFHL TNy —V2 A VA =NV 1LET, T2& X
lf\ [guestshell@guestshell ~] sudo pip3 install awscli I ~¥ K& AN LT, AWSCLI
& Amazon SDK % A A h— /L L E T,

[guestshell@guestshell ~]$ sudo pip3 install awscli
WARNING: Running pip install with root privileges is generally not a good idea. Try

‘pip3 install --user’ instead.
Collecting awscli
Downloading
hites: //files pythartested. arg/eackenes/ce/33/6£2006 00033381 e 7A1 A I I8Ae3 el 32380031 577154220 Ic/anscli-1.18. 1502 oy 3-rare-ary . whil.
(3.4MB)
100% | ####fffddfdfHH44 4444 S S S HH44444| 3.4MB 369kB/s
Collecting colorama<0.4.4,>=0.2.5; python version != "3.4" (from awscli)
Downloading

hityes: //files. pythartosted. argy/feackanss/c9/de/A5a0af ToAd11 98063160311 7eacdb 108080299 feec1 43¢ Te0abacs /ol arare-0.4. 302 py3Tare-ary.whl
Collecting s3transfer<0.4.0,>=0.3.0 (from awscli)
Downloading
hitps://files. pythortested. angy/eackegss/69/ 79/e6af3 B4t 6o0f 7AIdIRASA TER FAPA0CTT06f29083/SBrarsfer-0.3. 3 p2. o3 raeay.wil
(69kB)
100% | #####4hhhHadtHtHt444H 44444444444 71kB 7.3MB/s
Collecting docutils<0.16,>=0.10 (from awscli)

Downloading
hitps://files.pythahosted. arg/eackeges/22/ad/ atea990a61 99180d0b5 02 30Ad0 51 AARBBIBA il lees0ctel/don 1ti1s-0. 15. 2403 mre-ary.whl
(547kB)
100% | ####fffddddddtH4 444444 4HHHH44444| 5S52kB 2.1MB/s
Collecting PyYAML<5.4,>=3.10; python version != "3.4" (from awscli)
Downloading
hittps: //files. pythonhosted. org/ackages/64/c2/080047c Tac24 7895016 7609832541 1ed55 72£35d e fF9cae1d321 512¢/PYWAML 5. 3. 1. tar.gz
(269kB)
100% | ####fffddddHHH44H 44 S HHSHHHHHH#E| 276kB 3.6MB/s
Collecting rsa<=4.5.0,>=3.1.2; python version != "3.4" (from awscli)
Downloading

hites: //files. pytharhested. org/cackages/26/£8/812 7138029410441 21d20eac T 7185£8081 0215909844796 /a61 030eaftdo/rsa4. S1oy2 . py3-nare-arny .whl
Collecting botocore==1.18.16 (from awscli)

Downloading
httes: //files pytroosted. any/feadkenes/20/ %/ afeAld e 01186930835 B3 A a6 Iee? 380 K] Teapdee 320 3 ontonare-1.18. 1602 py3-rare-ary.whl
(6.7MB)
100% | ####fffdddddddHHH44 4SS S HHH4#4E| 6.7MB 173kB/s
Collecting pyasnl>=0.1.3 (from rsa<=4.5.0,>=3.1.2; python version != "3.4"->awscli)
Downloading
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hitps: //files pytharthested. ary/feadkenes/62/1e/ aA8635a3aACECT£506003548005244 Tae Tafbeab3 329 70fe3063E fovaanl-0.4.8-0y2.oy3nore-ary.whl
(77kB)
100% | #4444 444444444444 81kB 7.5MB/s
Collecting urllib3<1.26,>=1.20; python version != "3.4" (from
botocore==1.18.16->awscli)
Downloading
hitys: //fles. pythatosted. agy/feadkenss/9f/£0/a391d14633301233
(127kB)
100% | #4444 444444444444 133kB 6.1MB/s
Collecting python-dateutil<3.0.0,>=2.1 (from botocore==1.18.16->awscli)
Downloading
hitps://files pythorhested. argy/feeckecssy/cA/ T0/CEAN 3R B 5862PAX eeB830 0900ed30G Zorehdl 340786l Sdo/oython ditrati1-2.8.1-p 2. pB roearyy.vhl.
(227kB)
100% | #4444 4444444444444 235kB 4.0MB/s
Collecting jmespath<1.0.0,>=0.7.1 (from botocore==1.18.16->awscli)
Downloading
hitps://files pytharosted. arg/ieadkages/07/dy/ 500127 206fa82301 c9e0ac AR 5B 7709320e346906:01 39/ regeathr0.10.0-p 2. o 3-rare-ary.whl.
Collecting six>=1.5 (from python-dateutil<3.0.0,>=2.1->botocore==1.18.16->awscli)
Downloading
hites://files.pytharhosted. arg/eackeges/es/ £f/480de500f01 3094072940031 oe2a24 7 Al c20924a8:43A04078a/s1%-1.15. 002 oy 3-nare-ary .whil.
Installing collected packages: colorama, urllib3, six, python-dateutil, jmespath,
botocore, s3transfer, docutils, PyYAML, pyasnl, rsa, awscli
Running setup.py install for PyYAML ... done
Successfully installed PyYAML-5.3.1 awscli-1.18.157 botocore-1.18.16 colorama-0.4.3
docutils-0.15.2 jmespath-0.10.0 pyasnl-0.4.8 python-dateutil-2.8.1 rsa-4.5
s3transfer-0.3.3 six-1.15.0 urllib3-1.25.10
[guestshell@guestshell ~]$ aws s3 1ls c8kv
Unable to locate credentials. You can configure credentials by running "aws configure"

470261 P63/ A 14103-1.25. 100,20y 3 1 re-ary.whl

AWS CLI % A > A ]\b‘ﬂ/bfi‘j}\ aws s3 1s fafg@ aws s3 AV ]‘%Ajjbij‘o

[guestshell@guestshell ~]$ aws s3 1ls c8kv
2020-10-14 19:44:08 433546509 upgrade.bin
[guestshell@guestshell ~]$

sudo pip3 install csr_aws_guestshell ¥/ Kz H LT, AN S/ R %’fé\h
Cisco Catalyst 8000V AWS /Xy r— L& X v m— R TEET,

]

[guestshell@guestshell ~]$ sudo pip3 install csr_aws guestshell

WARNING: Running pip install with root privileges is generally not a good idea. Try
‘pip3 install --user’ instead.

Collecting csr_aws guestshell

Downloading

hitpes://files joythartosted. argy/ackeges/42/27/CT12 1261 66680000223 A48 Sl 088092581 1991 61 2B1a080s/csre ans guestehel1-0.0.17.dev.tar.oz

Collecting awscli (from csr aws guestshell)

Downloading

hitpes://files pythorhosted. ary/feedkages/ 23/ 1/ 20550046l 833323000 3675591 cad 201 23Rl oSl Tce/anscl i-1.18. 1620, 2. py3-nare-ary.vihl.
(3.4MB)

100% | #4444 3.4MB 352kB/s

Collecting boto (from csr aws guestshell)

Downloading

hittes: //files. pytharosted.ary/feacdkages/23/10/c15782 729802944544 7251 91 Gooe20da] 820801 6320aC 1201 doc23/oto-2.49. 02 oy 3-nare-arny . whl
(1.4MB)

100% | #4444 44444 1.4MB 794KkB/s

Collecting boto3 (from csr aws guestshell)

Downloading

hittps: //files . pythorhested. arg/feackanes/30/3c/c3065c39836580-3c30m5a2 Tt Sbaadf 75330505 1934305599830 /loota3-1. 16. 2-0y2.oy3nore-ary.whl
(129kB)

100% | #4444 133kB 7.2MB/s

Collecting rsa<=4.5.0,>=3.1.2; python version != "3.4" (from

awscli->csr aws guestshell)
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Downloading
hittps: //files. pythartosted. arg/ackages/26/£8/812 THAca02AF 0441 21 3202aC T785fa81 01 5909844796 7a61 03dedflcd6/rsa4 . 502 py3nare-any.whl
Collecting botocore==1.19.2 (from awscli->csr aws guestshell)

Downloading
hitps://fles.pythatosted. argy/feadkenss/1£/9%6/ 353646 /5cf1 /351 Va8
(6.7MB)
100% | #4444 444444444444 6.7MB 164kB/s
Collecting PyYAMI<5.4,>=3.10; python version != "3.4" (from awscli->csr_aws_guestshell)
Downloading

https: //files.pythonhosted. org/ackages/64/c2/8004 7cTac2478£95016 7609882541 16055 72£ 3501 bef f9cae07d321 512¢/PYAML-5 . 3. 1 . tar .z
(269kB)

100% | #4444 4444444444444 276kB 3.6MB/s

Collecting s3transfer<0.4.0,>=0.3.0 (from awscli->csr_ aws guestshell)

Downloading

hitps://files. pythorhested.ag/feackanss/69/ 79/eafic3BoAe6ceto 0L TAIdICARA TER 1 FHANC T Ia26fa90803/sBaansfer-0. 3. 3 p R o3 rareay.wil
(69kB)

100% | #4444 444444444444 71kB 7.6MB/s

Collecting docutils<0.16,>=0.10 (from awscli->csr_aws_guestshell)

Downloading

hittpes: //files . pythahosted. argy/feacdkanes/22/ad/ateadb a1 991 8adobE0230Ad] 51 HACAABBI3 Af fdless0cae8/coaiti 1s-0.15. 2403 nare-any.whl
(547%B)

100% | #4444 4444444444444 552kB 1.9MB/s

Collecting colorama<0.4.4,>=0.2.5; python version != "3.4" (from

awscli->csr aws_guestshell)

Downloading

hitps: //files. pythahosted. arg/frackanes/c9/0/45c0ef ToAd1 1980963160311 7eadb /0820802992 fecc1 43¢ Ta0abacs/calararer0.4. 3 o2 oy 3nare-ary.whl.

Collecting jmespath<1.0.0,>=0.7.1 (from boto3->csr aws_guestshell)

Downloading

hitps://files pytharosted. arg/eadkages/07/dy/ 500127 206fa82301 c9e0ac AR 5B 7709320=346906:01 39/ regeatr0.10.0-p 2. o 3-rare-ary.whl.

Collecting pyasnl>=0.1.3 (from rsa<=4.5.0,>=3.1.2; python version !=

"3.4"->awscli->csr_aws_guestshell)

Downloading

hitps: //files pythartested. arg/feadkenes/62/1e/ aA8635 304t 7£506003548005244 Tae Tafbeab3 329 70fe3063E fovaanl-0.4.8- 02 .oy3nore-ary.whl
(77kB)

100% | #4444 444444444444 81kB 9.4MB/s

Collecting urllib3<1.26,>=1.25.4; python version != "3.4" (from
botocore==1.19.2->awscli->csr aws_guestshell)
Downloading

hitps://fles. pythatosted. ary/feadkenss/S6/a8/4ef5ea6 1608250501 2425308262331 S3AGAEBFBICIfaAlesd R A 11531 25. 11-p 2. oy 3rare-ay.whl
(127kB)

100% | #4444 4444444444444 133kB 6.5MB/s

Collecting python-dateutil<3.0.0,>=2.1 (from

botocore==1.19.2->awscli->csr aws_guestshell)

Downloading

hitps://files pythorhested. argy/feeckecssy/0A/ 10/CEAN 3R B 586224 eeB830 0900ed30G Zorehdl 34786l Sdo/oython dirati1-2.8.1-p 2. p8 roeary.vhl.
(227kB)

100% | #4444 444444444444 | 235kB 4.6MB/s

Collecting six>=1.5 (from

python-dateutil<3.0.0,>=2.1->botocore==1.19.2->awscli->csr_aws_guestshell)

Downloading

hityes://files.pytharhosted. arg/eackeges/es/ £f/480de500f01 3094072940031 oe2a24 T Al c20924a8:43A04078a/s1%-1.15. 002 oy 3-nare-ary .whil.

Installing collected packages: pyasnl, rsa, urllib3, six, python-dateutil, jmespath,
botocore, PyYAML, s3transfer, docutils, colorama, awscli, boto, boto3,

csr-aws-guestshell

Running setup.py install for PyYAML ... done

Running setup.py install for csr-aws-guestshell ... done

Successfully installed PyYAML-5.3.1 awscli-1.18.162 boto-2.49.0 boto3-1.16.2

botocore-1.19.2 colorama-0.4.3 csr-aws-guestshell-0.0.17.dev0 docutils-0.15.2

jmespath-0.10.0 pyasnl-0.4.8 python-dateutil-2.8.1 rsa-4.5 s3transfer-0.3.3 six-1.15.0
urllipb3-1.25.11

WDAZ Y 7 KD esr_aws guestshell /Xy 7 —IZEENTWET,
get-metadata.py : AWS NH A U AX U ARAZT =2 ERFFLTH N LET,
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get-route-table.py : VPC DA A K o A% )b— k, Jb— b7 —7 /v BEIT 25O TG
L\i‘g_(]

save-config-to-s3.py : Cisco IOS XE CLI =~ K% S3 /N7 v MIRFLET,
save-tech-support-to-s3.py : 7 7 = /LR — hOH % S3 3w MCRIFELET,

load-bin-from-s3.py : Cisco Catalyst 8000V D bin7 7 f V& X 7 ua—RLTYua—FRL
32 j‘o

get-stat-drop.py : CLI #aHE#H 2 Hifs L T, CloudWatch (27 v ¥ 2 L £,
capture-interface.py : B2 3% Cisco IOS XE CLI =2~ > R&FRE L T, —EHH
Ty beXxy T Fy LIk, 77 A& S3IZT vy T u—RNLET,

W DOHITIL, load-bin-from-s3.py A7 U 7R3 S3 i34 U Z v — R L, Cisco Catalyst
8000V A A —T i@ L £ 7,
[guestshell@guestshell ~]$ load-bin-from-s3.py csrlkv ultra 167.bin

/bootflash/ultra 167.bin 446866343 / 446866343 (100.00%)
Download Complete

GE)

csr_aws_guestshell /Xy 7 —d, 5I&HEE Cisco Catalyst 8000V & EE) L 9,
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INT ) w0957 FRALILEDERE

COETIE, EL T T U RTuNA X =N LISP Z{# ] L C Cisco Catalyst 8000V A > A X o
REGEteT Yy 7770 RO LIEREFRETED LT HHECONWTHALES, =
YU RIA A E—T 2 A REFHLT, NT VvV VTR Ry NU—T bz Z—T
TAX Xy NT—=J DL AY2 AL U ZYERLET,

LISP L A V2 ¥E3EZ R ET HANCHEM L TR MNE N H 5 FiE &0 ez kIoRLET,

« Locator/ID Separation Protocol (LISP) : LISP (X, H—IP 7 FL A TiI7e< 2 DDA
ZMEFEHT IRy NV— T —F%7 7 F ¥y BLOT e b2 LT,

e T RARA LV kB F (EID) : = RAX MIEID Y THRET,

e V—F g ralr—% (RLOC) : ZFa—rSIV—F 4 v 7 VAT WERERT 57
AR (Flor—%) [ZHEvETonEd,

« LISPXIRAEILIL—H : L—TF 1  TRERE L LISPHERE (A MYV T 4 2ET) &Y
RN—= T AEE~EET T IA4T VA,

c IV RARA2KID (EID) :EIDX, /X7y hOEFO (FbHWHID) LISP ~» &4 —I(C
BENDRELBIOSET FLAT 4=V FTHEH SN D IPv4 7213 IPv6 7 F LA T
R

c)L—F 45045 —% (RLOC) :LISP/ — FO7ua—% 47w XNk + 57
IR EN S IPv4 £721Z1Pv6 7 KL A, RLOCIZ. EID-to-RLOC~ v B> 7L 7T v
TOHNTT,

cHALYFRIILIL—E (ETR) :ETRIZ > FA Ty RRA 2V M THDHT /3A AT, LISP
HREOH LT Xy NU—7 Oy (Ao ¥ —Fy Me&) 1WA NaeiL, 1 ~o
EID-to-RLOC ~ v &' 7 & /ABH L, Map-Request A v E—IZIn& L, A o Ky
AT LI LISP ThH e b Enica—Y—7—X 2 h 7 bfifbxr L CliMfE LET, E
. ETR IR E W D9 TP Map Server |2 EHIIIZ Map-Register A v — 3 %155
L ¥, %5 31D Map-Register A 17— 121&, ETR O A NI STV % EID
HBoftExy FU—27 OF_TD EID-t0-RLOC = MU NG ENE T,

c AARURILIL—A (ITR) :ITRIZ N RIVOBRIGS L 72 HF 34 2%, ITRIZX. LISP
WEED B DA MM D T_XTD T 7 4 v 7 @ EID-to-RLOC ¥ v B 7 HRKE L E
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T, ITRABEIDSETO/NNT > hEZETLHE, FT~vo BT X v v adDEDEHHANE
T, ITRAP—FZEADF 5L, LISP~y X —NTry a7/ L, RLOCD 1D
ZIFETLIPT RLAE L, vy BT Ty via = MU HDRLOC D 1 D% IP
fide ke LET, ITRIZZEDHZR, X7y halEg s v—7T4 07 LET,

XTR: AJJ b xpv—% (ITR) #EE& )1 b v—% (ETR) #EREDM F & FT
T DT 3, ADKHR,

PXTR:IP* v hU—2 L LISP* v hU—V BOMAERHAA > b, ZOET VTR A
> FTITR & ETR O&E| =R L F T,

Iy TH—/8— (MS) :MS %, LISPH A hETR NZDEID 7'V 7 (7 A% T 5
LISPA V7 ANT I F ¥ T34 ATT, MSIE, 72 747 N hoxu—%
(ETR) 76 OBERERZAGR L, EFICBEERSNTZZN LD ETR D EID 7'V 7 4 v 7
A %) L, Border Gateway Protocol (BGP) W TENINIZT VT 4 v 7 A% R
G R AR Y (ALT) 127 RAZ A XFT 52 LT, W LISP vy BV T — X2 _X—2AD
—WEEITLET,

NI T T A N— K v o BT VAT ARETIL, 73TO ETR BAZIED MS I
B ESNDEOICHRELIREET, MSIZAZ U R7Tr—r  LTRHRETEET (F-1%
BEOMS Bb->TH L) , EEOLGE, T XTOMSIEIT 74 RX—h vy &
AT AEENO~ v B TV AT AOREREREE LET,

LV KRR~ B TV RATARBBEERII T v = ¥ AT AR T,
MS IZ. Generic Routing Encapsulation (GRE) ~> /L& BGP &Y a v DES A v =
EHAWT, b~y T — "= 27 AMIx L TRESNET,

e Ty TYYVILIN (MR) :MRIZLISPA > 75 AT 7 F % T84 ZTF, ITRIZL,

EID-to-RLOC + v &' 7 Z R 3 D BEIZ, LISP Map-Request 7 — U & MR (Z24{5 L £,
MR (FZERZZF L, @t~ > 7 — "—Z RN LT,

LISP & HEEDFEMZ2BEEIZ DUV TiX,  Locator ID Separation Protocol Overview | & R L T <
7ZE0,

« LISP L A ¥ 2 JLIRDOFHE (28 ~—)

* LISP L A ¥ 2 JLIR DR IE DRIFESRMF (29 =—)

« LISP LA ¥ 2 YLIRDFRE DFIFE (29 ~—2)

« LISP L' A ¥ 2 JLIRDFIE (29 ~—)

* AWS [® Cisco Catalyst 8000V & = % —7 5 A4 X A7 I D Cisco Catalyst 8000V [

BUDLISP LA Y2 T 7 4 v 7 OfiR (34 3—)

«PMD ¥ /LF F a2 —DHR— K (36 2—)

LISP L 1 ¥ 23R DR TE

Cisco Catalyst8000V |L, X7V w7 753U R, 734 X—=L7T7 7K, BLUNATY v K7
FURICERTEET, RENMNATY v F7T70 RIIBITT 256, ——lCk LT
EEEMR T, V== 7 T 7 NIBITTOMERDY £, £HIE. ATCT——1P
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| XTUvs559 FRLEEROR
usp L+ v2iEngzomess |

T RLVA, 7Ry h~A7 BEXOTFT 74NV M= U= ARELHEMNT 22 L 2H LD
LNVEEAL, 777 FNTHBDIP T FRLALFREZMHEHL, 790 e M ¥—nf 7
FARTZ I F DT RLAFTRIT I > THIRS RN Z &2 He v H Y £7,

ZOEMEWT-TT2DIZ, A 21X Amazon Web Services (AWS) ETEIET S LISP LA ¥ 2
PR % Cisco Catalyst 8000V [ZHEflt L 97, Z D4, Cisco Catalyst 8000V f > A X > A L=
VE—TIGART =2 A= RT )y 7T RMOT Y vyl LTHEEL £77, LISP
VAY2IERERET D E, TTAR— T —F B A —NDLA Y2 Hy NT—7 %37
Vw7777 RIZIERL T, BEEOYA NEeXT Vv s 7T 7 REITTORA NEIERREMZ
RHTEXDHEHC0ET, £, 7 XL H =TV 0T REOT SV r—y a3
U= u— FOBITEACTHZLHTEET,

=R

c F—ABITNEZCRY, XYy NT—7 DT —7a—RIPT RLAR T 7 A4 T 74 —/)L
=ML ENET, kY, 7r—Fxx 2 h RAAL UEPEERFICY T %y
k OEfGE A R T E £,

e T NAH—P A NTVM ZABRNIZEM L, VMR 7 a3 X —H% A N TEITIN TV
LT, 7990 RAR—=ZA MEERA LT, IRERICVMZ =0 2 —7 5 f XY — "= |ZHEA
TEHEHICLET,

o WO R R R EEE L BEERBEO DDy 7Ty T — B AR L £,

LISP L 1 ¥ 2 LR DR E DRI E W

4 Cisco Catalyst 8000V /L —H ([Z 1 DDHERIP T RL AZRETIHLENH Y £, ZOHA,
IPsec b > /L1 2 DD Cisco Catalyst 8000V A > A X L ADIP 7 KL ARNIHEZE X ., IPsec
N RMZIET TAR—=RT RLARH D £,

LISP L 1 v 2 {5k DR E D FHIFEIE

*AWSECS V7% FTiE, ¥ VRF# L VM 7 R L A FHIR S E 4,

«IPv6 7 K L AFEUZL, Cisco Catalyst 8000V Amazon ¥ 34 A — (AMI) Tix#H— b
SNTWERA,

LISP L 1 ¥ 2 3R DR TE

L2 JEIRMERE A RR B D 12I%. £ 9" AWS (T Cisco Catalyst 8000V f > AKX AZEEI L, A
2B A% XTR &L LTRET HDRENDH Y £, 0%, BEAZETTLH70ICvy BT
VAT LERET DMLENS Y ET,

Amazon Web Services T D Cisco Catalyst8000V T Y 7 bz 7 DERH .
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B Aws <o cisco Catalyst 8000v - = 7 > X DR

LISP ¥ A M, 7Ty 7 A RY—L T X —~D 2 RFEOHER#FF>, ITR & ETR Ol 5
ELTHRESNT XTR & HIEENS) Cisco Catalyst 8000V 1 > A X A &AL E4, KIC
LISPH A ME, Ry hU—2 a7~y VA< FHh—_— (MRMS) & LTRES
NIZAZ Y RT R TN RSN E T, v v BT VAT A BITEAONT Y v
IPIZEESNAH /N7 v O LISP B 7B MEEB LD e bz 34T LET, AWS D D
N7 7 4w ZIZONWTIE, MBS U T @R~ — FBRV—T 4 T T =T )L THRON
572WEAIELHIZ) | Cisco Catalyst 8000V A  AX U ANTE L B —T T4 XF =L H—
D PXTR Z# /L C—T 4 7 LET,

LISP~ v 7Y —N—BL O~y 7)Y N R Ew oy B 7 —E R EAT HEE. LISPXETR A
BEAHRELTHEMMET 5121, ROFIEZFEITLET,

AWS T® Cisco Catalyst 8000V 1 > X 2 > A DYERK

FIE

ATy T

ATy T2
ATv73
ATv74

ATy TH
ATv 76
ATy T17

ATvT8
ATv79
ATv 710
ATvITN

Amazon Web Services (22 74 > LE7, EMlOF Y~ a4 RuT, [VPCl 27V v7 LE

R

[Start VPC Wizard] 27 U v 7 L, MDA > 75 [VPC with Single Public Subnet] Z #&4R L £ 7,

[Select] #27 Vv 7 LET,

BARTTAR—=F 7T RIZY TRy FEERRLET, ROT a7 4 2L £,

a) Default Subnet : 10.0.0.024 (N7 U v 7 IPIZv v B 7 Ed) .

b) Additional subnets : 0.0.1.0/24 3 X1} 1.0.0.2.024, ZNHILTTAX—=KIPT RLAT&HY, Cisco
Catalyst 8000V A & A X U AN ETHNETH L [ RetER & D £,

[Create VPC] Z &R L £7,

[Security] > [Network ACLs] % &R L £,

[Create Security Group] %2 U 27 L C, Cisco Catalyst 8000V | > A X L ADEXx 2 VT 4 T N—T%A{E

RLET, ROTa T 4 &% ELET,

a) Name:SSH7 7 &A

b) TCP Port 22 traffic : A > /37 > RFFFA]

c) SSH access to C8000V for management : H %)

BMOEF 2 VT 4 TN —TEERT DI, AT v 7 6 ZFITLET,

Cisco Catalyst 8000V D#d [ ~_— 2 #) L, [Continue] %7 V v 7 LET,

[Launch with E2 Console] 27 U » 7 L C, HiEFJHisIZ)S U 7= Cisco Catalyst 8000V 4 iEL#E) L £ 9,

WA AL ARG A T BR L ET, PR—PESNTNDA P RAF S RE A FITONTE, #2-1

BLO222ZRLTIZEN,

HIRRA v AX A X A4 7 (ml.medium) D/ AT U EfF:EL 10Mbps T, KA v A Z v AX AT
(ml.large) DIGFHE 1L 50Mbps T,

ECU | Elastic Compute Unit Ol T3, ECU I, CPU F &% HIET D Amazon HH D H1ETT,

. Amazon Web Services T D Cisco Catalyst8000V T Y 7 bz 7 DER


https://www.cisco.com/c/en/us/td/docs/solutions/Hybrid_Cloud/Intercloud/CSR/AWS/CSRAWS/CSRAWS_2.html#19416
https://www.cisco.com/c/en/us/td/docs/solutions/Hybrid_Cloud/Intercloud/CSR/AWS/CSRAWS/CSRAWS_2.html#19416

| $Tuvs959 FRLEEDR
yoxytozt N

FTRTOEC2 AV AZ L AFINAR—=A Ly KMEENTWET,

AT w12 B L7 VPC T Cisco Catalyst 8000V A » AKX L AZEE LET, ROT a7 0 2FHLET,
a) [Shutdown] EifE% [Stop] IZXEL E T,
b) [Tenancy] % [Shared] IZXELET, A N—RN T =27 A L AZ U A% FITT HITI, [Shared] 47
varEERLET,

ARTYTB AL AZ L REEX2 T 4 70— (SSH-ACCESS) IZBEFH T ET, EX =2 VT o v— Va7
% L. Cisco Catalyst 8000V A Y AX L AD KT 7 4 w7 HHlHT D7 74T U4 — L — )L ERETE
i‘g—o

AT w14 R X —% Cisco Catalyst 8000V A > AKX v AN £, F—-37 1%, WEF— & AR — Tk
S E T, Cisco Catalyst 8000V A A X > A ZGRGE L THRt T D121%, MEX—ZHETHLERH Y
F9, BAAF—IXAWS IZRFINET, BEIISUT, HrLVF—XTE2ElTE £7,

AT w715 [LaunchInstance] %7 UV v 7 L £,

AT w716 Cisco Catalyst 8000V A > AKX AN AWS IZEH SN TV E I 0 EER L ET,

JEBCE T 5 &, AT — 4% AN 2/2/ checks passed (2280 1) £9,

BTy FDEFE
FIE

AT 71 Cisco Catalyst 8000V A > AKX > A &R L £,

AT w72 [Actions] > [Networking] > [Manage IP Addresses] D JIEIZER L £ 97,

ARTYT3 T X —TIFTARXKARNT RLAZEELET, ZOIP T RLAE, ethl DEHF VT RLATY,
ATv T4 [Yes,Updatel 27V v 7 LET,

AWS Lt ) Cisco Catalyst8000V & T > %2 — T 54 X X F LD Cisco
Catalyst 8000V R IZ & 175 k> RILDEKRE

TR =TT AR T —H 2 —NIZJER S 47 Cisco Catalyst 8000V A A X L AL I/NT Y v
7 77 v RNIZEEBE & 7= Cisco Catalyst 8000V A > A X > A OBIEIE., Wi ORIIHETL X
NP X2 V7 1 (IPsec) b RMTEoTHR#ESNET, LISP I TENMMEENT 7 4 v 7
E. X7V w7 7T 0 REREMOT —ZRE0RGE, wetthki#E, 7o FV I I M RE. B
S OB M2 EELT 5 IPsec b RV THRESNET,

Amazon Web Services T D Cisco Catalyst8000V T Y 7 bz 7 DERH .
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B awscsiFsncuas 22802 TO LUSPXTR DRE

FIE

AT w71 AWS T Cisco Catalyst 8000V A > AKX AZHE L ET,

interface Loopbackl
ip address 33.33.33.33 255.255.255.255
|

interface Tunnel2

ip address 30.0.0.2 255.255.255.0
tunnel source GigabitEthernetl

tunnel mode ipsec ipv4

tunnel destination 173.39.145.79

tunnel protection ipsec profile p2p pfl
|

interface GigabitEthernet2

ip address 10.10.10.140 255.255.255.0
negotiation auto

lisp mobility subnetl nbr-proxy-reply requests 3
no mop enabled

no mop sysid

ATY T2 YA hT2%HHD Cisco Catalyst 8000V 1 A F A& E L £,

interface Loopbackl
ip address 11.11.11.11 255.255.255.255

interface Tunnel?2

ip address 30.0.0.1 255.255.255.0
tunnel source GigabitEthernet2

tunnel mode ipsec ipv4

tunnel destination 52.14.116.161

tunnel protection ipsec profile p2p pfl
|

!

interface GigabitEthernet3

ip address 10.10.10.2 255.255.255.0
negotiation auto

lisp mobility subnetl nbr-proxy-reply requests 3
no mop enabled

no mop sysid

AWS TETEINTWBARA AT LISP XTR DERTFE
Fg

AWS THEAIT &I TV 5 Cisco Catalyst 8000V A > A% > AT LISPXTR # &% E T 5121%, [Configuring LISP
(Location ID Separation Protocol)] ®& 7 ¥ =2 O EFIRIZHENE T,

51

. Amazon Web Services T D Cisco Catalyst8000V T Y 7 bz 7 DER
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NITYy9 957 PR LIROH
AWS TETEN TS A VX R U X TO LISP XTR DERFE .

router lisp
locator-set aws
33.33.33.33 priority 1 weight 100
exit-locator-set
!
service ipvi4
itr map-resolver 11.11.11.11
itr
etr map-server 11.11.11.11 key cisco
etr
use-petr 11.11.11.11
exit-service-ipv4
|
instance-id 0
dynamic-eid subnetl
database-mapping 10.10.10.0/24 locator-set aws
map-notify-group 239.0.0.1
exit-dynamic-eid
|
service ipvi4
eid-table default
exit-service-ipv4
|
exit-instance-id
|
exit-router-lisp
|
router ospf 11
network 30.0.0.2 0.0.0.0 area 11
network 33.33.33.33 0.0.0.0 area 11
|

router lisp
locator-set dmz
11.11.11.11 priority 1 weight 100
exit-locator-set
!
service ipvi4
itr map-resolver 11.11.11.11
etr map-server 11.11.11.11 key cisco
etr
proxy-etr
proxy-itr 11.11.11.11
map-server
map-resolver
exit-service-ipv4
|
instance-id 0
dynamic-eid subnetl
database-mapping 10.10.10.0/24 locator-set dmz
map-notify-group 239.0.0.1
exit-dynamic-eid
|
service ipvi4
eid-table default
exit-service-ipv4
|
exit-instance-id
|
site DATA_CENTER
authentication-key cisco
eid-record 10.10.10.0/24 accept-more-specifics
exit-site
|

exit-router-1lisp

Amazon Web Services T D Cisco Catalyst8000V T Y 7 bz 7 DERH .



RITYvo o5y FRLREEDEE |
. AWS O Cisco Catalyst8000V & T2 — 75 4 X X F L LD Cisco Catalyst 8000V (817D LSP LAY 2 FS5 T4 v DFEER

router ospf 11
network 11.11.11.11 0.0.0.0 area 11

network 30.0.0.1 0.0.0.0 area 11
|

AWS Lt @ Cisco Catalyst8000V & T >4 —T S5 A XL R T
L. _E ) Cisco Catalyst 8000V & IZ&H(T7HLISP LAYV 2 5
49 DHEEE

FIE

LISPLAY2 NI 7 4 v/ &fERT 5120, ROFINEEZFEITLET,
Bl -

Router#show ip lisp database
LISP ETR IPv4 Mapping Database for EID-table default (IID 0), LSBs: 0xl1
Entries total 2, no-route 0, inactive O

10.0.1.1/32, dynamic-eid subnetl, inherited from default locator-set aws

Locator Pri/Wgt Source State

33.33.33.33 1/100 cfg-addr site-self, reachable

10.0.1.20/32, dynamic-eid subnetl, inherited from default locator-set aws
Locator Pri/Wgt Source State

33.33.33.33 1/100 cfg-addr site-self, reachable

Router#show ip lisp map-cache
LISP IPv4 Mapping Cache for EID-table default (IID 0), 4 entries

0.0.0.0/0, uptime: 00:09:49, expires: never, via static-send-map-request
Negative cache entry, action: send-map-request

10.0.1.0/24, uptime: 00:09:49, expires: never, via dynamic-EID, send-map-request
Negative cache entry, action: send-map-request

10.0.1.4/30, uptime: 00:00:55, expires: 00:00:57, via map-reply, forward-native
Encapsulating to proxy ETR

10.0.1.100/32, uptime: 00:01:34, expires: 23:58:26, via map-reply, complete
Locator Uptime State Pri/Wgt Encap-IID

11.11.11.11 00:01:34 wup 1/100 -

Router#show lisp dynamic-eid detail

o

% Command accepted but obsolete, unreleased or unsupported; see documentation.
LISP Dynamic EID Information for VRF "default"

Dynamic-EID name: subnetl
Database-mapping EID-prefix: 10.0.1.0/24, locator-set aws
Registering more-specific dynamic-EIDs
Map-Server (s) : none configured, use global Map-Server
Site-based multicast Map-Notify group: 239.0.0.1

. Amazon Web Services T D Cisco Catalyst8000V T Y 7 bz 7 DER



| KUy sH5%9 FRLREEDEE

AWS O Cisco Catalyst8000V & T >4 — 75 A4 XS XF L £ D Cisco Catalyst 8000V RS (Z3517 D LSP LA Y2 F5 T4 vy DR

Number of roaming dynamic-EIDs discovered:

Last dynamic-EID discovered:
10.0.1.1, GigabitEthernet2,
last activity: 00:00:42,
10.0.1.20,

last activity: 00:00:40,

Router-DC#show ip lisp
Router-DC#show ip lisp data

Router-DC#show ip lisp database

LISP ETR IPv4 Mapping Database
Entries total 1, no-route 0,

10.0.1.100/32,
Locator Pri/Wgt
11.11.11.11 1/100
Router-DC#show ip lisp
Router-DC#show ip lisp map

Source
cfg-addr

discovered by:
GigabitEthernet2,
discovered by:

dynamic-eid subnetl,

2

10.0.1.20, 00:01:37 ago

uptime: 00:09:23

Packet Reception
00:01:37

Packet Reception

uptime:

for EID-table default (IID 0), LSBs: Ox1

inactive 0

inherited from default locator-set dc
State

site-self, reachable

Router-DC#show ip lisp map-cache

LISP IPv4 Mapping Cache for EID-table default

(IID 0), 2 entries

10.0.1.0/24, uptime: 1d08h, expires: never, via dynamic-EID, send-map-request
Negative cache entry, action: send-map-request

10.0.1.20/32, uptime: 00:00:35, expires: 23:59:24, via map-reply, complete
Locator Uptime State Pri/Wgt Encap-IID

33.33.33.33 00:00:35 wup 1/100

Router-DC#show lisp dynamic-eid detail

)

3 Command accepted but obsolete,

unreleased or unsupported; see documentation.

LISP Dynamic EID Information for VRF "default"

Dynamic-EID name: subnetl
Database-mapping EID-prefix:

10.0.1.0/24,

locator-set dc

Registering more-specific dynamic-EIDs

Map-Server (s) :

Site-based multicast Map-Notify group:
Number of roaming dynamic-EIDs discovered:
10.0.1.100,
GigabitEthernet2,

Last dynamic-EID discovered:
10.0.1.100,
last activity: 00:00:47,

Router-DC#show lisp site

none configured,

discovered by:

use global Map-Server
239.0.0.1

1

1d08h ago

1d08h

Packet Reception

uptime:

LISP Site Registration Information

*

# =

Site Name Last Up
Register

dc never no
00:08:41 vyes#
00:01:00 vyes#
1d408h yes#

Router-DC#show ip cef 10.0.1.20
10.0.1.20/32

nexthop 33.33.33.33 LISPO
Router-DC#

Some locators are down or unreachable
Some registrations are sourced by reliable transport

Who Last Inst EID Prefix
Registered ID

-= 10.0.1.0/24
33.33.33.33 10.0.1.1/32
33.33.33.33 10.0.1.20/32
11.11.11.11 10.0.1.100/32
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PMD Y /ILFFa1—DHYHKR—F

Cisco IOS XE 17.7.1 LA CTl, AWS TZEAT X415 Cisco Catalyst 8000V A > A ¥ > AT PMD +
NT X o —REREDN AR — h SfvE 3, BIFE, Cisco Catalyst 8000V TH| Y 4T 5415 PMD RX
Foa— L PMDTX Fa—ldAf v F—T oA AT L2 1 DT TY, ZOMELHEHTS L.

Cisco Catalyst 8000V T4 2D PMDRX ¥ =2—& 8§ DO PMD TX ¥ = —E 0 4 CTHhFET,

ZHUCTEY ATy MUBEENHEML TN T +—< U ARE ELET,

Cisco IOS XE 17.9.1 LAFETiL, Cisco Catalyst 8000V {Z % PMD TX % = —®E| Y 2 -TH 12 {iH
IZHEIN L TWET,

N\

GE)  IPsec RNV DIPT RLAXRTIIPMDTXQ Iy =3 ET, LR -T, 7 RLAR
AL TN T4 —v U ABRKRTTHZ R 9, ZOREEERET 5121, showplatform
har dwar eqfp activedatapath infrastructuresw-nic =~ > K& H L T, /37 —~ A0l
WCRDEINTRT T4 v 7R DDF 2 —F XTUTHFITHEML TWDINE I 0 a il L
R

&IZ. show platform hardware gfp active datapath infrastructure sw-nic 2~ > RO % 7 /LD
avy P ZRLET,

Router# show platform hardware qfp act datapath infrastructure sw-nic
pmd b19811c0 device Gil
RX: pkts 418 Dbytes 37655 return 0 badlen 0
pkts/burst 1 cycl/pkt 0 ext cycl/pkt 0
Total ring read 91995516, empty 91995113
TX: pkts 355 bytes 57833
pri-0: pkts 60 bytes 5590
pkts/send 1
pri-1: pkts 32 bytes 2616
pkts/send 1
pri-2: pkts 6 Dbytes 303
pkts/send 1
pri-3: pkts 38 Dbytes 6932
pkts/send 1
pri-4: pkts 176 Dbytes 39279
pkts/send 1
pri-5: pkts 25 Dbytes 1962
pkts/send 1
pri-6: pkts 8 Dbytes 459
pkts/send 1
pri-7: pkts 10 bytes 692
pkts/send 1
Total: pkts/send 1 cycl/pkt 3160
send 343 sendnow 0
forced 343 poll 0 thd poll O
blocked 0 retries 0 mbuf alloc err 0

TX Queue 0: full 0 current index 0 hiwater 0
TX Queue 1: full 0 current index 0 hiwater 0
TX Queue 2: full 0 current index 0 hiwater 0
TX Queue 3: full 0 current index 0 hiwater 0
TX Queue 4: full 0 current index 0 hiwater 0
TX Queue 5: full 0 current index 0 hiwater 0
TX Queue 6: full 0 current index 0 hiwater 0
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TX Queue 7: full
pmd bl1717380 device Gi2
RX: pkts 289216546

pkts/burst 7

0

bytes 102405925473 return 0 badlen 0O
cycl/pkt 326

current index 0

Total ring read 141222555,

TX: pkts 757922

hiwater

ext cycl/pkt 381
empty 103047391

bytes 260498122

hiwater
hiwater
hiwater
hiwater
hiwater
hiwater
hiwater
hiwater

pri-0: pkts 94302 Dbytes 32428428
pkts/send 1
pri-1: pkts 95525 Dbytes 32791822
pkts/send 1
pri-2: pkts 93002 Dbytes 31950500
pkts/send 1
pri-3: pkts 96799 Dbytes 33381108
pkts/send 1
pri-4: pkts 90823 bytes 31179044
pkts/send 1
pri-5: pkts 97436 Dbytes 33455916
pkts/send 1
pri-6: pkts 93243 Dbytes 32113540
pkts/send 1
pri-7: pkts 96792 Dbytes 33197764
pkts/send 1
Total: pkts/send 1 cycl/pkt 760
send 685135 sendnow 3
forced 685117 poll 0 thd poll O
blocked 0 retries 0 mbuf alloc err O
TX Queue 0: full 0 current index O
TX Queue 1: full 0 current index O
TX Queue 2: full 0 current index O
TX Queue 3: full 0 current index O
TX Queue 4: full 0 current index 1
TX Queue 5: full 0 current index O
TX Queue 6: full 0 current index O
TX Queue 7: full 0 current index O
pmd bl4ad540 device Gi3

RX: pkts 758108
pkts/burst 1
Total ring read 78867251,

TX: pkts 756904

send 705364
forced 705355
blocked 0

TX
TX
TX
TX
TX
TX
TX
TX

pri-0:
pri-1:
pri-3:
pri-4:
pri->5:

pri-7:

Queue
Queue
Queue
Queue
Queue
Queue
Queue
Queue

pkts 9

pkts 3

bytes 540
pkts/send 1
pkts 200064
pkts/send 1
pkts 244086
pkts/send 1
bytes 822
pkts/send 1
pkts 250502
pkts/send 1
pkts 62240
pkts/send 1
Total: pkts/send 1

bytes 80223776

bytes 97204792

bytes 99404344

ext cycl/pkt 811

bytes 24912864

cycl/pkt 737

sendnow 3

0

empty 78155478
bytes 301747138

hiwater
hiwater
hiwater
hiwater
hiwater
hiwater
hiwater

poll 0 thd poll O
retries 0 mbuf alloc err O

0: full 0 current index
1: full 0 current index
2: full 0 current index
3: full 0 current index
4: full 0 current index
5: full 0 current index
6: full 0 current index
7: full 0 current index

O O O O O o o

hiwater

0

3
3

3

o O O

O OO O WwWo wo

1
1

1

bytes 302121148 return O badlen O
cycl/pkt 572

=

=

pmD 2 L F % 1—n4H—~ ]
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IPv6 HEEED X TE

AvHE—Fy N Fa halr =Yz 6 (IPv6) 1L, *v NU—27 7 FLAEy k% (IPv4
D) 328y M5 1288y MIIEBEL CWA 72, HIER EDOTXCTOFX Yy FU—27 T /31 R
Ta— NN IP T RL A+ ik c&x &9, IPv6 IC L 0 EHT HEHIROT KL
AZERNZE D Y AFEEELRHY, 2P I/ ARV R Xa VT ¢ BN fb Sz
HLWT AV r—y g h— 252 L0 BT ET,

VAT N =T TORARMZR TPV i DOFEEIL, Bx DT A AL H—T = A A~D
IPv6 7 RL ADEI) B CTHERSNET, IPv6 b T 7 4 v 7 DEREIT T 0 — VT HEET
& . IPv6 @ Cisco Express Forwarding A { v F > 72 G THZ b TExET, =2—V—iF,
RAA =LV AT 5 (DNS) OARITNGT RUABIOT RLANLLAFION Y 7T v
THEATAAAA L I — REA T OV R — FERE L, IPv6 1A N—EEREEHTHZ LT,
AR OBREZ IR T X £,

IPv6 7 R L A$5iEIX. Amazon Web Services THIT 4T % Cisco Catalyst 8000V A A X
ATHR— b ENET, AV AX U ADIPVOHERER R ET 2 FIEIC OV TIX,  [TPv6 Addressing
and Basic Connectivity Configuration Guide] ZZM L T 7230,
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Cisco Catalyst8000V T AWS O— ALY —
VDERTE

AWS 1 —H Ly — %, EFEIRBETT 7 r—a VEEBBLOETTE S AWS A
TIANTIFHDHEAT T, AWST—O L) — %, ava—TFT 407, AL —,
F—HR—=2 BLOZOMOBEIRY — A EYFRANTWGTICEE L, FICAROHDHE
DRAS =R N T T I r—a s ERRETE S Y IC L E T,

Cisco IOS XE 17.15.1 U U—AMN b5, AWSHRIR T I A X— 7 T REBIRLZY —TV 9T
INoor—RN = APRETEE T, ZHIT LY Cisco Catalyst 8000V A A X A%
TR A —RT T TFDOH DGO B TEET,

VPN &% FAO AWS O—Ah LY — >

AWS o — ) — X VPN i a R — F L CWER A, 2, 7L 205FTE 7
T U FORIZ LR AL TE RN E 2B L E 4, Cisco Catalyst 8000V A & A & o A
ZAWSIZERFAL Cr—h Yy — 2G0T 5 L, VPN —EX 2R LT, ¥4 F»
5777 RO x 2T 7 VPN Z{ET& £97,

Cisco Catalyst 8000V (%, FIfA[fHE72 IPSec, DMVPN, FlexVPN 72 £ VPN 77 / a ¥—% 4
R—hLTWET, ZOREL—F21F, BESUIEERKR 2 Lo 5L b7V E T,
NAT 5 — koA D AWS A—AH LY —>

NAT 7' — b7 = A (3, VPN i & MRS, FERD D AWS B —H LY = THHR— b SRT
W2 9 1 ODOERETY, 7272 L. Cisco Catalyst 8000V T AWS 11— h /LY — L Z % iET 5
&L NAT HREAER CX 9,

NAT HREZ T2 2 & T, RO EXFIREIZ/R D £,
AR —T 4 TN XD = AA~DT I ' A

«NAT TEML SN NNT Vw7 IPT RLVAZFEH LI, AV F—Fy hIBDT T A _—
KTV =g = R—DY T NI =T Ty I TF—rOF T a— R

IPT RLRZEENEE L TWAY 7 Ry +RORE ot

« fx K 63K D NAT Z5#i% A[REIZ 9 5 ElasticIP 7 K L A DR E
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Cisco Catalyst 8000V T AWS O—h )LV —> 0 E |
B awso—»uy—icmy asiRsE

e AWS T — /LY — NZET B HIRSEE (42 _X—)
« Cisco Catalyst 8000V T?D AWS B — /)L — D% E (42 X—)

AWS O—Ah LY — BT BHIREIE

* Cisco Catalyst 8000V TiE, c5d2x1FB L Wc52x1 A V AFX L AZA T oY R— b TDHu—0
W= DIRNBYAR— SN ET,

s T — NN =2 EHHZT HE, AWS Cloud OnRamp V' U =—3 3 VT AWS U — 3 &
TIIHREL <2 Ed, =2 e —7%F— R TCloudOnRamp YV =—3 a3 U &2FHT
HITIE, v—=h Y — R A BT L E T,

Cisco Catalyst 8000V T AWS O— ALY — 2 DERTE

A VARVATAWS B — I = R ET DI, ROFIEEZFEITLET,
A—AILY—2DFTE
FiE

AT w71 AWS Marketplace |22 71 > LE 7,
ATwv T2 EC2H vy aR— FIZBE L, [Account Attributes] O FiZ& 5 [Zones| 27 U v 7 LE T,

[Local Zones] X— Y MFERINFETH, FEAEDS = NIT 740 F TEHIZ/>THET,

ATw 73 BRITZ0—HLY—2%27 Y v/ L, [Managel 7 Y v 7 LET,
ATy 4 [ZoneGroup] U 1 > KU T, [Enabled] 7 VAR K &I L £7,
AT w75 [UpdateZoneGroup] #7 Vv 27 LT, @R LI —HI L) =2 EHMNLET,

A—AILY—2DH TRy FOYERK
VPCHa— /Y — PR T A2, ZOFIEEAFEITLCr— L) =0T xRy M &{E
T AMENSH D £4,

FIE

ATFwT1 VPCH v arh—RIZBEILET,
ATw T2 EloFEsr—var v 0 KU, [Subnets) 27V v 7 LET,
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| Cisco Catalyst 8000V T AWS O—H LY — > DEE
O—#)JLY—> T Cisco Catalyst 8000V 0 & BH .

AT9 73 [HTHRy DR (CreateSubnet) 1227V v 27 LET,

ATw T4 [VPCID] Ka v 7 XU R Rnh, a—a /) — PRS2 VPC Z#3RIRL 7,

AT w75 [Subnet Settings] = U 7 C, [Subnet Name] 7 4 —/L RIZH 7 % v hOL4RTZ AT LET,
AT w76 [Avalability Zong] Ko v 7 X7 U2 kv, A Lize—h Y — 2 ZiER L ET,
AT w71 [IPv4subnet CIDRBlock] 7 4 —/V R C, ¥ 7%y hDIP T KL AT v 7 280 Y4 TET,
ATY 78 [HTHy DR (CreateSubnet) 127V v 7 LET,

EC X v alRh—RIZREDE, VPCHEIR LI — By — RSN TNWD 2 E PR CE 7,

O—AJLY—> TO Cisco Catalyst 8000V O FE B

O—H NS =TT Ry NEERR L2113, e — BV — 2 TEC2 A VAKX A& )4
HVENHY £, FEMARFIEAMERT AL, [EQRar Y —AEN LA v A X ADk
B 2L TLEEN,

EC2 A VAKX v A% L#) L= 5, [Network Settings] TR DO EZITWVET,

FIE

ATwT1 [VPC] Fry 7 XYY X Inh, 7Ry b&IEHK LT VPC BRI £7,

ATwT2 [Subnet] Ray 7 Z VR0, v— ) = FIHER LTz 7 2y b &R L £,

AT w73 Cisco Catalyst 8000V A AKX L AT Y w7 IPT RLAZEEY Y TH), T A A b4 Elastic IP
7 RV A& T D121, [Auto-Assign PublicIP] K w7’ % 7 U 2 ki [Enable] 23R L £,

ATw 74 [Launchinstance]l #27 U v 7 LT, A YV AZ L ADBR—HNY =V HRELET,
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Cisco CSR1000V 1 > X 2 > X M Cisco
Catalyst 8000V ~DF&1T

AWS T Cisco CSR1000V A > A% > A% J&F] L T\ % —4 —73 Cisco Catalyst 8000V |Z 5 Hr
THEEIE. A A K 2 A% Cisco Catalyst 8000V (2 T9 5 Z & #B5#)d L £, CiscoCatalyst
8000V IL AWS ATV — /L&Y AR — L TEY, ZHEHHHL T Cisco CSR1000V 2> 5 Cisco
Catalyst 8000V (A » AX LV AZBITTE £,

ZOUT Yy Y= EMHT 5 & BT Cisco Catalyst 8000V DA A h—/L &2 FE{T L
T Cisco CSR1000V 2 BAERL 7 7 A Va2 B —FT 5 F TOFREEE, HHICBITTEET,
TV NVIBIT T AR — AL AL, AWS (BB P HEZ: CloudFormation 7 > 7 L —
e LTHRIHTEET, BITHRIZ, EXaT7 247227 A ML—U72 | Cisco Catalyst
8000V ITHHi STV O EE R BFIATEL LTV £,

ZOBITY —iE, B (JE SDWAN) PAYG 3 KU BYOL Cisco CSR1000V &7 1 A A >
M CEHTE £,

Z DO — )& LT Cisco CSR1000V A > A X > 2 %BATT 521X, AWS Marketplace |Z &2
7' A4 > L. CloudFormation7 > 7L — h&Zi®IR L ET, WORT v 7 E LT, BITTHHLEN
& 7% CSRI000V A Y A HZ L ADY A L BATHED Cisco 10S XE /X— 3 g OB # %
ADLET, AJINEEZEEL, BTt 2206 £7,

V= LI T RTOANEZITERY . D250 AWS Lambda B2 1ERL L £, 26 DR
I, Lambda CTa— FZFETTAH-OICONETZ ENTESH AWS U VY —RATT,

« Trigger Lambda : Z @ Lambda B3%%, 7V —2 7 —% N H—L£7, Z® Lambda
BIEIE, BITOT R CORMHERLENMI- SN TWDENEIDERIELET, &5, 20
2 U AR—F 2 MiE, WorkerLambda Z FEOMHIRHITIC, #7345 & L THEAE L 724 CSR1000V
AVAB L ABRGELET,

« Worker Lambda : Z @ Lambda B%%i%. Trigger Lambda 2>5 O ERZALBL L 4, [FI L2
77 REE T, BITT 5T XTD CSRI000V A A K A%} L CIA]—® Cisco Catalyst
8000V A A X o Az B LEF, BATT 5T XTDCSRIOOV A > X Z 2 AT LT,
Y —/LiX 1 5™ Worker Lambda & A5k L F 97,

U—r7ua—NuEIng &, BITHE T LET, Cisco Catalyst 8000V A > A & 2 AT AWS
THY Y P THATE D LI £,
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Cisco CSR1000V - > X % > Z O Cisco Catalyst 8000V ~ D17 |
B zeomizses

« BATORTEERM (46 ~—)

« HIRFHEEEFEH (46 X—)

« Cisco Catalyst 8000V -~ CSR1000V A > A X > ZADEAT (47 ~—)
cBATHRE LT E D D OER (49 X—)

« B—/L Ny 7 DFELT (49 RX—)

- = W A Ex
BITORHREHE
s BATZ AT D R0, )72 T A & > AT Cisco Catalyst 8000V (ZHGk 3 DM E N BV &

T, BIATY —iE, ~—F v N LA 2D C8000V LMY X Fod AMI 2 LES, =
DY —)LHB AWS T 7 F v AMI 2 BS54 51201, BEDSMLE T,

* Cisco CSR1000V A ' A K L ADA—H—4 L /XA T — R&Ei 2 5 L 512 LT LER
HYET, BEEERIZZ—Y—DPEM 7 7 A MIT 7 EATERWZD, Zhbon
7' A NEHRIE, Cisco CSRI000V A » AX L AT 7B AT 50D ANEE LTY—
THEHINET, BITEBBT SR, username [user name] privilege 15 password
[password] X E&FEITLET,

¢ Cisco CSR 1000V A > A Z L AZi%. N7 U v 7 IP 7 RLUARKETY, AWS BITYV —
IVINTF AL 22 T A TELLHNT, RTV Y IZIPT RLRFIART Y v I, B—Fy
MEH TEERTA2MLENDH Y £,

« A D Cisco CSR1000V A > AKX o AN HEET— R TEITIRRBIC/R > TWHAXLERH Y
\i‘g_o

HIfRFIE & ETESFIR

cBATTE D7 70 RTu T 2ld, 7 Fxy b, AZ, ¥X2 VT 4 I N—T BhHH
U IP, ElasticIP, # 7 (DX ) OHKTT,

ZOBITIE, 3, ¢Sn, BINRCS AV AH L AHZ AT D Cisco CSR1000V A A X L AT
KL TCORETTEET, BIRLTZA LV AZ U AF AT L YA X7 Cisco CSR 1000V &
Cisco Catalyst 8000V D ) THAR— SN TWAHRLERH Y £,

BHIA RV AZATINORDTA R AZA T~OBITII R — SN TWEHA, T2
EZIE, PayG TA BV AXA T DA AR L A% BYOL 74 B AX A TI2BITT 52
LIXTEERA,

ZOBITIE, BEEE— R TEITENS Cisco CSRI000V A » A F » A5 L TOHRFEITT
EFET, AWS 17—/ (%, SD-WAN &— K CTREBI & 7= Cisco CSR1000V 1 > A X
ATIIHERE L £H¥ A

VU =R, Mior 7, WRZ 7 A0, Ry r—Y@BiTEhEYA, 3y br—F
F— T Cisco CSR1000V A > A X v Z&$8ETH &, BITIZEK L ET,

ZOBATTIE, ROTABrREa~ Y NI R— SN EEA,
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I Cisco CSR1000V -1 > X 2 > X (D Cisco Catalyst 8000V ~DF51T

Cisco Catalyst 8000V ~> CSR1000V £ > 2 4 > 2047 [

¢ 'Building.*?bytes\n"',
'hostname.*?\n"',

* '\ncrypto pki.*?quit’,

® 'no aaa new-model\n',

® 'login local\n',

® 'spanning-tree extend system-id\n',

®* 'no mop enabled\n’,

® 'no mop sysid'

Cisco Catalyst 8000V TH AR — K 4T 721 Cisco CSR1000V @ I0S 7% iE 1L, Cisco Catalyst
8000V A  AX L AT ENERA, ZOTF VA TBITRRINT 22 L13H Y FH
B3, Cisco Catalyst 8000V DX EIZNEG R AL L AN H Y £,

«[EEDO Y R ER/NRICHZ 5 72812, 18] CloudFormation B CRIFFZ4T4 % Cisco
CSRI1000V A ' A X L 2% 10 ETICTHZ & E2HERLET,

« FATPOBAED 10S REDHPBATSNET,

Cisco Catalyst 8000V ~ @) CSR1000V f > X & > A DF&1T

ATy I
ATy T2

ATv7T3

ATvT4

ATy TH
ATv 76

FIE

AWS Marketplace |22 714 > L £,

WOWTHNEZ Y v 7 LT, #%% 75 Cisco CSR1000V 75 Cisco Catalyst 8000V ~DEI T — /LT
T L— @R L £,

«BYOL
* PAYG Network-Advantage
* PAYG Network-Essentials

TUTL— BN TTICHE SN TV DAL, [Create Stack] 7 4 > RUNF/RENET, ZDOR—TT
IFEEREZ AT A0 IH Y FH A, Next) 27V v 7 L CTROBEICEEH LET,

[Specify Stack Details] ™7 4 > K7 ® [Stack Name] 7  —/L K C, AX v 7 OA4Hi&ZFEE LT, [Name]
T4V RTIE, AT 7Ry FA~Z, a~z, HFO~9, BIOX v a2z TEET, [Stack
Name] 7 4 —/b RCIFEFAICT V7 7 Xy &R L, 128 CFUNTRET 2 LERH Y 77,

[Parameters] fHIK T, BATH DO NNA—T 3 VEBIRLE9,

[CSR1000V Instance IDs] K2 X7 U R b, BITTHA LV AZ U AERIRLES, 74— LK
WX, BIEDOTRTOEC2 A v AX U AN—ERRINET, FRHIBEITT 5 Cisco CSR1000V A > A
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https://us-east-1.console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/create?templateURL=https://cisco-csr-migration-tool.s3.us-east-1.amazonaws.com/migration-tool/csr-to-c8kv-migration-BYOL.template
https://us-east-1.console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/create?templateURL=https://cisco-csr-migration-tool.s3.us-east-1.amazonaws.com/migration-tool/csr-to-c8kv-migration-PAYG-ADV.template
https://us-east-1.console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/create?templateURL=https://cisco-csr-migration-tool.s3.us-east-1.amazonaws.com/migration-tool/csr-to-c8kv-migration-PAYG-ESS.template

Cisco CSR1000V - > X % > Z O Cisco Catalyst 8000V ~ D17 |

B cisco Catalyst 8000v ~ > CSR1000V £ > 2 5 © R DFFT

ATy T17

ATvT8

ATv7T9

ATv 710

ATvIN

ATV 712

ATy 713

ATv 714

ATy 715
ATv 716

ATvT11
ATv 718

ATv 719

B AT R0 B L E3, BATICHIT 5 & [Al UELD Cisco Catalyst 8000V A A & o A HMERK
SNET,

(&) [C8000V BYOL Token] 7 4 —/L RIZ h—2 > % AJ13 % &, Cisco Catalyst 8000V A > A X > A
W2 h—27 U3 ERENET, T h—2 X, Cisco Catalyst 8000V 2172 7 A & 2 A L~YL L7
HIDICHETT, ZO h—2 0%, Cisco Catalyst 8000V 73 CSSM H—/3— L DIEHEZ ST L. Cisco
Catalyst 8000V |2 BRI N TWDL X —F v h T AU AERETHDICHETT, ZO7 0 —/L R,
BYOL Cisco CSRI1000V A > A X > A& BATT DB BICDOHBANT HMERHY £, 20— &4
L7 THBATIXSE T LE 925, Cisco Catalyst 8000V 127 A & o AR SN EH A,

[SSH Key to Associate With C8000V] 7 ¢+ —/L K C, [SSHKey] # AJJ L £, Cisco Catalyst 8000V - > &
B2 ADENE, ZOF—EFEH LTS AZ R IZr 7 LET,

(EE) B A—/L=° SMS TEEFEEMZ%E7T 5351, [SNS Topic ARN] 7  —/L KT SNS ARN %
fRELET,

GX)

SRS ARN Z 574 5 HiilZ, Amazon Simple Notification Service ZH %2 L C, ARN 2 T& 5 X 51z
LTBLILERHD £T,

[Username to SSH Into Device] 7 1 —/V RiZ, BATHIZ CSR1000V A > A ¥ A TIERR LTc 22— —4 %
AHILET,
[Password to SSH Into Device] 7 1 —/L RIZ, BATHIZ CSR1000V A » A X VA TER LT/ AT — R %
ATTLET,

ZDSSH 2 —H—4 L X2 T — RI2L Y, CSRI000V A > AZ v ZA~D SSH T 7 ¥ AREI/R Y F
T, BATHE T35 &, AU SSH 1 7 A AFE# & H L T Cisco Catalyst 8000V (22 7oA > LE T,

BATHRMLUIZGBICAS » 7 T Y —R%Eu—//3Ny 7 L, CiscoCSRI000V f > A ¥ > A % FHEEY
%1Z1X, [Rollback Option] K1 v 7 #7 U X KT [Yes] Z#INL ET,

BATHIIL L 753412 Cisco Catalyst 8000V A > A % > A& A& 792 (Z1%, [Terminate C8KV Option] N1
TH Y A NT [Yes] &R L F7,

BATHIRE L 721212 CSR1000V A > A & o A % HEWIZHE T 9 585613, [Terminate CSR Option] K=
TH YA RNT [Yes] ZIRLES, HEITK T LRWIEGAIE, [No]l 3R L 7,
Next] 7 U v 7 LET,

({E&) [Stack Failure Options] fiE3# ™ [Select Rollback All Stack Resources] 7 - —/L K C, [Rollback to Last
Known Stable State] 47> a v HR¥ %7 U v 7 LET,

[Next] 7 U > 7 LET,

[Reviewand Create] 7 4 & RU T, T XRTOHRELXMHERLET, ZOX—=VYDFHT, Fxv IRy 7 A
EFANATTHIET, TOBITTERIND Y V=2 & KR L ET,

[Submit] #7 U v 27 L TEITEBKBLET,

. Amazon Web Services T D Cisco Catalyst8000V T Y 7 bz 7 DER



I Cisco CSR1000V -1 > X 2 > X (D Cisco Catalyst 8000V ~DF51T

srasHEmLEnE>romER ]

AN LENE S IDIESR

ATy T

ATy T2

ATvT3

ZDHF A TIX, Cisco CSRI1000V 75 Cisco Catalyst 8000V ~DA > A X L ZADBITNARE L
TenE D a2 FIHE R LET,

18 HHEIIZ
BATZBMG L%, ROMRBFIEEZFATLET,

FIE

A Ky 7 wkfET 5 &, [CloudFormation Stack] ¥ « & RUMF/RENET, ZTDOX—V T, AF v I A~
Y NOERREET 2GR LET, BITY — L DA X2 MIZE D, Cisco CSRI000V A A X > AEMGE L
T, [A—® Cisco Catalyst 8000V A > A X > A ZAEp T % Lambda B MU H—ShE 7, AZ v 7D
CREATE _COMPLETE (X, A% v 7 U Y —A %721 Lambda BIEAS IEFICIER SN2 L 2R LT,

BAITHZROE ) V—ou V&Ko T 5I21E, [CloudWatch] > [Log Groups| \IZBEI L £ 9, A¥ v 74082

T4 RUICERRSINET, AF I A% ) v ThHE, ZOAEZy ZIZHET L5 E 0 7 nd T

FoRENET,

Cisco Catalyst 8000V A > A X » AMPMERR ENTWHNE I MR L £ 3, Cisco Catalyst 8000V A > A X
AL, CSRI000V A » AZ A L[ CARIDEESNET, 7272 L, 4 AFX X 1D IE, CSR1000V

A VAL A EXIET D Cisco Catalyst 8000V A > A X L ATHER Y 4,

GE)
Cisco Catalyst 8000V O BRI T A RM L7254 . Cisco Catalyst 8000V = > Y —/L 1 7 B3EAT S3 37 »
MRS UE 9, Cisco Catalyst 8000V A > A X v A Z & TH9Z, #H LU Cisco Catalyst 8000V /3 A A
TRIMLIEBITEZT Ny V752 TEXET,

O—J)L/\vy I DEFT

BT —27 7a—RNRH Lo 5813, ve—A "y 7 Fat 2R HEICFETENET,
7272 L. [Submit] # 727 VU v 7 Lfﬁﬁ%ﬁﬁﬁﬁ‘é HIlZ. [Rollback Option] K& v 7 &7 U A
kT [Yes] Z IR L TR LERH Y F7°,

[Rollback Option] K2 > 77 - J A kC[No] ZiEIR L7256, BATIZIEI L, Cisco CSR1000V
A VAL RTFITIRBIIE SN EE A,
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. Amazon Web Services T Cisco Catalyst8000V T <Y 7 b = 7 DER



9.
=% =R

SOy Ny —roxAZ2FERALEERS
>y kVPC )RR

FSoPYy R HF—bozA4 V) a—aVIZEAT 51ER

Amazon Virtual Private Cloud (Amazon VPC) ZfiH L C, MELEORMBR Y MU —27 Z1ERK
TEET, AWSTIE, 2 bDxy NI —7 ZMAEICHER L2V, IEFAWSA 7T A KT
Fyv (AT VIADT—F v — BRI DAL, TOMhoA T o 2) 1ITHHEL
0TI EIFE AT v arbigfi L TnET,

N7y RVPC VY a— a3 %M LT Cisco Catalyst 8000V A > A X » A& BT 5 & |

Amazon VPC TNT 7V RAR—7 MR UEHBE L Ty Ukix —nfbTtE x4, F 7
¥ N VPC TiX, VPC TOHEH —EREII Ry A VAT v a /LT ) r—ya v
FEANTEET, #HEOT UL Mlbizo> TH#EE L. AWS CloudFormation A % v 7 &4 L
THHEICERECTE XY, 277L, 20V Va—var TR0V y M= b =1 TlEAL
VPN 7 — F 7 = A T 5720, HLWAR—7 OBINCIEH 5 BREEME R B ER R E
T

ZOHIRE RS D720, NIV NS —= R U =AYV a—a & LT Cisco Catalyst
8000V N7 ¥y RVPCEZEBMTELLOIZRVELE, N0V Yy M= U= A1E, AWS
779 REFT VI ARy NU—2 TVPC ZM AT 5 729012 AWS D332 Mk«
NO—=2 NPy AT —ERATY, FT7Vy M — MU= A ZfEH] L7z Cisco Catalyst
8000V N 7> Yy NVPC VU a—a Tk, AR—Z[ONT Yy NF— R U A %
HALT, FCHIEANORAR—7 VPC BB ZARIcLET, N TV Yy M=o =A
X, VPN 2 H LT hZ ¥ v h VPC @ 2 5O Cisco Catalyst 8000V A > A X > AT HEf5E
S ET, CiscoCatalyst8000V A A X L AL, SEISERA VT VIR T T Frr—rva
>~ VPN #fe z 12 L £,

oYy v —bhoxzAf VYV a—varZHEHALTAWS 7Yy b VPC BT 55
EEWHERT DI, ZOECTHHT IR ETIEEZFIATLET,
SOy RVPC- FSUCY R HF—R9A aVR—R2 B

cNZoYy v F—boxAd V) a—ailid, AR—7 B VPCHFm 22tk 27- 0D T
CLLTHERET AN T Yy NP — b= B3HDFES, FT ¥y b VPCIE, AAKR—2 VPC
MWHBUE—FRy NT—=JIZHND T 7 47 DFRATELTHEET I H I 1oDa7
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RSSOy RF— Rz A EERALE RS Sy FVPCOER |

VIR—F% 2 hTY, bT Yy hVPCIE, VPN Ol V—F 1 > FEATREICT 5 2 DD
Cisco Catalyst 8000V A > A X » A% KA M LET,
R3: b5y b F—bozA Y )a—a3 0 T ERAD

Spoke VPC 1 Spoke VPC 2 Spoke VPC n

QN QO . é%i
- B —i
vm /mm

|, A\l Transit Gateway

VPN Attachment ; VPN Attachment

CSR 1 CsR2

520051

Transit VPC

Z®OY Y a—3 3 T, Solution Helper & Cisco Configurator & V9 2 -2 AWS Lambda B%L
EEAL T, A v AZ AL AR—2 VPC [HD VPN Hefii & HBIRJICERE L £ 7,

« Solution Helper Lambda : Z @ = AR—>x > M, cloudformation 7 > 7' L — F & BT %
ERNUT—nET, ZOaryR—xbTE, b7 ¥y =T A CiscoCatalyst
8000V o > A X > 2 LD VPN Hift, BLUA L AZ AL FT 0Py M= b0 = A
D VPN #5iDMERR S E 4, F D%, Lambda BA%%1Z S3 SSE-KMS Zf# ] L C VPN $%&¢
& % Amazon S3 /X7 v MIEMFEL 77,

« Cisco Configurator Lambda : S3 Put - X2 [ Z & 5 T Cisco Configurator Lambda B#57)3 I
UCHEnEd. ZOBBICLY, VPN BRI Shu, B LU VPN B 2 fERkT 5
T DI BEIRFRE T 7 A VAR SHVE T, Cisco Configurator Lambda (%, SSH ZffiH L
T 10S B E % Cisco Catalyst 8000V f V' A X L A2 v v a LET, Y AIADEREN Cisco
Catalyst 8000V A > 2 X% > A C@M &5 &, BIEEIZ VPN b e nZd@hL, hoo vy

FNFA—= R U= EOMIZAR—F— = U xA 71 bz (BGP) A /N—BafRA L

éhiﬁ—o
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| FSvCyrF—bozqaEERALERS VS Y FVPCDREE

AWS K3 >

AWS 3 v
X

AWS 35 >
RIH

AWS FS5 Uy bk F—kzg yya—savofs ]

CAWS FTF UV b =t xAg VU a—Ta ORI (53 —)
cAWS F T VY N A= bhTxA VU a—Ta VORHRSEME (53 —)
cAWS TV M F—bUxA VU a— a3 COFIRFEE (53 X—)
cAWS h IV b F—btDxd VY a—a ORE (54 X—)

« ER (56 ~—2)

+ AWS Transit Gateway Y U = —3 2 > OHIEE (59 ~X—)

CYbrT—bzA V) -3 DFR
CRTUU b P b ad VU et A, Y S A D E T

"IV N =T A VYV a— g I R—Y RYP—ERATT, o0, &WH
MBI VBRI AAENTE Y, CloudWatch 72 XD A MU w7 Z{FEH L
TV a—varzBcaesEd,

e hTUVY N T T VYV a—TarEEHTLE XY NI T XTI F ¥
DFALBFIREIC 2 D720, EH 2 A FOHIZRB TE £7,

X2 T4 HEEDTC, VY a—arE—BFHETEET,
CYNT—bozA4 V)1 —2 3 DRERE

« Elastic IP, VPC. TGW. ¥ L O VPN B T 2N ENTWALERNDH Y 1,
o cloudformation — VY 2 ZEH T4 IAMMERLNH D Z & 2R L E1,

OYybrHF—brozA4 V)= a3 DR

cHENZRAA—VU T, ZONR—=Va 0DV Y a—2 g TIIPR—FERTWERA,

e ZDYVVa—aryEREA L%, VPCEBRAZFEHL T, AR—27 VPCE IV b
F—= T A CFENTEMTHILENHY £7°,
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B awstsovory—tyzqavya—varome
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AWS FS Oy R —FrY9zA YY) 2a— 3 DEERTE

FIE

AT w71 Amazon Web Services Marketplace (22 7' > L £,

AT w72 Cisco Catalyst 8000V — Transit Network VPC 7> 7L — h BB LT, ZOT 7L — F&2@RL £,
AT9 73 BOOFEMICELY T 2T 7 L — & E) L £9, [AWS Cloudformation Service] ~— ¥ 23 F /R &

NET, [Next] 7V w27 LET,
AT T4 RO [Stack Details] ZH5E L £,

INSA—4

BLL]

C8000V Throughput Requirements

Cisco Catalyst 8000V A > A X > AT MBEIp A )L—
Ty b, ZOMEICKY, BEETHA AL RE A
THRREY T, T 7 4L MEIE 2 x 500 Mbps T
o

SSH Key to access C8000V

Cisco Catalyst 8000V A > A % v ZADELENEIC, A
AR ANDYF 2 T I & FTREIC S D LB/
X7,

N X —_T 2 AT HM0ERHY ET, ZO
F—_TNE, AWST I T FOAERFRIZ, BRE LT
Ht THERC S U E T

License Model

BYOL iZ, BV R— S TWEHE—D T At
AETIVTT,

Enable Termination Protection

Cisco Catalyst 8000V A > A % o Z DK TIx# 4 A%
WA, 207 4=V REAEZICLET, 20
FEREIC L 0 . fBJEAY72 Cisco Catalyst 8000V DFE T 73
PilbEnvEd, EBRERECZOT +— NV REfF%)
W22 eaMRLEST, 774V RTIEH, 20
7 4 —)b ROMEIE [Yes] ICRE SN ET,

Prefix for S3 Objects

Amazon S3 47V = 7 FNOERRIFIZ T LT 4 v 7 A
ELTHEATOIVNERSH DT XA NITSI, T 7+
)b b DA vpneonfigs T,

Additional AWS Account ID

S3 N7 hE AWSKMS B A H < —< A K —F—~
DT IV BRAEHNTHRN IV by NU—7 T
BT SN AWS TH T v T 7w kD,

GE)
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AWS FS Uy kF—kzg yya—savoiE |

INTA—4 B

ZDO7 44—V RIZIX, B AWS T K ID
Z1OEFANTEET, HEDEBIND AWS 77
vy hNERNTUUY MRy N7 IZHR T A5G
WX, BT 7 FOT I AR & FE TRE
THMERDHY 7,

Transit VPC CIDR Block K20y RVPCOCIDR 712y 7, VPC &8
> FCIDROT FLAFHALEELE LT, Xy hU—
sEoaly)varEEBELETS, T 740 FOEIE
100.64.127.224/27 T,

1st Subnet Network AZl TIERRENEZ T2y RVPCH 7%y hD
CIDR 7 a v 7, 574 /L N OfElx 100.64.127.224/28
‘/C:‘—a—o

2nd Subnet Network AZ2 TIERRENT- 5Py R VPCH T %y FD
CIDR 7 a v 7, 57 %/L kOflL 100.64.127.240/28
<7,

Transit VPC BGP ASN FZ Yy k VPC D BGP BEY AT L% =
(ASN) , &7 4 /v b DffI% 64512 T,

Spoke VPC Tag Name 7Yy b VPCIZHERE T % AR —2 VPC Dl
T2 7,
Preferred VPN Endpoint Tag Name K< > b+ VPCCisco Catalyst 8000V A A & 2 A

ZHEWT D N7 7 4 v 7 a—% il 55 Cisco
Catalyst 8000V VPN =2 K7ARA > hZHET 5729
WERT 27, 22X AT — b T4 T
SR TFAT VANV ERETHHAITHERLE

B
Optional AZ configuration 1st Subnet Public Subnetl & "] | — &K 5,
Optional AZ configuration 2nd Subnet Public Subnet2 @ ] {1 — 5,

ATw TS BREEM L CHEE L%, AWS Identity and Access Management (IAM) (2L > TV YV —ANERK S,
CAPABILITY_AUTO EXPAND B§REZDSLEZ R D A[REVE N 8 D 2 & Z KR T HI21E, ZOF = v 7Ry
A AT LET,

RATY 76 [Create] 7 U v/ LT, AX v 7 ERLET,
JEBAM T % & . AWS Cloud Formation =2 >/ — /L ® [Status] 51\Z [CREATE_COMPLETE] & #/r S E
7
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&% 7 151

KT, NPy N A= T VY a—arEEHALTAWS 5V N VPC % B
THRERE R LET,

ip-100-64-127-2344#sh run
Building configuration...

Current configuration : 7284 bytes
!
! Last configuration change at 14:10:57 UTC Thu Oct 10 2020
!
version 17.4
service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption
platform gfp utilization monitor load 80
no platform punt-keepalive disable-kernel-core
platform console virtual
!
hostname ip-100-64-127-234
!
boot-start-marker
boot-end-marker
!
1
vrf definition GS
rd 100:100
!
address-family ipv4
exit-address-family
!

logging persistent size 1000000 filesize 8192 immediate
I

no aaa new-model
!
ip vrf vpn-0f56b2afc60b1d492
rd 64525:1
route-target export 64525:0
route-target import 64525:0
!
ip vrf vpno
rd 64525:0
!
ip admission watch-list expiry-time O
!
subscriber templating
!
multilink bundle-name authenticated
!
crypto pki trustpoint TP-self-signed-572041569
enrollment selfsigned
subject-name cn=I0S-Self-Signed-Certificate-572041569
revocation-check none
rsakeypair TP-self-signed-572041569
!
1
crypto pki certificate chain TP-self-signed-572041569
certificate self-signed 01
3082032E 30820216 A0030201 02020101 300D0609 2A864886 F70D0101 05050030
30312E30 2C060355 04031325 494F532D 53656C66 2D536967 6E65642D 43657274
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69666963
355A170D
532D5365
35363930
82010100
F45204F9
85980EEB
6B21F98A
844924B8
34440FD9
35ECA78F
9B99ECOE
810E3437
0603551D
1D060355
06092A86
D11FED41
A179B852
C2F0C260
52BE1E9SF
D79B79F7
9506D897
C8109573
BD4DB053
quit
|

6174652D
33303031
6C662D53
82012230
A974EDB7
2F2F5FEE
1282D1F7
FO0537D0A
83DBE166
D15580FA
D2B249C7
18EF94FE
02030100
23041830
1DOE0416
4886F70D
FE195D3E
F5F8ED62
0BB25D28
A8BF17AA
9701F86E
D79B8E65
9C58A869
66ADDIE3

35373230
30313030
69676E65
0D06092A
292BBB6A
C46A9D16
C3CD4429
8171618E
3CBC90F1
C50181CD
8079255F
FE73706A
01A35330
16801476
041476E8
01010505
6ADEAILL
DFF35587
01B26B2B
B2A0379A
EBS51B8EZ2
A1D89F8A
D2740BC4
B5957D2B

34313536
30303030
642D4365
864886F7
09026F6A
A8D7307A
16042D4D
6CDF3B70
889CBOOF
D646AB6C
72BE5CFS8
BF417262
51300F06
E85FEE9B
S5FEE9BEA
00038201
267C534B
3CFF352C
27D71A31
1921AF64
95BAT7D5A
6EC21FD1
61D953F2
8E467A91

39301E17
5A303031
72746966
0D010101
381F7852
C5433234
544315F4
E2C8B553
1644ECCE
22F707A7
214B5135
12771D33
03551D13
EAE114A4
E114A474
010043A6
266F587A
523F8D3D
2CE81DA5
834455CF
C67A05F8
15BFBD79
TAR92870
258A

license udi pid CSR1000V sn 9YGGWBVUY3N
no license smart enable
diagnostic bootup level minimal

spanning-tree extend system-id

0D313931
2E302C06
69636174
05000382
714775E3
10D3F709
E3ABA673
8096C2D6
F2E70D81
1D9F98CA
E97B1104
FF61A325
0101FF04
74C542FD
C542FDE9
03287F7E
6A2F395D
8A786E61
6296D4AA
B6307205
2AATABEQ
8AGFEB77
69BF035C

30313031
03550403
652D3537
010F0030
E25F1F89
B4B18B3D
21E66C52
B4CD1AE4
CA35B555
19897AF4
A9CB449E
4479CAFB
05300301
E923856D
23856D6F
1F13A7D4
C50F5894
A73EA8BB
756A6658
CE12C83A
3626D155
15C10DEE
08DAOEFB

34303631
1325494F
32303431
82010A02
CED40FCB
009B4A7A
187AD1E6
B6DFD615
D9757BE4
7488762B
A4A1D996
10DOEEAA
01FF301F
6F17F830
17F8300D
26D661FE
4CO01F62B
C8FCOA8D
OADB89FB
2D29AEF2
FC2D79EC
0A50A7AS
B4AB9AC1

username ec2-user privilege 15 secret 5 $1$Gf9p$OfAN1/ujuCIvpunuRDwKil
username automate privilege 15 secret 8
$85962y2elpz004/n$M8DMVAM/GOyySvjbBlI2tBJAWAIWZRIc44Icent4bps

redundancy
|

crypto keyring keyring-vpn-0£f56b2afc60bld492-2
local-address GigabitEthernetl
pre-shared-key address 52.54.79.47 key lhvPlpTYxUTno.lNTbR25F9743HEguaH
crypto keyring keyring-vpn-0£f56b2afc60bld492-1
local-address GigabitEthernetl
pre-shared-key address 52.44.80.94 key Qq4fLolOMfl1iW3d7gJhtzF8h8Tu3I1NT

crypto isakmp policy 200

encr aes

authentication pre-share

group 2

lifetime 28800

crypto isakmp keepalive 10 10 periodic

crypto isakmp profile isakmp-vpn-0f56b2afc60bld492-1
keyring keyring-vpn-0£56b2afc60b1d492-1
match identity address 52.44.80.94 255.255.255.255
local-address GigabitEthernetl

rekey

crypto isakmp profile isakmp-vpn-0f56b2afc60bld492-2
keyring keyring-vpn-0£56b2afc60b1d492-2
match identity address 52.54.79.47 255.255.255.255
local-address GigabitEthernetl

rekey
|

crypto ipsec security-association replay window-size 1024
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crypto ipsec transform-set ipsec-prop-vpn-aws esp-aes esp-sha-hmac
mode tunnel
crypto ipsec df-bit clear
no crypto ipsec nat-transparency udp-encapsulation
|
crypto ipsec profile ipsec-vpn-aws

set transform-set ipsec-prop-vpn-aws

set pfs group2

|
interface Tunnell

description vpn-0£f56b2afc60bld492 from TGW to cgw-00d8fbb76cc59295e for account
902347396780

ip vrf forwarding vpn-0£f56b2afc60b1d492

ip address 169.254.185.70 255.255.255.252

ip tcp adjust-mss 1387

tunnel source GigabitEthernetl

tunnel mode ipsec ipvi4

tunnel destination 52.44.80.94

tunnel protection ipsec profile ipsec-vpn-aws
ip virtual-reassembly

|
interface Tunnel2

description vpn-0£f56b2afc60bld492 from TGW to cgw-00d8fbb76cc59295e for account
902347396780

ip vrf forwarding vpn-0£f56b2afc60b1d492

ip address 169.254.232.90 255.255.255.252

ip tcp adjust-mss 1387

tunnel source GigabitEthernetl

tunnel mode ipsec ipvi4

tunnel destination 52.54.79.47

tunnel protection ipsec profile ipsec-vpn-aws
ip virtual-reassembly

|
interface VirtualPortGroup0

vrf forwarding GS

ip address 192.168.35.101 255.255.255.0

ip nat inside

no mop enabled

no mop sysid

|
interface GigabitEthernetl

ip address 100.64.127.234 255.255.255.240

ip nat outside

negotiation auto

no mop enabled

no mop sysid

|
router bgp 64525

bgp log-neighbor-changes

|

address-family ipv4 vrf vpn-0£f56b2afc60bld492
neighbor 169.254.185.69 remote-as 64526
neighbor 169.254.185.69 timers 10 30 30
neighbor 169.254.185.69 activate

neighbor 169.254.185.69 next-hop-self
neighbor 169.254.185.69 default-originate
neighbor 169.254.185.69 as-override

neighbor 169.254.185.69 soft-reconfiguration inbound
neighbor 169.254.232.89 remote-as 64526
neighbor 169.254.232.89 timers 10 30 30
neighbor 169.254.232.89 activate

neighbor 169.254.232.89 next-hop-self
neighbor 169.254.232.89 default-originate
neighbor 169.254.232.89 as-override
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neighbor 169.254.232.89 soft-reconfiguration inbound
exit-address-family
|
iox
ip nat inside source list GS_NAT ACL interface GigabitEthernetl vrf GS overload
ip forward-protocol nd
ip tcp window-size 8192
ip http server
ip http authentication local
ip http secure-server
ip route 0.0.0.0 0.0.0.0 GigabitEthernetl 100.64.127.225
ip route vrf GS 0.0.0.0 0.0.0.0 GigabitEthernetl 100.64.127.225 global
|
ip ssh rsa keypair-name ssh-key
ip ssh version 2
ip ssh pubkey-chain

username ec2-user

key-hash ssh-rsa F1BODFO92FC2E25F7D98A01B99FCESF13 ec2-user
username automate
key-hash ssh-rsa ED4BO757CE2AC22C89B28BES5EDE7691

ip ssh server algorithm authentication publickey
ip scp server enable
|
ip access-list standard GS_NAT ACL
permit 192.168.35.0 0.0.0.255
|

control-plane
|

line con O
stopbits 1
line vty 0 4
login local

transport input ssh
|

app-hosting appid guestshell

app-vnic gatewayl virtualportgroup 0 guest-interface 0
guest-ipaddress 192.168.35.102 netmask 255.255.255.0
app-default-gateway 192.168.35.101 guest-interface 0
name-server(0 8.8.8.8

end

AWS Transit Gateway ¥/ ') 1 —3 3 > DHIFF

AWS Transit Gateway V' V = —3 =3 VA HIBRT H1C1E, ROFIAEZFEITLET,
Fg

AT w71 [CloudFormation] ~X—IZBEN L £,
AT T2 HIRT DA% 7% 2707 L, [Delete]] #7 Vv LET,

HIBREMENBIME SN E T, 72720, —#D U Y — R ITFE CTHIFRT 20N H 5728, [Deletion Failed] A
TR ANFRENDEHEMNH Y £F, CloudFormation D/MBTIERR S 7=V ¥V — A%, [Delete] =27 U v
JLCHHIBRENEEA, 2O FIVATIE, ROXHRY Y —2&2FETHIBRTO2LENH Y £9°,

o A R VPN B OHIBR (c8000v-tgw 2> 5 tgw-xxxxxx % HIIER)
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. AWS Transit Gateway ¥ ') 2 —3 3 > DI

e W AR~ —4— 7 A DY (Tranist VPC =2 KRR A > b 1 BLU2)
s N T UV M= T = A BEROHIBR
s T Ty =T = A OEIFR (c8000v-tgw)

GE)
FNTH YU a—a UBEFICHIERINZR WS L, Cisco Catalyst 8000V A A K o AT TIR#ENEH
T2 TWD N E D DEERB L TS EE W, RTRESANICR> TV L HAIE, L Thrb,
Transit Gateway ' UV = —3 3 U EZHIFR L THA TS0,
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