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P.3-6 Network Registrar User’s Guide
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e.
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Wl Broadband Access Center

Broadband Access Center

BACC

BACC

8 KB 8 KB
8 KB 16 KB 32KB

BACC
<BACC_DATA> <BACC DBLOG>

8 KB

1 UNIX mount
/var/CSCObpr

/var on /dev/dsk/c0t0d0s4 read/write/setuid/intr/largefiles/onerror=panic/dev=2200004
on Mon Nov 26 08:07:53

/dev/dsk/c0t0d0s4
2 df
# df -g /dev/dsk/c0t0d0s4
df
/var (/dev/dsk/c0t0d0s4 ): 8192 block size 1024 frag size
961240 total blocks 851210 free blocks 755086 available 243712 total files
239730 free files 35651588 filesys id
ufs fstype 0x00000004 flag 255 filename length
8192 8 KB
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2GB

1 UNIX mount
2 largefiles

mount

/var on /dev/dsk/c0t0d0s4 read/write/setuid/intr/largefiles/onerror=panic/dev=2200004
on Mon Nov 26 08:07:53

largefiles
2GB
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. 1
e BACC <BACC_HOME>
/opt/CSCObpr
N
350 MB
e BACC root
e BACC 1 BACC
1
e RDU <BACC_DATA>
<BACC_DBLOG>
/var/CSCObpr
Y
e RDU BACC
BACC
e BACC Network Registrar 6.1.2.3
. Network Registrar
e Network Registrar <BACC_DATA>
. Network Registrar
A Network Registrar
. KDC
N
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BACC BACC
BACC GUI
CLI BACC
BACC
1 X-Window BACC
root
2 Solaris setup.bin
BACC CD-ROM setup.bin  CD-ROM
3
> setup.bin
Solaris
Welcome
4 Next Choose Installation Type
5 2
¢ Individual Components RDU Network Registrar DPE
KDC
Regional Distribution Unit p.3-2
Network Registrar P.3-4
Key Distribution Center p.3-7
Device Provisioning Engine P.3-9
e Lab
4
6 Next Installation Components
N
1
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1 BACC root
2 Solaris CD-ROM
setup.bin
3
> setup.bin -console
Solaris
4 Enter
2
5 C

Choose Installation
Choose the type of BPR installation you want to install.
The Lab installation will store all components in the chosen destination.

Otherwise, you can select individual components and destinations.

Enter C for individual components or L for lab [C]:c

6 vy Enter

P.3-10 CLI
P.4-5 CLI
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. p.3-2
e CLI p.3-10
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GUI 1 BACC
e Regional Distribution Unit RDU
e Network Registrar
e Key Distribution Center KDC
e Device Provisioning Engine DPE
pP.2-2

P.2-3

Regional Distribution Unit

p.3-2 Regional Distribution Unit

P.3-4

Network Registrar

p.3-7 Key Distribution Center

P.3-9 Device Provisioning Engine

Broadband Access Center for Cable

RDU P.1-4 Solaris 8

RDU P.2-3
1 Next Home Directory Destination

/opt/CSCObpr
2 Browse
3 Next Create Directory Yes
Data Directory Destination

/var/CSCObpr
4 Browse

Y

BPR_DATA BPR_HOME
Ivar/disk0/CSCObpr

/var/disk0/CSCObpr/rdu/db
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5 Next Create Directory Yes
Database Transaction Logs
6 BPR_DBLOG
/var/CSCObpr
N
BPR_DBLOG
BPR_DATA
Ivar/disk1/CSCObpr
1GB

7 Browse
8 Next Create Directory Yes

Regional Distribution Unit Host/Port
9

49187
A
RDU IP
RDU
DPE  Network Registrar DPE  Network Registrar
Broadband Provisioning Registrar Administrator’s Guide

10 Next Shared Secret Password
11

N

RDU DPE

Network Registrar

Cisco Broadband Access Center for Cable
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12 Next Installation Parameters

a. Back
b.

C. Next

13 Next Installation Summary
Finish

N

Cisco Broadband Access Center for Cable Administrator’s Guide

Network Registrar

BACC Network Registrar BACC
Network Registrar P.2-3
1 Installation Components Cisco Network Registrar extension points Next

Home Directory Destination

Network Registrar CNR CNR 6.1.2.3

Network Registrar

2 Browse

BACC BACC

3 Next
Data Directory Destination
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||
4 Browse
Y
BPR_DATA BPR_HOME
Ivar/disk0/CSCObpr
5 Next Regional Distribution Unit Host/Port
6 RDU IP
RDU IP Address
RDU DPE Network Registrar

7 Next Cisco Network Registrar Extension Point Provisioning Group
8
9 Next PacketCable Panel
10

J Yes PacketCable

Properties
. No No
12

1

Kerberos Realm Name Kerberos

IP Address of Primary DHCP Server DHCP IP

IP Address of Primary DNS Server DNS IP

IP Address of Secondary DHCP Server DHCP IP

IP Address of Secondary DNS Server DNS

IP

12 Next Shared Secret Password
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13
N
RDU
14 Next Installation Parameters
Back
15 Next Installed Components Summary
Finish
BACC Network Registrar
e BACC /opt/CSCObpr
e Network Registrar  /opt/nwreg2
e Network Registrar admin changeme
1 Network Registrar root
2
<NR_HOME> /usrbin/nrcmd -N admin -P changeme -b <
<BACC_HOME>/cnr_ep/bin/bpr_cnr_enable_extpts.nrcmd
3 Network Registrar

/etc/init.d/nwreglocal stop
/etc/init.d/nwreglocal start

DHCP

<NR_HOME>/usrbin/nrcmd -N admin -P changeme "dhcp reload"

A

Network Registrar

Network Registrar User’s Guide
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nrcmd

nrcmd> extension list

100 Ok
dexdropras:
entry = dexdropras
file = libdexextension.so

init-args =
init-entry =
lang = Dex

preClientLookup:
entry = bprClientLookup
file = libbprextensions.so

init-args = BACC_HOME=/opt/CSCObpr, BACC_DATA=/var/CSCObpr
init-entry = bprInit
lang = Dex

prePacketEncode:
entry = bprExecuteExtension
file = libbprextensions.so

init-args =
init-entry =
lang = Dex

<BACC_HOME> <BACC_DATA>

nrcmd

nrcmd> dhecp listextensions

100 Ok

post-packet-decode: dexdropras
pre-packet-encode: prePacketEncode
pre-client-lookup: preClientLookup
post-client-lookup:
post-send-packet:
pre-dns-add-forward:
check-lease-acceptable:

Key Distribution Center
Key Distribution Center KDC P.2-3

1 Installation Components Key Distribution Center Next
Home Directory Destination

2 Browse

BACC BACC

Cisco Broadband Access Center for Cable
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3 Next
Data Directory Destination

4 Next Key Distribution Center Realm Name
5

KDC Realm Kerberos

KDC FQDN KDC

KDC Interface Address KDC KDC

IP

6 Next KDC Service Key and DPE

)

KDC DPE DPE
KDC
DPE
7 DPE 6 20 FQDN
Add DPE

KDC

12345678901234567890
8 Next Installation Parameters
9 Next BACC

Back Installation Summary
10 Finish

KDC

KDC

H Cisco Broadband Access Center for Cable
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||
Device Provisioning Engine
DPE P.2-3

1 Installation Components Device Provisioning Engine Next

Home Directory Destination
2 Browse
3 Next

Data Directory Destination
4 Next Installation Parameters
5 Next DPE Back

Installation Summary

6 Finish
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N cu

CLI

CLI 1

e Regional Distribution Unit
¢ Network Registrar

e Key Distribution Center

e Device Provisioning Engine

P.2-10

Regional Distribution Unit

RDU
1 1
y
DPE KDC
2 KDC
n Enter
Registrar

Installation Components

BACC

P.3-10
P.3-13
P.3-16
p.3-18

pP.2-2 Broadband Access Center for Cable

P.2-10

Enter

Select one or more components to install BPR.

Regional distribution unit
Cisco Network Registrar extension points
Device Provisioning Engine
Key Distribution Center

3 vy Enter

4 Enter

(RDU) (y/n/?) [no]

(y/n?) [nol n

(y/n/?)
(DPE) (y/n/?) [no]

Regional Distribution Unit (RDU) (y/n/?)
Cisco Network Registrar

P.3-13 Network

[no] n

Starting the individual component installation parameters validation.

Press Enter to Continue or

'g' to Quit:

Validating the individual component installation parameters - Please wait.

H Cisco Broadband Access Center for Cable
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cul ||
/opt/CSCObpr Enter
Home Directory Destination
Home Directory Destination [/opt/CSCObpr]
y Enter
/var/CSCObpr Enter
Data Directory Destination
Data Directory Destination [/var/CSCObpr]/var/disk0/CSCObpr
~
BPR_DATA BPR_HOME
Ivar/disk0/CSCObpr
y Enter
Ivar/CSCObpr Enter

Database Transaction Logs Destination
Logs Directory Destination

Logs Directory Destination [/var/CSCObpr] /var/diskl/CSCObpr

N

BPR_DATA

BPR_DBLOG

1GB

Cisco Broadband Access Center for Cable
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N cu

10 y Enter RDU

11 49187 Enter

Regional Distribution Unit Host/Port

Enter the IP address and the listening port of the regional distribution
unit (RDU)associated with this installation.

Enter the Host/IP address and address of the listening port for the RDU and RDU
Listening Port [49187]

N

RDU IP
A
RDU RDU
BACC DPE  Network Registrar
12y Enter

RDU DPE Network Registrar
secret

13 BACC

Shared Secret Password

Enter the password to be used for authentication
among the BPR servers.

If you are performing a lab installation, then the password will be used for all the
servers. If this is a component installation, then the password you enter must be the

same as the components previously installed.

Enter the Shared Secret Password [secret] changeme

Cisco Broadband Access Center for Cable
m. 78-15811-01-J |
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14 y

The Component Installation will use the following parameters
to install the RDU component:

Home directory:/opt/CSCObpr

Data directory:/var/disk0/CSCObpr
Logs directory:/var/diskl/CSCObpr
RDU Port:49187

15 y RDU

Cisco Broadband Access Center for Cable Administrator’s Guide

Network Registrar

Network Registrar P.2-10
Network Registrar

1 1 Cisco Network Registrar extension points
(y/n/?) y Enter
RDU DPE KDC
n Enter

Installation Components
Select one or more components to install BPR.
Regional distribution unit (RDU) (y/n/?) [no] n
Cisco Network Registrar extension points (y/n/?) [no] y

Device Provisioning Engine (DPE) (y/n/?) [nol n
Key Distribution Center (KDC) (y/n?)[no] n

2 vy Enter

3 Enter

Starting the individual component installation parameters validation.
Press Enter to Continue or 'g' to Quit:
Validating the individual component installation parameters - Please wait.

Cisco Broadband Access Center for Cable
| 78-15811-01-J .m
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4 /opt/CSCObpr/ Enter

Home Directory Destination

Home Directory Destination [/opt/CSCObpr]

5 vy Enter

6 /var/CSCObpr Enter

Data Directory Destination

Data Directory Destination [/var/CSCObpr] /var/disk0/CSCObpr

N

BPR_DATA BPR_HOME
/var/disk0/CSCObpr

7 vy Enter RDU IP

8 RDU IP

Regional Distribution Unit Host/Port

Enter the IP address and the listening port of the regional distribution unit (RDU)
associated with this installation.

Enter the Host/IP address and address of the listening port for the RDU.

RDU IP Address [doc-u5.cisco.com] 10.10.10.2
RDU Listening Port [49187]

========== (Confirmation ==========
RDU Host:10.10.10.2
RDU Port:49187

Is this correct (y/n/q/?) I[yes]l vy

9 vy Enter

Cisco Broadband Access Center for Cable
m. 78-15811-01-J |
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11

12

13

14

CLI | |

Network Registrar

Cisco Network Registrar Extension Point Provisioning Group
Enter the Cisco Network Registrar extension point provisioning group.

This a required field. The value you specify must contain only alphanumeric
characters without spaces and not exceed 10 characters in length. You can use
the BPR command-line tool to change this value after you complete this

installation.

Extension Point Provisioning Group [] groupl

y Enter

Are you going to use a device(s) that supports PacketCable voice technology?

If you are going to use PacketCable devices we need some more info.
Enter Yes to Install PacketCable and No if you do not want Packetcable
installed [Nol]: yes

Yy n
14
y
Enter KDC Realm Name ACME.COM
Enter the IP Address of the Primary DHCP Server. 10.10.10.1
Enter the IP Address of the Primary DNS Server. 10.10.10.3
Enter the IP Address of the Secondary DHCP Server. 10.10.10.2
Enter the IP Address of the Secondary DNS Server. 10.10.10.4
y Enter
S
BACC

BACC

Shared Secret Password

Enter the password to be used for authentication
among the BPR servers.

If you are performing a lab installation, then the password will be used for all the
servers. If this is a component installation, then the password you enter must be the

same as the components previously installed.

Enter the Shared Secret Password [secret] changeme

[ 78-15811-01-J
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15
16 y Enter
Installation Parameters
This screen shows the installation parameters that you have chosen:
========== (Confirmation ==========
The Component Installation will use the following parameters
to install the NR Extension Points component:
Home directory:/opt/CSCObpr
Data directory:/var/disk0/CSCObpr
NR extension point provisioning group:groupl
17 y Enter Network Registrar
18 P.3-6

Key Distribution Center
KDC

y Enter
RDU Network Registrar

n Enter

Installation Components

Select one or more components to install BPR.

Regional distribution unit (RDU) (y/n/?) [no]l n
Cisco Network Registrar extension points (y/n/?)
Device Provisioning Engine (DPE) (y/n/?) [nol n

Key Distribution Center (KDC) (y/n/?)lyes] vy

2 y Enter

Key Distribution Center (KDC) (y/n/?)

[no] n

H Cisco Broadband Access Center for Cable
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4 /opt/CSCObpr/ Enter

Home Directory Destination
Home Directory Destination [/opt/CSCObpr]

Choosing yes will create the directory during the installation. Choosing no will allow
a different directory to be chosen.

The directory /opt/CSCObpr does not exist. Create it? (y/n/?) [yes]

5
6 /var/CSCObpr/ Enter
Data Directory Destination
Data Directory Destination [/var/CSCObpr]
Choosing yes will create the directory during the installation. Choosing no will
allow a different directory to be chosen.
The directory /var/CSCObpr does not exist. Create it? (y/n/?) [yes]
7 vy Enter KDC
Key Distribution Center (KDC) Realm Name
Enter the Kerberos realm name for the KDC:
The realm name should be consistent with the realm you give to DPEs in this
provisioning group.
KDC Interface Address [10.10.10.5]
KDC FQDN [acme_ub.acme.com]
KDC Realm [ACME.COM]
8 vy Enter KDC

DPE

KDC Service Key and DPE Panel
Please Enter the Necessary Info

Enter Password Here [] 12345678901234567890
Enter Your DPE FQDN [] dpel.cisco.com

N

48 48

Cisco Broadband Access Center for Cable
| 78-15811-01-J .m
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9 DPE
DPE n

Enter

Enter

DPE

10 y Enter

Installation Parameters

This screen shows the installation parameters that you have chosen:

========== Confirmation ==========

The Component Installation will use the following parameters

to install the KDC component:
KDC realm name: ACME.COM

Home directory: /opt/CSCObpr
Data directory: /var/CSCObpr

1M1y Enter KDC

KDC
KDC

Device Provisioning Engine
DPE

y Enter

RDU Network Registrar
n Enter

Installation Components

Select one or more components to install BPR.

Regional distribution unit (RDU)

(y/n/?)

Cisco Network Registrar extension points

Device Provisioning Engine (DPE)

(y/n/?)
Key Distribution Center (KDC) (y/n/?)I[no] n

Device Provisioning Engine (y/n/?)

[no] n

H Cisco Broadband Access Center for Cable
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2 y Enter
Enter
3
4 /opt/CSCObpr/ Enter

Home Directory Destination
Home Directory Destination [/opt/CSCObpr]

Choosing yes will create the directory during the installation. Choosing no will allow
a different directory to be chosen.

The directory /opt/CSCObpr does not exist. Create it? (y/n/?) [yes]

5
6 Ivar/CSCObpr/ Enter
Data Directory Destination
Data Directory Destination [/var/CSCObpr]
Choosing yes will create the directory during the installation. Choosing no will
allow a different directory to be chosen.
The directory /var/CSCObpr does not exist. Create it? (y/n/?) [yes]
7 vy Enter
Installation Parameters
This screen shows the installation parameters that you have chosen:
========== (Confirmation ==========
The Component Installation will use the following parameters
to install the DPE component:
Home directory: /opt/CSCObpr
Data directory: /var/CSCObpr
8 vy Enter DPE

[ 78-15811-01-J
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BACC

BACC CMTS  Network Registrar

Broadband Access Center for Cable BACC
1

CMTS Network Registrar

[ 78-15811-01-J
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BACC

root

Network

BACC Solaris 8 9
. 1
e BACC 1
e BACC
. Network Registrar
Registrar 6.1.2.3
e BACC
N
350 MB
. Network Registrar
. Network Registrar

A Network Registrar

H Cisco Broadband Access Center for Cable
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GUI

¢ BACC

e Network Registrar

BACC

1 P29

2 Choose Installation Type

3 Next

A

GUI

Lab

TFTP

BACC

Solaris
Registrar TFTP

Solaris TFTP

Network

TFTP

5 Next

6 BACC

7 Next

8 Network Registrar

9 Next

10 KDC

11 Next

PacketCable Voice Technology

Yes
No

Destination Directory

Cisco Network Registrar Username and Password

Key Distribution Center Realm Name

KDC Realm KDC FQDN

PacketCable Properties

Cisco Broadband Access Center for Cable

[ 78-15811-01-J
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N Gul

S
PacketCable Panel
12
Kerberos Realm Name Kerberos
IP Address of Primary DHCP Server DHCP IP
IP Address of Primary DNS Server DNS IP
IP Address of Secondary DHCP Server DHCP IP
IP Address of Secondary DNS Server DNS
IP
13 Shared Secret Password
14 BACC BACC

15 Next Lab Installation Parameters
a. Back
b.
C. Next

16 Next BACC

Installation Summary

17 Finish BACC

N

Cisco Broadband Access Center for Cable Administrator’s Guide

KDC

Cisco Broadband Access Center for Cable
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CLI

e BACC
e Network Registrar

BACC P.2-10

1
Are you going to use a device(s) that supports Packetcable voice technology?
If you are going to use Packetcable devices we need some more info.
Enter Yes to Install Packetcable and No if you don’t want Packetcable
installed [No]l: Yes

2 Yes Enter

3 Enter
Validating LAB settings...

4 /opt/CSCObpr Enter
Destination Directory
Directory path for BACC_HOME
Location BACC_HOME
Installation Directory [/opt/CSCObpr]

5 vy Enter Cisco Network Registrar

Cisco Broadband Access Center for Cable

[ 78-15811-01-J
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6 Network Registrar

Cisco Network Registrar Username and Password
Enter the administrator username and password for the NR server.
Enter the username and password for the NR server to be used in the lab

installation. You must confirm the NR password.
Network Registrar adminstrator Username [admin] admin

Network Registrar adminstrator Password [] changeme
Confirm Network Registrar Password [] changeme
7 vy Enter KDC
DPE

Enter the Kerberos realm name for the KDC

The realm name should be consistent with the realm you give to DPEs in this
provisioning group.
KDC Interface Address:

KDC FQDN:
KDC Realm:
8 KDC Interface Address KDC FQDN KDC Realm Enter
KDC
9 vy Enter PacketCable

Enter PacketCable properties

Enter KDC Realm Name

Enter IP Address for Primary DHCP []
Enter IP Address for Primary DNS []
Enter IP Address for Secondary DHCP []
Enter IP Address for Secondary DNS []

10 KDC

11 Enter PacketCable

Cisco Broadband Access Center for Cable
m. 78-15811-01-J |
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13

14

15

CLI

y Enter
BACC BACC
secret

BACC

Shared Secret Password

Enter the password to be used for authentication
among the BPR servers.

If you are performing a lab installation, then the password will be used for
all the servers. If this is a component installation, then the password you

enter must be the same as the components previously installed.

Enter the Shared Secret Password [secret] secret

Installation Parameters

This screen shows the installation parameters that you have chosen:
========== (Confirmation ==========

The Lab/Demo Installation will install all components using the following
parameters:

Installation directory:/opt/CSCObpr

Is this correct (y/n/qg/?) [yes]

y Enter

Cisco Broadband Access Center for Cable Administrator’s Guide

KDC

Cisco Broadband Access Center for Cable
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Bl Network Registrar CMTS

Network Registrar
BACC

Network Registrar

1 Network Registrar

CMTS

Network Registrar
CMTS

CMTS

<NR_HOME> /usrbin/nrcmd -N <USER_NAME> -P <PASSWORD> -b <
<BACC_HOME>/cnr_ep/samples/bpr_cnr hsd_sample_config.nrcmd

N

<BACC_HOME>/cnr_ep/samples/bpr_cnr_hsd_sample_config.nrcmd
Network Registrar

Network Registrar

Network Registrar User’s Guide

2 CMTS

interface Cable3/0

ip address 192.
ip address 192.
ip address 192.
ip address 192.

N

DHCP
CMTS

168.5.0 255.255.255.0

168.6.0 255.255.255.0 secondary
168.7.0 255.255.255.0 secondary
168.8.0 255.255.255.0 secondary

BACC

no ip directed-broadcast

no keepalive
cable
cable
cable
cable
cable
cable

upstream
upstream

downstream
downstream
downstream
downstream

annex B

modulation 64gam
interleave-depth 32
frequency 477000000
0 frequency 26000000
0 power-level 0

no cable upstream 0 shutdown
cable dhcp-giaddr primary
cable helper-address <IP Address Of Your Network Registrar Server>

BACC
<BACC_HOME>/cnr_ep/samples

cmts_sample.cfg

H Cisco Broadband Access Center for Cable
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Network Registrar CMTS
DHCP BOOTREQUEST
CMTS Cisco 10S
ip dhcp relay information option
BACC DHCP 82
BOOTREPLY
CMTS 10S

no ip dhcp relay information check

Cisco Broadband Access Center for Cable
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CHAPTER

BACC
e Network Registrar DNS P.5-1
e BACC syslog P.5-2
e Broadband Access Center P.5-3

Network Registrar DNS

DNS

nrcmd>
nrcmd>
nrcmd>
nrcmd>
nrcmd>

DNS
DHCP

nrcmd>
nrcmd>
nrcmd>
nrcmd>

DNS DNS IP

DNS dns.acme.com IP 10.10.10.5
Web IP 10.10.10.6

Network Registrar

zone . delete

zone . create primary dns.acme.com postmaster.dns.acme.com
zone . addrr * a 10.10.10.6

save

dns reload

Network Registrar

policy unprovisioned setoption domain-name-servers 10.10.10.5
policy unprovisioned setoption domain-name acme.com

save

dhcp reload

Cisco Broadband Access Center for Cable
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H BACC syslog

BACC syslog

syslog Network Registrar RDU
BACC
1 Network Registrar root
2
touch /var/log/bpr.log
3 [etc/syslog.conf

4 J/etc/syslog.conf

local6.info /var/log/bpr.log

N

local6:info  /var/log/bpr.log 1

5 Jetc/syslog.conf

6 syslog

ps -ef | grep syslogd
root21710Nov 26?0:00/usr/sbin/syslogd

kill -HUP 217

N

pid 217 -ef | grep syslogd
kill -HUP

syslog BACC

Cisco Broadband Access Center for Cable
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Broadband Access Center

Broadband Access Center

RDU Network Registrar DPE KDC
Network Registrar BACC
Network Registrar BACC
/opt/CSCObpr
RDU KDC SNMP JRun BACC
DPE
/var/CSCObpr
Network Registrar
BACC Network Registrar BACC
BACC
Network Registrar BACC
BACC 2
. BACC P.5-4
. BACC P.5-5

Cisco Broadband Access Center for Cable
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Wl Broadband Access Center

BACC
BACC
1 root
2 Network Registrar BACC nrcmd
Network Registrar
a. Network Registrar BACC

<NR_HOME>/usrbin/nrcmd -N admin -P changeme -b <
<BACC_HOME>/cnr_ep/bin/bpr_cnr_disable_extpts.nrcmd

b. DHCP

/etc/init.d/nwreglocal stop
/etc/init.d/nwreglocal start

<NR_HOME> /usrbin/nrcmd -N admin -P changeme "dhcp reload"

c. Network Registrar BACC

rm -f <NR_HOME>/extensions/dhcp/dex/libbprextensions.so

3 CLI

<BACC_HOME>/_uninst/uninstall.bin

Welcome

4 Next BACC

Cisco Broadband Provisioning Registrar was Uninstalled

5 Finish

BACC

Cisco Broadband Access Center for Cable
m. 78-15811-01-J |
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BACC
BACC

BACC

Cisco Broadband
Access Center for Cable Administrator’s Guide

root

Network Registrar BACC nrcmd
Network Registrar

a. Network Registrar BACC

<NR_HOME> /usrbin/nrcmd -N admin -P changeme -b <
<BACC_HOME>/cnr_ep/bin/bpr_cnr_disable_extpts.nrcmd

b. DHCP

/etc/init.d/nwreglocal stop
/etc/init.d/nwreglocal start

<NR_HOME> /usrbin/nrcmd -N admin -P changeme "dhcp reload"

c. Network Registrar BACC

rm -f <NR_HOME>/extensions/dhcp/dex/libbprextensions.so

CLI

<BACC_HOME>/_uninst/uninstall.bin -console

Welcome to the Uninstallation Program
Press Enter to uninstall Cisco Broadband Provisioning Registrar from your system.

Press Enter to Continue or 'g' to Quit:

Enter

Cisco Broadband Provisioning Registrar was Uninstalled
Cisco Broadband Provisioning Registrar files were uninstalled successfully.

Press Enter to finish:

[ 78-15811-01-J
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5 Enter

Cisco Broadband Access Center for Cable
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CHAPTER

Broadband Access Center for Cable

BACC 2.5.0.2 BACC 2.7
BACC 2.5.0.2 BACC
BACC 2.5.0.2
6-1 BACC
6-1 BACC
RDU Solaris DPE DPE-590 DPE-2115 CNR-EP KDC
BACC 2.5.0.2 |setup.bin N/A
RDU
DPE DPE CNR_EP KDC
BACC 2.6.x |setup.bin
RDU
DPE DPE DPE CNR_EP KDC
BACC
. P.6-2
e RDU P.6-2
¢ Solaris DPE P.6-3
. DPE P.6-5
¢ Network Registrar P.6-6
e KDC P.6-7

Cisco Broadband Access Center for Cable
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RDU

1 BACC 27upgrade.tar untar

tar -xvf 27upgrade.tar

patch27/bin

2 backupDb.sh RDU
Cisco Broadband Access Center for Cable Administrator’s Guide

RDU

RDU

1 BACC setup.bin
setup.bin

2 migrateDb.sh

P.6-8 RDU

Cisco Broadband Access Center for Cable
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Solaris DPE

Solaris DPE

Solaris DPE 2.6.X 2.7

./27-upgrade-dpe.sh

BPR Located

BPR Home directory is /opt/CSCObpr
Current version is 2.6. (x)

DPE Component Installed

Stopping the BPR Agent

BPR Agent is stopped.

BPR Agent stopped

Copying the Upgrade Files
Upgrading Package Information

Upgrade for BPR 2.7 Completed Successfully
Please start your BPR Agent to finish the upgrade Process

BACC 2.7

# pkgparam CSCObpr VERSION

2.7

bpr.jar bpr-2x.jar <BACC_HOME>/lib

[ 78-15811-01-J
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W Solaris DPE

4
drwxr-xr-x 4 root
-rw-r--r-- 1 root
-rwxr-xr-x 1 root
-rwxr-xr-x 1 root
-rwxr-xr-x 1 root
-rwxr-xr-x 1 root
-rw-r--r-- 1 root
-rwxr-xr-x 1 root
-rwxr-xr-x 1 root
-rwxr-xr-x 1 root
-rwxr-xr-x 1 root
-rwxr-xr-x 1 root
-rw-r--r-- 1 root
-rwxr-xr-x 1 root
-rwxr-xr-x 1 root
-rwxr-xr-x 1 root
-rw-r--r-- 1 root
-rw-r--r-- 1 root
-rw-r--r-- 1 root
-rw-r--r-- 1 root
-rw-r--r-- 1 root
-rw-r--r-- 1 root
-rwxr-xr-x 1 root
-rwxr-xr-x 1 root
-rwxr-xr-x 1 root
-rwxr-xr-x 1 root
-rwxr-xr-x 1 root
-rwxr-xr-x 1 root
drwxr-xr-x 2 root
-rwxr-xr-x 1 root
-rwxr-xr-x 1 root
-rwxr-xr-x 1 root
-rwxr-xr-x 1 root
-rwxr-xr-x 1 root
—TWX——===~ 1 root
-rw-r--r-- 1 root
-rw-r--r-- 1 root

smmsp
smmsp
smmsp
smmsp
smmsp
smmsp
smmsp
smmsp
smmsp
smmsp
smmsp
smmsp
smmsp
smmsp
smmsp
smmsp
smmsp
smmsp
smmsp
smmsp
smmsp
smmsp
smmsp
smmsp
smmsp
smmsp
smmsp
smmsp
smmsp
smmsp
smmsp
smmsp
smmsp
smmsp
smmsp
smmsp
smmsp

512 May 26 11:22 electric

11730913 May 26 11:22 bpr.jar

116848 May 26 11:22 libosstatus.so
465392 May 26 11:22 libnative.so
827344 May 26 11:22 libInformManager.so
1983836 May 26 11:22 libbprextensions.so
30790 May 26 11:23 pkcerts.jar

938940 May 26 11:23 libdb_java-4.1l.so
840988 May 26 11:23 libdb-4.1.so
187162 May 26 11:23 sun_parser.jar
28404 May 26 11:23 sun_jaxp.jar

33428 May 26 11:23 sleepycat.jar
936631 May 26 11:23 bcprov.jar

832960 May 26 11:23 libgcc_s.so.1l
62624 May 26 11:23 TelnetD.jar

8661944 May 26 11:23 libstdc++.s0.5
285176 May 26 11:23 libscp_java0l.so
849020 May 26 11:23 libscpOl.so

185208 May 26 11:23 libmlog.so

529820 May 26 11:23 libcnrschema.so
2847640 May 26 11:23 libaic.so

217572 May 26 11:23 dnsjava-1.5.1.jar
29411 May 26 11:23 comm.jar

384820 May 26 11:23 cnrsdk.jar

131919 May 26 11:23 xmlParserAPIs.jar
1728861 May 26 11:23 xercesImpl.jar
2370312 May 26 11:23 1libssl.so0.0.9.7
2328048 May 26 11:23 libnetsnmp.so.5
512 May 26 11:23 SnmpAgent

14475552 May 26 11:23 libcrypto.so.0.9.7
28404 May 26 11:23 jaxp.jar

187162 May 26 11:23 crimson.jar
1107051 May 26 11:23 AdventNetSnmp.jar
801714 May 26 11:23 xalan.jar

167588 May 26 11:23 libnativeCrypto.so
515746 May 26 11:23 adminui.war

84311 May 26 11:23 sampleui.war

H Cisco Broadband Access Center for Cable
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DPE ||
DPE DPE
DPE Recovery CD-ROM Release Notes
DPE 2.7
DPE
DPE DPE-590 DPE-2115 Recovery
CD-ROM Release Notes
DPE FTP DPE
DPE 3
A
FTP DPE admin
FTP FTP incoming
cd incoming
DPE
DPE BACC
DPE FTP
BACC |BACC22.7

DPE
DPE 590 BACC 2.5.0.2 dpe-590-2502t027-upgrade.bpr

BACC 2.6.x dpe-590-26xto27-upgrade.bpr
DPE-2115 BACC 2.5.0.2 dpe-2115-2502t027-upgrade.bpr

BACC 2.6.x dpe-2115-26xto27-upgrade.bpr

BACC 2.6.x BACC 2.7 DPE-590 FTP

bin

put dpe-590-26xto27-upgrade.bpr

DPE upgrade 2.7

Cisco Broadband Access Center for Cable
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Bl Network Registrar

5 DPE show version DPE
BACC 2.7

Network Registrar

Network Registrar BACC 2.5.0.2 2.6.X BACC 2.7

1 27-upgrade-cnrep.sh
2 Network Registrar Server Agent

Network Registrar Server Agent
3 BACC 2.7

# pkgparam CSCObpr VERSION
2.7

4 /opt/CSCObpr/lib

Solaris DPE libbprextensions-2x.so

N

bpr.jar bpr-2x.jar <BACC_HOME>/lib

$CNR_HOME/extensions/dhcp/dex

—YWXY-X¥-X 1 root bin 6 0904 Oct 29 2003 libdexextension.so
—ITWXY-Xr-X 1 root other 1530628 Jul 22 12:43 libbprextensions-2x.so
—TWXY-Xr-X 1 root other 1560748 Aug 11 12:49 libbprextensions.s

Cisco Broadband Access Center for Cable
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KDC
Y
BACC 2.7 KDC BACC
KDC BACC 2.5.0.2 2.6.X BACC2.7
1 27-upgrade-KDC.sh
2 BACC
3 BACC 2.7
# pkgparam CSCObpr VERSION
2.7
4 /opt/CSCObpr/kdc/internal/bin
-r-Xx------ 1 root smmsp 1388 May 26 11:23 shutdownKDC. sh
-r-X--—---- 1 root smmsp 535 May 26 11:23 runkDC. sh
—YWXY-XY-X 1 root smmsp 1023548 May 26 11:23 kdc

Cisco Broadband Access Center for Cable
| 78-15811-01-J .m



6 Broadband Access Center for Cable |

H RDU
Regional Distribution Unit RDU RDU
BACC 2.5.0.2 BACC 2.7
BACC 2.7 setup.bin
<BACC_HOME>/migration RDU
migrateDb.sh BACC
2.5.0.2 BACC 2.6.x BACC 2.7
S
BACC backupDb.sh

Cisco Broadband Access
Center for Cable Administrator’s Guide

verifyDb.sh

<BACC_DATA>/rdu/logs

bprAgent start rdu RDU rdu.log
RDU RDU
rdu.log RDU
BACC 2.5.0.2
25.0.2 migrateDb.sh

<BACC_HOME>/migration

JmigrateDb.sh temp_dir

temp_dir
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RDU ||
BACC 2.5.0.2 2 1 BACC
25.0.2 BACC 2.6 migration25t026.log 2
BACC 2.6 2.7 migration26t027.log
. 1 BACC 2.5.0.2 BACC 2.6
. 2 BACC 2.6 2.7
1 BACC 2.5.0.2
1
2
3 RDU
4 verifyDb.sh
5 RDU
BACC 2.6
2.6.x

JmigrateDb.sh
BACC 2.6 migration26t027.log
BACC 2.6.x BACC 2.7
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N RDU

Cisco Broadband Access Center for Cable
m. 78-15811-01-J |



CHAPTER ;

Device Provisioning Engine

Cisco Device Provisioning Engine DPE
DPE Cisco Network

Registrar  IP DHCP DPE 1
DHCP DPE

DPE
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[ | DPE

7-1 DPE
7-1 DPE
1. DPE Device Provisioning Engine p.7-2
2.
p.7-2
3. DPE P.7-4
4, DPE Device Provisioning Engine
P.7-5
5. DPE Device Provisioning Engine
p.7-7
6. DPE CableHome Cisco Broadband Access Center for Cable
Administrator’s Guide

Device Provisioning Engine

DPE DPE
1 DPE
2 DPE
3 P72
DPE
1 root

DPE

H Cisco Broadband Access Center for Cable
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DPE

2
. 9600
. 8
. 1
DPE
3 P74

Cisco Broadband Access Center for Cable
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DPE

changeme

localhost BPR Device Provisioning Engine
User Access Verification

Password:

A

localhost>

2 enable DPE

localhost> enable

3 changeme

localhost#

a. localhost# password

localhost# password

enable password

Cisco Broadband Access Center for Cable
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Device Provisioning Engine ||
5 P75 Device Provisioning Engine
Device Provisioning Engine
DPE
e DPE IP
e DPE RDU IP
e DPE
. IP
e DPE
show run show
show commands Broadband Access Center for Cable
CLI Reference Guide
S
DPE

Broadband Access Center for Cable CLI Reference Guide

DPE

1 DPE

1P 10.10.10.1 255.255.255.0

localhost# interface ethernet 0 ip address 10.10.10.1 255.255.255.0
localhost# interface ethernet 0 ip enabled true
localhost# interface ethernet 0 provisioning enabled true

N

2 DNS

RDU IP RDU
49187

localhost# dpe rdu-server 10.10.10.1 49187

[ 78-15811-01-J
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M Device Provisioning Engine

3 DPE DPE

localhost# dpe provisioning-group primary groupl
localhost# dpe provisioning-group secondary group2

4
localhost# ip default-gateway 10.10.10.1
5 DPE DNS DNS IP
localhost# ip name-server 10.20.10.1
A
DNS
6 DPE DNS
localhost# hostname DPE1l
localhost# ip domain-name example.com
7 DPE
localhost# clock set 23:59:59 20 12 2003
8 RDU
S
1
DPE
9 DPE
localhost# reload
DPE DPE IP Telnet P.7-4
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Device Provisioning Engine

Device Provisioning Engine
DPE

dpe.properties
<BACC_HOME>/dpe/conf

DPE

BAC

Pl

dpe.properties
1

DPE

1 DPE

interface ethernet 0 provisioning fgqdn <fgdn-value>
interface ethernet 1 provisioning fgqdn <fgdn-value>

Je

FQDN

dpe.properties /server/provFQDNs=FQDN[IP address]:port
c3po.pcnet.cisco.com[10.10.10.5]:49186

N

FQDN DHCP 177 3 SNMPEntity

2 DPE

packetcable registration kdc-service-key <password>

“~

CLI DPE KDC

Keygen

Cisco Broadband Access Center for Cable
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M Device Provisioning Engine

Je

dpe.properties /pktcbl/regsvr/KDCServiceKey=(xx: ... XX) (XX: ... XX) 24
16
31:32:33:34:35:36:37:38:39:30:31:32:33:34:3 5:36:37:38:39:30:31:32:33:34

KDC DPE KDC DPE
KDC 1

3 SNMPvV3

packetcable registration policy-privacy <value>

A
0 MTA
SNMPv3 0
SNMPv3
DES
dpe.properties /pktcbl/regsvr/policyPrivacy=1 DES
4 SNMPv3 SNMP RDU

packetcable snmp key-material <password>

A

<null> DPE  SNMPv3

Je

dpe.properties  SNMPv3 Ipktcbl/snmp/keyMaterial=
Ipktcbl/snmp/keyMaterial=<key>

Ipktcbl/snmp/keyMaterial=31:32:33:34: 35:36:37:38:39:30:31:32:33:34:35:36:37:38:39:30:31:32:

33:34:35:36:37:38:39:30:31:32:33:34:35:36:37:38:39:30:31:32:33:34:35:36

RDU 46 16 SNMP
rdu.properties <BACC_HOME>/rdu/conf
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Device Provisioning Engine

5 PacketCable

packetcable enable

~

PacketCable DPE
DPE
packetcable enable
no packetcable

Je

dpe.properties /pktcbl/enable=enabled

6 dpe reload

DPE-590
DPE
DPE DPE

e packetcable registration encryption MTA

e

dpe.properties /pktcbl/regsvr/configEncrypt=1

e no packetcable registration encryption MTA

e

dpe.properties /pktcbl/regsvr/configEncrypt=0

e packetcable snmp timeout <timeout> DPE  SNMPv3 SET

10

e

dpe.properties /pktcbl/snmp/timeout=1 /pktcbl/snmp/timeout=10

[ 78-15811-01-J
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DPE DPE

1 DPE

support bundle state

/outgoing FTP

2 DPE

show dpe
show dpe

BPR Agent is running
dpe is running

Version BPR 2.5 (cbpr_25_I_200302040515).

Caching 51970 device configs and 2 external files.
Received 312 cache hits and 0 misses.

Received 0 lease updates.

Connection status is Disconnected.

Sent 77 SNMP informs and 77 SNMP sets.

Received 77 MTA provisioning successful SNMP informs.
Received 0 MTA provisioning failed SNMP informs.
Running for 11 days 1 hours 59 mins 15 secs.

SNMPv3
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APPENDIX A

Network Registrar

BAC
BAC
1 DOCSIS /
1 DOCSIS /PacketCable MTA
DOCSIS /
nremd  bpr_cnr_hsd_sample_config.nrcmd
DOCSIS /
<BACC_HOME>/cnr_ep/samples/
e DHCP IP 192.168.0.32
¢ DNS IP 192.168.0.32
. DOCSIS /
2
DNS
. DOCSIS /
DOCSIS /
e TFTP

Cisco Broadband Access Center for Cable
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A  Network Registrar

|
Network Registrar ~ nrcmd
<NR_HOME> /usrbin/nrcmd -N <username> -P <password> -b < bpr cnr hsd sample_config.nrcmd
e -N
e P
DOCSIS /PacketCable MTA

/PacketCable MTA

 DHCP
« DNS

nrcmd

IP
P.A-1

Network Registrar

bpr_cnr_pktcbl_sample_config.nrcmd

<BACC_HOME>/cnr_ep/samples/

192.168.0.32
192.168.0.32

DOCSIS /

nrcmd

<NR_HOME>/usrbin/nrcmd -N <username> -P <password> -b <

bpr_cnr pktcbl_sample_config.nrcmd

DOCSIS

H Cisco Broadband Access Center for Cable
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N
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4-3

3-6
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2-2
2-4
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3-5
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nrcmd CLI A-2
nremd 4-8, A-1

P

Packet Cable Panel 3-5
Packet Cable Propertises 3-5
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RDU 5-3
2-3,3-2,3-10
BAC 2-2
Regional Distribution Unit
RDU
Regional Distribution Unit Host/Port 3-3,3-5

S

Shared Secret Password
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BAC viii
DPE vii
TFTP 4-3
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3-3,3-5,4-4
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3-1
2-8 3-16, 3-19
df 2-6
U mount 2-6, 2-7
. . setup.bin 2-9
uninstall.bin 5-5 .
) ) setup.bin -console 2-10
uninstall.bin 5-4
3-10
5-3
BAC 5-4,5-5
4-2
1-2 Al
1-2
4-1
2-8, 4-2
4-3
3-4,3-6 22
2.3 Data Over Cable Service Interface Specification
1-6 DOCSIS 2-2
16 Network Registrar 3-6
16 Network Registrar 3-6
iX 72
DNS
DDNS 1-5
1-5
3-2 DHCP
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Network Registrar 3-2
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