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1 Broadband Access Center CLI

[ | DPE CLI

DPE CLI
CLI

# telnet remote-hostname 2323

CLI Telnet CLI

# /etc/init.d/bpragent Startcli

CLI DPE
changeme

p.2-7 password
P.2-4 enable password

bac_host# telnet 0 2323
Trying 0.0.0.0...
Connected to 0.

Escape character is '~]'.

bac_host BAC Device Provisioning Engine

User Access Verification
Password:
bac_host> enable

Password:
bac_host#
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Broadband Access Center BAC

DPE

aaa authentication P.2-2
disable P.2-3
enable P.2-3
enable password P.2-4
exit P.2-5
help P.2-5
password P.2-7
show P.2-8
show clock P.2-8
show commands P.2-8
show cpu P.2-9
show disk P.2-9
show files P.2-10
show ip route P.2-11
show ip P.2-10
show memory P.2-12
show running-config P.2-13
show version P.2-13
tacacs-server host P.2-14
no tacacs-server host P.2-15
tacacs-server retries  P.2-15
tacacs-server timeout P.2-16
uptime P.2-16
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Bl aaaauthentication

aaa authentication

CLI
CLI

TACACS+
TCP
TACACS+

aaa authentication mode

mode

¢ Jocal
e tacacs TACACS+

TACACS+

N

TACACS+
Telnet

TACACS+

TACACS+

CLI

DPE CLI
DPE

CLI

TACACS+ TACACS+

CLI

dpe# aaa authentication tacacs
% OK

H Cisco Broadband Access Center DPE CLI

0L-8639-01-J |



disable W

disable

DPE
CLI

DPE CLI

dpe# disable
dpe>

enable

DPE

P.2-4 enable password

dpe> enable
Password:
dpe#
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WM enable password

enable password

DPE

enable password

enable password password

password

N

1

dpe# enable password

New enable password:

Retype new enable password:
Password changed successfully.

2

dpe# enable password

New enable password:

Retype new enable password:
Sorry, passwords do not match.

3

dpe# enable password cisco
Password changed successfully
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exit W
DPE Telnet
Telnet

dpe# exit
% Connection closed.

DPE CLI

command ?
?
2
1. show ?
2. show ¢?
N
1

dpe# help
Help may be requested at any point in a command by entering a question mark '?'. If

nothing matches, the help list will be empty and you must backup until entering a '?'
shows the available options.

Two styles of help are provided:

1. Full help is available when you are ready to enter a command argument (e.g. "show
?") and describes each possible argument.

2. Partial help is provided when an abbreviated argument is entered and you want to
know what arguments match the input (e.g. "show c?").

help

Cisco Broadband Access Center DPE CLI
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H  hep

2

dpe# show ?
bundles Shows the archived bundles.
clock Shows the current system time.
commands Shows the full command hierarchy.
cpu Shows the current CPU usage.
device-config Show device configuration.
disk Shows the current disk usage.
dpe Shows the status of the DPE process if started.
files Shows files in DPE cache.
hostname Shows the system hostname.
ip Shows IP configuration details.
log Shows recent log entries.
memory Shows the current memory usage.
running-config Shows the appliance configuration.
version Shows DPE version.

show ?

3

dpe# show c?

clock commands cpu

dpe# show clock
Sat Jul 15 01:43:19 EDT 2006

show clock
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password W

password

DPE DPE

TACACS+ DPE  TACACS+

password password

password DPE

1

dpe# password

New password:

Retype new password:

Password changed successfully.

2

dpe# password

New password:

Retype new password:

Sorry, passwords do not match.

3

dpe# password cisco
Password changed successfully.
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W show

show

DPE

2-1 show

show

2-1 show

show clock

dpe# show clock

Mon Jun 16 04:21:25 EDT 2006

show commands

DPE

1

dpe> show commands
> enable

> exit

help

show bundles
show clock

show commands
show cpu

show disk

show dpe

show dpe config
show files

show hostname
show ip

show ip route
show log

show memory

show version

VV V VVVVVVV VYV VVVVYVYV

uptime

A

show running-config

show log last <1..9999>

2

dpe# show commands

> aaa authentication
> aaa authentication
clear bundles
clear cache

debug dpe cache

debug on

debug service cwmp
> debug service cwmp
client-auth-failures
> debug service cwmp
> debug service cwmp
[more]

V V.V V V V VYV

local
tacacs

debug dpe connection
debug dpe dpe-server
debug dpe statistics

1 client-auth-all
1

1 extension
1 firmware
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2-1 show

show H

show cpu

DPE
CPU

CPU

show cpu

~

DPE

e CPU
e minf
e mjf
e xcal
e intr
e jthr

* CsSwW
* icsw
* migr
e smtx

® Srw

e syscl
® usr

® sys

e wt

e idl

%
%
%
%

show disk

DPE

show disk

e Filesystem

e Size

e Used

e Avail

e Capacity
e  Mounted on

DPE

%

KB

KB

KB
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W show

2-1 show

show files

DPE

dpe# show files

The 1list of files currently in DPE cache

filename size

sample-firmware-image.bin 4239368

DPE caching 1 external files.
Listing the first 1 files, 0 files omitted

show hostname

DPE dpe# show hostname
hostname = BAC_host

show ip

DPE IP dpe# show ip

DPE

hostname = BAC_host
domainname = abc.com
gateway = 10.10.20.10
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2-1 show

show H

show ip route

DPE IP

show ip route

e Destination

e Mask

e Gateway

e Device

e Mxfrg
e Ritt

o Ref

* Flg

U

H

G
e Out

e |n/Fwd

DPE
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W show

2-1 show

show memory

DPE

show memory
DPE

e kthr 3

w

e memory

swap
KB

free

® page
re

mf

po
KB/

fr

de
KB/

Sr

e disk 1

e faults

fin
sy
cs
e cpu CPU
us

sy

KB

KB/

KB/

%
%
%
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2-1 show

show H

show running-config

DPE

dpe# show running-config

dpe port 49186

dpe rdu-server server_x.cisco.com 49187
service cwmp 1 client-auth digest
service cwmp 1 enabled true

service cwmp 1 port 7547

service cwmp 1 ssl cipher
all-cipher-suites

~

show version

DPE

dpe# show version
Version: BAC 3.0 (bac_30_S_000000000000)

[ oL-8639-01-J
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Bl tacacs-server host

tacacs-server host

TACACS+ TACACS+ TACACS+
TACACS+
TACACS+
TACACS+
TACACS+
CLI  TACACS+ TACACS+ no
P.2-15 no tacacs-server host

tacacs-server host host [key encryption-keyl

e host TACACS+ IP
* encryption-key

1
IP 10.0.1.1 TACACS+
dpe# tacacs-server host 10.0.1.1
$ OK
2

IP 10.0.1.1 hg667YHH] TACACS+

dpe# tacacs-server host 10.0.1.1 key hg667YHHJ
$ OK

]

tacacsl.cisco.com TACACS+

dpe# tacacs-server host tacacsl.cisco.com

tacacsl.cisco.com hg667YHH] TACACS+

dpe# tacacs-server host tacacsl.cisco.com key hg667YHH]
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no tacacs-server host M

no tacacs-server host

CLI TACACS+ TACACS+

no tacacs-server host host

host TACACS+ IP
1
IP TACACS+
dpe# no tacacs-server host 10.0.1.1
$ OK
2

TACACS+

dpe# no tacacs-server host tacacsl.abc.com
$ OK

tacacs-server retries

TACACS+ TACACS+
TACACS+
TACACS+ TACACS+
TACACS+

tacacs-server retries value

value 1 100

A

TACACS+

TACACS+ TACACS+ TACACS+

dpe# tacacs-server retries 10
$ OK

Cisco Broadband Access Center DPE CLI
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| tacacs-server timeout

tacacs-server timeout

TACACS+ TACACS+

tacacs-server timeout value
value CLI 1 300
A

TACACS+

CLI  TACACS+
5
dpe# tacacs-server timeout 10
% OK

DPE

dpe# uptime
11:42pm up 72 day(s), 8:02, 1 user, load average: 0.00, 0.02, 0.02
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DPE

Broadband Access Center BAC

clear cache P.3-2

dpe port P.3-3

dpe provisioning-group primary P.3-4
no dpe provisioning-group primary P.3-5
dpe rdu-server P.3-5

dpe reload P.3-6

dpe shared-secret P.3-6

dpe start | stop P.3-7

interface ethernet provisioning enabled P.3-7

interface ethernet provisioning fqdn  P.3-8
show device-config P.3-9

show dpe P.3-11

show dpe config P.3-12

CHAPTER

Device Provisioning Engine DPE
CLI
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3 DPE |

M clear cache

clear cache

DPE
DPE RDU RDU

DPE dpe stop DPE
pP.3-7 dpe start | stop

DPE
DPE

DPE

1

dpe# clear cache
Clearing DPE cache...
+ 417792 bytes cleared.

2

dpe# clear cache
DPE must be stopped before clearing cache.

DPE

3

dpe# clear cache
Clearing DPE cache...
+ Cache already cleared.
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| 3 DPE

dpeport W
CLI DPE
S
DPE DPE
ERROR: DPE must be stopped before changing the port number.
DPE DPE

pP.3-7 dpe start | stop

dpe port port

port DPE

DPE 49186

dpe# dpe port 49186
% OK

Cisco Broadband Access Center DPE CLI
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3 DPE

| dpe provisioning-group primary

dpe provisioning-group primary

DPE
DPE
DHCP DPE
DPE
)
DPE
dpe reload
P.3-6 dpe reload
no
P.3-5 no dpe provisioning-group primary
dpe provisioning-group primary name [name*]
* name
* name*
S
DPE
1 BAC DPE 1

CWMP

1

dpe# dpe provisioning-group primary PrimaryProvGroup

[

% OK (Requires DPE restart "# dpe reload")

2

dpe# dpe provisioning-group primary provisioning-grp-1 provisioning-grp-2

% OK (Requires DPE restart "# dpe reload")

Cisco Broadband Access Center DPE CLI
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| 3 DPE

no dpe provisioning-group primary ||

no dpe provisioning-group primary

TFTP

P.3-6

DPE
provisioning-group primary

dpe# no dpe provisioning-group primary
% OK (Requires DPE restart "# dpe reload")

dpe rdu-server

DPE RDU

P.3-6

dpe rdu-server {(host | ip} port

* host RDU

e ip RDU IP

® port DPE RDU
1

dpe# dpe rdu-server rdu.cisco.com 49187
% OK (Requires DPE restart "# dpe reload")

]

RDU

2

dpe# dpe rdu-server 10.10.20.1 49187
% OK (Requires DPE restart "# dpe reload")

RDU IP

DPE

dpe reload
dpe reload

RDU

dpe reload
dpe reload

Cisco Broadband Access Center DPE CLI
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3 DPE

WM  dpereload

dpe reload

DPE DPE
DPE 60 BAC
bprAgent DPE
DPE

dpe# dpe reload
Process dpe has been restarted

dpe shared-secret

RDU 2

dpe reload
P.3-6 dpe reload

dpe shared-secret secret

secret RDU

RDU secret

dpe# dpe shared-secret private

o

% OK (Requires DPE restart "# dpe reload")
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dpe start [stop W

dpe start | stop

DPE

dpe start | stop

e start DPE DPE
DPE DPE DPE
DPE
e stop DPE DPE
DPE 60 DPE DPE
1

dpe# dpe start
Process dpe has been started

1

dpe# dpe stop
dpe is stopped

Interface ethernet provisioning enabled

DPE RDU
CPE
CPE URL
FQDN P.3-8 interface ethernet provisioning fqdn
reload

P.3-6 dpe reload

interface ethernet {intf0 | intfl} provisioning enabled {true | false}

e intf0 | intfl
e true

e false

dpe# interface ethernet hme0 provisioning enabled true
% OK (Requires DPE restart "# dpe reload")

Cisco Broadband Access Center DPE CLI
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B interface ethernet provisioning fqdn

Interface ethernet provisioning fgdn

FQDN
FQDN DPE CPE
FQDN CWMP RDU
FQDN CPE
URL
S
DPE FQDN
DPE FQDN FQDN
DPE FQDN
FQDN
P.3-7 interface ethernet provisioning enabled
reload
P.3-6 dpe reload

interface ethernet {intf0 | intfl} provisioning fqdn fgdn

e intf0 | intfl

e fgdn

dpe# interface ethernet hme0 provisioning fgdn cisco.com

% OK (Requires DPE restart "> dpe reload")

Cisco Broadband Access Center DPE CLI
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show device-config W

show device-config

DPE
DPE

This DPE is not licensed. Your request cannot be serviced.
Please check with your system administrator for a DPE license.

show device-config device-ID

device-1D

ID  0014XX-XXX000000001

dpe# dpe show device-config 0014XX-XXX000000001
HTTP configuration for device 0014XX-XXX000000001 in default provisioning-group:

HTTP Configuration
Instruction records:

HttpAuthRecord
IS_PERSISTENT : true
IS_AUTO_RUN : true
USERNAME : 0014XX-XXX000000001
PASSWORD : <value is set>

RoutableIPAddressRecord
OPERATION_ID : 3c¢342b:10a8£88a32c:80000042
UPDATE_IP : false
HAS_ROUTABLE_IP : null

Data Synchronization Instruction

IS_PERSISTENT : true

IS_AUTO_RUN : true

DATA_SYNC_PARAMS
InternetGatewayDevice.DeviceInfo.SoftwarevVersion : null
Inform.DeviceId.ProductClass : null
Inform.DeviceId.ManufacturerOUI : null
InternetGatewayDevice.DeviceInfo.HardwareVersion : null
InternetGatewayDevice.ManagementServer.ParameterKey : null
Inform.DeviceId.Manufacturer : null
InternetGatewayDevice.DeviceInfo.ModelName : null

FIRMWARE_CHANGED_PARAMS
InternetGatewayDevice.DeviceInfo.ModelName

Firmware Rules Instruction

IS_PERSISTENT : true

FIRMWARE_RULES

version : 1.0

CwmpFirmwareRules

CwmpFirmwareRule: AcmeWAG54G2Rule
Expressions
CwmpExpression:

Parameter : null
InformParameter : Inform.EventCode
RpcArgument : null
Value : [1 BOOT, 2 PERIODIC]
Operator : match

Cisco Broadband Access Center DPE CLI
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Bl show device-config

CwmpExpression:
Parameter : InternetGatewayDevice.DeviceInfo.SoftwareVersion
InformParameter : null
RpcArgument : null
Value : [66]
Operator : matchAllIgnoreCase
InternalFile
FirmwareFile : sample-firmware-image.bin
FileDeliveryTransport : HTTP
FORCE_FIRMWARE_UPGRADE : false

Configuration Synchronization Instruction
OPERATION_ID : 3c¢342b:10a8£f88a32c:80000043
IS_PERSISTENT : true
CONFIG

version : 1.0
CwmpParameter
fullName
InternetGatewayDevice.ManagementServer.PeriodicInformEnable
value : true
type : boolean
notification : 0
CwmpParameter
fullName
InternetGatewayDevice.ManagementServer.PeriodicInformInterval
value : 86400
type : unsignedInt
notification : 0
CONFIG_REV_NUMBER : 559207259
FORCE_CONFIG_UPGRADE : false

Real Time Proxy Operations:
Instruction records:

No instruction found.

Cisco Broadband Access Center DPE CLI
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show dpe

DPE

DPE
DPE
DPE

DPE

This DPE is not licensed. Your request cannot be serviced.
Please check with your system administrator for a DPE license.

1

dpe# show dpe
BAC Agent is running
Process dpe is not running

DPE

2

dpe# show dpe
BAC Agent is running
Process dpe is running

Version BAC 3.0 (SOL_CBAC3_0_L_000000000000).
Caching 1 device configs and 1 external files.

0 sessions succeed and 0 sessions failed.

0 file requests succeed and 0 file requests failed.

0 immediate proxy operations received: 0 succeed, and 0 failed.

Connection status is Ready.
Running for 4 hours 30 mins 16 secs.

DPE

Cisco Broadband Access Center DPE CLI

showdpe W
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3 DPE

Bl show dpe config

show dpe config

DPE DPE
dpe# show dpe config
dpe port = 49186
rdu host = host.abc.com
rdu port = 49187
primary groups = default
secondary groups = [no value]

Cisco Broadband Access Center DPE CLI
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CHAPTER

Broadband Access Center BAC Device Provisioning Engine DPE CPE WAN
CWMP
CLI
DPE CWMP HTTP
1 2
BAC
CWMP HTTP
HTTP over SSL/TLS 7547
CWMP 2
HTTP over SSL/TLS 7547
4-1
4-1 CWMP
CWMP HTTP
1 2 1 2
7547 7548 7549 7550
SSL/TLS HTTP
N
CWMP
CWMP

Cisco Broadband Access Center DPE CLI
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* servicecwmp P.4-3
service cwmp num allow-unknown-cpe P.4-3
service cwmp num client-auth mode P.4-4
service cwmp num enable {true | false} P.4-4
service cwmp num port port  P.4-4
service cwmp session timeout value P.4-5
service cwmp num ssl client-auth mode P.4-5
service cwmp num ssl client-auth client-cert-css-ext  P.4-6
service cwmp num ssl cipher {all-cipher-suites | value} P.4-7
service cwmp num ssl enable {true | false} P.4-7
service cwmp num ssl keystore keystore-filename keystore-password key-password P.4-8
e keystore import-pkcs12 P.4-9
e service http P.4-10
service http num client-auth mode P.4-10
service http num enable {true | false} P.4-11
service http num port port P.4-11
service http num ssl client-auth mode  P.4-12
service http num ssl client-auth client-cert-css-ext P.4-13
service http num ssl cipher {all-cipher-suites | value} P.4-14
service http num ssl enable {true | false} P.4-14

service http num ssl keystore keystore-filename keystore-password key-pasword P.4-15

Cisco Broadband Access Center DPE CLI
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servicecwmp W

service cwmp

DPE CWMP

CWMP

SSL/TLS HTTP

service cwmp 4-2
N
DPE
DPE dpe reload P.3-6 dpe reload
4-2 service cwmp
service cwmp num allow-unknown-cpe
no service cwmp num allow-unknown-cpe
DPE DPE num CWMP 1 2 dpe# service cwmp 1
RDU allow-unknown-cpe

% OK

N

RDU DoS

DPE

Cisco Broadband Access Center DPE CLI
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W servicecwmp

4-2 service cwmp

service cwmp num client-auth mode

DPE CWMP e num CWMP 1 2 dpe# service cwmp 1
HTTP client-auth digest
% OK (Digest
e mode CWMP authentication was
enabled. Basic
authentication was
BAC disabled. Requires DPE
. i HTTP " "
Cisco Broadband Access Center basic restart "# dpe reload")
Administrator’s Guide, Release 3.0 )
digest HTTP
none
CWMP Inform
Device ID CPE
N
service cwmp num enable {true | false}
DPE CWMP e num CWMP 1 2 dpe# service cwmp 2
enable true
% OK (Requires DPE
CWMP restart "# dpe reload")
1
2
e true CWMP
e false CWMP
service cwmp num port port
CWMP CPE e num CWMP 1 2 dpe# service cvmp 1
port 7547
% OK (Requires DPE
DPE * port restart "# dpe reload")
CWMP
1 7547
2 7548

H Cisco Broadband Access Center DPE CLI
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4-2 service cwmp

servicecwmp W

service cwmp session timeout value

CWMP

a

DPE

dpe# service cwmp
session timeout 60000
% OK

service cwmp num ssl client-auth mode

DPE CWMP
HTTP over SSL/TLS

BAC
Cisco Broadband Access Center
Administrator’s Guide, Release 3.0

value CWMP
ms
1000 ms 1 3000000 ms 50
60000 ms
60
e num CWMP 1 2
SSL/TLS
1
2
e mode CWMP
BAC
client-cert-generic CPE
CPE
SSL/TLS
DPE
ID
CN
CWMP Inform
client-cert-unique CPE
SSL/TLS

CN

none CWMP
over SSL/TLS

HTTP

1

dpe# service cwmp 1 ssl
client-auth
client-cert-generic

% OK (Requires DPE
restart "# dpe reload")

2

dpe# service cwmp 1 ssl
client-auth
client-cert-unique

% OK (Requires DPE
restart "# dpe reload")

Cisco Broadband Access Center DPE CLI
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W servicecwmp

4-2 service cwmp

service cwmp num ssl client-auth client-cert-css-ext

HTTP over SSL/TLS
Cisco CSS 11500 Content
Services Switch CSS 11500
CPE
CSS CPE SSL

HTTP
BAC CSs
ClientCert-Subject-CN CN

)
CSss
HTTP
Cisco Content Services Switch SSL
Configuration Guide (Software
Version 7.40)
BAC

Cisco Broadband Access Center
Administrator’s Guide, Release 3.0

num CWMP

over SSL/TLS

CWMP

HTTP

dpe# service cwmp ssl 1
client-auth
client-cert-css-ext

]

restart

% OK (Requires DPE

"# dpe reload")

H Cisco Broadband Access Center DPE CLI
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servicecwmp W

4-2 service cwmp

|

service cwmp num ssl cipher {all-cipher-suites | value}

no service cwmp num ssl cipher {all-cipher-suites | value}

e num CWMP 1 2 1
DPE CPE dpe# service cwmp 1 ssl
¢ all-cipher-suitess CWMP :;Ilﬂ_li:pher_suites
HTTP over SSL/TLS % OK (Requires DPE

restart "# dpe reload")

HTTP over SSL/TLS

SSL 2
DPE CPE & dpe# service cwmp 1 ssl
service cwmp ssl cipher all-cipher-suites cipher
SSL ssl_dh_anon_with_des_c
bc_sha
no % OK (Requires DPE
. . restart "# dpe reload")
% service cwmp ssl cipher value
BAC DPE ) .
no service cwmp ssl cipher
all-cipher-suites
BAC
e value CWMP HTTP over
4-5 SSL/TLS
BAC
4-4

service cwmp num ssl enable {true | false}

DPE CWMP e num CWMP 1 2 dpe# service cwmp 1 ssl
SSL/TLS HTTP enable true
% OK (Requires DPE
e true SSL/TLS restart "# dpe reload")
2

~

DPE o false SSL/TLS

1
CWMP
Cisco

Broadband Access Center
Administrator’s Guide, Release
3.0

Cisco Broadband Access Center DPE CLI
[ oL-8639-01-J .m



4 CWMP |

W servicecwmp

4-2 service cwmp

service cwmp num ssl keystore keystore-filename keystore-password key-password

e num CWMP 1 2 dpe# service cwmp 1 ssl
keystore
example.keystore

HTTP over SSL/TLS * keystore-filename changeme changeme

% OK (Requires DPE

restart "# dpe reload")
* Kkeystore-password

N 6 30

e key-password

service cwmp 2 6 30

SSL/TLS
SSL/TLS

service cwmp num ssl enable
true

DPE CWMP
HTTP over SSL/TLS

Cisco Broadband Access Center Administrator’s Guide, Release 3.0
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keystore import-pkcs12 Il

keystore import-pkcsl2

SSL DPE DPE
keystore import-pkcs12 PKCS#12
JKS Sun Java
PKCS#12 Microsoft

Windows 2000 11S 5.0

keystore import-pkcs12
PKCS#12
openssl example.key
example.crt file example.pkcsl?2

# openssl pkes12 -inkey example.key -in example.crt -export -out example.pkcs12

keystore import-pkcsl2 keystore-filename pkcsl2-filename keystore-password
key-password export-password export-key-password

* keystore-filename JKS

~

e pkcsl2-filename PKCS#12
* keystore-password
6 30
e key-password DPE
6 30
e export-password PKCS#12
6 30
e export-key-password PKCS#12
6 30

dpe# keystore import-pkcsl2 example.keystore example.pkcsl2 changeme changeme changeme
changeme

[

% Reading alias [1]

o

% Reading alias [1]: key with format [PKCS8] algorithm [RSA]

e

Reading alias [1l]: cert type [X.509]

o

5 Created JKS keystore: example.keystore

e

OK

Cisco Broadband Access Center DPE CLI
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W service http

service http

DPE HTTP

e SSL/TLS HTTP
service http 4-3

DPE
DPE dpe reload P.3-6 dpe reload

4-3 service http

service http num client-auth mode
DPE HTTP * num HTTP 1 2 dpe# service http 1

client-auth digest
% OK (Digest

e mode HTTP authentication was
enabled. Basic
BAC authentication was

Cisco Broadband Access Center disabled. Requires DPE
Administrator’s Guide, Release 3.0 restart "# dpe reload")

basic HTTP
digest HTTP
none
HTTP Inform
Device ID
CPE

Cisco Broadband Access Center DPE CLI
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servicehttp W

4-3 service http

service http num enable {true | false}

DPE HTTP e num HTTP 1 dpe# service http 2
2 enable true
% OK (Requires DPE
HTTP restart "# dpe reload")
1
2
e true HTTP
e false HTTP

service http num port port

HTTP CPE e num HTTP 1 dpe# service http 1
2 port 7549
% OK (Requires DPE
DPE HTTP restart "# dpe reload")
1 7549
2 7550
* port

N

service http port

Cisco Broadband Access Center DPE CLI
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W service http

4-3 service http

service http num ssl client-auth mode

DPE HTTP
HTTP over SSL/TLS

BAC
Cisco Broadband Access Center
Administrator’s Guide, Release 3.0

num HTTP 1
2

HTTP
HTTP over SSL/TLS

1
2
mode HTTP
BAC
client-cert-generic CPE
CPE
SSL/TLS
DPE
ID
CN
CWMP Inform
client-cert-unique CPE
SSL/TLS
CN

none HTTP over SSL/TLS

1

dpe# service http 1 ssl
client-auth
client-cert-generic

% OK (Requires DPE
restart "# dpe reload")

2

dpe# service http 1 ssl
client-auth
client-cert-unique

% OK (Requires DPE
restart "# dpe reload")

H Cisco Broadband Access Center DPE CLI
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servicehttp W

4-3 service http

service http num ssl client-auth client-cert-css-ext

HTTP over SSL/TLS num HTTP 1 2 dpe# service http ssl 1
Cisco CSS 11500 Content Services client-auth
. client-cert-css-ext
SWltCh CSS 11500 CPE HTTP % OK (Requires DPE
CSS restart "# dpe reload")
HTTP over SSL/TLS
CPE SSL
] 1
HTTP . 2
BAC CSS

ClientCert-Subject-CN CN

A
CsSs
HTTP
Cisco Content
Services Switch SSL Configuration
Guide (Software Version 7.40)
BAC

Cisco Broadband Access Center
Administrator’s Guide, Release 3.0
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service http

4-3 service http

service http num ssl cipher {all-cipher-suites | value}

no service http num ssl cipher {all-cipher-suites | value}

e num HTTP 1 1
DPE CPE 2 dpe# service http 1 ssl
. . cipher
e all-cipher-suites HTTP all-cipher-suites
HTTP over SSL/TLS % OK (Requires DPE
HTTP over restart "# dpe reload")
SSL/TLS
SSL DPE CPE >
_f§§ dpe# service http 1 ssl
service http ssl cipher all-cipher-suites |cipher
SSL ssl_dh_anon_with_des_cb
c_sha
% OK (Requires DPE
. . "# 4 load"
% no service http ssl cipher value restart pe reload?)
BAC DPE .
no service
http ssl cipher all-cipher-suites
BAC
4-5
e value HTTP
HTTP over SSL/TLS
BAC
4-4
service http num ssl enable {true | false}
DPE HTTP e num HTTP 1 dpe# service http 1 ssl
SSLITLS HTTP 2 enable true
% OK (Requires DPE
e true SSL/TLS restart "# dpe reload")
2
N
DPE e false SSL/TLS
1

HTTP

Cisco Broadband
Access Center Administrator’s Guide,
Release 3.0
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servicehttp W

4-3 service http

service http num ssl keystore keystore-filename keystore-password key-pasword

e num HTTP 1 dpe# service http 1 ssl
2 keystore
example.keystore
HTTP over SSL/TLS * keystore-filename changeme changeme

% OK (Requires DPE
restart "# dpe reload")

keystore-password

6 30

° k _ d
service http 2 ey-passwor

6 30
HTTP over SSL/TLS
SSL/TLS
service http
num ssl enable true
DPE CWMP
HTTP over SSL/TLS

Cisco
Broadband Access Center Administrator’s Guide, Release 3.0

Cisco Broadband Access Center DPE CLI
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W service http

SSL
SSL/TLS /
4-4 BAC
4-4 BAC
BAC
SSL SSL 3.0 Transport Layer Security TLS 1.0
e RSA
Rivest Shamir Adelman
- 512 768 1024 2048
e DSA

Digital Signature Standard DSS;

-512 768 1024

¢ Diffie-Hellman
-512 768 1024 2048

e DES

Data Encryption Standard 56
64

e 3DES DES
DES 3
Triple-Strength Data Encryption Standard
* RC4
Rivest Cipher 4

e Message Digest5 MD5; 5
128

* Secure Hash Algorithm SHA
160

Cisco Content Services Switch SSL Configuration Guide (Software
Version 7.40)

Cisco Broadband Access Center DPE CLI
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servicehttp W

dh-anon
Diffie-Hellman
export
128
3DES RC4
4-5 BAC

all-cipher-suites EDH *
ssl_dh_anon_export_with_des40_chc_sha DH **
ssl_dh_anon_with_des_cbc_sha DH **
ssl_dh_anon_export_with_rc4_40_md5 DH **
ssl_dh_anon_with_3des_ede_cbc_sha DH **
ssl_dhe_dss_with_des_cbc_sha DH **
ssl_dh_anon_with_rc4_128 md5 DH **
ssl_dhe_dss_export_with_des40_cbc_sha EDH *
ssl_dhe_dss_with_3des_ede_cbc_sha EDH *
ssl_dhe_rsa_export_with_des40_cbc_sha EDH *
ssl_dhe_rsa_with_3des_ede_chc_sha EDH *
ssl_dhe_rsa_with_des_cbc_sha EDH *
ssl_rsa_export_with_des40_chc_sha RSA
ssl_rsa_export_with_rc4_40_md5 RSA
ssl_rsa_with_3des_ede_cbc_sha RSA
ssl_rsa_with_des_cbc_sha RSA
ssl_rsa_with_null_md5 RSA
ssl_rsa_with_null_sha RSA
ssl_rsa_with_rc4_128 md5 RSA
ssl_rsa_with_rc4_128 sha RSA
tls_dh_anon_with_aes_128 cbc_sha DH **
tls_dhe_dss_with_aes_128 cbc_sha EDH *
tls_dhe_rsa_with_aes 128 cbc_sha EDH *
tls_rsa_with_aes_128 chc_sha RSA

* Ephemeral Diffie-Hellman
** Diffie-Hellman

Cisco Broadband Access Center DPE CLI
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W service http
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SNMP

Broadband Access Center BAC

snmp-server community P.5-2
no snmp-server community P.5-2
snmp-server contact P.5-3

no snmp-server P.5-3
snmp-server host P.5-4

no snmp-server host P.5-4
snmp-server inform P.5-5

no snmp-server inform  P.5-5
snmp-server location P.5-6
no snmp-server location P.5-6
snmp-server reload P.5-7
snmp-server start | stop  P.5-7
snmp-server udp-port P.5-8

no snmp-server udp-port P.5-8

Cisco Broadband Access Center DPE CLI

CHAPTER
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DPE

CLI

SNMP
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B snmp-server community

snmp-server Community

SNMP DPE  SNMP

snmp-server reload

SNMP P.5-7 snmp-server reload
no p.5-2
no snmp-server community
snmp-server community string [ro | rw]
e string SNMP
* 1o ro Get
NMS
° rw w SNMP
Set rw w
OID
N
ro rw bacread bacwrite

BAC

dpe# snmp-server community test_community ro

% OK ()
Requires SNMP agent restart "# snmp-server reload"

NO SnNMp-Sserver Community

snmp-server reload

SNMP P.5-7 snmp-server reload

SNMP DPE  SNMP
snmp-server community

P.5-2 snmp-server community

no snmp-server community string

string SNMP

dpe# no snmp-server community test_community

% OK ()
Requires SNMP agent restart "# snmp-server reload"

Cisco Broadband Access Center DPE CLI
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snmp-server contact W

snmp-server contact

MIB Il sysContact

snmp-server reload
SNMP P.5-7 snmp-server reload

DPE no
P.5-3 no snmp-server

snmp-server contact text

text DPE

dpe# snmp-server contact joe
% OK (Requires SNMP server restart "# snmp-server reload")

NO SNMpP-Server

DPE

snmp-server reload
SNMP P.5-7 snmp-server reload

snmp-server contact
P.5-3 snmp-server contact

dpe# no snmp-server contact

[

% OK (Requires SNMP server restart "# snmp-server reload")

Cisco Broadband Access Center DPE CLI
[ oL-8639-01-J .m



5 SNMP

Bl snmp-server host

snmp-server host

SNMP

snmp-server reload
SNMP P.5-7 snmp-server reload

no
P.5-4 no snmp-server host

snmp-server host host-addr notification community community udp-port port

e host-addr IP

e community SNMP

e port SNMP UDP UDP
162

dpe# snmp-server host 10.10.10.5 notification community public udp-port 162
% OK ()
Requires SNMP agent restart "# snmp-server reload"

no snmp-server host

snmp-server reload
SNMP P.5-7 snmp-server reload

SNMP snmp-server host
P.5-4 snmp-server host

no snmp-server host host-addr notification

host-addr IP

dpe# no snmp-server host 10.10.10.5 notification
% OK ()
Requires SNMP agent restart "# snmp-server reload"

Cisco Broadband Access Center DPE CLI
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snmp-server inform W

snmp-server inform

SNMP SNMP SNMP
SNMP
snmp-server reload
SNMP P.5-7 snmp-server reload
SNMP no
P.5-5 no snmp-server inform

snmp-server inform [retries count timeout time]

e count SNMP

SNMP
e time SNMP
SNMP
S
SNMP
1 5000

dpe# snmp-server inform retries 5 timeout 500

% OK ()

Requires SNMP server restart "# snmp-server reload"

SNMP 5 5
500
SNMP SNMP
SNMP snmp-server inform
P.5-5 snmp-server inform

dpe# no snmp-server inform
% OK

Cisco Broadband Access Center DPE CLI [
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| snmp-server location

snmp-server location

MIB Il sysLocation

snmp-server reload
SNMP P.5-7 snmp-server reload

no
P.5-6 no snmp-server location

snmp-server location text

text DPE

dpe# snmp-server location st_louis
% OK (Requires SNMP server restart "# snmp-server reload")

no snmp-server location

snmp-server reload
SNMP P.5-7 snmp-server reload

snmp-server location
P.5-6 snmp-server location

dpe# no snmp-server location
% OK (Requires SNMP server restart "# snmp-server reload")
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snmp-server reload W

snmp-server reload

DPE SNMP
SNMP
~
RDU DPE SNMP
BAC MIB
SNMP
CLI
BAC CISCO-BACC-SERVER-MIB
BPR_HOME/rdu/mibs MIB

dpe# snmp-server reload
Process snmpAgent has been restarted
dpe#

snmp-server start | stop

DPE  SNMP

snmp-server start | stop

e start DPE SNMP

~

SNMP
SNMP

Process snmpAgent is already running

e stop DPE SNMP

1

dpe# snmp-server start
Process snmpAgent has been started
% OK

2

dpe# snmp-server stop
Process snmpAgent has been stopped
dpe#

Cisco Broadband Access Center DPE CLI
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| snmp-server udp-port

snmp-server udp-port

SNMP UDP
DPE
SNMP 8001 Solaris SNMP

SNMP
Y
SNMP UDP 161
SNMP UDP
no P.5-8 no snmp-server udp-port

snmp-server udp-port port

port SNMP UDP

dpe# snmp-server udp-port 161
% OK

no snmp-server udp-port

SNMP UDP
8001

SNMP 161 Solaris
SNMP

SNMP UDP snmp-server udp-port
P.5-8 snmp-server udp-port

dpe# no snmp-server udp-port
% OK

Cisco Broadband Access Center DPE CLI
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CHAPTER

DPE

Broadband Access Center BAC Device Provisioning Engine DPE
BAC CLI

DPE
debug on
P.6-5 debug on

clear logs P.6-2

debug dpe P.6-3
debug dpe cache P.6-3
debug dpe connection P.6-3

debug dpe dpe-server P.6-3
debug dpe event-manager P.6-4
debug dpe exceptions P.6-4
debug dpe framework P.6-4
debug dpe messaging P.6-4
debug dpe statistics P.6-4

e debugon P.6-5

e nodebug P.6-5

* Jloglevel P.6-6

e showlog P.6-7

Cisco Broadband Access Center DPE CLI
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6 DPE

B clear logs
clear logs

e DPE
e Syslog

DPE
support bundle state

dpe# clear logs

Clearing historic log files...
+ Removing 1 DPE log files...
+ No more historic logs.

Cisco Broadband Access Center DPE CLI
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debug dpe

debug dpe DPE

N

debug dpe H

This DPE is not licensed.Your request cannot be serviced.

Please check with your system administrator for DPE licenses.

6-1 DPE

6-1 debug dpe

debug dpe cache

no debug dpe cache

DPE
DPE

e DPE

DPE
no

dpe# debug dpe cache
$ OK

debug dpe connection

no debug dpe connection

DPE

DPE RDU
DPE
no

dpe# debug dpe connection
$ OK

debug dpe dpe-server

no debug dpe dpe-server

DPE

DPE
no

dpe# debug dpe dpe-server
% OK

[ oL-8639-01-J
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debug dpe

6-1 debug dpe

debug dpe event-manager

no debug dpe event-manager

DPE

DPE
no

DPE

dpe# debug dpe event-manager
$ OK

debug dpe exceptions

no debug dpe exceptions

DPE

Cisco TAC

DPE
no

DPE

dpe# debug dpe exceptions
$ OK

debug dpe framework

no debug dpe framework

DPE

BAC DPE

DPE

DPE

no

dpe# debug dpe framework
% OK

]

debug dpe messaging

no debug dpe messaging

DPE

DPE RDU
DPE
no

DPE

dpe# debug dpe messaging
% OK

]

debug dpe statistics

no debug dpe statistics

no

DPE

dpe# debug dpe statistics
% OK

H Cisco Broadband Access Center DPE CLI
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debugon W
debug dpe cache
no debug
P.6-5 no debug
DPE
DPE
DPE
This DPE is not licensed. Your request cannot be serviced.
Please check with your system administrator for DPE licenses.
dpe# debug on
% OK
DPE
This DPE is not licensed. Your request cannot be serviced.
Please check with your system administrator for DPE licenses.
debug on P.6-5

debug on

dpe# no debug
$ OK

Cisco Broadband Access Center DPE CLI
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H  loglevel

log level

DPE
Cisco Broadband Access Center Administrator’s Guide, Release 3.0

DPE

This DPE is not licensed. Your request cannot be serviced.
Please check with your system administrator for DPE licenses.

log level number

number BAC 6-2

6-2 DPE

w

N

(3}

(o)

Y

DPE 5

dpe# log level 6
% OK

Cisco Broadband Access Center DPE CLI
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showlog W
DPE
DPE
show log [last 1..999 | run]
e Jlast 1..999 DPE 1..999
* run DPE DPE
Enter
1
dpe# show log
2006 02 14 07:50:26 EST: %$BAC-DPE-7-DEBUG_FRAMEWORK: ThreadMonitor:
BACThread[Connector,5,BAC,alive]
%
2
dpe# show log last 3
2006 02 14 07:51:26 EST: %BAC-DPE-7-DEBUG_FRAMEWORK: ThreadMonitor: CwmplThread-1
2006 02 14 07:51:26 EST: $BAC-DPE-7-DEBUG_FRAMEWORK: ThreadMonitor: HttplThread-0
2006 02 14 07:51:26 EST: $BAC-DPE-7-DEBUG_FRAMEWORK: ThreadMonitor: HttplThread-1

3

dpe# show log run

[

percentage 1%

2006 02 14 07:53:25 EST:
2006 02 14 07:53:25 EST:

29777920

2006 02 14 07:53:25 EST:

4058120

2006 02 14 07:53:26 EST:

Stopped.

% Press <enter> to stop.
2006 02 14 07:53:22 EST:

%$BAC-DPE-7-DEBUG_FRAMEWORK :

%$BAC-DPE-7-DEBUG_FRAMEWORK :
%$BAC-DPE-7-DEBUG_FRAMEWORK :

%$BAC-DPE-7-DEBUG_FRAMEWORK :

%$BAC-DPE-7-DEBUG_FRAMEWORK :

Cisco Broadband Access Center DPE CLI

MemoryMonitor:
MemoryMonitor:

MemoryMonitor:

ThreadMonitor:

OSStatusService: current CPU load

Memory:
Total memory

Free memory

Threads:
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B  showlog
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CHAPTER

CWMP

Broadband Access Center BAC Device Provisioning Engine DPE
CLI

CWMP

debug on DPE
P.6-5 debug on

debug service cwmp P.7-3

debug service cwmp num client-auth-all  P.7-3
debug service cwmp num client-auth-failures P.7-3
debug service cwmp connection-request-service P.7-3
debug service cwmp num cpe-config-sync  P.7-4
debug service cwmp num data-sync  P.7-4

debug service cwmp num device-operations P.7-4
debug service cwmp device-operations-cache P.7-4
debug service cwmp num errors  P.7-4

debug service cwmp num extension P.7-5

debug service cwmp num firmware P.7-5

debug service cwmp num http-details P.7-5

debug service cwmp num http-details P.7-5

debug service cwmp num http-headers P.7-5
debug service cwmp num http-requests P.7-5
debug service cwmp num http-responses P.7-6
debug service cwmp num instr-gen-requests  P.7-6
debug service cwmp num instruction-details P.7-6
debug service cwmp num instruction-lookup P.7-6
debug service cwmp num instruction-rpc  P.7-6
debug service cwmp num instruction-states P.7-6
debug service cwmp num ipe P.7-7

Cisco Broadband Access Center DPE CLI
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debug service cwmp num session P.7-7

debug service cwmp session-manager P.7-7

debug service cwmp num soap-faults P.7-7

debug service cwmp num soap-informs  P.7-7

debug service cwmp num unknown-devices P.7-7
e debug service http  P.7-8

debug service http num client-auth-all  P.7-8

debug service http num client-auth-failures P.7-8

debug service http num details P.7-8

debug service http num errors  P.7-8

debug service http num faults P.7-9

debug service http num headers P.7-9

debug service http num request-processing P.7-9

debug service http framework P.7-9

e debug service ssl P.7-10

debug service type

DPE CWMP

debug service type num

* type CWMP HTTP
CWMP DPE CWMP
HTTP DPE HTTP
* num 1 2
CWMP debug service
cwmp
HTTP P.7-8 debug
service http
Cisco Broadband Access Center DPE CLI
m. OL-8639-01-J |



| 7 CWMP

debug service cwmp W

debug service cwmp

DPE CWMP

DPE
debug on
P.6-5 debug on

debug service cwmp num
num 1 2

7-1 CWMP

7-1 debug service cwmp
debug service cwmp num client-auth-all
no debug service cwmp num client-auth-all
CWMP dpe# debug service cvmp 1

CWMP client-auth-all
$ OK
no
debug service cwmp num client-auth-failures
no debug service cwmp num client-auth-failures
CWMP dpe# debug service cvmp 1
CWMP client-auth-failures

% OK

no
debug service cwmp connection-request-service

no debug service cwmp connection-request-service

DPE CPE CWMP dpe# no debug service cwmp
CWMP connection-request-service
% OK

no

CWMP

Cisco Broadband Access Center DPE CLI
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B debug service cwmp

7-1 debug service cwmp

debug service cwmp num cpe-config-sync

no debug service cwmp num cpe-config-sync

CPE DPE

CWMP

CWMP

no

dpe# debug service cwmp 1
cpe-config-sync
% OK

debug service cwmp num data-sync

no debug service cwmp num data-sync

RDU  CPE
CWMP
RDU

no

dpe# debug service cwmp 1
data-sync
% OK

debug service cwmp num device-operations

no debug service cwmp num device-operations

DPE
DPE
no

dpe# debug service cwmp 1
device-operations
$ OK

debug service cwmp device-operations-cache

no debug service cwmp device-operations-cache

CWMP
CWMP
no

N

CWMP

dpe# debug service cwmp
device-operations-cache
% OK

debug service cwmp num errors

no debug service cwmp num errors

DPE CWMP

CWMP

no

dpe# debug service cwmp 1
errors
$ OK

H Cisco Broadband Access Center DPE CLI
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debug service cwmp W
7-1 debug service cwmp
debug service cwmp num extension
no debug service cwmp num extension
DPE CWMP dpe# debug service cvmp 1
CWMP extension
% OK
no
debug service cwmp num firmware
no debug service cwmp num firmware
CWMP dpe# debug service cvmp 1
firmware
% OK
CWMP
no
debug service cwmp num http-details
no debug service cwmp num http-details
DPE CWMP dpe# debug service cvmp 1
CWMP http-details
% OK
no
debug service cwmp num http-details
no debug service cwmp num http-faults
DPE CWMP dpe# debug service cvmp 1
http-faults
% OK
CWMP
no
debug service cwmp num http-headers
no debug service cwmp num http-headers
CWMP dpe# debug service cvmp 1
CWMP http-headers
% OK
no
debug service cwmp num http-requests
no debug service cwmp num http-requests
CWMP dpe# debug service cwmp 1
CWMP |http-requests
% OK
no
Cisco Broadband Access Center DPE CLI
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B debug service cwmp

7-1 debug service cwmp

debug service cwmp num http-responses

no debug service cwmp num http-responses

CWMP dpe# debug service cvmp 1

CWMP http-responses
% OK

no

debug service cwmp num instr-gen-requests

no debug service cwmp num instr-gen-requests

CPE CWMP dpe# debug service cvmp 1
instr-gen-requests
% OK

no

debug service cwmp num instruction-details

no debug service cwmp num instruction-details

CPE CWMP dpe# debug service cvmp 1
instruction-details
% OK
CWMP
no

debug service cwmp num instruction-lookup

no debug service cwmp num instruction-lookup

CPE CWMP dpe# debug service cvmp 1
DPE instruction-lookup

% OK
CWMP DPE

no
debug service cwmp num instruction-rpc

no debug service cwmp num instruction-rpc

CPE CWMP dpe# debug service cvmp 1
RPC instruction-rpc

% OK
CWMP RPC

no
debug service cwmp num instruction-states

no debug service cwmp num instruction-states

CWMP dpe# debug service cvmp 1
CWMP instruction-states
% OK

no

Cisco Broadband Access Center DPE CLI
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debug service cwmp W
7-1 debug service cwmp
debug service cwmp num ipe
no debug service cwmp num ipe
CWMP DPE dpe# debug service cwmp 1 ipe
CWMP DPE b OK
no
debug service cwmp num session
no debug service cwmp num session
DPE CPE CWMP dpe# debug service cwmp 1
CWMP session
% OK
no
debug service cwmp session-manager
no debug service cwmp session-manager
CWMP dpe# debug service cwmp
session-manager
% OK
CWMP
no
A Y
CWMP
debug service cwmp num soap-faults
no debug service cwmp num soap-faults
CPE CWMP dpe# debug service cwmp 1
SOAP soap-faults
% OK
CWMP SOAP
no
debug service cwmp num soap-informs
no debug service cwmp num soap-informs
DPU CPE dpe# debug service cvmp 1
CWMP Inform soap-informs
% OK
CWMP
Inform
no
debug service cwmp num unknown-devices
no debug service cwmp num unknown-devices
DPE dpe# debug service cvmp 1
DPE unknown-devices
% OK
no
Cisco Broadband Access Center DPE CLI
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Bl debug service http

debug service http

DPE HTTP
N
DPE
debug on
P.6-5 debug on
debug service http num
num 1 2
7-2 HTTP
7-2 debug service http
debug service http num client-auth-all
no debug service http num client-auth-all
HTTP dpe# debug service http 1
HTTP client-auth-all
% OK
no
debug service http num client-auth-failures
no debug service http num client-auth-failures
HTTP dpe# debug service http 1
HTTP client-auth-failures
% OK
no
debug service http num details
no debug service http num details
DPE HTTP dpe# debug service http 1 details
HTTP 5 OK
no
debug service http num errors
no debug service http num errors
DPE HTTP dpe# debug service http 1 errors
HTTP 5 OK

no

Cisco Broadband Access Center DPE CLI
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7-2 debug service http

debug service http W

debug service http num faults

no debug service http num faults

DPE HTTP
HTTP

no

dpe# debug service http 1 faults
% OK

debug service http num headers

no debug service http num headers

DPE HTTP

HTTP

no

dpe# debug service http 1 headers
% OK

debug service http num request-processing

no debug service http num request-processing

DPE HTTP dpe# debug service http 1

request-processing

% OK
HTTP

no
debug service http framework
no debug service http framework
HTTP dpe# debug service http framework

HTTP
no

HTTP

% OK

Cisco Broadband Access Center DPE CLI
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B debug service ssl

debug service ssl

DPE CPE CWMP SSL/TLS
SSL/TLS
no

DPE DPE
dpe reload P.3-6 dpe reload

dpe# debug service ssl

[

% OK (Requires DPE restart "# dpe reload")

Cisco Broadband Access Center DPE CLI
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Broadband Access Center BAC Device Provisioning Engine DPE
CLlI

e clear bundles P.8-2

e show bundles P.8-2

e support bundle cache P.8-3
e support bundle state P.8-3
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W clear bundles

clear bundles

DPE
support bundles Cisco TAC

1

dpe# clear bundles
Clearing Cisco support bundles...
+ 10101760 bytes cleared.

2

dpe# clear bundles
Clearing Cisco support bundles...
+ No bundles to clear.

show bundles

support bundle

1

dpe# show bundles
outgoing/cache-20060214-002023 .bac
outgoing/state-20060214-002230.bac

2

dpe# show bundles
No bundles currently available.

Cisco Broadband Access Center DPE CLI
m. OL-8639-01-J |



support bundle cache

DPE
TAC

TAC

dpe# support bundle cache

Creating cache bundle for Cisco support...
+ outgoing/cache-20060721-000218.bac

+ Adding & compressing DPE cache...

+ Size: 11780584 bytes

support bundle state

DPE
TAC DPE
FTP

support bundle cache W

Cisco
FTP

Cisco

Cisco TAC
BPR_HOME/rdu/bin bundleState.sh

BPR_HOME/rdu/bin/bundlestate RDU
TAC RDU

DPE RDU

Cisco

DPE
TAC

dpe# support bundle state
Creating state bundle for Cisco support...
+ /outgoing/state-20060721-000340.bac

Size: 1205782 bytes

Adding a process listing to the support bundle...
Adding a network connection listing to the support bundle...
Adding and compressing files for support bundle...

[ oL-8639-01-J

Cisco Broadband Access Center DPE CLI [



W support bundle state

Cisco Broadband Access Center DPE CLI
m. OL-8639-01-J |



GLOSSARY

A
API Application programming interface
B
Broadband Access DSL CPE WAN TR-069
Center BAC Subscriber Edge
BAC
C
CPE WAN DSL TR-069 CWMP TR-069
CWMP
D
Device Provisioning Device Provisioning Engine CWMP
Engine DPE RDU BAC
|
IP IP 32
R
regional distribution Regional Distribution Unit RDU BAC
unit RDU API BAC
Cisco Broadband Access Center DPE CLI
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B Giossary

S

secure sockets layer SSL
SSL 2
SSL URL  http:
https: BAC 3.0 SSLv3
TLS
T
Transport Layer /
Security TLS BAC 3.0 TLSv1
SSL
TR-069 CPE CPE WAN CWMP
\'
Voice over IP VolP  IP FAX QoS
syslog SNMP
SSL
RDU SNMP BAC
RDU
Fully qualified domain name FQDN cisco
FQDN www.cisco.com  FQDN
2
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CPE
API
BAC
RDU
DPE

4 kHz

CPE

XML

LAN

DPE

DPE

Cisco Broadband Access Center DPE CLI
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C HTTP
4-14
CLI 1-2 CSS
CLI CWMP 4-6
HTTP
1-2 4-13
1-2
1-1 CWMP 4-8
1-2 HTTP 4-15
1-1
CLI 2.5 CWMP 4-5
2.5 HTTP
25 4-12
CWMP CWMP 4-5
CWMP HTTP
4-12
4-4
44 CWMP 4-4
CWMP 4-1 HTTP
CWMP 4-10
4-5 CWMP 4-4
HTTP HTTP
411 4-10
4-11 4-1
HTTP 4-1 4-9
SSL/TLS 43
CWMP 4-7
HTTP 4-3
4-14
CWMP a1 CWMP 4-4
HTTP HTTP 4-11
4-14
BAC 4-17 D
4-16
CWMP 4-7 DPE
HTTP DPE 3-2
4-14 DPE 3-12
CWMP 4-7 DPE 3-7
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DPE 3-6 SNMP UDP 5-8
DPE 3-7 SNMP UDP 5-8
DPE 3-11 5-2
DPE 3-3 5-3
RDU DPE IP 3-5 5-3
RDU DPE FQDN 35 5-4
3-6 5-4
SNMP
3-5 5-5
3-4
T
F TACACS+
2-2
FTP 83 Telnet
DPE 8-3 DPE 9.5
1-2
S 2323 1-1
show
CPU show cpu 2-9
DPE 2-10
EEE 312 BAC 4-17
2-13 4-16
DPE 3-11
DPE 2-10
IP 2-10
IP 2-11
2-8 DPE 2-10
2.9 2-9
2-12 CPU 2-9
3-9 2-12
DPE 2-8 CLI 2-5
show
bundles 8-2
SNMP
DPE 5-6 viii
DPE 5-6
public 52 aaa authentication ~ 2-2
SNMP Shmp-server clear bundles ~ 8-2
start 5-7
SNMP snmp-server clear cache 32
stop 5.7 clear logs 6-2
SNMP 5.7 debug dpe cache 6-3
SNMP 5.5 debug dpe connection 6-3
SNMP 5-5 debug dpe dpe-server 6-3
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debug dpe event-manager 6-4

debug dpe exceptions 6-4

debug dpe framework 6-4

debug dpe statistics 6-4

debug on 6-5

debug service cwmp client-auth-all 7-3
debug service cwmp connection-request-service 7-3
debug service cwmp cpe-config-sync 7-4
debug service cwmp data-sync 7-4

debug service cwmp device-operations 7-4
debug service cwmp device-operations-cache 7-4
debug service cwmp errors 7-4

debug service cwmp extension 7-5

debug service cwmp firmware 7-5

debug service cwmp http-details 7-5

debug service cwmp http-faults 7-5

debug service cwmp http-headers 7-5
debug service cwmp http-requests 7-5
debug service cwmp http-responses 7-6
debug service cwmp instr-gen-requests 7-6
debug service cwmp instruction-details 7-6
debug service cwmp instruction-lookup 7-6
debug service cwmp instruction-rpc 7-6
debug service cwmp instruction-states 7-6
debug service cwmp ipe 7-7

debug service cwmp session 7-7

debug service cwmp session-manager 7-7
debug service cwmp soap-faults 7-7

debug service cwmp soap-informs 7-7
debug service cwmp unknown-devices 7-7
debug service http client-auth-all 7-8
debug service http client-auth-failures 7-8
debug service http details 7-8

debug service http errors 7-8

debug service http faults 7-9

debug service http framework 7-9

debug service http headers 7-9

debug service http request-processing 7-9

debug service ssl 7-10
disable 2-3
dpe port 3-3

dpe provisioning-group primary 3-4
dpe rdu-server host 3-5

dpe rdu-server IP 3-5

dpe reload 3-6

dpe shared-secret 3-6

Index H

dpe start 3-7

dpe stop 3-7

enable 2-3

enable password 2-4

exit 2-5

help 2-5

interface ethernet provisioning enabled 3-7

interface ethernet provisioning fqdn 3-8

keystore import-pkcs12 4-9

log level 6-6

no debug 6-5

no debug dpe cache 6-3

no debug dpe connection 6-3

no debug dpe dpe-server 6-3

no debug dpe event-manager 6-4

no debug dpe exceptions 6-4

no debug dpe framework 6-4

no debug dpe messaging 6-4

no debug dpe statistics 6-4

no debug service cwmp client-auth-all 7-3

no debug service cwmp client-auth-failures 7-8

no debug service cwmp connection-request-service
7-3

no debug service cwmp cpe-config-sync 7-4

no debug service cwmp data-sync 7-4

no debug service cwmp device-operations 7-4

no debug service cwmp device-operations-cache 7-4

no debug service cwmp errors 7-4,7-8

no debug service cwmp extension 7-5

no debug service cwmp firmware 7-5

no debug service cwmp http-details 7-5

no debug service cwmp http faults 7-5,7-9

no debug service cwmp http-headers 7-5

no debug service cwmp http-requests 7-5

no debug service cwmp http-responses 7-6

no debug service cwmp instr-gen-requests 7-6

no debug service cwmp instruction-details 7-6

no debug service cwmp instruction-lookup 7-6

no debug service cwmp instruction-rpc 7-6

no debug service cwmp instruction-states 7-6

no debug service cwmp ipe 7-7

no debug service cwmp session 7-7

no debug service cwmp session-manager 7-7

no debug service cwmp soap-faults 7-7

no debug service cwmp soap-informs 7-7

no debug service cwmp unknown-devices 7-7

Cisco Broadband Access Center DPE CLI
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no debug service http client-auth-all 7-8
no debug service http details 7-8

no debug service http framework 7-9

no debug service http headers 7-9

no debug service http request-processing 7-9
no dpe provisioning-group primary 3-5
no service cwmp allow-unknown-cpe 4-3
no service cwmp ssl cipher 4-7

no service cwmp ssl cipher all-cipher-suites 4-7
no service http ssl cipher 4-14

no service http ssl cipher all-cipher-suites 4-14
no snmp-server community 5-2

no snmp-server contact 5-3

no snmp-server host 5-4

no snmp-server inform 5-5

no snmp-server location 5-6

no snmp-server udp-port 5-8

no tacacs-server host 2-15

password 2-7

service cwmp allow-unknown-cpe 4-3
service cwmp client-auth mode 4-4
service cwmp enable false 4-4

service cwmp enable true 4-4

service cwmp port 4-4

service cwmp session timeout 4-5
service cwmp ssl cipher 4-7

service cwmp ssl client-auth client-cert-css-ext 4-6
service cwmp ssl client-auth mode 4-5
service cwmp ssl enable false 4-7

service cwmp ssl enable true 4-7

service cwmp ssl keystore 4-8

service http client-auth mode 4-10
service http enable false 4-11

service http enable true 4-11

service http port 4-11

service http ssl cipher 4-14

service http ssl client-auth mode 4-12
service http ssl enable false 4-14

service http ssl enable true 4-14

service http ssl keystore 4-15

show bundles 8-2

show clock 2-8

show cpu 2-9

show device-config 3-9

show disk 2-9

show dpe 3-11

show dpe config 3-12
show files 2-10

show hostname 2-10
show ip 2-10

show ip route 2-11

show log 6-7

show memory 2-12

show running-config 2-13
show version 2-13

show 2-8
snmp-server community 5-2
snmp-server contact 5-3
snmp-server host 5-4
snmp-server inform 5-5
snmp-server reload 5-7
snmp-server udp-port 5-8
support bundle cache 8-3
support bundle state 8-3
tacacs-server 2-14
tacacs-server retries 2-15
tacacs-server timeout 2-16
uptime 2-16

DPE 8-3
DPE 8-3
8-2
8-2

2-3
2-13
2-16
2-5
2-3

TACACS+ 2-2
2-2
2-5
DPE 2-8
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Index H

7-5
7-9
7-6
VI .
7-6
VI 76
7-6
CWMP
7-5
CWMP HTTP
7-9
CWMP HTTP 7-9
7-6
CWMP CWMP
75 7-6
DPE CWMP
-1 7-5
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