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2 Manage Provisioning Groups Identifier
3 View Provisioning Group Details Provisioning Group Properties ACS
URL URL
Y
URL ACS URL
4 Submit
URL BAC

Cisco Broadband Access Center for Cable
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CPE

Broadband Access Center BAC CPE WAN Management Protocol

CPE
o P.4-1
e BAC pP.4-2
e CPE p.4-5
. P.4-6
e BAC P.4-9
o P.4-13
. P.4-14
BAC CPE CPE Wan Management Protocol CWMP TR-069
CWMP CPE
(]
BAC TR-069 TR-098 TR-104 TR-106
ADSL
VoIP ATA CWMP

Cisco Broadband Access Center for Cable
I oL-8640-01- .m



4 CPE I

W BAC
BAC
BAC DPE
RDU
e IP
. ID
. DPE
BAC
. Gold
. Device ID  Fully Qualified Domain Name FQDN
4-1
4-1
Sy Jup— ry R * 0 *
7REzaT T L H—ER H5R [ 025540
1.1
0.r
0.~ *
Ny 0.* 0..n N 0..
IPF/8(R gn—7
1.% 0. 0..n
0..x
0..1
.. 0.1 1.1 3
FINAR BAT +—+—1D GL—F 547 | §

Cisco Broadband Access Center for Cable
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| 4 CPE

BAC
BAC IP
4-1
4-1
IP
] P.4-9 BAC | ID
[ ]
. Device ID (OUI-Serial) FQDN .
[ ]
ID
d IP
. Joe
o CWMP IP
L]
CWMP
L]
J Type Name Properties e |P
P.4-3 .
[ ]
[ ]
RDU 1
CPE
L]
API
. RDU

Cisco Broadband Access Center for Cable
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4 CPE I

H BAC

RDU
o P.4-4
o P.4-4
BAC BAC API
API
BAC
BAC
API Javadoc
BAC
[ ]
[ ]
[ ]
[ ]
[ ]
API
RDU
P.5-15

Cisco Broadband Access Center for Cable
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| 4 CPE

CPE ||
BAC CWMP Remote Procedure Call RPC;
CPE Data Synchronization
Instruction CPE CPE
RDU RDU
RDU
4-2 BAC
4-2
Inform.Deviceld.Manufacturer CPE
Inform.Deviceld.ManufacturerOUI CPE
Inform.Deviceld.ProductClass SerialNumber
InternetGatewayDevice.Devicelnfo. CPE
HardwareVersion
InternetGatewayDevice.Devicelnfo. CPE
SoftwareVersion
InternetGatewayDevice.Devicelnfo. CPE
ModelName
InternetGatewayDevice. SetParameterValues
ManagementServer.ParameterKey AddObject DeleteObject ParameterKey

APl /server/acs/discover/parameters
P.12-8

InternetGatewayDevice Device

Cisco Broadband Access Center for Cable
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4 CPE I

CWMP
BAC
CPE
DPE
BAC BAC
DPE
RDU DPE
DPE ACS
GetParameterValues CWMP RPC
CWMP RPC
RDU InstructionRecords DPE DPE
InstructionRecords Instructions InstructionResponseRecords
RDU
BAC
e Instruction Generation Extension 1 InstructionRecords
e Instruction Generation Service InstructionRecords
Instruction Generation Service
Servers > RDU > View Regional Distribution Unit Details
RDU
* Data Synchronization Instruction DataSyncRecord
CPE RDU
P.12-8
¢ Routable IP Address Instruction RoutablelPAddressRecord
DPE TCP
WAN IP PPP DHCP
IP IP RDU
¢ Redirect Instruction BAC URL
RDU

P.14-6

e Firmware Rules Instruction FirmwareRulesRecord

BAC
CPE

Cisco Broadband Access Center for Cable
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| 4 CPE

||
* Configuration Synchronization Instruction ConfigSyncRecord DPE
CPE
CPE
DPE
ConfigSync CPE Configuration
Synchronization
DPE
ol P.5-7
L]
P.5-8
CPE TR-069
DPE RPC  ParameterKey CPE
CPE DPE Inform DPE
ParameterKey DPE
DPE
1. DPE ParameterKey ParameterkKey DPE
ParameterKey
2, DPE AccessList
ACS-only
P.5-8
3. DPE
P.5-7
4. DPE ParameterKey
DPE
Y
DPE CPE DPE
Inform ParameterKey
ParameterKey
CPE DPE DPE  ParameterKey
5. DPE  ParameterKey CPE

Cisco Broadband Access Center for Cable
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4 CPE

DPE ParameterKey
1. Devices
2 Operations &
3. Device Operations Perform Device Operation
Force Configuration Synchronization
4. Submit

DPE

Cisco Broadband Access Center for Cable
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| 4 CPE

BAC ||
BAC
p.12-11
Y
RDU
DPE
BAC 2
e Preregistered DPE ACS
RDU
e Unregistered DPE RDU
BAC
N
BAC API
3
. DSL ATM PVC
PPP IP PPP DHCP
DHCP
e CPE CPE ACS URL
ACS URL WAN
DHCP
] CPE
Operations Support Systems OSS;
BAC

Cisco Broadband Access Center for Cable
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4 CPE I

H BAC

BAC
BAC BAC

BAC
BAC

BAC

DoS

Cisco Broadband Access Center for Cable
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| 4 CPE

_
4-2
4-2 CPE
D R RDU JoneEvazuy Ju—7 CPE
L TOEYazy g L i i
L OF&RAH i E
\CPE D&M (472 3>)!
= O WREYLOER | i
i BHENET—8 | §
: DR7F : :
L BPtvhoRE ;
§ | CPEI2£37OMIL XIE%E |
| O BREBIN? |
: L H%, TORL X BEDRE |
a. BACAPI RDU
b. URL BAC
DPE
c. RDU TR-069 Inform
HTTP CPE DPE
d. DPE DPE
CPE RDU
DPE
e. RDU
RDU DPE

Cisco Broadband Access Center for Cable
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4 CPE I

a. BAC API RDU
b. DPE CPE
CPE DPE
BAC DPE
CPE RDU
c. RDU CPE
DPE CPE TR-069 Inform  HTTP
CPE DPE
d. DPE DPE
CPE RDU
BAC
o 1P NAT

¢ Inform.Deviceld.Manufacturer

¢ Inform.Deviceld.ManufacturerOUI

¢ Inform.Deviceld.ProductClass

¢ InternetGatewayDevice.Devicelnfo.HardwareVersion
¢ InternetGatewayDevice.Devicelnfo.SoftwareVersion
¢ InternetGatewayDevice.Devicelnfo.ModelName

¢ InternetGatewayDevice.ManagementServer.ParameterKey

P.12-8

e. RDU DPE

Cisco Broadband Access Center for Cable
m. OL-8640-01-J |



| 4 CPE

3
API BAC
BAC
URL URL BAC URL
BAC
API
URL ACS URL
URL
P.14-6
CPE
RDU RDU
DPE
Y
DPE
BAC
Cisco Broadband Access Center
DPE CLI Reference, Release 3.0
Cisco Broadband Access Center for Cable
| oL-8640-01-J .m



4 CPE |

0SS  API

CWMP 1

BAC

* Reboot
e Request Connection BAC
e Factory Reset

e Display Live Data

e Ping Diagnostic CPE IP IP PING
e Force Firmware Upgrade CPE
e Force Configuration Synchronization CPE
P.16-16
BAC

L]

P.8-1
[ ]

p.8-7

[ ]

BAC

P.8-10
L]
P.11-14

Cisco Broadband Access Center for Cable
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¢ BAC

BAC 3.0

BAC

BAC

Broadband Access Center BAC

P.5-1

P.5-3
p.5-14
pP.5-23

CPE WAN Management Protocol CWMP

CPE

DPE

pP.7-1
P.6-1

API RDU

XML
RDU

XML

Cisco Broadband Access Center for Cable

[ oL-8640-01-J
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BAC
XML
XML pP.7-1
)
BAC XML
5-1
5-1
BAC

BPR_HOME/rdu/samples/cwmp

¢ CWMP
BPR_HOME/rdu/templates/cwmp/schema/CwmpTemplateConstructs.xsd

BPR_HOME/rdu/templates/cwmp/schema/CommonTemplateConstructs.xsd

e BPR_HOME/rdu/templates/cwmp/dictionary/tr069-cwmp-dictionary.xml
e BPR_HOME/rdu/templates/cwmp/dictionary/tr098-cwmp-dictionary.xml
e BPR_HOME/rdu/templates/cwmp/dictionary/tr104-cwmp-dictionary.xml
e BPR_HOME/rdu/templates/cwmp/dictionary/tr106-cwmp-dictionary.xml
e BPR_HOME/rdu/templates/cwmp/dictionary/basic-cwmp-dictionary.xml

TR-069 TR-098 TR-104 TR-106
BPR_HOME/rdu/templates/cwmp/schema/TemplateDictionarySchema.xsd

P.17-13

Cisco Broadband Access Center for Cable
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BAC

InternetGatewayDevice

5-1 TR-069

5-1

Configuration [ eﬂ

ZhIFIL—+EFRTT,
BEOA TSI AV REURE
BOIEMNATEETT,

BAC | |

TR-069
TR-106 Device

% cwmp:ParameterDictionaries cwmp:ParameterDictionary

-1, cwmp:Prerequisites [£]

_____________________ )

[=] attributes

%ﬂ cwmp:Objectinstance E]

ChIE, CPE /—FDAvREY
RERLEY . (BRI OB
ATHY.CD/—FDAVREY

%, cwmp:Objectinstance [fr}ﬁ ADZHERLET . ATV
‘ 1 ; AV REYADARIEFEIZSL
= THREESNET.

ChiE, CPE /—FDAV RV R
ERLET [BRIORIEIBEA
THY. CD/—FDAVREVR

DEFERLEST . ATk CPE A\ Inform Ay t&—L D4
ARV ADARNEEFFEICEST ED/NFGA—EDEREEED
WIS ETS, DENHDINESH., F= B E

DINFGA—EDEAEB SN
=, CPE A% ACS ~Dtwi3y

SR BT OVENHEMNEINE
) \J}E] RLUET,

HEDNTGA—EAD EEAH
TR EEF 5SS 0 ELL

DI T4TADERH, TUT1
TADENGE  EERAT I+

i - RHE DlE ACS OHT
tciinclude [ Ny (RAOTES HT
A —— || ¥,

1.0

%1 cwmp:Parameter E]

INGA—BER(E, CPE /\TA—
BERLET . B, FBEMES
CRELSHYET,

158267
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H BAC

Objectinstance TR-069 CPE

TR-069

CPE
Object CPE

Parameters CPE Notification Access Control
P.5-5

Notification
P.5-7

Access Control SNMP UPnP

P.5-8
Parameter Dictionary

BAC 1
pP.7-1

e Prerequisites
MaintenanceWindow

Expressions

5-3
P.5-9

BAC

. Notification
Access Control

o BAC

Cisco Broadband Access Center for Cable
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5-2

- cwmp:Parameter [} H

Parameter %% CPE
Parameter Z&2iRLE T,
Value %%, Notification
245 F1=1% Access
Control 25 %% E T b
ELABHYET,

CPE

TR-069
string

5-1

ey
{3

BAC

,,cwmp:Name

Name [ CPE Parameter
DBRITY o CHT/ATA

—RHEHE(ICEH>TRIISN
FY,

,cwmp:Value

Value [& Parameter @7
—ATY, T—HAEF/ T A
—AHE(IZE->TRIISh
FY,

~-ov

,,cwmp:ComplexValue

ComplexValue [&
Parameter D T—4%T9,

--1 cwmp:Notification

BEINFINSA—2D
EFEINI-fEZ CPE I
Inform A v E2—T(2E®
BLERHIME D,
BEUEBESAIZNAT A
—3 (FB#E) DEHLE
BEht=&EZIZCPER
ACS ~Dtv a3 #EH
BT EBELRHINE S
MNERELET,

---_cwmp:AccessControl |

int unsignedint boolean dateTime

24

ETE SN = Parameter ~D
EEZAHTIERANEFAIE
nTW30EAULEDT T
ATADES, ToTAT4H
HFHELGWEEIX.ACS i
SNEEZAHT VAT
NHFAINET,

158271

base64
7-1

Cisco Broadband Access Center for Cable
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H BAC

5-1

<tc:Template
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:tc="urn:com:cisco:bac:common-template"
xmlns="urn:com:cisco:bac:cwmp-template"

xsi:schemalocation="urn:com:cisco:bac:common-template CommonTemplateConstructs.xsd">

<Configuration>
<ParameterDictionaries>
<ParameterDictionary>tr069-cwmp-dictionary.xml</ParameterDictionary>
</ParameterDictionaries>
<ObjectInstance name="InternetGatewayDevice">
<ObjectInstance name="ManagementServer">
<Parameter>
<Name>PeriodicInformEnable</Name>
<Value>true</Value>
</Parameter>
<Parameter>
<Name>PeriodicInformInterval</Name>
<Value>86400</Value>
</Parameter>
</ObjectInstance>
</ObjectInstance>
</Configuration>
</tc:Template>

InternetGatewayDevice.UserInterface.

InternetGatewayDevice.UserInterface.PasswordRequired = true
InternetGatewayDevice.UserInterface.ISPName = SBC

TR-069

InternetGatewayDevice.Layer3Forwarding.Forwarding

2
InternetGatewayDevice.Layer3Forwarding.Forwarding.1l.Enable = true
InternetGatewayDevice.Layer3Forwarding.Forwarding.2.Enable = false

{}

InternetGatewayDevice.WANDevice.l.WANConnectionNumberOfEntries

H Cisco Broadband Access Center for Cable
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4 VALUE CHANGE Events

BAC ||
BAC Notification DPE
DPE Inform
DPE
BAC TR-069 Notification
Off
BAC
Passive Passive
Inform
ParameterList BAC
Active Active
BAC
Inform ParameterList
0 Inform Event

notification request rejected

Cisco Broadband Access Center for Cable
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H BAC

Notification
UserInterface
Active ISPName Passive
<!--Set Notification of object InternetGatewayDevice.UserInterface.-->

<ObjectInstance name="InternetGatewayDevice">
<ObjectInstance name="UserInterface">
<Notification>Active</Notification> <!-- applies to all parameters under
this
object -->
<Parameter>
<Name>PasswordRequired</Name>
<Value>true</Value>
</Parameter>
<Parameter>
<Name>WarrantyDate</Name>
<Value>2001-02-23T09:45:30+04:30</Value>
</Parameter>
<Parameter>
<Name>ISPName</Name>
<Value>SBC</Value>
<Notification>Passive</Notification> <!--applies to only this
parameter-->
</Parameter>
<Parameter>
<Name>ISPHomePage</Name>
<Value>www.sbc.com</Value>
</Parameter>
</ObjectInstance>
</ObjectInstance>

BAC CPE  AccessControl
CPE
LAN

AccessControl Subscriber LAN

AccessControl write 0
BAC
BAC TR-069 Subscriber
LAN LAN DSL CPE Configuration
UPnP write

Cisco Broadband Access Center for Cable
m. OL-8640-01-J |



BAC

BAC

<ObjectInstance name="InternetGatewayDevice">
<ObjectInstance name="ManagementServer">
<AccessControl> <!--Allow LAN-side updates of this object and
parameters under it -->
<Entity>Subscriber</Entity>
</AccessControl>
<Parameter>
<Name>PeriodicInformEnable</Name>
<Value>true</Value>
</Parameter>

<Parameter>
<Name>PeriodicInformEnable</Name>
<AccessControl/> <!-- Allow updates only from ACS (BAC) -->

</Parameter>
</ObjectInstance>
</ObjectInstance>

BAC

DPE DPE

5-3

[ oL-8640-01-J
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H BAC

cwmp:StartTime

ChIEEZITY,
hh:mm:ss. [ 13:04:05 ]

~-1_cwmp:MaintenanceWindow =]

=

e
g, FAARISCOHEAEER P :
TELRMEFERLET, i hh:mm

'--fcwmp:DayOfWeek

.................................... <G !

0.7

ChIZBATY (COHETE

MNERASNDIZEER), CD

MaintenanceWindow A%
FTRTOERIERASIN
Y,

ﬂjcwmp:InformParameterName ‘

- cwmp:Prerequisites (=15}

: 25 DB L.

fcwmp:ParameterName ‘

ParameterName (& CPE Parameter
= DEELTYT  CNIF/NTA—2TFE

IS&oTIREESNET .

f cwmp:RpcArgumentName

ZhlE RequestDownload.FileType &
T=I& RequestDownload.FileTypeArg\*
ODVTIOEERELES . ChibD/35
A—BD{ElL, CPE A4 O—REE
RUT=&EIZ CPE IZ&-TIEESN 515

I ) aERHYET,
"~ owmp:Expression [H=-I1
0.0 >
SLETSCEOBE | e Pt
DHIEMERLET, AN PR eh

ENFET,

,cwmp:Operator

158272

e Expressions

¢ MaintenanceWindow

Parameters InformParameters
rpcArguments
BAC true

P.5-19

Prerequisites 0

Cisco Broadband Access Center for Cable
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BAC | |

MaintenanceWindow

MaintenanceWindow CPE
DPE DPE

DPE NTP

MaintenanceWindow

e StartTime hh:mm:ss

e Duration StartTime hh:mm

e DayOfWeek

Prerequisites 0 1 MaintenanceWindow

5-2 MaintenanceWindow

StartTime Duration DayOfWeek

<Prerequisites>
<MaintenanceWindow>
<StartTime>01:00:00</StartTime>
<Duration>05:00</Duration>
<DayOfWeek>Monday</DayOfWeek>
<DayOfWeek>Tuesday</DayOfWeek>
<DayOfWeek>Friday</DayOfweek>
</MaintenanceWindow>
<Prerequisites>

MaintenanceWindow

MaintenanceWindow BAC

DPE
PeriodicinformTime RandomDateTimelnRange
BAC

MaintenanceWindow BAC 5-3

Cisco Broadband Access Center for Cable
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H BAC

5-3 MaintenanceWindow BAC
2007 1 1 3 4
30 BAC
. Inform
PeriodicInformEnable true
e 30 BAC
30 1,800
BAC

® PeriodicInformTime BAC

BAC

BAC

PeriodicInformInterval
PeriodicInformEnable  true

<ObjectInstance name="InternetGatewayDevice">

<ObjectInstance name="ManagementServer">

<Parameter>

<Name>PeriodicInformEnable</Name>

<Value>true</Value>
</Parameter>
<Parameter>

<Name>PeriodicInformInterval</Name>

<Value>1800</Value>
</Parameter>
<Parameter>

<Name>PeriodicInformTime</Name>

<ComplexValue>

<RandomDateTimeInRange>

<StartDateTime>

2006-01-27T01:00:00Z+03:00

</StartDateTime>

RandomizationIntervalMinutes>

60

</RandomizationIntervalMinutes>

</RandomDateTimeInRange>
</ComplexValue>
</Parameter>
</ObjectInstance>
</ObjectInstance>

PeriodicIinformInterval

DSL Forum

TR-069 Technical Report

DPE

MaintenanceWindow

DPE

H Cisco Broadband Access Center for Cable
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BAC | |

BAC EventCode 1 BOOT
Acme, Inc

<Prerequisites>
<MaintenanceWindow>
<StartTime>01:00:00</StartTime>
<Duration>5:00</Duration>
</MaintenanceWindow>
<Expression>
<InformParameterName>InternetGatewayDevice.DeviceInfo.EventCode</
InformParameterName>
<Value>1 BOOT</Value>
<Operator>match</Operator>
</Expression>
<Expression>
<ParameterName>InternetGatewayDevice.DeviceInfo.Manufacturer</ParameterName>
<Value>Acme, Inc</Value>
<Operator>matchIgnoreCase</Operator>
</Expression>
</Prerequisites>

[ oL-8640-01-J
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BAC 1
BAC
API RDU
Y
XML 2
. tc
o tc
Configuration 5-5
5-5

<tc:Template
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:tc="urn:com:cisco:bac:common-template"

xmlns="urn:com:cisco:bac:cwmp-template"
xsi:schemalocation="urn:com:cisco:bac:common-template CommonTemplateConstructs.xsd">

<Prerequisites>
<MaintenanceWindow>
<StartTime>01:00:00</StartTime>
<Duration>2:30</Duration>
</MaintenanceWindow>
<Expression>
<ParameterName>InternetGatewayDevice.DeviceInfo.Manufacturer</ParameterName>
<Value>Acme, Inc</Value>
<Operator>matchIgnoreCase</Operator>
</Expression>
</Prerequisites>
<Configuration>
<ParameterDictionaries>
<ParameterDictionary>tr069-cwmp-dictionary.xml</ParameterDictionary>
</ParameterDictionaries>
<ObjectInstance name="InternetGatewayDevice">
<ObjectInstance name="ManagementServer">
<Parameter>
<Name>PeriodicInformEnable</Name>
<Value>true</Value>
</Parameter>
<Parameter>
<Name>PeriodicInformInterval</Name>
<Value>86400</Value>
</Parameter>
</ObjectInstance>
</ObjectInstance>
</Configuration>
</tc:Template>

Cisco Broadband Access Center for Cable
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. VAR () BAC XML
P.5-16
[ ]
P.5-17
[ ]
pP.5-19
BAC API BAC
API
BAC
P.4-4
RDU
VAR ()
5-6

<tc:Template>
<Configuration>
<ParameterDictionaries>
<ParameterDictionary>tr069-cwmp-dictionary.xml</ParameterDictionary>
</ParameterDictionaries>
<ObjectInstance name="InternetGatewayDevice">
<ObjectInstance name="ManagementServer">
<Parameter>
<Name>PeriodicInformEnable</Name>
<Value>true</Value>
</Parameter>
<Parameter>
<Name>PeriodicInformInterval</Name>
<Value>20</Value>
<Notification>Active</Notification>
</Parameter>
<Parameter>
<Name>ConnectionRequestUsername</Name>
<Value>VAR (name=/dt/username, defaultValue="User")</Value>
</Parameter>
<Parameter>
<Name>ConnectionRequestURL</Name>
<Value>VAR (name=/dt/pk, defaultvValue="http://testURL")</Value>
</Parameter>
</ObjectInstance>
</ObjectInstance>
</Configuration>
</tc:Template>

[ oL-8640-01-J
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Configuration >

Custom Property Add Custom Property
P.17-7
RDU
VAR () BAC
VAR () XML
BAC

e XML BAC

e XML BAC

L]

. XML

VAR (token=someChar, name=someProperty, defaultValue=someValue)

e token

N

) VAR ()

VAR

®* name Standard Device
e defaultValue
5-7 BAC

<Value>VAR (name=/cpe/version, defaultValue=4)</Value>

5-8 Standard Device

<Value>VAR (name=/IPDevice/connectionRequestPath, defaultValue="http://test")</Value>

S

/IPDevice/connectionRequestPath  API IPDeviceKeys.CONNECTION_REQUEST_PATH

Cisco Broadband Access Center for Cable
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5-9 defaultValue

<Value>VAR (token=; ;name=/cpe/usrStr; defaultValue=4,5;)</Value>

5-10 BAC

<Value>CWMP_VAR (name=/cpe/version, defaultValue=4) .bin</Value>

cpe/version 1-08 CWMP_1-08.bin

tc:include

tc:Include href href BAC

Configuration Template

Cisco Broadband Access Center for Cable
[ oL-8640-01-J .m



5-11

informinterval . xml

<!-- enable and set Periodic Inform value -->
<tc:Template :xsi="http://www.w3.o0rg/2001/XMLSchema-instance"
:tc="urn:com:cisco:bac:common-template" ="urn:com:cisco:bac:cwmp-template"
:schemalLocation="urn:com:cisco:bac:common-template CommonTemplateConstructs.xsd">
<Configuration>
<ParameterDictionaries>
<ParameterDictionary>tr069-cwmp-dictionary.xml</ParameterDictionary>
</ParameterDictionaries>
<ObjectInstance name="InternetGatewayDevice">
<ObjectInstance name="ManagementServer">
<Parameter>
<Name>PeriodicInformEnable</Name>
<Value>true</Value>
</Parameter>
<Parameter>
<Name>PeriodicInformInterval</Name>
<Value>30</Value>
</Parameter>
</ObjectInstance>
</ObjectInstance>
</Configuration>
</tc:Template>

cwmp-config.xml

<!-- set Periodic Inform value based on content of informInterval-cwmp.xml -->
<!-- set ManagmentServer.URL -->

<tc:Template :xsi="http://www.w3.o0rg/2001/XMLSchema-instance"
:tc="urn:com:cisco:bac:common-template" ="urn:com:cisco:bac:cwmp-template"
:schemalocation="urn:com:cisco:bac:common-template CommonTemplateConstructs.xsd">
<Configuration>

<ParameterDictionaries>
<ParameterDictionary>tr069-cwmp-dictionary.xml</ParameterDictionary>
</ParameterDictionaries>
<tc:include href="informInterval.xml"/>
<ObjectInstance name="InternetGatewayDevice">
<ObjectInstance name="ManagementServer">
<Parameter>
<Name>URL</Name>
<Value>http://10.44.64.200:9595/acs</Value>
</Parameter>
</ObjectInstance>
</ObjectInstance>

</Configuration>
</tc:Template>

Cisco Broadband Access Center for Cable
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informinterval.xml

<!-- set ManagmentServer.URL -->
<tc:Template :xsi="http://www.w3.o0rg/2001/XMLSchema-instance"

:tc="urn:com:cisco:bac:common-template" ="urn:com:cisco:bac:cwmp-template"
:schemalLocation="urn:com:cisco:bac:common-template CommonTemplateConstructs.xsd">

<Configuration>
<ParameterDictionaries>

<ParameterDictionary>tr069-cwmp-dictionary.xml</ParameterDictionary>

</ParameterDictionaries>
<ObjectInstance name="InternetGatewayDevice">
<ObjectInstance name="ManagementServer">
<Parameter>
<Name>PeriodicInformEnable</Name>
<Value>true</Value>
</Parameter>
<Parameter>
<Name>PeriodicInformInterval</Name>
<Value>30</Value>
</Parameter>
</ObjectInstance>
</ObjectInstance>
<ObjectInstance name="InternetGatewayDevice">
<ObjectInstance name="ManagementServer">
<Parameter>
<Name>URL</Name>
<Value>http:// 10.44.64.200:9595/acs</Value>
</Parameter>
</ObjectInstance>
</ObjectInstance>
</Configuration>
</tc:Template>

BAC
tc:if tc:choose tc:when
if...else if...else
tc:otherwise tc:if tc:when
test

tc:choose 1

tc:otherwise tc:when
tc:when tc:otherwise

tc:when
true
tc:when  true
tc:when true

Cisco Broadband Access Center for Cable

tc:if

tc:choose tc:when
test

true false

tc:when
test
tc:choose

tc:when

tc:otherwise
tc:otherwise

[ oL-8640-01-J



&quot; &apos; 5-2
5-2 BAC
5-2 BAC
If
If...else if...else
or
and
lessThan
lessThanEqual
greaterThan
greaterThanEqual
contains  notContains
containsignoreCase notContainslgnoreCase
equals notEquals
equalslgnoreCase notEqualsignoreCase
XML < &
5-3
5-3 BAC XML
< &lt;
<= &lt;=
> &gt;
>= &gt,:
& &amp;
&apos;
" &quot;

Cisco Broadband Access Center for Cable
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5-12
100

<tc:1if test="VAR (name=/cpe/version, defaultValue=20) > 100">
<Parameter>
<Name>Enable </Name>
<Value>false</Value>
</Parameter>
</tc:if>

5-13
100

<tc:1f test="VAR (name=/cpe/version, defaultValue=20) > '100'">
<Parameter>
<Name>Enable </Name>
<Value>false</Value>
</Parameter>
</tc:if>

A

20 100
20 100

5-14 BAC

cwmp

<tc:1f test="contains (VAR (name=/cpe/UsrStr, defaultValue=linksys),

<Parameter>
<Name>Enable </Name>
<Value>false</Value>
</Parameter>
</tc:if>

5-15

cwmp’s test

<tc:1f test="contains (VAR (name=/cpe/UsrStr, defaultValue=linksys),

test&quot;) ">
<Parameter>
<Name>Enable</Name>
<Value>false</Value>
</Parameter>
</tc:if>

Cisco Broadband Access Center for Cable

'cwmp') ">

&quot;cwmp's
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5-16
cwmp test
<tc:1f test="contains (VAR (name=/cpe/UsrStr, defaultValue=linksys), 'cwmp
&quot; test&quot; ') ">
<Parameter>

<Name>Enable </Name>
<Value>false</Value>
</Parameter>
</tc:if>

Parameter Object

5-17
tc:choose  tc:when

<tc:choose>
<tc:when test="VAR (name=/cpe/version,defaultvalue=11) > 12">
<Parameter>
<Name>UpgradeAvailable</Name>
<Value>true</Value>
</Parameter>
</tc:when>
<tc:when test="VAR (name=/db/version,defaultvValue=15) > 14">
<Parameter>
<Name>UpgradeAvailable</Name>
<Value>true</Value>
</Parameter>
</tc:when>
<tc:otherwise>
<Parameter>
<Name>UpgradeAvailable</Name>
<Value>false</Value>
</Parameter>
</tc:otherwise>
</tc:choose>

Cisco Broadband Access Center for Cable
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||
TR-069
P.5-14
RDU BPR_HOME/rdu/bin
RDU
e BAC /opt/CSCObac
e RDU admin
e RDU changeme
~
. P.5-23
e BAC P.5-24
o XML P.5-25
e BAC XML P.5-26
. P.5-27
e BAC P.5-28
e BAC P.5-29
runCfgUtil.sh
BPR_HOME/rdu/bin
runCfgUtil.sh options
options
* -cwmp CWMP
-cwmp  -a
e -a{sc|gc}
sC XML
sc -l
gc Instruction Generation Service 1GS gc
- —data -1 -i
e | filename
any_file -l any_file
Cisco Broadband Access Center for Cable
| oL-8640-01-J .m



[ |
a4
e -0 filename XML
op_file -0 op_file
e -jdevice id
-r

e -r filetname RDU -1

e -uusername RDU

e -ppassword RDU

e -firmware

BAC
BAC
1 P5-14
2
IGS XML
VAR ()
VAR () defaultValue
3 RDU
VAR ()

4

Cisco Broadband Access Center for Cable
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XML
runCfgUtil.sh

runCfgUtil.sh -cwmp -a sc -1 file

e -cwmp CWMP
* -asc

o -

o file

1 /opt/CSCObac/rdu/samples/cwmp

N

sample-cwmp-config.xml
CWMP -cwmp

/opt/CSCObac/rdu/bin/runCfgUtil.sh -cwmp -a sc -1 sample-cwmp-config.xml

e -cwmp CWMP
o -

* sample-cwmp-config.xml

Broadband Access Center Configuration Utility

Version: 3.0, Revision: 1.26

validating configuration template sample-cwmp-config.xml...
>sample-cwmp-config.xml is valid.

Cisco Broadband Access Center for Cable
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BAC XML
runCfgUtil.sh RDU

runCfgUtil.sh -cwmp -a sc -r file -u username -p password

* -cwmp CWMP
* -asc
e -rfile RDU

* -uusername RDU
e -ppassword RDU

RDU

1 /opt/CSCObac/rdu/samples/cwmp

N

sample-cwmp-config.xml
CWMP -cwmp

./runCfgUtil.sh -cwmp -a sc -r sample-cwmp-config.xml -u admin -p changeme

* sample-cwmp-config.xml

e admin

e changeme

e -cwmp CWMP

Broadband Access Center Configuration Utility

Version: 3.0, Revision: 1.26

validating configuration template sample-cwmp-config.xml...
>sample-cwmp-config.xml is valid.

Cisco Broadband Access Center for Cable
m. OL-8640-01-J |



runCfgUtil.sh

runCfgUtil.sh -cwmp -a gc -1 file -o file

e -cwmp CWMP

e -agc

o -Ifile

e -ofile XML

/opt/CSCObac/rdu/samples/cwmp

sample-cwmp-config.xml

./opt/CsCObac/rdu/bin/runCfgUtil.sh -cwmp -a gc -1 sample-cwmp-config.xml -o
output .xml

* sample-cwmp-config.xml

e output.xml XML

Broadband Access Center Configuration Utility

Version: 3.0, Revision: 1.26

generating configuration from sample-cwmp-config.xml...
output.xml generated successfully.

output.xml

Cisco Broadband Access Center for Cable
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BAC
runCfgUtil.sh RDU

runCfgUtil.sh -cwmp -a gc -r file -o file -u username -p password

* -cwmp CWMP

e -agc

e -rfile RDU

e -ofile XML

e -uusername RDU

e -ppassword RDU
BAC

1 /opt/CSCObac/rdu/samples/cwmp

2 sample-cwmp-config.xml

./runCfgUtil.sh -cwmp -a sc -r sample-cwmp-config.xml -o output.xml -u admin -p
changeme

e sample-cwmp-config.xml
e output.xml XML

Broadband Access Center Configuration Utility

Version: 3.0, Revision: 1.26

generating configuration from sample-cwmp-config.xml...
output.xml generated successfully.

output.xml

Cisco Broadband Access Center for Cable
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BAC
runCfgUtil.sh RDU
runCfgUtil.sh -cwmp -a gc -r file -o file -i deviceID -u username -p password
* -cwmp CWMP
e -agc
e -rfile RDU
e -ofile XML
* -i devicelD
e -uusername RDU
e -ppassword RDU
RDU
1
/opt/CSCObac/rdu/samples/cwmp/sample-cwmp-var-config.xml BAC
Y
sample-cwmp-var-config.xml /IPDevice/connectionRequestUsername
API
IPDeviceKeys.CONNECTION_REQUEST_USERNAME
2 sample-cwmp-var-config.xml
3 BAC ID
/IPDevice/connectionRequestUsername testUser
4 RDU
5
./runCfgUtil.sh -cwmp -a gc -r sample-cwmp-var-config.xml -i OUI-1234 -o output.xml -u
admin -p changeme
e sample-cwmp-var-config.xml
e QUI-1234 ID ID
e output.xml XML
e admin
e changeme
Cisco Broadband Access Center for Cable
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Broadband Access Center Configuration Utility

Version: 3.0, Revision: 1.26

generating configuration from sample-cwmp-var-config.xml...
output.xml generated successfully.

S

output.xml
VAR (name=/IPDevice/connectionRequestUsername, defaultValue=test) testUser

Cisco Broadband Access Center for Cable
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Broadband Access Center BAC TR-069
. P.6-2
o P.6-3
o P.6-6
. P.6-8
o P.6-14

Cisco Broadband Access Center for Cable
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BAC
CPE
BAC
BAC CPE
[ ]
. API
P.6-3 P.6-5
BAC DPE
CPE
DPE
Download RPC BAC DPE
HTTP  HTTP over SSL SSL/TLS
[ ]
DPE
. DPE
DPE
i API
DPE
Download RPC
DPE
DPE
Cisco Broadband Access Center for Cable
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||

BAC CPE
[ ]

P.6-3
. P.6-5

XML
BAC
1
API BAC
COS_CWMP_FIRMWARE_RULES_FILE
BAC
P.4-2 BAC
CPE

BAC DPE

BAC 2 RDU
P.6-14
RDU
API RDU
DPE
DPE

e Inform
. RequestDownloadRPC
e Inform

e MaintenanceWindow

[ oL-8640-01-J
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Y
MaintenanceWindow P.5-11
MaintenanceWindow
DPE
BAC XML
6-1
6-1

BAC

BPR_HOME/rdu/samples/cwmp

BPR_HOME/rdu/templates/cwmp/schema/FirmwareTemplateSchema.xsd

BPR_HOME/rdu/templates/cwmp/schema/CommonTemplateConstructs.xsd

e BPR_HOME/rdu/templates/cwmp/dictionary/tr069-cwmp-dictionary.xml
e BPR_HOME/rdu/templates/cwmp/dictionary/tr098-cwmp-dictionary.xml
e BPR_HOME/rdu/templates/cwmp/dictionary/tr104-cwmp-dictionary.xml
e BPR_HOME/rdu/templates/cwmp/dictionary/tr106-cwmp-dictionary.xml
e BPR_HOME/rdu/templates/cwmp/dictionary/basic-cwmp-dictionary.xml

TR-069 TR-098 TR-104 TR-106
BPR_HOME/rdu/templates/cwmp/schema/TemplateDictionarySchema.xsd

Cisco Broadband Access Center for Cable
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BAC

RPC

BAC
API

BAC

API (ORN
CWMP RPC

0SS CPE
API

Download RPC

p.14-1 CWMP

CPE

Cisco Broadband Access Center for Cable

(ORN CPE

API
URL

BAC DPE

p.12-2 CWMP
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API
API
Configuration > Files
Firmware Rules Template RDU
Firmware File RDU
Firmware Version
DPE
)
RDU DPE
6-2

BAC

Cisco Broadband Access Center for Cable
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API

IGS

DPE
DPE

v

Cisco Broadband Access Center for Cable
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BAC XML
BPR_HOME/rdu/templates/cwmp/schema/FirmwareTemplateSchema.xsd

Inform
RequestDownload RPC
FirmwareTemplate 1 Prerequisites 1
FirmwareRule
A Y
e Prerequisites
0 1 MaintenanceWindow

0 Expression

N

Expression  MaintenanceWindow

MaintenanceWindow

P.5-9
Expression 0 FirmwareRule
Expression P.6-9 Expression
e FirmwareRule FirmwareRule
Expression 0
P.6-9 Expression
InternalFirmwareFile ExternalFirmwareFile
InternalFirmwareFile BAC API

ExternalFirmwareFile

P.6-11

Cisco Broadband Access Center for Cable
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Expression

Expression
RpcArgumentName 1
BAC

Expression
Value

ParameterName

TR-069 ParameterName

DPE Inform
GetParameterValues RPC
DPE

P.5-5

InformParameterName

Inform

Expression
true

<Expression>

ParameterName InformParameterName

Operator

TR-069

Inform.EventCode

<InformParameter>Inform.EventCode</InformParameter>

<Value>1 BOOT</Value>

<Value>3 SCHEDULED</Value>

<Operator>match</Operator>
</Expression>

BAC InformParameter

* Inform.Deviceld.Manufacturer

¢ Inform.Deviceld.ManufacturerOUI
¢ Inform.Deviceld.ProductClass

e Inform.Deviceld.SerialNumber

¢ Inform.EventCode

Inform.EventCode DSL Forum  TR-069

Value

RpcArgumentName

RequestDownload.FileTypeArg\*

e RequestDownload.FileType

e RequestDownload.FileTypeArg\*

Cisco Broadband Access Center for Cable

Technical Report

RequestDownload.FileType

[ oL-8640-01-J



6-3

Operator

Parameter  Value Expression Operator

e match 1

e matchlgnoreCase
1

e matchAll
e matchAlllgnoreCase
e noMatch

e noMatchlgnoreCase

6-1 Expression match InformParameterName

Expression InformParameter  Inform.EventCode 1BOOT

ACS Inform

<Expression>
<InformParameterName>Inform.EventCode</InformParameterName>
<Value>1 BOOT</Value>
<Operator>match</Operator>
</Expression>

6-2 Expression match RpcArgumentName RequestDownload.FileType

Expression RPCArgumentName  RequestDownload.FileType
1 Firmware Upgrade Image

<Expression>
<RpcArgumentName>RequestDownload.FileType</RpcArgumentName>
<Value>1 Firmware Upgrade Image</Value>
<Operator>match</Operator>

</Expression>

6-3 Expression match RpcArgumentName RequestDownload.FileTypeArg

Expression RPCArgumentName
RequestDownload.FileTypeArg.Version 1.1

N

CWMP Version File Type  Web Content FileTypeArg

Cisco Broadband Access Center for Cable
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<Expression>
<RpcArgumentName>RequestDownload.FileType</RpcArgumentName>
<Value>2 Web Content</Value>
<Operator>match</Operator>

</Expression>

<Expression>
<RpcArgumentName>RequestDownload.FileTypeArg.Version</RpcArgumentName>
<Value> 1.1 </Value>
<Operator>match</Operator>

</Expression>

6-4 Expression noMatch ParameterName

Expression Parameter

InternetGatewayDevice.DeviceInfo.SoftwarevVersion 1.02

<Expression>
<ParameterName>InternetGatewayDevice.DeviceInfo.SoftwareVersion</ParameterName>
<Value>1.02</Value>
<Operator>noMatch</Operator>

</Expression>

BAC

InternalFirmwareFile
InternalFirmwareFile RDU DPE

® FrileName RDU
® DeliveryTransport HTTP SSL/TLS

a

HTTP SSL/TLS DPE
Cisco Broadband Access Center DPE CLI Reference, Release 3.0

2 HTTP DPE
DPE

<InternalFirmwareFile>
<FileName>sample-firmware-image.bin</FileName>
<DeliveryTransport>HTTP</DeliveryTransport>
</InternalFirmwareFile>

Cisco Broadband Access Center for Cable
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ExternalFirmwareFile

ExternalFirmwareFile

e FileURL URL
¢ FileSize
e AuthenticationCredentials HTTP
Download RPC
~
CWMP  SSL/TLS
RDU

<ExternalFirmwareFile>

<FileURL>http://imageserver.isp.com/sample-firmware-image.bin</FileURL>

<FileSize>3449</FileSize>
<AuthenticationCredentials>
<HttpUserName>test</HttpUserName>

<HttpPassword>changeme</HttpPassword>

</AuthenticationCredentials>

</ExternalFirmwareFile>

H Cisco Broadband Access Center for Cable
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<FirmwareTemplate>
<Prerequisites>
<MaintenanceWindow>
<StartTime>01:00:00</StartTime>
<Duration>5:00</Duration>
</MaintenanceWindow>
<Expression>

<InformParameterName>InternetGatewayDevice.DeviceInfo.EventCode</InformParameterName>

<Value>1 BOOT</Value>
<Operator>match</Operator>
</Expression>
<Expression>

<ParameterName>InternetGatewayDevice.DeviceInfo.Manufacturer</ParameterName>

<Value>Acme</Value>
<Operator>matchIgnoreCase</Operator>
</Expression>
</Prerequisites>
<FirmwareRule name="AcmeInternalFileRule">
<Expression>
<InformParameterName>InternetGatewayDevice.DeviceInfo
</InformPaameterNam>
<Value>2</Value>
<Operator>match</Operator>
</Expression>
<InternalFirmwareFile>
<FileName>sample-firmware-image.bin</FileName>
<DeliveryTransport>HTTP</DeliveryTransport>
</InternalFirmwareFile>
</FirmwareRule>
<FirmwareRule name="AcmeExternalFirmwareRule">
<Expression>
<InformParameterName>InternetGatewayDevice.DeviceInfo
</InformParameterName>
<Value>2.5</Value>
<Operator>match</Operator>
</Expression>
<ExternalFirmwareFile>
<FileURL>http://10.10.10.10:889/sample-firmware-image
<FileSize>3449</FileSize>
<AuthenticationCredentials>
<HttpUserName>test</HttpUserName>
<HttpPassword>changeme</HttpPassword>
</AuthenticationCredentials>
</ExternalFirmwareFile>
</FirmwareRule>
</FirmwareTemplate>

Cisco Broadband Access Center for Cable

.SoftwareVersion

.SoftwareVersion

.bin</FileURL>

[ oL-8640-01-J



BAC CPE

tc:include tc:if tc:choose BAC

DPE

FirmwareRule

BAC Expression Expression  true
RDU

. BAC
P.6-15

L]
P.6-15

L]
P.6-16

XML tc
~
tc
BAC XML

e BPR_HOME/rdu/templates/cwmp/schema/FirmwareTemplateSchema.xsd
e BPR_HOME/rdu/templates/cwmp/schema/CommonTemplateConstructs.xsd

N

BAC Common Template XML

xmlns:tc='urn:com:cisco:bac:common-template’

Cisco Broadband Access Center for Cable
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| |
VAR () BAC
VAR () XML
BAC
e XML BAC
e XML BAC
[ ]
. XML
[ ]
P.5-16
tc:include
Y
tc:Include href href BAC
Y
P.5-17

Cisco Broadband Access Center for Cable
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BAC

tc:if tc:choose tc:when
P.5-19

checkVersion true

checkVersion false

<tc:Template xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:tc="urn:com:cisco:bac:common-template"
xmlns="urn:com:cisco:bac: firmware-template"
xsi:schemalocation="urn:com:cisco:bac:common-template CommonTemplateConstructs.xsd">
<FirmwareTemplate>
<ParameterDictionaries>
<ParameterDictionary>tr069-cwmp-dictionary.xml</ParameterDictionary>
</ParameterDictionaries>

<!-- Upgrade rule: if software version is 0.00.22, direct the device to download
sample-firmware-image.bin -->
<l-- devices that do not have software version 0.00.22 , will bypass firmware
upgrade. -->
- <FirmwareRule name="LinksysWAG54G2Rule">
<tc:1f test="equals (VAR (name=/cpe/checkVersion,defaultvalue=false), true)">
<Expression>
</tc:if>

<ParameterName>InternetGatewayDevice.DeviceInfo.SoftwareVersion</ParameterName>
<Value>0.00.22</Value>
<Operator>matchIgnoreCase</Operator>
</Expression>
<InternalFirmwareFile>
<FileName>sample-firmware-image.bin</FileName>
<DeliveryTransport>HTTP</DeliveryTransport>
</InternalFirmwareFile>
</FirmwareRule>
</FirmwareTemplate>
</tc:Template>

Cisco Broadband Access Center for Cable
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CWMP CPE

. p.7-2

. p.7-3

o P.7-3

. P.7-4

. P.7-6

Cisco Broadband Access Center for Cable
[ oL-8640-01-J .ﬂ-



CWMP BAC
XML

API RDU

ParameterDictionary
BAC

7-1

7-1

(= attributes

ParameterDictionary [-] e=

. object

1.0

[object B

Name
, Type

e (-5~ Readable

Writable

R R I S

Cisco Broadband Access Center for Cable
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||
BAC TR-069 TR-098 TR-104
e TR-069 1.0
e TR-098 11 QoS
e TR-104 ATA VolP
basic.cwmp.dict TR-098 TR-104

e BPR_HOME/rdu/templates/cwmp/tr069-cwmp-dictionary.xml
e BPR_HOME/rdu/templates/cwmp/trl104-cwmp-dictionary.xml
e BPR_HOME/rdu/templates/cwmp/tr098-cwmp-dictionary.xml
e BPR_HOME/rdu/templates/cwmp/basic-cwmp-dictionary.xml

~
BAC
CPE BAC
BAC
WT-135 IPTV STB WT-140 NAS
CWMP
BAC CPE
WT-135 IPTV STB WT-140
NAS
BAC
API
~
BAC
BAC

Cisco Broadband Access Center for Cable
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BAC

BPR_HOME/rdu/templates/cwmp/TemplateDictionarySchema.xsd

BAC TR-069
BAC 7-1
71 BAC
String string (N) (N)
int -2,147,483,648  +2,147,483,647
int [Min:Max] Min  Max
Min Max
unsignedint 0 4,294,967,295
unsignedInt [Min:Max] Min
Max Min Max
boolean 1 1 true 0 false
dateTime UTC Universal Coordinated Time;
2004-01-03T03:04:05-(or +)05:00
base64 base 64 (N) (N) Base64
TR-069
InternetGatewayDevice Object - R
InternetGatewayDevice.Devicelnfo Object - R
X_HGI_ALG Object - R
X_08017_ChipModel string - R
ALGNumberOfEntries unsignedint - R
Manufacturer string(64) - R
Cisco Broadband Access Center for Cable
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<ParameterDictionary xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xsi:noNamespaceSchemalocation="TemplateDictionarySchema.xsd">
<Object name="InternetGatewayDevice">
<Object name="DeviceInfo">
<Writable>false</Writable>
<Parameter>
<Name>Manufacturer</Name>
<Type>string (64)</Type>
<Readable>true</Readable>
<Writable>false</Writable>
</Parameter>
<Parameter>
<Name>X_08017_ChipModel</Name>
<Type>string</Type>
<Readable>true</Readable>
<Writable>false</Writable>
</Parameter>

</Object>
- <!-- custom property: InternetGatewayDevice.X_HGI_ALG -->
- <!-- as defined for HGI's Application Layer Gateway Management
- <Object name="X_HGI_ALG">
<Parameter>

<Name>ALGNumberOfEntries</Name>
<Type>unsignedint</Type>
<Readable>true</Readable>
<Writable>false</Writable>
</Parameter>
</Object>
</Object>
</ParameterDictionary>

Cisco Broadband Access Center for Cable
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P.17-17
BAC RDU
1 Configuration
2 Files View Files
3 Add
4 Add Files File Type Parameter Dictionary

5 Source File Name  File Name

A

Browse
6 Submit
View Files
BAC RDU
1 Configuration
2 Files
3 View Files File Type Parameter Dictionary
4 View Details &a

Cisco Broadband Access Center for Cable
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RDU

~

Configuration > Files

File Type Parameter Dictionary
Delete

View Files
BAC RDU

A

Configuration > Files

File Type

Replace File

Submit

OK

View Files

Parameter Dictionary

Browse

BAC

Cisco Broadband Access Center for Cable
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CPE

. p.8-1
. p.8-7
. p.8-10
API
. API

com.cisco.provisioning.cpe.api.ipdevice.history getHistory (DeviceID devicelID)

P.16-13
8-1 BAC

Cisco Broadband Access Center for Cable
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8 CPE I

8-1
AddedAutomatically time: Device record was automatically
DPE BAC created.
Tue Jul 11 18:41:42 EDT 2006:
Device record was automatically created.
AddedViaAPI API time: Device record was added
BAC via API by user username.
Tue Jul 11 18:41:42 EDT 2006:
Device record was added via API by user "admin".
UpdatedViaAPI RDU time: Device record was updated
API reason by user username.
Tue Jul 11 18:41:42 EDT 2006:
Device record was updated via API command
"IPDevice.changeClassOfService" by user "admin".
FirstContact BAC time: Device made first contact with
BAC.
Tue Jul 11 18:41:42 EDT 2006:
Device made first contact with BAC.
CPEDiscoveredData time: Recorded updates of number
Updated parameter values discovered from
device.
RDU
P.4-5 CPE
Tue Jul 11 18:41:42 EDT 2006:
Recorded updates of 2 parameter values discovered from device.

Cisco Broadband Access Center for Cable
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| 8 CPE

||
8-1
ConfigGenRequested time: Device policy instructions
regeneration initiated as a result of
reason by user username.
DPE
Tue Jul 11 18:41:42 EDT 2006:
Device policy instructions regeneration initiated as a result
of execution of API Command "IPDevice.performOperation" by user
"admin".
ConfigUpdated BAC time: Device was configured according
to configuration version: configuration
revision.

Tue Jul 11 18:41:42 EDT 2006:
Device was configured according to configuration version:
215438bb.

UpdatedConfigAvailable

time: Configuration policy for device
RDU DPE was updated; new version:
configuration revision.

Tue Jul 11 18:41:42 EDT 2006:
Configuration policy for device was updated; new version:
215438bb.

ReportedNewConfig

time: Device reported new
Inform configuration version: configuration
ParameterKey revision.

Tue Jul 11 18:41:42 EDT 2006:
Device reported new configuration version: 215438bb.

NewOperationQueued

time: On-connect operation operation
API name with ID operation ID was queued
BAC |by user username.

Tue Jul 11 18:41:42 EDT 2006:
On-connect operation "SetParamValues" with ID
"15e2ccd:10c5£4b2ad0:80000024" was queued by user "admin".

[ oL-8640-01-J
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8 CPE

8-1
OperationExecuted API time: Operation mode operation name
with ID operation id was executed on
the device.
Tue Jul 11 18:41:42 EDT 2006:
On-connect operation "SetParamValues" with ID
"15e2ccd:10c5£4b2ad0:80000024" was executed on the device.
OperationRemoved BAC time: On-connect operation operation
name with 1D operation id was
removed.
Tue Jul 11 18:41:42 EDT 2006:
On-connect operation "GetParamValues" with ID
"15e2ccd:10c5£f4b2ad0:80000025" was removed.
ReportedNewFirmware time: Device reported new
Inform firmware/software version:
firmware/software version.
Tue Jul 11 18:41:42 EDT 2006:
Device reported new firmware/software version: 6d9bfec2.
UpdatedFirmwareRules time: Firmware rules for device were
Available RDU DPE updated; new version: firmware rules
revision.
Tue Jul 11 18:41:42 EDT 2006:
Firmware rules for device were updated; new version: 6d9bfec2.

API
SERVER_DEVICE_HISTORY_ENABLE_KEY

audit.log

Cisco Broadband Access Center for Cable
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| 8  CPE

1 Main Menu Configuration
2 Defaults

3 Configure Defaults System Defaults

4 Device History Enabled

A

Disabled
5 Submit Reset
1 Devices
2 View Details &a
3 Device Details View Device History Details View Details
Device History Details
API IPDevice.getDeviceHistory ()
Configuration > Defaults > System Defaults Maximum Device History Entries
40
API SERVER_MAX_DEVICE_HISTORY_SIZE

Maximum Device History Entries

Cisco Broadband Access Center for Cable
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8 CPE |

e AddedViaAPI
e AddedAutomatically

¢ FirstContact
BAC

API

® SERVER_DEVICE_HISTORY_IMMEDIATE_OP_ENABLE_KEY
OperationExecuted
® SERVER_DEVICE_HISTORY_PROXY_OP_ENABLE_KEY
NewOperationQueued OperationRemoved
OperationExecuted

N

SERVER_DEVICE_HISTORY_IMMEDIATE_OP_ENABLE_KEY
SERVER_DEVICE_HISTORY_PROXY_OP_ENABLE_KEY

® SERVER_DEVICE_HISTORY_GEN_CONFIG_ENABLE_KEY

ConfigGenRequested

1 Configuration > Defaults

2 System Defaults
3
. Immediate Operation History
Enabled
. On-Connect Operation History
Enabled
. Instruction Generation History
Enabled
Disabled
4 Submit

Cisco Broadband Access Center for Cable
m. OL-8640-01-J |
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BAC BAC Recurring Device Faults
RDU DPE
BAC
API
API
e RDU
RDU
. Inform
Inform
RDU
DPE
RDU DPE
RDU
DPE
CPE WAN Management Protocol
DataSync RDU
Failures during FirmwareRules RDU

ConfigSync RDU

UnknownDevice

RDU DPE
ID

Cisco Broadband Access Center for Cable
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8-8

BAC
1,000

1,000

BAC

API

API

® cConfiguration.getRDUDetails RDU

® cConfiguration.getDPEDetails DPE

® TIPDevice.getDetails

e Servers>RDU RDU

DPE
1 3 12 72

* Servers > Provisioning Groups > Manage Provisioning Groups > View Provisioning Group Details

DPE
e Servers > DPEs > Manage Device Provisioning Engines > View Device Provisioning Engines
Details Device with Faults View
Details Device Details DPE
N
View Device Provisioning Engines Details View Details Device
e Devices > Manage Devices > Device Details
8-1
Cisco Broadband Access Center for Cable
OL-8640-01-J |
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8-1

Device Details

sint | Dievice Details
f Lin thi. g 1n e P sy o e et

BAC

DPE
DPE DPE
RDU
BAC

[ oL-8640-01-J
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1
RDU API DPE CPE
DPE RDU
1
BAC ID
RDU
DPE DPE RDU
RDU BPR_DATA/rdu/logs troubleshooting.log
DPE RDU DPE
RDU
DPE
troubleshooting.log rdu.log dpe.log audit.log
troubleshooting.log
Y
1
RDU DPE RDU DPE

100

Cisco Broadband Access Center for Cable
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Configuration > Defaults

Systems Defaults
Maximum Troubleshooting Device

Count
BAC RDU
Manage Devices
Add P.16-12
RDU
1 Manage Devices Search Type Device Identifier Option
Search 16-1
Search
2 Identifier
3 Modify Device Troubleshooting
Enabled
4 Submit
Device Details Troubleshooting
1 Devices
2 Identifier
3 Modify Device Troubleshooting Disabled
4 Submit

Cisco Broadband Access Center for Cable
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system troubleshooting
API

1 Manage Devices Search Type Group Search

2 Group (Group Type)
troubleshooting (system)

3 Search

RDU
rdu.log DPE dpe.log
5
P.19-3
e P8-12
1
View Details
2 Device Details View Troubleshooting Log View Details

View Log File Contents

Cisco Broadband Access Center for Cable
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Manage Details Devices Search Type
Identifier Option Search

Search

Device Details View Troubleshooting Log

View Log File Contents

¢ BAC-TROUBLESHOOTINGINFO
¢ BAC-TROUBLESHOOTINGINPUT BAC

¢ BAC-TROUBLESHOOTINGOUTPUT BAC

¢ BAC-TROUBLESHOOTINGERROR

Cisco Broadband Access Center for Cable

Device

View Details

View Details

[ oL-8640-01-J
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CHAPTER

Broadband Access Center

Broadband Access Center BAC

e BAC P.o-1

. P.9-3
. P.9-4
e SNMP P.9-5

e BAC P.9-5

BAC

BAC BAC

BAC BAC

BAC

BAC

* BAC 1
e BAC 2

e BAC 4

* BAC 16

Cisco Broadband Access Center for Cable
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Broadband Access Center

H BAC

BAC
BAC
BAC
[etc/init.d/bprAgent
BAC
9-1 BAC
9-1 BAC CLI
bprAgent start BAC
bprAgent stop BAC
bprAgent restart BAC
bprAgent status BAC
bprAgent start process-name 1 process-name
bprAgent stop process-name 1 process-name
bprAgent restart process-name 1 process-name
bprAgent status process-name 1 process-name
9-1 process-name
e rdu RDU
e dpe DPE
e snmpAgent SNMP
e tomcat
e cli DPE
)
Solaris BAC
BAC
Solaris shutdown Solaris
reboot BAC
BAC
BAC
BPR_HOME/agent/logs/agent.log
local6 syslog

H Cisco Broadband Access Center for Cable
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BAC BAC Web
[ ]

[ ]

[ ]

[ ]

[ ]

[ ]

[ ]

[ ]

[ ]

[ ]

[ ]

. P.15-1 BAC

. P.16-1 BAC
e Broadband Access Center P.17-1 BAC

Cisco Broadband Access Center for Cable
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BAC CLI Telnet SSH DPE DPE
10S CLI
CLI
TACACS+
DPE CLI 2323 Telnet
DPE CLI
CLI

# telnet localhost 2323

# telnet 0 2323

DPE CLI
CLI

# telnet remote-hostname 2323

CLI Telnet CLI

# /etc/init.d/bprAgent start cli

CLlI DPE
changeme

DPE CLI Cisco Broadband Access Center DPE CLI
Reference, Release 3.0

Cisco Broadband Access Center for Cable
m. OL-8640-01-J |



| 9 Broadband Access Center
SNMP ||
BAC DPE SNMP v2
BAC SNMP SNMP SNMP
snmp-server CLI DPE SNMP SNMP CLI
RDU SNMP
SNMP
BAC
SNMP P.11-1 Broadband Access Center
DPE CLI Cisco Broadband Access Center DPE CLI Reference,
Release 3.0
BAC 9-2
BAC
9-2
BAC
P.5-23
BAC BAC BAC
BAC
P.9-2
SNMP SNMP snmpAgentCfgUtil.sh
P.11-6
RDU RDU RDU
P.19-6
BAC deviceExport.sh
P.18-2
1 disk_monitor.sh
P.18-5
Keytool DPE HTTP over SSL keytool DPE
P.13-4
Cisco Broadband Access Center for Cable
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H BAC

Cisco Broadband Access Center for Cable
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RDU RDU
Broadband Access Center BAC BAC RDU
o P.10-2
o P.10-3
o P.10-5
o P.10-6
o P.10-9

Cisco Broadband Access Center for Cable
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10 |

RDU
RDU
RDU
RDU
[ ]
SDRAM
. RDU 8192
Solaris

Cisco Broadband Access Center for Cable
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| |
RDU
RDU
root
root root
sudo root
RDU bpr.db
BPR_DATA/rdu/db
BPR_DATA
P.10-9
Y
RDU 10 MB
BPR_DBLOG
BPR_DBLOG/rdu/dblog
P.10-9
l0og.00000001 10g.00000002
N

1GB

Cisco Broadband Access Center for Cable
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rdu.db BPR_DATA/rdu/db
e DB_VERSION
RDU
e history.log
RDU

Cisco Broadband Access Center for Cable
m. OL-8640-01-J |



||
e RDU
[ ]
[ ]
e BPR _DATA 3 b5KB
e BPR_DBLOG 500 MB
disk_monitor.sh
P.18-5 disk_monitor.sh
RDU syslog syslog
RDU RDU RDU
out of disk space

RDU

RDU

P.10-9

P.18-5 disk_monitor.sh

Cisco Broadband Access Center for Cable
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RDU

. RDU

. RDU

root
RDU
RDU
RDU
RDU
RDU
BPR_HOME/rdu/bin backupDb.sh
120%

backupDb.sh

# backupDb.sh /var/backup

Ivar/backup

Ivar/backup/rdu-backup-
20020925-130345
rdu-backup-20020925-130345

rdu-backup-yyyyMMdd-HHmmss
rdu-backup-20060427-175430
2006 4 27 5 54 30

Cisco Broadband Access Center for Cable
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backupDb.sh history.log
N
backupDb.sh —help
—nosubdir
RDU
RDU
RDU
Y
RDU
RDU
10 60
BPR_HOME/rdu/bin recoverDb.sh
recoverDb.sh
# recoverDb.sh /var/backup/rdu-backup-20060427-130345
Ivar/backup/rdu-backup-20060427-130345
history.log
Y
recoverDb.sh —help

Cisco Broadband Access Center for Cable
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RDU
RDU

Y

BPR_HOME/rdu/bin restoreDb.sh RDU

RDU

Y

restoreDb.sh RDU

rdu/db rdu/dblog
restoreDb.sh
# restoreDb.sh /var/backup/rdu-backup-20060427-130345
Ivar/backup/rdu-backup-200604275-130345 RDU

restoreDb.sh —help

RDU RDU

history.log

Cisco Broadband Access Center for Cable
m. OL-8640-01-J |



||
RDU BAC
e BPR_DATA
BAC DPE
RDU SNMP
e BPR_DBLOG
BPR_DATA/bpr_definitions.sh
BAC

1 /etc/init.d/bprAgent stop BAC BAC
2 BPR_HOME/bpr_definitions.sh
3 BPR_DATA BPR_DBLOG
4
5 BPR_DATA BPR_DBLOG
6 /etc/init.d/bprAgent start BAC BAC
7

Cisco Broadband Access Center for Cable
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CHAPTER 11

Broadband Access Center

Broadband Access Center BAC RDU DPE
e syslog P.11-1
e SNMP P.11-5
. P.11-12
. P.11-14
syslog
BAC Solaris  syslog syslog Solaris
/ BAC  syslog
BAC

BAC
XXX-#-####. Message

e XXX
RDU Regional Distribution Unit
DPE Device Provisioning Engine
AGENT rduSnmpAgent dpeSnmpAgent

o i
Message

Cisco Broadband Access Center for Cable
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MW syslog

RDU

RDU-1-101: RDU ran out of disk space RDU

RDU

p.18-1
BAC

RDU-1-103: RDU ran out of memory RDU
RDU

RDU-1-111: Evaluation key for
technology [technology_name] expired TAC

RDU-1-115: You have used [percent]% of
available [technology_name] licenses.
80%

BPR-RDU-4-1140: DNS took X seconds |DNS BAC
for lookup of address [10.0.0.1/test.com];
Check DNS configuration and health of IP 60
servers

S

RDU  syslog BPR_DATA/rdu/logs/rdu.log

Cisco Broadband Access Center for Cable
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syslog ||
DPE
DPE  syslog DPE
DPE show log Cisco Broadband
Access Center DPE CLI Reference, Release 3.0
DPE RDU
BPR_DATA/rdu/logs/rdu.log
11-2 DPE
11-2 DPE
DPE-1-102: DPE ran out of disk space DPE
3
a.
DPE  CLI
clear bundles
b. DPE CLI clear logs
c. DPE CLI clear cache
DPE RDU
DPE-1-104: DPE ran out of memory DPE
DPE
DPE
DPE

DPE-1-109: Failed to connect to RDU RDU

a. DPE

b. dpe rdu-server DPE

RDU
c. RDU
RDU
DPE RDU

Cisco Broadband Access Center for Cable
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MW syslog

syslog
BPR_DATA/agent/logs/agent_console.log

The rdu unexpectedly terminated RDU
BPR_DATA/rdu/logs/rdu.log 11-3

AGENT-3-9001: Failed to start the
component

AGENT-3-9002: The component
unexpectedly terminated
AGENT-3-9003: Failed to stop
thecomponent

AGENT-6-9004: The component has
started

AGENT-6-9005: The component has
stopped

11-3 component

e rdu

e dpe

e tomcat
o cli

e snmpAgent

Cisco Broadband Access Center for Cable
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SNMP ||
BAC SNMP SNMP
BAC
SNMP
BAC SNMP SNMP SNMP
snmp-server CLI DPE SNMP
snmpAgentCfgutil.sh RDU  SNMP
SNMP P.11-6 snmpAgentCfgUtil.sh
DPE CLI Cisco Broadband Access Center DPE CLI Reference, Release 3.0
MIB
BAC MIB MIB

¢ CISCO-BACC-DPE-MIB
¢ CISCO-BACC-RDU-MIB
¢ CISCO-BACC-SERVER-MIB

11-4 BAC MIB
11-4 BAC MIB
MIB
DPE CISCO-BACC-SERVER-MIB
CISCO-BACC-DPE-MIB
RDU CISCO-BACC-SERVER-MIB
CISCO-BACC-RDU-MIB
RDU SNMP RDU CISCO-BACC-RDU-MIB
MIB RDU RDU DPE
DPE SNMP DPE CISCO-BACC-DPE-MIB
MIB DPE
SNMP CISCO-BACC-SERVER-MIB MIB BAC
MIB
BAC
ciscoBaccServerStateChanged
Y
BPR_HOME/rdu/mibs MIB

Cisco Broadband Access Center for Cable
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Broadband Access Center |

H snwP

snmpAgentCfgUtil.sh
snmpAgentCfgUtil.sh

BPR_HOME/snmp/bin

N

Solaris

SNMP

SNMP
SNMP

Solaris

SNMP

8001

snmpAgentCfgUtil.sh

. P.11-6
o p.11-7
¢ SNMP
e SNMP
¢ SNMP
¢ SNMP
e SNMP

P.11-8
P.11-9

p.11-7
p.11-8

P.11-9

¢ SNMP P.11-10

¢ SNMP

SNMP SNMP

snmpAgentCfgUtil.sh add host host-addr community community [udp-port port]

* host-addr
e community SNMP

e port SNMP

P.11-10

IP

UDbP

# ./snmpAgentCfgUtil.sh add host test.cisco.com community trapCommunity udp-port 162

OK

Please restart [stop and start]

S

SNMP agent.

SNMP
P.9-1 BAC

/etc/init.d/bprAgent restart snmpAgent

H Cisco Broadband Access Center for Cable
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SNMP | |

SNMP SNMP

snmpAgentCfgUtil.sh delete host host-addr

host-addr IP

# ./snmpAgentCfgUtil.sh delete host test.cisco.com
OK
Please restart [stop and start] SNMP agent.

S

/etc/init.d/bprAgent restart snmpAgent
SNMP
P.9-1 BAC

SNMP

SNMP SNMP
SNMP BAC SNMP

SNMP

snmpAgentCfgUtil.sh add community string [ro | rw]

e string SNMP

* 10 ro get
ro get set

° rw rw SNMP
set w rw
Object Identifier OID;

N

ro rw bacread bacwrite
BAC

# ./snmpAgentCfgUtil.sh add community fsda54 ro
OK
Please restart [stop and start] SNMP agent.

S

/etc/init.d/bprAgent restart snmpAgent
SNMP
P.9-1 BAC

Cisco Broadband Access Center for Cable
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H sNwP
SNMP

SNMP SNMP

snmpAgentCfgUtil.sh delete community string [ro | rw]

e string SNMP

® 10 ro

* rw rw

A Y

ro rw P.11-7 SNMP

# ./snmpAgentCfgUtil.sh delete community fsda54 ro

OK

Please restart [stop and start] SNMP agent.

S

/etc/init.d/bprAgent restart snmpAgent
SNMP
P.9-1 BAC
SNMP
BAC Solaris SNMP
A
SNMP [etc/init.d/bprAgent start snmpAgent BAC
P.9-2
BAC

# ./snmpAgentCfgUtil.sh start
Process snmpAgent has been started

Cisco Broadband Access Center for Cable
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SNMP ||

SNMP

BAC Solaris SNMP

N
SNMP [etc/init.d/bprAgent stop snmpAgent BAC
P.9-2
BAC

# ./snmpAgentCfgUtil.sh stop

Process snmpAgent has stopped
SNMP

SNMP RDU

SNMP 8001

snmpAgentCfgUtil.sh udp-port port

port SNMP

# ./snmpAgentCfgUtil.sh udp-port 8001

OK

Please restart [stop and start] SNMP agent.
SNMP

SNMP

255
snmpAgentCfgUtil.sh location location
location
SNMP equipment rack 5D
# snmpAgentCfgUtil.sh location “equipment rack 5D”
Cisco Broadband Access Center for Cable
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H sNwP
SNMP
SNMP
255
snmpAgentCfgUtil.sh contact contact-info
contact-info  SNMP
Ace Duffy 1234
# ./snmpAgentCfgUtil.sh contact "“Ace Duffy - ext 1234”
SNMP
SNMP
snmpAgentCfgUtil.sh show
# ./snmpAgentCfgUtil.sh show
Location : Washington_1
Contact : John
Port Number : 8001
Notification Type : trap
Notification Recipient Table
[ Host IP address, Community, UDP Port ]
[ 10.10.10.1, public, 162 ]
Access Control Table :
Read Only Communities
bacread
Read Write Communities
bacwrite
SNMP
SNMP
SNMP
snmpAgentCfgUtil.sh inform [retries retry_count timeout timeout] | trap

snmpAgentCfgUtil.sh inform retries 3 timeout 1000
OK
Please restart [stop and start] SNMP agent.

Cisco Broadband Access Center for Cable
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SNMP

N

snmpAgentCfgUtil.sh show

# ./snmpAgentCfgUtil.sh show

Location : <unknown>
Contact : <unknown>
Port Number : 8001
Notification Type : inform
Notification Retries 0 3
Notification Timeout : 1000

Notification Recipient Table
[ Host IP address, Community, UDP Port ]
Access Control Table :
Read Only Communities
bacread
Read Write Communities
bacwrite

Cisco Broadband Access Center for Cable
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|
BAC RDU DPE
RDU DPE
L]
e DPECLI
e RDU DPE DPE
CLI
1 Server
2 DPEs Provisioning Group RDU
e DPEs BAC DPE
e RDU RDU
3
e DPEs Manage Device Provisioning Engine
DPE DPE
e RDU View Regional Distribution Unit Details
DPE CLI
DPE show dpe DPE
DPE
Y
DPE
DPE
DPE

Cisco Broadband Access Center for Cable
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11-1  show dpe

dpe# show dpe
BAC Agent is running
Process dpe is not running

This result occurs when the DPE is not running.
dpe# show dpe

BAC Agent is running

Process dpe is running

Version BAC 3.0 (SOL_CBAC3_0_L_000000000000) .
Caching 1 device configs and 1 external files.

0 sessions succeed and 0 sessions failed.

0 file requests succeed and 0 file requests failed.
0 immediate proxy operations received: 0 succeed, and 0 failed.
Connection status is Ready.

Running for 4 hours 30 mins 16 secs.

DPE

N

Cisco Broadband Access Center DPE CLI Reference, Release 3.0

Cisco Broadband Access Center for Cable
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BAC
RDU Provisioning APl Command Engine

DPE CLI

e RDU
Configuration > Defaults > System Defaults
Performance Statistics Collection  Enabled
Performance Statistics Collection  Disabled
e DPE enabled
DPE CLI debug dpe statistics CLI
no debug dpe statistics

A Y

Center DPE CLI Reference, Release 3.0

debug on

DPE
Cisco Broadband Access

runStatAnalyzer.sh

perfstat.log

CWMP

Servers > DPEs > Manage Device Provisioning Page > View Device Provisioning Engines Details

16-5

P.11-14
P.11-15

e perfstat.log
* runStatAnalyzer.sh

perfstat.log
perfstat.log
5
RDU BPR_DATA/rdu/logs/statistics
perfstat.log 1

perfstat.N.log
perfstat.29.log

perfstat.log

perfstat.log

perfstat.log

DPE BPR_DATA/dpe/logs/statistics

30

N 1 29
perfstat.1.log

H Cisco Broadband Access Center for Cable
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N

yyyymmdd:hh:mm, component, interval-in-milliseconds, stat1-tag, statl-value, stat2-tag, stat2-value,

statl-tag  statl-value ID
runStatAnalyzer.sh
BAC runStatAnalyzer.sh
runStatAnalyzer.sh
e BPR_HOME/rdu/bin RDU
e BPR_HOME/dpe/bin DPE
# runStatAnalyzer.sh [-d perfdata-dir] [-s start-time] [-e end-time] [-c component]
[-f output-format] [-help] [-help components] [-help statistics [component]]

e perfdata-dir
perfstatN.dat

BPR_HOME/rdu/logs/statistics RDU
BPR_HOME/dpe/logs/statistics DPE

e start-time

start-time yyyy-mm-dd:hh:mm
e end-time

end-time yyyy-mm-dd:hh:mm
e component BAC

all
RDU DPE

pace Provisioning APl Command Engine 4
rdu Regional Distribution Unit v
ext v
cwmp CWMP v
httpfile HTTP v
proxyreq Proxy Request Operations v v

S

e output-format

summary

Cisco Broadband Access Center for Cable
[ oL-8640-01-J .m



11 Broadband Access Center |

perfstat.log 5

log
e -help runStatAnalyzer.sh
e -help components BAC

* -help statistics component BAC
pace rdu ext cwmp httpfile proxyreq
all

11-2 runStatAnalyzer.sh
# runStatAnalyzer.sh -s 2006-04-11:12:59 -e 2006-04-11:13:09 -c pace -f log

2006-04-11:12:59 PACE statistics last 5 minutes- In Queue 0; Dropped 0; Dropped-Full
Queue 0; Batches Received 0; Internal Batches Received 0; Succeed 0; Failed 0;
Processed 0; Processing avgTime 0 msec; Batch maxTime 0 msec; In Queue maxTime 0 msec;
Processing maxTime 0 msec; CRS Completed 0

2006-04-11:13:04 PACE statistics last 5 minutes- In Queue 0; Dropped 0; Dropped-Full
Queue 0; Batches Received 0; Internal Batches Received 0; Succeed 0; Failed 0;
Processed 0; Processing avgTime 0 msec; Batch maxTime 0 msec; In Queue maxTime 0 msec;
Processing maxTime 0 msec; CRS Completed 0

2006-04-11:13:09 PACE statistics last 5 minutes- In Queue 0; Dropped 0; Dropped-Full
Queue 0; Batches Received 0; Internal Batches Received 0; Succeed 0; Failed 0;
Processed 0; Processing avgTime 0 msec; Batch maxTime 0 msec; In Queue maxTime 0 msec;
Processing maxTime 0 msec; CRS Completed 0

A

11-3  runStatAnalyzer.sh
# runStatAnalyzer.sh -s 2006-04-11:12:59 -e 2006-04-11:13:29 -c pace -f summary

2006-04-11:13:04 PACE statistics last 5 minutes- In Queue 0; Dropped 0; Dropped-Full
Queue 0; Batches Received 0; Internal Batches Received 0; Succeed 0; Failed 0;
Processed 0; Processing avgTime 0 msec; Batch maxTime 0 msec; In Queue maxTime 0 msec;
Processing maxTime 0 msec; CRS Completed 0

2006-04-11:13:29 PACE statistics last 30 minutes- In Queue 0; Dropped 0; Dropped-Full
Queue 0; Batches Received 0; Internal Batches Received 0; Succeed 0; Failed 0;
Processed 0; Processing avgTime 0 msec; Batch maxTime 0 msec; In Queue maxTime 0 msec;
Processing maxTime 0 msec; CRS Completed 0

30 30

12 24 7 14 21 30

Cisco Broadband Access Center for Cable
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CWMP

Broadband Access Center BAC CWMP

e CWMP p.12-2

DPE p.12-2

P.12-3
P.12-8

° P.12-11

BAC P.12-11

DPE P.12-12
> API

Cisco Broadband Access Center for Cable
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N cwwmp
CWMP GetParameterValues SetParameterValues RPC
RPC BAC CPE
[ ]
[ ]
[ ]
DPE CLI DPE CWMP
DPE
e HTTP Basic Digest
[ ]
e HTTP over SSL/TLS
[ ]
[ ]
[ ]
e CWMP
e HTTP
Cisco Broadband Access Center DPE CLI Reference,
Release 3.0
DPE
CWMP
CWMP CWMP RPC HTTP
12-1
12-1
CWMP RPC
service cwmp num port port e num CWMP CWMP
1 2
e port
. 1
7547
. 2
7548
dpe# service http 1 port 7547
% OK (Requires DPE restart "# dpe reload")
Cisco Broadband Access Center for Cable
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CWMP
12-1
HTTP
service http num port port e num HTTP HTTP
1 2
e port
. 1
7549
. 2
7550
dpe# service http 1 port 7549
% OK (Requires DPE restart "# dpe reload")
N
Cisco Broadband Access Center DPE CLI Reference, Release 3.0
DPE CWMP BAC
DPE DPE
DPE
RPC
12-1 BAC

RDU DPE

—— ERERORT —> i
: ——HTTP GET(BB5E4L) —>
i ‘«— HTTP CHALLENGE ——

- —— HTTP GET (R HY) —>

: «——— HTTP OK :

< 585 : :
12-1 BAC RDU
DPE
DPE RDU

Cisco Broadband Access Center for Cable
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H cwwmpP

BAC
[ ]
L]
[ ]
N
RDU 2
e API
IPDeviceKeys.CONNECTION_REQUEST_USERNAME
IPDeviceKeys.CONNECTION_REQUEST_PASSWORD
L]
Devices > Modify Device > Connection Request User Name field
Devices > Modify Device > Connection Request Password field
Add Device
Modify Device
DPE-CPE
DPE CWMP
DPE CWMP
ID
Y
12-1
DPE HTTP Digest
DPE
Y
API

Cisco Broadband Access Center for Cable
m. OL-8640-01-J |



| 12 CWMP

CWMP
API BAC
URL BAC
API IPDeviceKeys.CONNECTION_REQUEST_METHOD
)

Configuration > Default > CWMP Defaults
BAC 3

e Discovered

e Using FQDN

* Using IP

Discovered
Discovered CPE DPE DPE
InternetGatewayDevice.ManagementServer.ConnectionRequestURL
URL RDU
)
WAN IP
RDU
Use FQDN
Use FQDN RDU FQDN
URL FQDN API

® TIPDeviceKeys.CONNECTION_REQUEST_PORT

® TIPDeviceKeys.CONNECTION_REQUEST_ PATH

Cisco Broadband Access Center for Cable
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W cwwmpP
1 Devices > Manage Devices
2
. Add Add Device
o Search Type
Identifier Modify Device
3 Property Name /IPDevice/connectionRequestPort
/IPDevice/connectionRequestPath Property Value
N
/IPDevice/connectionRequestPort /IPDevice/connectionRequestPath  API
IPDeviceKeys.CONNECTION_REQUEST_PORT
IPDeviceKeys.CONNECTION_REQUEST_PATH
4 Add
Y
Use FQDN IP DNS
IP BAC
Use IP
Use IP Discovered WAN IP
API URL

® TIPDeviceKeys.CONNECTION_REQUEST_ PORT

® TIPDeviceKeys.CONNECTION_REQUEST_PATH

1 Devices > Manage Devices

. Add Add Device

. Search Type

Identifier Modify Device

Cisco Broadband Access Center for Cable
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CWMP ||
3 Property Name /IPDevice/connectionRequestPort
/IPDevice/connectionRequestPath Property Value
N
/IPDevice/connectionRequestPort /IPDevice/connectionRequestPath  API
IPDeviceKeys.CONNECTION_REQUEST_PORT
IPDeviceKeys.CONNECTION_REQUEST_PATH
4 Add
Use IP WAN IP RDU
WAN IP WAN IP
IP RDU
NAT
N
API ConnectionRequest
IP
IP NAT
BAC
API
API IPDeviceKeys.FORCE_ROUTABLE_IP_ADDRESS true
IP
1 Devices > Manage Devices
2
] Add Add Device

Search Type

Identifier Modify Device

Cisco Broadband Access Center for Cable
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H cwwmpP

3 Property Value /IPDevice/forceRoutelPAddress

N

/IPDevice/forceRoutelPAddress  API IPDeviceKeys.FORCE_ROUTABLE_IP_ADDRESS

4 Add

Discovery of Data
RDU

RDU
RDU RDU
DPE
DPE
RDU RDU
DPE
APl IPDevice.getDetails()
Devices Manage Devices
View Details &a
Device Details
. P.12-9
. P.12-10

Cisco Broadband Access Center for Cable
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CWMP

RDU

DPE

BAC 2

ServerDefaultsKeys.CWMP_DISCOVER_PARAMETERS DPE

IPDeviceKeys.CWMP_CUSTOM_DISCOVER_PARAMETERS

* Inform.Deviceld.Manufacturer

¢ Inform.Deviceld.ManufacturerOUI

¢ Inform.Deviceld.ProductClass

* InternetGatewayDevice.Devicelnfo.HardwareVersion
¢ InternetGatewayDevice.Devicelnfo.SoftwareVersion

¢ InternetGatewayDevice.ManagementServer.ParameterKey

IPDeviceKeys.CWMP_CUSTOM_DISCOVER_PARAMETERS=
InternetGatewayDevice.ManagementServer .URL,
InternetGatewayDevice.ManagementServer.PeriodicInformEnable

ServerDefaultsKeys.CWMP_FIRMWARE_CHANGED_CPE_PARAMETERS

InternetGatewayDevice.Devicelnfo.ModelName

IPDeviceKeys.CWMP_CUSTOM_FIRMWARE_CHANGED_PARAMETERS

[ oL-8640-01-J
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N cwwmp
12-2 DPE CLI
12-2 DPE

dpe# log level 6-info
dpe# show log DPE
dpe# show log last 100

DPE 100
dpe# show log run

DPE
A Y
3
show log run

dpe# show log run

% Press <enter> to stop.

[0014BF-CJJ005B00009] from RDU.

[7] parameters to RDU.

A

2006 08 04 00:47:01 EDT: %BAC-DPE-6-0104:

Source IP [10.86.147.149]. Received

Obtained configuration for device

2006 08 04 00:47:21 EDT: $BAC-CWMP-6-5129: Device [0014BF-CJJ005B00009].

Source IP [10.86.147.149]. Retrieving [1l] discovered CPE parameters.

2006 08 04 00:47:21 EDT: $BAC-CWMP-6-5107: Device [0014BF-CJJ005B00009].
Source IP [10.86.147.149]. Sent [GetParameterValues] message.

2006 08 04 00:47:21 EDT: $BAC-CWMP-6-5106: Device [0014BF-CJJ005B00009].
[GetParameterValuesResponse] message.

2006 08 04 00:47:21 EDT: $BAC-CWMP-6-5120: Device [0014BF-CJJ005B00009].
Source IP [10.86.147.149]. New data discovered from CPE. Queued update of

show log

device-id ID

dpe# debug on CWMP
dpe# debug service cwmp num
data-sync
num CWMP
1 2
dpe# show device-config device-id DPE

Cisco Broadband Access Center DPE CLI Reference, Release 3.0

H Cisco Broadband Access Center for Cable
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||
BAC
BAC
BAC DPE
BAC
CPE DPE
BAC
. DPE
e DPE
[ ]
BAC
P.4-1 CPE
BAC
[ ]
[ ]
BAC
BAC CPE DPE
URL
CPE DPE DPE
DPE
CPE
DPE
CPE DPE
CPE 1
DPE
DPE 1 CPE
DPE
Cisco Broadband Access Center for Cable
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[ |
DNS
BAC DPE 1 IP
DPE
ICMP HTTP GET TCP DNS
2 DPE IP BAC
CPE DPE DPE
DPE DNS
DPE
Cisco 11500 Content Services Switch
DPE
BAC DPE
e DNS P.12-12
o P.12-12
DNS
DNS DNS
ACS DPE IP
IP ACS
DNS
DNS
IP DNS
DNS TTL
1
ACS URL IP DNS
P DPE Cisco
11500 Content Services Switch CSS IP
IP
DPE IP
DPE
DPE DPE
3
e DPE
. DPE Cisco 11500 CSS
DPE
¢ DNS DPE
DPE

Cisco Broadband Access Center for Cable
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DPE

DPE CLI DPE

e DPE

dpe# dpe provisioning-group primary name

name
e DPE RDU

dpe# dpe rdu-server {host | ip} port

Cisco Broadband Access Center for Cable

host RDU FQDN
ip RDU IP
port DPE RDU
49187
. FQDN FQDN DPE
FQDN
dpe# interface ethernet {intf0 | intfl} provisioning fqdn fgdn
intfO | intfl
fqdn FQDN
DPE FQDN
DPE
FQDN FQDN
DPE FQDN
Y
CWMP HTTP 1 DPE DPE
Cisco Broadband
Access Center DPE CLI Reference, Release 3.0
2 dpestart DPE DPE RDU
DPE
4 DNS DPE DNS

[ oL-8640-01-J
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[ |
Cisco CSS DPE
BAC Cisco 11501 CSS
Cisco CSS BAC CWMP
TCP Cisco CSS DPE
TCP
Y
Cisco CSS Cisco CSS
HTTP over SSL SSL
CSS
Cisco CSS
IP
admin system
1
16 6 16

12-1 Cisco CSS

Cisco Broadband Access Center for Cable
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12-1 Cisco CSS
Checking for Existing Config...
No startup-config was found, continue with the setup script [y/n]? vy
Note: Pressing 'q' after any prompt quits setup.

Pressing <CR> after any [y/n] defaults to 'y'.

Warning: All circuit VLAN IP addresses must be on a different
subnet than the Ethernet Mgt port IP address.
The existing Ethernet Mgt port IP address is: 0.0.0.0

Add an IP address to VLANL: [default = 192.168.10.1]1? 10.86.147.51
Add an IP subnet mask to VLANl: [default = 255.255.255.0]? 255.255.255.224

Would you like to specify a default gateway? [y/nl? vy

Warning: The default gateway IP address must be on the same subnet
as VLANl. VLANl IP address is: 10.86.147.51

Add IP address for default gateway: [default = 10.86.147.2]? 10.86.147.33
Pinging the default gateway: 0% Success.

Which feature do you want to configure?

[1] Layer3 load balancing

[2] Layer5 load balancing

[3] Proxy cache

[4] Transparent cache

[5] Exit script

Enter the number of the feature you want to configure: 5

Showing the Running Config
CSS11501# show running-config
!Generated on 07/17/2006 13:00:30
'Active version: sg0750103
configure

(IR R S R Sk R R GLOBRAL R R R Sk S Sk Sk kS

ip route 0.0.0.0 0.0.0.0 10.86.147.33 1

[k Sk R Rk Sk R R CIRCUIT Khkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkkkkkkk

circuit VLAN1

ip address 10.86.147.51 255.255.255.224

CSS11501#
VLAN 1 VLAN CiscoCSS 8 Cisco CSS
Cisco CSS DPE
Cisco CSS IP
Cisco CSS 10.86.147.33 FTP IP
10.86.147.53 Cisco CSS 8 FTP

[ oL-8640-01-J
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Cisco CSS DPE

DPE
CWMP Cisco CSS
HTTP DPE
A Y
CSSs Cisco Content Services Switch SSL Configuration Guide Software Version
7.40
12-2 Cisco CSS DPE
2 DPE DPE
IP 11.32.0.26/12 11.32.0.27/12
CiscoCSSVLAN IP 11.32.0.1/12
VIP TCP 10.86.147.52 CWMP
Cisco CSS DPE URL
http://10.86.147.52:7547/acs
1 Cisco CSS
CSS11501#config t<cr>
2 DPE 2 VLAN2
CSS11501 (config) #interface el<cr>
CSS11501 (config-if[el]) #bridge vlan 2<cr>
CSS11501 (config-if[el])#interface e2<cr>
CSS11501 (config-if[e2])#bridge vlan 2<cr>
CSS11501 (config-if[e2] }#exit<cr>
3 2 DPE VLAN 2
CSS11501 (config) #circuit VLAN2<cr>
CSS11501 (config-circuit [VLAN2]) #ip address 11.32.0.1/12<cr>
Create ip interface <11.32.0.1>, [y/n]:y<cr>
CSS11501 (config-circuit-ip[VLAN2-11.32.0.11]) #exit<cr>
CSS11501 (config-circuit [VLAN2]) #exit<cr>
4 DPE
S
2 DPE
HTTP
Cisco Broadband Access Center for Cable
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CSS11501 (config) # service DPE-l<cr>
Create service <DPE-1>, [y/n]:y
CSS11501 (config-service [DPE-1]) #keepalive type tcp<cr>
CSS11501 (config-service [DPE-1]) #keepalive port tcp 7547<cr>
CSS11501 (config-service[DPE-1]) #ip address 11.32.0.26<cr>
CSS11501 (config-service[DPE-1]) #active<cr>
CSS11501 (config-service[DPE-1])# service DPE-2<cr>
Create service <DPE-2>, [y/n]:y
CSS11501 (config-service [DPE-2])# keepalive type tcp<cr>
CSS11501 (config-service [DPE-2])# keepalive port 7547<cr>
CSS11501 (config-service[DPE-2])# ip address 11.32.0.27<cr>
CSS11501 (config-service [DPE-2])# active<cr>

)

CSS11501 (config-service [DPE-2]) #exit<cr>

HTTP

CSS11501 (config) # owner Userl<cr>
Create owner <Userl>, [y/n]:y
CSS11501 (config-owner [Userl])#

VIP CWMP Cisco CSS

CSS11501 (config-owner [Userl])# content Clear-text<cr>

Create content <Clear-text>, [y/nl:y

CSS11501 (config-owner-content [Userl-Clear-text])# protocol tcp<cr>
CSS11501 (config-owner-content [Userl-Clear-text])# port 7547<cr>
CSS11501 (config-owner-content [Userl-Clear-text])# add service DPE-l<cr>
CSS11501 (config-owner-content [Userl-Clear-text])# add service DPE-2<cr>
CSS11501 (config-owner-content [Userl-Clear-text])# vip address 10.86.147.52<cr>
CSS11501 (config-owner-content [Userl-Clear-text]) #factive<cr>

CSS11501 (config-owner-content [Userl-Clear-text]) #exit<cr>

CSS11501 (config-owner [Userl]) #exit<cr>

CSS11501 (config) #exit<cr>

CSS11501#

Cisco CSS

CSS11501# copy running-config startup-config<cr>
Working.. (\) 100%
CSS11501#

[ oL-8640-01-J
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|
Cisco CSS
SSL Cisco CSS HTTP DPE
Cisco CSS
HTTP DPE
12-3 Cisco CSS
2 DPE DPE
IP 11.32.0.26/12 11.32.0.27/12 DPE
Cisco CSSVLAN IP 11.32.0.1/12
VIP TCP 10.86.147.52 7548
Cisco CSS URL http://10.86.147.52:7548/acs
1 Cisco CSS
CSS11501#config t<cr>
2 DPE 2 VLAN2
CSS11501 (config) #interface el<cr>
CSS11501 (config-if[el]) #bridge vlan 2<cr>
CSS11501 (config-if[el]) #interface e2<cr>
CSS11501 (config-if[e2])#bridge vlan 2<cr>
CSS11501 (config-if[e2] }#exit<cr>
3 2 DPE VLAN 2
CSS11501 (config) #circuit VLAN2<cr>
CSS11501 (config-circuit [VLAN2]) #ip address 11.32.0.1/12<cr>
Create ip interface <11.32.0.1>, [y/n]:y<cr>
CSS11501 (config-circuit-ip[VLAN2-11.32.0.11]) #exit<cr>
CSS11501 (config-circuit [VLAN2]) #exit<cr>
4 DPE
S
2 2 DPE
HTTP
CSS11501 (config)# service DPE-l<cr>
Create service <DPE-1>, [y/n]:y
CSS11501 (config-service [DPE-1]) #keepalive type tcp<cr>
CSS11501 (config-service[DPE-1]) #keepalive port tcp 7547<cr>
CSS11501 (config-service[DPE-1]) #ip address 11.32.0.26<cr>
CSS11501 (config-service[DPE-1]) #active<cr>
CSS11501 (config-service[DPE-1])# service DPE-2<cr>
Create service <DPE-2>, [y/n]:y
CSS11501 (config-service[DPE-2])# keepalive type tcp<cr>
CSS11501 (config-service [DPE-2])# keepalive port 7547<cr>
CSS11501 (config-service[DPE-2])# ip address 11.32.0.27<cr>
CSS11501 (config-service[DPE-2])# active<cr>
CSS11501 (config-service [DPE-2]) #exit<cr>
Cisco Broadband Access Center for Cable
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5

HTTP

CSS11501 (config) # owner Userl<cr>
Create owner <Userl>, [y/n]:y
CSS11501 (config-owner [Userl])#

FTP ftp ftp
Cisco CSS
Cisco CSS Cisco CSS

N

ssl-machine ftp

Cisco CSS FTP

FTP

root cisco FTP Ivarltmp/ftp

CSS11501 (config) #ftp-record ssl-machine 10.86.147.53 root "cisco" /var/tmp/ftp<cr>

CSS11501 (config) #exit<cr>

CSS11501#
FTP

CWMP cwmp_root .cer Cisco CSS
CSS css.key

CSS11501#copy ssl ftp ssl-machine import cwmp_root.cer PEM "password"<cr>
CSS11501#copy ssl ftp ssl-machine import css.cer PEM "password"<cr>
CSS11501#copy ssl ftp ssl-mcahine import css.key PKCS12 "password"<cr>

A

css.cer Cisco

PEM Cisco CSS PKCS12
DER PEM PKCS12
password

SSL

CSS11501#config t<cr?

CSS11501 (config) #ssl associate cert ca-root-cert cwmp_root.cer <cr>
CSS11501 (config) #ssl associate cert css-server-cert css.cer <cr>
CSS11501 (config) #ssl associate rsakey css-server-key css.key <cr>
CSS11501 (config) #

SSL

DPE VIP

Cisco CSS VIP TCP

Cisco Broadband Access Center for Cable
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N

CSS11501 (config) #ssl-proxy-list SSL<cr>

Create Ssl-list <SSL>, [y/nl:y

CSS11501 (config-ssl-proxy-1list[SSL] }#ssl-server
CSS11501 (config-ssl-proxy-1list[SSL]) #ssl-server
CSS11501 (config-ssl-proxy-1list[SSL]) #ssl-server
CSS11501 (config-ssl-proxy-1list[SSL]) #ssl-server
CSS11501 (config-ssl-proxy-1list[SSL]) #ssl-server
CSS11501 (config-ssl-proxy-1list[SSL]}#ssl-server
10.86.147.60 7547

CSS11501 (config-ssl-proxy-1list[SSL]) #ssl-server
CSS11501 (config-ssl-proxy-1list[SSL]) #ssl-server

10 HTTP DPE

CSS11501 (config-ssl-proxy-1list[SSL]) #ssl-server

11 ssl-proxy-list

CSS11501 (config-ssl-proxy-1list[SSL]) #active<cr>
CSS11501 (config-ssl-proxy-1list[SSL]) #exit<cr>
CSS11501 (config) #

12 ssl-proxy-list SSL

CSS11501 (config)# service SSL<cr>
Create service <SSL>, [y/n]l:y

CSS11501 (config-service[SSL] ) #type ssl-accel<cr>
#add ssl-proxy-list SSL <cr>

CSS11501 (config-service[SSL])
CSS11501 (config-service[SSL])
CSS11501 (config-service[SSL]) #slot 2<cr>
CSS11501 (config-service[SSL]) #active<cr>
CSS11501 (config-service[SSL])
CSS11501 (config) #

#exit<cr>

13 ssl-proxy-list VIP

CSS11501 (config) #owner Userl<cr>

l<cr>

1 port 7548<cr>

rsakey css-server-key<cr>
rsacert css-server-cert<cr>
cacert ca-root-cert<cr>
cipher rsa-with-rc4-128-md5

1 authentication enable<cr>
1 vip address 10.86.147.52<cr>

1 http-header client-cert<cr>

#keepalive type none<cr>

CSS11501 (config-owner [Userl] ) #content Clear-text<cr>

CSS11501 (config-owner [Userl]
CSS11501 (config-owner [Userl]
CSS11501 (config-owner [Userl]

#protocol tcp<cr>
#port 7547<cr>

CSS11501 (config-owner [Userl]

CSS11501 (config-owner [Userl]) #active<cr>

# vip address 10.86.147.60<cr>

#add service DPE-2<cr>

)
)
)
CSS11501 (config-owner [Userl]) #add service DPE-l<cr>
)
)
)

CSS11501 (config-owner [Userl]) #exit<cr>

H Cisco Broadband Access Center for Cable
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14 URL

CSS11501 (config) #owner Userl<cr>

CSS11501 (config-owner [Userl]) #content SSL

Create content <SSL>, [y/n]:y

CSS11501 (config-owner-content [Userl-SSL]) #protocol tcp<cr>
CSS11501 (config-owner-content [Userl-SSL]) #port 7548<cr>
CSS11501 (config-owner-content [Userl-SSL]) #add service SSL<cr>
CSS11501 (config-owner-content [Userl-SSL]) #vip address 10.86.147.52<cr>
CSS11501 (config-owner-content [Userl-SSL]) #active<cr>

CSS11501 (config-owner-content [Userl-SSL]) #fexit<cr>

CSS11501 (config-owner [Userl]) #exit<cr>

CSS11501 (config) #exit<cr>

CSS11501#

15

CSS11501#copy running-config startup-config<cr>
Working.. (\) 100%
CSS11501#

Cisco Broadband Access Center for Cable
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CWMP

Broadband Access Center BAC CWMP

DPE CWMP HTTP
HTTP over SSL SSL
DPE
. p.13-2
¢ BAC P.13-3
e SSL P.13-4
e DPE P.13-13

Cisco Broadband Access Center for Cable
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BAC RFC 2246 SSL SSL 3.0 TLS 1.0
CWMP RFC 2617
Basic Digest DPE
BAC DPE CWMP 2
HTTP 2
DPE
BAC
. CPE CPE
SSL
VolP
HTTP Basic Digest
CWMP Inform
. SSL
CN
BAC Cisco 11500 Content Services Switch CSS SSL
Cisco CSS SSL
HTTP
BAC Cisco CSS ClientCert-Subject-CN
BAC SSL
SSL HTTP Basic Digest
BAC no-device DPE
BAC DPE BAC DPE  Inform
SSL DPE BAC
CLlI DPE
SSL
Y
DPE CLI CWMP HTTP

Cisco Broadband Access Center DPE CLI Reference, Release 3.0

H Cisco Broadband Access Center for Cable
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BAC
DPE SSL
X.509
DPE 2 cacerts
cacerts DPE
DPE
DPE SSL cacerts
cacerts
BPR_HOME/jre/lib/security BAC
cacerts
cacerts
DPE SSL
1
BPR_HOME/dpe/conf
SSL  DPE DPE
DPE DPE
ACS FQDN URL
TR-069 ACS URL
CN
Y
DPE servercerts
CWMP
SSL
ACS
P.13-4 keytool DPE ACS
SSL
Cisco Broadband Access Center for Cable
[ oL-8640-01-J .m



13 CWMP |

Wl ssL
BAC SSL
1 ACS
cacerts
2 CPE CPE
CPE cacerts
P.13-4 keytool DPE
3 DPE CLI DPE
P.13-13 DPE
4 DPECLI CWMP HTTP SSL
P.13-13 DPE
Y
CLI dpe reload
letc/init.d/bprAgent
restart dpe DPE P.9-2
BAC
keytool DPE
BAC keytool cacerts
keytool DPE
keytool BAC
/opt/CSCObac/jre/bin/keytool DPE keytool
Y
keytool BAC
keytool
1 keytool
p.13-7
2 CSR P.13-9
Cisco Broadband Access Center for Cable
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DPE

SSL
3 CSR P.13-9
4 cacerts P.13-10 cacerts
5 P.13-10
6 DPE  BPR_HOME/dpe/conf
7 CLI DPE 1
P.13-4 SSL
8 CLlI dpe reload
[etc/init.d/bprAgent restart dpe DPE P.9-2
BAC
Y
cacerts
P.13-10 cacerts
PCKS#12
keystore import-pkcs12
1 keystore import-pkcs12 SSL DPE

keystore import-pkcsl2 keystore-filename pkcsl2-filename keystore-password

key-password

export-password export-key-password

e keystore-filename

Y

e pkcsl2-filename

Cisco Broadband Access Center for Cable

PKCS#12
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W ssL

* keystore-password

e key-password DPE
6 30

e export-password PKCS#12

» export-key-password PKCS#12

dpe# keystore import-pkcsl2 example.keystore
changeme

o

% Reading alias [1]

% Reading alias [1]: key with format [PKCS8]
% Reading alias [1l]: cert type [X.509]

% Created JKS keystore: example.keystore

% OK

2 BPR_HOME/dpe/conf

3 CLl DPE
P.13-4 SSL

4 CLI dpe reload
[etc/init.d/bprAgent restart dpe
BAC

Keytool

keytool
keytool

13-1  Keytool

30

30

example.pkcsl2 changeme changeme changeme

algorithm [RSA]

DPE p.9-2

DPE 13-1

-alias alias

keytool

-dname dname

X.500

-file csr_file

CSR

-file cert_file

-keyalg keyalg

DSA
RSA

H Cisco Broadband Access Center for Cable
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13-1 Keytool

SSL

-keysize keysize

64

-keypass keypass

-keystore keystore

-noprompt

-provider provider_class_name

-rfc

MD5

-storepass storepass

-sigalg sigalg

-storetype storetype

-trustcacerts

-V

MD5

-validity valDays

90

keytool

Sun Microsystems

keytool -genkey
X.509

BAC 1

Cisco Broadband Access Center for Cable
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W ssL

13-1 Keytool -genkey

train-1.keystore
servercerts BAC

dpe# ./keytool -keystore train-l.keystore -alias train-1 -genkey -keyalg RSA

Enter keystore password: changeme
What is your first and last name?

[Unknown]: train-1.bac.test

What is the name of your organizational unit?
[Unknown]: BAC Training

What is the name of your organization?
[Unknown]: Acme Device, Inc.

What is the name of your City or Locality?
[Unknown]: Boxborough

What is the name of your State or Province?
[Unknown]: MA

What is the two-letter country code for this unit?
[Unknown]: US

Is CN=train-1.bac.test, OU=BAC Training, O="Acme Device, Inc.

C=US correct?
[no]l: vyes

Enter key password for <train-1>
(RETURN if same as keystore password) :

", L=Boxborough, ST=MA,

CN train-1.bac.test ACS URL FQDN

TR-069
URL

keytool -list
-list  -v
keytool -list

13-2  Keytool -list

# ./keytool -keystore train-1l.keystore -list -v
Enter keystore password: changeme

Keystore type: jks
Keystore provider: SUN

Your keystore contains 1 entry

Alias name: train-1

Creation date: Nov 8, 2005

Entry type: keyEntry

Certificate chain length: 1

Certificate[l]:

Owner: CN=train-1.bac.test, OU=BAC Training, O="Acme Device,
ST=MA, C=US

Issuer: CN=train-1l.bac.test, OU=BAC Training, O="Acme Device,

ST=MA, C=US
Serial number: 43714f22

CN

Inc.", L=Boxborough,

Inc.", L=Boxborough,

Valid from: Tue Nov 08 20:21:38 EST 2005 until: Mon Feb 06 20:21:38 EST 2006

Certificate fingerprints:

MD5: CF:D4:CB:D1:20:6F:8C:12:ED:EA:2F:21:53:57:E5:1D
SHALl: DD:AE:96:02:71:55:F8:1F:14:4F:D7:64:9C:FE:91:DE:65:C9:BB:49

H Cisco Broadband Access Center for Cable
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SSL ||
X.509

DPE ACS CPE

TLS bad CA
CPE
Y

SSL
1 ACS

keytool -certreq CSR

PKCS#10 CRS

13-3 Keytool -certreq

alias train-1

train-1.csr

dpe# ./keytool -keystore train-l.keystore -alias train-1 -certreq -file train-l.csr
Enter keystore password: changeme

CSR

keytool -printcert

-file cert_file

13-4  Keytool -printcert
train-1.crt

dpe# ./keytool -printcert -file train-1l.crt

Owner: CN=train-1.bac.test, OU=BAC Training, O="Acme Device, Inc.", ST=MA, C=US
Issuer: EMAILADDRESS=linksys-certadmin@cisco.com, CN=Acme Device Provisioning Root
Authority 1, OU=Acme Device Certificate Authority, O="Acme Device, Inc.", L=Irvine,

ST=California, C=US
Serial number: 1
Valid from: Tue Nov 08 12:40:28 EST 2005 until: Thu Nov 08 12:40:28 EST 2007
Certificate fingerprints:
MD5: 25:8E:98:C5:5C:23:5C:A0:4D:51:CF:2A:AA:2A:FC:42
SHAl: 05:Cl:2D:C6:94:78:D1:40:88:6A:55:67:43:27:68:D3:AC:43:C6:A5

keytool X.509v1 v2 v3 PKCS#7
RFC
1421 Base64

[ oL-8640-01-J
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W ssL

cacerts

cacerts
keytool

BAC cacerts
cacerts keytool
cacerts changeit cacerts
BPR_HOME/jre/lib/security
cacerts DPE

13-5 Keytool -import

# ./keytool -import -alias DeviceProvRoot -file rootCA4.crt -keystore
/opt/CSCObac/jre/lib/security/cacerts
Enter keystore password: changeit
Owner: EMAILADDRESS=linksys-certadmin@cisco.com, CN=Acme Device Provisioning Root
Authority 1, OU=Acme Device Certificate Authority, O="Acme Device, Inc.", L=Irvine,
ST=California, C=US
Issuer: EMAILADDRESS=linksys-certadmin@cisco.com, CN=Acme Device Provisioning Root
Authority 1, OU=Acme Device Certificate Authority, O="Acme Device, Inc.", L=Irvine,
ST=California, C=US
Serial number: 8bcbc07a0768cleb78e6c5c93c0c2f£0
Valid from: Fri Jul 01 21:22:12 EDT 2005 until: Mon Jun 29 21:22:12 EDT 2015
Certificate fingerprints:

MD5: C4:D4:09:6A:60:34:A0:00:96:4F:4D:47:23:86:8C:FA

SHAl: B0:CC:6D:CD:BB:62:1B:A1:15:D3:2D:68:7E:D0:4A:0C:91:C2:A5:FD
Trust this certificate? [no]: vyes
Certificate was added to keystore.

keytool X.509 vl v2 v3 PKCS#7
RFC 1421 Base64
cacerts DPE
cacerts -import
-trustcacerts

Cisco Broadband Access Center for Cable
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SSL | |

13-6  Keytool -import

dpe# ./keytool -import -trustcacerts -file train-l.crt -keystore train-1.keystore
-alias train-1

Enter key password: changeme?2

Enter keystore password: changeme

Certificate reply was installed in keystore.

Certificate was added to keystore.

DPE keytool -printcert
P.13-9
-printcert

DPE

cacerts CPE
DPE

13-7 Keytool -import

# ./keytool -import -alias DeviceClientRoot -file rootCA3.crt -keystore
/opt/CSCObac/jre/lib/security/cacerts
Enter keystore password: changeit
Owner: EMAILADDRESS=linksys-certadmin@cisco.com, CN=Acme Device Client Root Authority
1, OU=Acme Device Certificate Authority, O=Acme Device LLC., L=Irvine, ST=California,
C=USs
Issuer: EMAILADDRESS=linksys-certadmin@cisco.com, CN=Acme Device Client Root Authority
1, OU=Acme Device Certificate Authority, O=Acme Device LLC., L=Irvine, ST=California,
C=USs
Serial number: d07d8a7badba7cb6446998blea89879f
Valid from: Fri Jul 01 21:19:50 EDT 2005 until: Mon Jun 29 21:19:50 EDT 2015
Certificate fingerprints:

MD5: 40:B0:40:49:37:3A:51:1F:0D:78:B6:B3:E2:2C:1A:E8

SHAl: 96:F5:84:71:84:CC:0A:A2:1E:7B:44:A2:B6:F5:B7:3D:C4:9F:81:3B
Trust this certificate? [no]: vyes
Certificate was added to keystore

pP.13-10 cacerts

1
DPE
DPE BPR_HOME/dpe/conf
13-8 DPE

dpe# cp train-1l1l.keystore /opt/CSCObac/dpe/conf

Cisco Broadband Access Center for Cable
[ oL-8640-01-J .m
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W ssL

DPE CLI DPE

cacerts DPE

P.13-13 DPE DPE
Cisco Broadband Access Center DPE CLI Reference, Release 3.0

Cisco Broadband Access Center for Cable
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DPE | |

DPE

DPE SSL

DPE DPE CLI Cisco Broadband
Access Center DPE CLI Reference, Release 3.0

DPE 2 CWMP 2 HTTP

1 CWMP 1 HTTP
SSL 2 SSL

13-2 CWMP HTTP

13-2 CWMP

CWMP HTTP

Digest Digest Digest Digest
7547 7548 7549 7550

SSL

DPE SSL
SssL

1 HTTP Basic Digest
HTTP

2 SSL

3 DPE

5 SSL

6 CWMP HTTP

7 1 1 CWMP

HTTP

8 dpe reload DPE

Cisco Broadband Access Center for Cable
[ oL-8640-01-J .m
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W DPE

CWMP SSL

dpe#
% OK

dpe#
% OK

dpe#
% OK

dpe#
% OK

dpe#
% OK

]

dpe#
% OK

dpe#
% OK

dpe#

CWMP 1 SSL
Basic HTTP
SSL

service cwmp 2 client-auth basic

(Basic authentication was enabled. Digest authentication was disabled. Requires
DPE restart "> dpe reload")

service cwmp 2 port 7548
(Requires DPE restart "> dpe reload")

service cwmp 2 ssl enable true
(Requires DPE restart "> dpe reload")

service cwmp 2 ssl keystore train-1l.keystore changeme changeme2
(Requires DPE restart "> dpe reload")

service cwmp 2 ssl client-auth client-cert-unique
(Requires DPE restart "> dpe reload")

service cwmp 1 enabled false
(Requires DPE restart "> dpe reload")

service cwmp 2 enable true
(Requires DPE restart "> dpe reload")

dpe reload

Process dpe has been restarted.

CWMP 2 SSL

DPE  BPR_HOME/dpe/conf

train-1.keystore

H Cisco Broadband Access Center for Cable
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DPE ||
HTTP SSL
HTTP 1 SSL
dpe# service http 2 client-auth none
% OK (Requires DPE restart "> dpe reload")
dpe# service http 2 port 7550
% OK (Requires DPE restart "> dpe reload")
dpe# service http 2 ssl enable true
% OK (Requires DPE restart "> dpe reload")
dpe# service http 2 ssl keystore train-1l.keystore changeme changeme2
% OK (Requires DPE restart "> dpe reload")
dpe# service http 2 ssl client-auth none
% OK (Requires DPE restart "> dpe reload")
dpe# service http 1 enable false
% OK (Requires DPE restart "> dpe reload")
dpe# service http 2 enable true
% OK (Requires DPE restart "> dpe reload")
dpe# dpe reload
Process dpe has been restarted.
% OK
S
Cisco Broadband Access Center DPE CLI Reference, Release 3.0
CPE
e HTTP Basic Digest
e SSL HTTP
. SSL
ID ID DPE
ID BAC RDU
HTTP
1D ID
CN Cisco CSS 15000
CN HTTP
DPE

Cisco Broadband Access Center for Cable
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W DPE

BAC Inform
ID
DPE DPE CLI
BAC CPE DPE HTTP
Basic Digest 2
Y
Digest

Basic

DPE CLI Basic Digest

# service {cwmp | http} num client-auth mode

® num 1 2

e mode

basic Basic HTTP
digest Digest HTTP
none Basic Digest

Cisco Broadband Access Center DPE CLI Reference, Release 3.0

BAC IPDeviceKeys.CPE_PASSWORD
CPE HTTP
Basic
Digest
e API IPDeviceKeys.CPE_PASSWORD
o Devices > Add Device Modify Device

CPE Password

RDU DPE CPE

SSL CPE

Cisco Broadband Access Center for Cable
m. OL-8640-01-J |
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DPE | |
BAC
BAC
BAC
BAC
BAC
BAC
13-1 BAC
BAC
BAC
13-1
API RDU DPE FINAR

ISR —REE ———>|
D — R (3

NRAT—REEDEGHT —>

«——— vl ar ML

INAT—REE ———>

< EEFH/INRAT—F

—— FHLWARRT—FDERE —>

158265

RDU
DPE
BAC
SetParameterValues RPC DPE RDU
RDU
BAC
password newpassword
BAC
n3wpa550d BAC
password n3wpa550d
BAC

Cisco Broadband Access Center for Cable
[ oL-8640-01-J .m
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W DPE

RDU password
passwrod
S
BAC
1 Devices > Manage Devices Identifier
2 Modify Device CPE Password
3 Submit
4 Modify Device
5 Submit
RDU
DPE
. CPE CPE SSL
] CPE SSL
HTTP
HTTP
DPE CLI

# service {cvwmp | http} num ssl client-auth mode

® num 1 2 SSL

Cisco Broadband Access Center for Cable
m. OL-8640-01-J |
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DPE ||
* mode BAC
client-cert-generic
client-cert-unique
none
SSL DPE DPE
SSL
SSL CSS 11500 DPE
HTTP Basic Digest
HTTP
TCP
cookie
CSS P.12-18 Cisco CSS
BAC
BAC CWMP HTTP
DPE CLI
BAC CPE DPE Basic Digest HTTP
HTTP Digest
CPE CPE HTTP
CPE CPE CPE
HTTP DPE
13-3 BAC DPE CLI

Cisco Broadband Access Center DPE
CLI Reference, Release 3.0

Cisco Broadband Access Center for Cable
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W DPE

13-3 BAC
HTTP
Basic Digest HTTP service {cwmp | http} num client-auth {basic | digest}
HTTP service {cwmp | http} num client-auth none
Y
HTTP
Inform
SSL
SSL HTTP Basic Digest [service {cwmp | http} num client-auth {basic | digest}
service {cwmp | http} num ssl client-auth none
service {cwmp | http} num client-auth {basic | digest}
SSL HTTP Basic Digest . . . .
service {cwmp | http} num ssl client-auth client-cert-unique

HTTP Basic Digest
DPE
CN
ID

service {cwmp | http} num client-auth {basic | digest}

SSL HTTP Basic Digest . . . .
service {cwmp | http} num ssl client-auth client-cert-generic

HTTP Basic Digest service {cwmp| http} num client-auth {basic | digest}

Cisco CSS 11500 . . .
service {cwmp | http} num ssl client-auth client-cert-css-ext

N
— ID Cisco CSS
HTTP DPE
Cisco CSS 11500 service {cwmp | http} num ssl client-auth client-cert-css-ext
service {cwmp | http} num client-auth none
service {cwmp | http} num ssl client-auth none
A Y

DPE  CWMP Inform

Cisco Broadband Access Center for Cable
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DPE ||
13-3 BAC
HTTP service {cwmp | http} num client-auth none
CPE . . . .
ssL service {cwmp | http} num ssl client-auth client-cert-unique
HTTP service {cwmp | http} num client-auth none
ssL service {cwmp | http} num ssl client-auth client-cert-generic
N
HTTP
DPE  CWMP Inform
HTTP service {cwmp | http} num client-auth none

Cisco CSS 11500 . . .
service {cwmp | http} num ssl client-auth client-cert-css-ext

Cisco Broadband Access Center for Cable
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W DPE

Cisco Broadband Access Center for Cable
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CHAPTER

CWMP

Broadband Access Center BAC
CPE WAN Management Protocol CWMP

. P.14-1
o P.14-3
. P.14-6
CWMP Remote Procedure Call RPC;
BAC
API BAC
IPDevice.performOperation() API
API Javadoc
API
Y
BAC BPR_HOME/rdu/samples

e cwmp *parameter-list.xml
e provapi API

CwmpDiagnosticimmediate.java ~ CwmpDiagnosticOnConnect.java

Cisco Broadband Access Center for Cable
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14-1 BAC

14-1 BAC

CreateObjectInstance

DeleteObjectInstance

Download

FactoryReset
Reboot
GetParamAittributes

GetParamNames

GetParamValues
GetRPCMethods RPC
SetParamAttributes Notification  Access List

SetParamValues

ChangeProvGroup

GenerateConfig
PassThrough SOAP

RemoveOperation

RequestConnection

Cisco Broadband Access Center for Cable
m. OL-8640-01-J |
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||
BAC 2
[ ]
[ ]
DPE 1
CWMP 1
API
60
Y
BAC
pP.12-3
14-1
14-1
API RDU DPE FTINR
EERE ————>
BNEFIRME —————>
BmER ————>
BmER —————>
——— tyi 3 DL
BIEOET ——>
«—— BEHER
«—— BEHR
«— BRIEHER
Cisco Broadband Access Center for Cable
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performOperation() API RDU
DPE RDU
DPE DPE
DPE DPE
DPE RDU RDU
API
CWMP
Inform RPC
DPE
RDU AsyncOperationEvent DPE
DPE
14-2
14-2
API RDU DPE TIRAR

EERE ———>

BERRHEE —— >

«— BREREP

«——— tyiar O

BIEDERT —— >

DE— (F

I J—— L (3 S

«— RHERR

EGFRHEEDHIBR ——>

158274

API IPDeviceOperation API
AsyncOperationEvent performOperation() API
RDU DPE
DPE RDU BatchStatus
API

DPE

Cisco Broadband Access Center for Cable
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||
DPE DPE
RDU RDU
API AsyncOperationEvent
)
BAC
InternetGatewayDevice.ManagementServer.PeriodicinformEnable  false
true
false
Inform TR-069 Event
Code Inform Event Code
Event Code
1 Inform Event Code 6 CONNECTION REQUEST

Autoconfiguration Server ACS;

Cisco Broadband Access Center for Cable

Inform

[ oL-8640-01-J
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CWMP RDU
U APl IpPDeviceKeys.HOME_PROV_GROUP
. Devices Home Provisioning Group
L]
PG1
PG2
L]
BAC BAC
PG1 BAC PG2
S
DPE RDU
DPE DPE
ACS URL BAC
14-3 IPDevice.performOperation() API ChangeProvGroup

Cisco Broadband Access Center for Cable
m. OL-8640-01-J |



| 14 cwmP
||
14-3
API RDU DPE (&L PG) DPE (¥iLL\ PG) FTINAR
+— ChangeProvGroup —>»
— ChangeProvGroup —>
BIEREH —> €« tyial O
ACSURL DZEE ——>
< EEFHIOED |
a= g g—7
TNRARBROEGSE —————>
TN RHIB&
DEH 8
ChangeProvGroup RDU
DPE
BAC DPE
DPE URL  SetParameterValues RPC
ACS URL P.3-8
ACS URL
URL URL DPE
URL
A

URL URL
RDU RDU

DPE

DPE
Cisco Broadband Access Center for Cable
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BAC
API IPDevice.changeProperties () API
IPDeviceKeys.HOME_PROV_GROUP
API Javadoc
BAC
1 Devices
2 Manage Devices Identifier
3 Modify Device Home Provisioning Group
4  Submit

Cisco Broadband Access Center for Cable
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Broadband Access Center BAC

o p.15-2
o p.15-3
o P.15-6
P.16-1
Device Provisioning Engine DPE

CLI Cisco Broadband Access Center DPE CLI
Reference, Release 3.0

[ oL-8640-01-J
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adminui.properties

# etc/init.d/bprAgent tomcat start

# etc/init.d/bprAgent tomcat stop

adminui.properties
BAC BPR_HOME/rdu/conf
adminui.properties

e /adminui/port RDU
49187

e /adminui/fgdn RDU
FQDN bac_test ACME.COM

e /adminui/maxReturned 1000

e /adminui/pageSize 1 25 50
75 25

e /adminui/refresh

e /adminui/extensions BAC
BAC

e /adminui/maxFileSize BAC
10 MB

e /adminui/refreshRate
90 fadminu/refresh

e /adminui/timeout
300

e /adminui/noOfLines rdu.log dpe.log
250

e /adminui/noOfFiles

Cisco Broadband Access Center for Cable
m. OL-8640-01-J |



15-1 adminui.properties

/adminui/port=49187
/adminui/fgdn=doc.cisco.com
/adminui /maxReturned=1000
/adminui/pageSize=25
/adminui/refresh=disabled
/adminui/extensions=enabled
/adminui/maxFileSize=10000000
/adminui/refreshRate=90
/adminui/timeout=300
/adminui/noOfLines=250
/adminui/noOfFiles=1

BAC

P.16-2

Web

15-1 BAC

15-1

URL

Windows 2000 Service Pack 2

Internet Explorer 6.0

Windows 2000 Windows XP  Solaris Linux Mozilla 1.7.3
http://machine_name/
* machine_name Regional Distribution Unit RDU

N

HTTP over SSL HTTPS

https://machine_name/

e HTTP over TCP 80
e HTTP over SSL 443

Cisco Broadband Access Center for Cable
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15-1

15-1

Cisco Broadband Access Center

rrmhy w0 B ard bl e e e preshecd sl rlaty. b agsraey o U L e s grarreg s b apte preducks s ba e o &1
TS, - BATEMTL AT, T & M yee mopare bordba ciuriasus plasis mmries ca by serderoy o G gopesfiacs e =
41

3 admin changeme

a. Change Password

¢

RDU FQDN  User Login

4 Login Main Menu 15-2

BAC

pP.17-1 Broadband Access Center

Cisco Broadband Access Center for Cable

0L-8640-01-J |



15-2 Main Menu
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BAC

Logout

OK

User Login 15-1

[ oL-8640-01-J
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BAC
15-2

15-2

e View Details

e Operations

ﬁ Delete

— Export

. P.16-1
e Broadband Access Center pP.17-1

Cisco Broadband Access Center for Cable
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Broadband Access Center BAC

BAC
. p.16-2
o P.16-5
o P.16-20
. P.16-24

2

pP.17-1 Broadband Access Center

Cisco Broadband Access Center for Cable
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BAC

BAC

BAC / 3

BAC 1

BAC

Cisco Broadband Access Center for Cable
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BAC 1

1  Main Menu Users

2 Manage Users 16-1 Add Add User

16-1 Manage Users

Broadband Access Center

Canflpnelies | [pdoes

11] Munags Users
Lhum thel aga b i |Rid, eroadfy o dEate) e

]

e AsimsTnga Aoz x
a8 | Test Fodsd Wesnn i ] E
[Fe—rT— H

3
4
/ P.16-2
5
6 Submit

Manage Users

A

Cisco Broadband Access Center for Cable
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1 Main Menu Users

2 Manage User Modify User
3

4  Submit

Manage Users

Manage Users admin
1 Main Menu Users
2 Manage User Delete i |
3 Delete User OK

Manage Users

Cisco Broadband Access Center for Cable
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TR-069 Devices
. P.16-6
e RDU
P.16-12
P.16-13
. P.16-9
. P.16-13
. P.16-14
. P.8-10
. IP PING
P.16-16

Manage Devices

Manage Devices Main Menu
16-2

Devices

16-2 Manage Devices

L e

Broadband Access Canter

el aet i m Grweps | Sererrs | daen

| Manage Devices

§ ik T, el 40 Ao e i Ve 16 i Tl i i) i D e o b
+1

Snaich Typs

L S it Lo L
r fa=e | Loy =] =1
I eernp 81 T & &
r [ ar o L ik [

How " agen- |

[ oL-8640-01-J
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BAC

Manage Devices Search Type

Manage Devices 2

Search Type

e Device Identifier Search ID
ID
1
* FQDN Search Fully Qualified Domain Name FQDN;
e Group Search
e Owner ID search ID
ID
* Registered Class of Service Search

e Related Class of Service Search

e Selected Class of Service Search RDU

BAC 16-1

16-1

Device ldentifier Search ID
* ID

ID 0010BF-ZAAQ001A00001
0010BF-* *-ZAA001A00001

FQDN Search FQDN *
FQDN

FODN  IGW-1234.ACME.COM

e *acme.com

e *com

° *

Cisco Broadband Access Center for Cable
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16-1

Group Search

Group Name (Group Type)

* 1D

Owner ID Search

Owner ID

ID

Registered Class of Service Search |Class of Service (Type)

Related Class of Service Search

Class of Service (Type)

Selected Class of Service Search

Class of Service (Type)

Page Size 1
25 50 75
1
1,000 1 75
BPR_HOME/rdu/conf/adminui.properties
/adminui/maxReturned bprAgent restart tomcat [etc/init.d/
BAC Tomcat
Add
Add RDU
P.16-12
Delete
Delete RDU
P.16-13
Regenerate
Regenerate

Cisco Broadband Access Center for Cable
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Relate

Relate API

Unrelate

Unrelate

Identifier

Device Type
CWMP

Details

P.16-9

Operations

P.16-16

Cisco Broadband Access Center for Cable
m. OL-8640-01-J |



16

View Details &a
Device Details 16-3 Device Details

16-3 Device Details

i Eriniwi | Device Details
l:ll“l‘ﬂl.’#ll-ﬂ-ﬂﬂ.ﬂl o s e & b
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16-3 16-2
16-2 Device Details
Device Details
Device Type
DevicelD ID
FQODN
IGW-1234. ACME.COM
Host Name FQDN IGW-1234
Domain Name
FQODN ACME.COM

[ oL-8640-01-J
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16-2 Device Details

Provisioning Group

Home Provisioning Group

CPE Password BAC
Customer Premises
Equipment CPE; HTTP
*
Connection Request User Name BAC CPE
Connection Request Password BAC CPE
Device Properties
Registered Class of Service
Selected Class of Service
Owner Identifier ID
CPE Configuration Revision
ParameterKey
CPE Firmware Rule Revision CPE
Related Group Name (Group Type)
P.16-20

Troubleshooting CPE

Y

View Troubleshooting Log

View Device History Details CPE

Discovered Parameters

Y

P.4-5 CPE

H Cisco Broadband Access Center for Cable
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16-2 Device Details

Has Routable IP Address

IP Inform
CPE WAN IP
Inform.Deviceld.Manufacturer Inform CPE
Inform.Deviceld.ManufacturerOUI Inform CPE
Inform.Deviceld.ProductClass SerialNumber
Inform
InternetGatewayDevice.Devicelnfo. |CPE
HardwareVersion
InternetGatewayDevice.Devicelnfo. |CPE
ModelName
InternetGatewayDevice.Devicelnfo. |CPE
SoftwareVersion
InternetGatewayDevice. Inform
ManagementServer.ParameterKey ParameterKey DPE
ParameterKey
Faulty Device List
N
P.8-7
Last Fault Time
Location
Fault Description
Devices RDU

* RDU

Reboot

Request Connection
Factory Reset
Display Live Data

Cisco Broadband Access Center for Cable
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Ping Diagnostic
Force Firmware Upgrade
Force Configuration Synchronization

P.16-16
1 Manage Devices Add
2 Add Device
3
¢ Property Name
e Property Value
Add
4 Submit Reset
1 Manage Devices Identifier
2 Modify Device Add
Delete
3 Submit Reset

Cisco Broadband Access Center for Cable
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s

p.10-8

1 Manage Devices

3 Delete

RDU

1 Manage Devices

3 Device Details

Device History Details

View Details

View Device History Details  View Details

Regenerate

API
DPE

Cisco Broadband Access Center for Cable
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* API

e DPE RDU

BAC

generationConfiguration ()

DPE DPE
DPE
S
1

1 Manage Devices

2 ID Relate

3 Relate Device to Group(s) Group Type

Y
Group Control Shift

Cisco Broadband Access Center for Cable
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4 Submit
Manage Devices
View Details Device Details Related Group
Name (Group Type)
o 1
1 Manage Devices
2 ID Unrelate
3 Unrelate Device from Group
o Group Control Shift
4 Submit
Manage Devices
1 Manage Devices Search Type Group Search
2 Group Name (Group Type) Device ldentifier Group Name
(Group Type)
3 Device Identifier ID *

Cisco Broadband Access Center for Cable
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4 Search

Device Operations

* Reboot
e Request Connection BAC
* Factory Reset

* Display Live Data

* Ping Diagnostic

CWMP

Parameter List File
XML
View Details

BAC

IP PING

e Force Firmware Upgrade

MaintenanceWindow

e Force Configuration Synchronization

Autoconfiguration Server

ACS;

1 Devices > Manage Devices

2 Operations £
3 Device Operations Device Operation Reboot
4 Submit
Cisco Broadband Access Center for Cable
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Devices > Manage Devices

Operations

Device Operations Device Operation

Request Connection

Submit

Devices > Manage Devices
Operations

Device Operations Device Operation
Reset

Submit

Factory

Devices > Manage Devices
Operations

Device Operations Device Operation
Live Data

Device Operations
90

Parameter List File
XML

S

View Details

Display

Configuration > Files

File Type
Search

Parameter List

View Files

Cisco Broadband Access Center for

Cable
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6 Submit

PING
IP PING

1 Devices > Manage Devices

2 Operations
3 Device Operations Device Operation Ping
Diagnostic
4 Device Operations
e Device operation timeout (in seconds) PING
e Name of the hostname to be pinged PING CPE
e Interface CPE PING WAN
e Number of repetitions PING
e Timeout PING
e Data block size PING
e DSCP PING DSCP
5 Submit
MaintenanceWindow
1 Devices > Manage Devices
2 Operations
3 Device Operations Perform Device Operation
Force Firmware Upgrade
4 Submit
Cisco Broadband Access Center for Cable
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DPE

1 Devices > Manage Devices
2 Operations
3 Device Operations Perform Device Operation

Force Configuration Synchronization
4 Submit

DPE
o Configuration >
Defaults > CWMP Defaults Device Operation Timeout

1 Devices > Manage Devices

2 Operations
3 Device Operations Device Operation
4 Device Operation Timeout

90

5 Submit

Cisco Broadband Access Center for Cable
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Main Menu Groups Manage Groups 16-4
Group Type

16-4 Manage Groups

Confsjeratias | [lewicrs

Lhwmr: wdmee Boabe: Acromerisator

1 Groups
2 Manage Groups Add

3 Add Group Type

4 Property Name and Property Name
Property Name Property Value
5 Add
6 Submit
RDU Manage Group Types

Cisco Broadband Access Center for Cable
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1 Groups
2 Manage Groups

3 Modify Group Type Property Name  Property Value
Delete

4 Submit

Manage Groups

1 Groups

2 Manage Groups

Delete i |
3 Delete Group Type OK
Cancel
Manage Groups
1 Manage Groups Group Add
2 Add Group
Group Type

3 Submit

Cisco Broadband Access Center for Cable
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4 Manage Groups

Property Name and Property Value

Property Name Property

Value
5 Add Property Name  Property Value
6 Submit

RDU Manage Groups
1
2 Modify Group Property Name  Property Value
Delete
3 Submit
Manage Group
Manage Groups
Delete
1 Relate Unrelate Relate Group
Unrelate Group

2 Group Type
3 Submit

Manage Groups

Cisco Broadband Access Center for Cable
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1 Manage Groups Search Type Group
2
3 Search
4
Modify Group
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BAC

e Device Provisioning Engine

e Regional Distribution Unit

Device Provisioning Engine

v

P.16-24
P.16-26
P.16-28

Manage Device Provisioning Engines BAC

DPE DPE DPE
16-5

RDU DPE RDU DPE DNS

DPE

16-5 View Device Provisioning Engines Details

Broadband Access Center

Conllguiatdon |

Eoas Swremn | iew Device Pravigianing Engines Details
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16-5 16-3
16-3 View Device Provisioning Engines Details
Device Provisioning Engine Details
Host Name DPE
Port DPE RDU DPE
IP Address DPE IP
Primary Provisioning Group(s) DPE
Provisioning Group Details
Properties DPE
Version DPE
UpTime DPE
State DPE
* Registering
e |Initializing
e Synchronizing
e Populating
e Ready
e Offline
P.2-5 DPE RDU
Y
Offline Uptime
Offline
DPE
Device with Faults DPE
View Details
Log Files
DPE Log File View Details
View Log File Contents dpe.log
Files DPE
Number of Devices DPE CWMP
DPE DPE
CWMP
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16-3 View Device Provisioning Engines Details

CWMP Statistics

N

DPE

Sessions succeeded CWMP
Sessions failed CWMP
File Requests Succeeded

File Requests Failed

Immediate Device Operations
Succeeded

Immediate Device Operations
failed

Manage Provisioning Groups

16-6

16-6 View Provisioning Group Details

Broadband Access Center

Canfiguivies | Oedicen | Gossgs 21000
= Fravizeasing Cravpn
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16-4 View Provisioning Group Details

Provisioning Group Details

Name List Provisioning Groups

Primary Device Provisioning DPE
Engine(s)

Provisioning Group Properties

Discovered ACS URL DPE
DPE URL URL DPE CLI
DPE
RDU DPE
URL
CPE

ACS URL (Overrides BAC
Discovered ACS URL) URL URL
DPE

CPE

Submit

Reset

Cisco Broadband Access Center for Cable
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Regional Distribution Unit

Servers RDU RDU RDU
16-7

16-7 View Regional Distribution Unit Details

Broadband Access Center

Cailfiguisiien | §

Labdd fainmi | iew Fegional Distribution Uink Detais
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16-7 16-5

16-5 View Regional Distribution Unit Details

Regional Distribution Unit Details

Host Name Regional Distribution Unit
Port DPE RDU
49187 RDU
IP Address RDU IP
Properties RDU
Version RDU
UpTime RDU

Cisco Broadband Access Center for Cable
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16-5 View Regional Distribution Unit Details

State RDU
Ready

PACE Statistics
Batches Processed RDU
Batches Succeeded RDU
Batches Dropped RDU
Batches Failed RDU
Average Processing Time RDU
Average Batch Processing Time |RDU
IGS
State

e Idle IGS

e Regeneration IGS

e Waiting Regeneration 1GS

IGS
rdu.log
Requests Processed RDU
Elapsed Time
Devices Regenerated
Regeneration rate
Requests pending
Log Files
RDU Log File View Details
View Log File Contents rdu.log

Audit Log File View Details

View Log File Contents audit.log

Device Statistics

Number of CWMP Devices

RDU
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16-5 View Regional Distribution Unit Details

Device Faults Statistics

Devices with Faults in Last 1 1 RDU DPE
Hour(s)

Devices with Faults in Last 3 3 RDU DPE
Hour(s)

Devices with Faults in Last 12 12 RDU DPE
Hour(s)

Devices with Faults in Last 72 72 RDU  DPE
Hour(s)

H Cisco Broadband Access Center for Cable
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CHAPTER 1 ;

Broadband Access Center

Configuration Broadband Access Center BAC
. p.17-2
. P.17-7
. p.17-8
. P.17-13
. P.17-18
e RDU P.17-20
. pP.17-22
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BAC

17-1 Manage Class of Service

17-1 Manage Class of Service

| Srrman | Bagrs

I dw=o (Rl Ad=ai=ilint e

tinvd Jrivian | Manags Clags of Service

Une Ton page %o meraags |sdd merdfy & dedeie] & ciee of aerece

| e 1"

;M

158 WA

Amnsll Pagen: 1§

17-1 17-1

17-1  Manage Class of Service

Class of Service

Class of Service

CWMP

z

p.17-8

Add
Class of Service

Class of Service

Delete

Cisco Broadband Access Center for Cable
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17-2 Add Class of Service

17-2 Add Class of Service

Class of Service Name and Type

Class of Service Name

Class of Service Type

Configuration Template File

Firmware Rule File

Property Name/Value

Property Name

Property Value
Add Property Name  Property Value
Submit
Reset
1 Configuration
2 Class of Service
3 Add

4 Add Class of Service

Gold-Classic CWMP
Class of Service Name  provisioned-cwmp
CWMP
5 sample-cwmp-config.xml
6 sample-cwmp-firmware-rules.xml
7 Property Name Property Value

Cisco Broadband Access Center for Cable
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/IPDevice/connectionRequestMethod Property Value
Discovered

/IPDevice/connectionRequestMethod ~ API
IPDeviceKeys.CONNECTION_REQUEST_METHOD

Delete
8 Add
9 Submit Reset
Manage Class of Service
Property Name  Property Value
Y
Instruction Generation Service 1GS DPE IGS
IGS View RDU Details
1 Configuration
2 Class of Service
3
4 Modify Class of Service

Property Name
Add

Cisco Broadband Access Center for Cable
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Broadband Access Center

Property Name
Delete

Property Value
5 Submit Submit
6 OK

Manage Class of Service

API

BAC

3 Delete

2

Configuration

Class of Service

]

unprovisioned-cwmp
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4 OK Cancel Manage Class of Service
17-1

The following error(s) occurred while processing your request.
Error: Class Of Service [sample-COS] has devices associated with it, unable to delete

Please correct the error(s) and resubmit your request.

sample-COS

Cisco Broadband Access Center for Cable
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||
RDU
Custom Property Configuration
P.5-14
e Device
e Provisioning Group
¢ Class of Service
e Device Type
[ ]
Group Group Type
1 Configuration
2 Custom Property Manage BAC Custom Properties
[ ]
Manage BAC Custom Properties Add Add Custom Property
Submit Manage

BAC Custom Properties

Manage BAC Custom Properties
Delete

OK
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[ oL-8640-01-J .m



17 Broadband Access Center |
|
Configuration Defaults Regional Distribution Unit RDU
CWMP
1 Main Menu Configuration
2 Defaults
3 Configure Defaults
CWMP
CWMP Defaults 17-2 CWMP

17-2 CWMP Defaults Configure Defaults
inpi Bririan | Sonfigure Defailts
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||
17-2 17-3
17-3 CWMP Defaults Configure Defaults
Configuration Generation
Extension Point
Activation Extension Point
Service Level Extension Point RDU
Default Class of Service
Instruction Generation Service IGS
DPE
Connection Request Method BAC
Disabled

e Discovered

e Use FQDN

e UselP

BAC
URL
Connection Request Path IP URL DPE
URL

Connection Request Port DPE

URL

Device Operation Timeout

Custom Discover Parameters

Custom Firmware Changed
Parameters

Submit

Reset
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RDU

v

RDU Defaults RDU Defaults 17-3
RDU

17-3 RDU Defaults Configure Defaults

Eiden Brisind | Configure Defaults
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Sutea | Tt B
17-3 17-4

17-4 RDU Defaults Configure Defaults

Configuration Extension Point

Device Detection Extension
Point

Publishing Extension Point RDU
RDU

Extension Point Jar File Search 4 Jar
Order

Submit
Reset

RDU P.17-20 RDU
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Systems Defaults System Defaults 17-4

17-4 System Defaults Configure Defaults

erwicrn | Gowupn | Serewvn | Unars
=

Lhumr: admwe Babe: Admaeriieios
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Ssti | Favs | B
17-4 17-5

17-5 System Defaults Configure Defaults

Default Device Type for Device RDU
Detection
* CWMP
¢ None

CWMP None
None
RDU

s

RDU
DPE service
cwmp num allow-unknown-cpe

RDU
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17-5 System Defaults Configure Defaults

Maximum Troubleshooting
Device Count 100

Device History

Immediate Operation History API

On-Connect Operation History | API

Instruction Generation History

Maximum History Entries Per
Device 40

Performance Statistics Collection

P.11-14

Submit
Reset
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BAC CWMP
17-5
e Configuration Template CWMP XML
Notification Access Control
P.5-14
e Firmware File
BAC
P.6-1
e Firmware Rules Template XML
1 P.6-1
e JARFile BAC
e Parameter Dictionary BAC
XML
P.7-1
e Parameter List BAC
XML
Y
17-5 Manage Files Search
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17-5 Manage Files

Broadband Access Center
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17-5 17-6
17-6  Manage Files
File Type
File Type
File Name
Page Size
Search File Type File Name
Add
Delete
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17-6  Manage Files

Files
Files list
Y
View
File Type Configuration Template
Firmware Rules Template Parameter List
Export
RDU
1 Configuration
2 Files
3 View Files Add
4 Add Files File Type
Y
Firmware 2

Firmware Version  Description

5 Source File Name File Name
Browse
10 MB
6 Submit
View Files

Cisco Broadband Access Center for Cable
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1 Configuration

2 Files

3 View Files File Type

4 View Details &a
View File

1 Configuration

2 Files

3

4 Replace File

S

Browse

5 Submit

N

BAC Instruction
Generation Service

DPE

6 OK View Files
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v

Internet Explorer Netscape Navigator
1 Configuration
2 Files
3
4 Export L 5
XML
Export
Export Save Target As
5 BAC
1 Configuration
2 Files
3 Files
4 Search
5 Files 1
6 Delete
PN
Y
P.17-2
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e Permanent

e Evaluation
BAC BAC
Manage License Keys 17-6
BAC CWMP DPE

v

17-6  Manage License Keys

Broadband Access Center
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1 Configuration

2 License Keys

3 Cisco Technical Assistance Center TAC Web
TAC

4 License Key

5 Add/Upgrade
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N RDU
BAC
BAC
o P.17-20
e RDU P.17-20
e RDU pP.17-21
1
2 Jar
3 Jar Jar
Jar
RDU
Jar
1 P.17-15 Jar
AR Browse P.17-20
Jar
File Name
2 Submit
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RDU ||
3 RDU Defaults  Configure Defaults Jar Extension Point
Jar File Search Order
4 Publishing Extension Point
)
Jar BAC RDU
Jar
Jar
5 Submit RDU
6 RDU
RDU
RDU View Regional Distribution Unit Details
Jar

Cisco Broadband Access Center for Cable
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BAC
Manage Publishing
~ BAC
JAR BAC p.17-15
Manage Publishing
1 Configuration
2 Publishing

3 Manage Publishing

RDU
1 Configuration
2 Publishing Manage Publishing
3 Modify Publishing Plug-Ins
Modify Publishing Plug-Ins 17-7
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17-7  Modify Publishing Plug-ins

Plug-In

Server

Port

IP Address IP

User

Password

Confirm Password

4 Server Port IP Address User Password Confirm Password

5 Submit Reset
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Broadband Access Center BAC

e deviceExport.sh p.18-2
e disk_monitor.sh P.18-5

P.9-5 BAC

BPR_HOME

[ oL-8640-01-J
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M deviceExport.sh

deviceExport.sh
BAC

deviceExport.sh BPR_HOME/rdu/bin RDU
Comma Separated Value CSV;

RDU
XML
deviceExport.sh -samplectrl BAC
18-2
Csv Csv

. 1

. UNIX \n

hd i

[ ]

2
"file name"  ""'file name""

. true false

. UTF-8

[ ]

nodel, node2, node3
[ ]
(keyl, datal)(key2, data2)(key3, data3)

[ ]

[ ]

[ ]

18-1 CSV

74:7b:7b:£f0:e7:80,admin, true, 2, "nodel,node2,node3", " (propl,valuel) (prop2,value2)",,,
deviceExport.sh
# ./deviceExport.sh [-help] [-samplectrl] controlfile backupdir outputdir

Cisco Broadband Access Center for Cable
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| 18 BAC

deviceExport.sh

® controlfile

® Dbackupdir

backupDb.sh P.10-6
* outputdir
* help
e samplectrl
XML XML
18-2
18-2

# ./deviceExport.sh -samplectrl
<?xml version='1.0' encoding='utf-8'7?>
<!DOCTYPE CONTROLFILE SYSTEM "device-export-control.dtd">

<!--SAMPLE CONTROL FILE-->
<CONTROLFILE>

<!--Start of field 1list (REQUIRED)

The field list specifies

the device properties that will be exported.

All supported standard fields are listed below. Remove unwanted
fields by deleting the line that contains the field name. Customer
defined properties are not listed but can be added to the list.

<FIELDLIST>
<FIELD>GenericObjectKeys.
.DEVICE_TYPE</FIELD>
<FIELD>DeviceDetailsKeys.
.NODE_DETAILS</FIELD>
<FIELD>DeviceDetailsKeys.
<FIELD>DeviceDetailsKeys.
<FIELD>DeviceDetailsKeys.
<FIELD>DeviceDetailsKeys.
<FIELD>DeviceDetailsKeys.
<FIELD>DeviceDetailsKeys.
<FIELD>DeviceDetailsKeys.
<FIELD>DeviceDetailsKeys.
<FIELD>DeviceDetailsKeys.
<FIELD>DeviceDetailsKeys.
<FIELD>DeviceDetailsKeys.
<FIELD>DeviceDetailsKeys.
<FIELD>DeviceDetailsKeys.
<FIELD>DeviceDetailsKeys.
<FIELD>DeviceDetailsKeys.
<FIELD>DeviceDetailsKeys.
.FIRMWARE_CONFIGURATION_REVISION</FIELD>
<FIELD>DeviceDetailsKeys.
.SOURCE_IP_ADDRESS</FIELD>
<FIELD>DeviceDetailsKeys.
.DEVICE_FAULTS</FIELD>
<FIELD>DeviceDetailsKeys.
<FIELD>DeviceDetailsKeys.
<FIELD>IPDeviceKeys.HOME_

<FIELD>DeviceDetailsKeys

<FIELD>DeviceDetailsKeys

<FIELD>DeviceDetailsKeys
<FIELD>DeviceDetailsKeys

<FIELD>DeviceDetailsKeys

OID_REVISION_NUMBER</FIELD>

OWNER_ID</FIELD>

DEVICE_ID</FIELD>

FQDN</FIELD>

HOST</FIELD>

DOMAIN</FIELD>
IS_IN_REQUIRED_PROV_GROUP</FIELD>
IS_REGISTERED</FIELD>
IS_PROVISIONED</FIELD>
PROV_GROUP</FIELD>
CLASS_OF_SERVICE</FIELD>
CLASS_OF_SERVICE_SELECTED</FIELD>
PROPERTIES</FIELD>
PROPERTIES_DETECTED</FIELD>
PROPERTIES_SELECTED</FIELD>
REASON</FIELD>
EXPLANATION</FIELD>
CONFIGURATION_REVISION</FIELD>

REPORTED_IP_ADDRESS</FIELD>
ROUTABLE_IP_ADDRESS</FIELD>
PENDING_ON_CONNECT_OPERATION_IDS</FIELD>

PASSWORD_IS_PROTECTED</FIELD>
PROV_GROUP</FIELD>

<FIELD>IPDeviceKeys.CPE_PASSWORD</FIELD>
<FIELD>IPDeviceKeys.CONNECTION_REQUEST_USERNAME</FIELD>
<FIELD>IPDeviceKeys.CONNECTION_REQUEST_PASSWORD</FIELD>

</FIELDLIST>
<!--End of field list-->

</CONTROLFILE>

Cisco Broadband Access Center for Cable
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M deviceExport.sh

N

DOCTYPE CONTROLFILE SYSTEM XML device-export-control.dtd .dtd
BPR_HOME/rdu/bin

18-3

# ./deviceExport.sh control.xml rdu-backup-20061227-145538 /data/rduexport
Starting exporting devices...

Using backup database in /tmp/rdu-backup-20061227-145538
Device export finished in 28mlls.

Y

/data/rduexport

BAC
BAC

bac-device-details-yyyyMMdd-HHmmss.csv

yyyyMMdd-HHmmss

Cisco Broadband Access Center for Cable
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disk_monitor.sh | |

disk_monitor.sh

disk_monitor.sh

disk_monitor.sh BBPR_HOME/rdu/sample/tools 1
60 Solaris  syslog
)
disk_monitor.sh BPR_DATA BPR_DBLOG

# ./disk_monitor.sh file system-directory x

* file system-directory

e X
18-4
/var/CSCObpr 80%
# ./disk _monitor.sh /var/CSCObac 80&
80% syslog

Dec 7 8:16:03 perf-u80-1 BPR: [ID 702911 local6.warning] File system /var/bpr usage is
81% (threshold is 80%)

Solaris

Cisco Broadband Access Center for Cable
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Ml disk_monitor.sh
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CHAPTER 19

Broadband Access Center

Broadband Access Center BAC

. p.19-2
. P.19-3
P.19-3
RDU P.19-5
DPE P.19-9
P.19-4
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BAC 19-1
19-1
1. BAC BAC
BAC
P.9-2
2. BAC
RDU RDU P.19-5
DPE DPE P.19-9
3. P.16-24
4, RDU DPE P.16-24
5. syslog syslog
P.11-1
6.
CPU Solaris
7. P.16-13
8. Cisco Broadband Access Center
DPE DPE CLI Reference, 3.0 show
device-config
9.
P.8-10
10. RDU DPE p.8-7
11. RDU DPE RDU
P.19-6
Cisco Broadband Access Center
DPE CLI Reference, 3.0 log
level
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DPE RDU DPE
RDU

TAC

. P.19-3
. P.19-4

. P.19-5

e RDU P.19-5

e RDU P.19-6
e DPE P.19-9

19-1

e Domain Name
e Date and Time

e Facility BAC
e Sub-facility BAC

e Security Level
7 19-2
P.19-4

19-2
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[ |
19-2
6
~
7 1
Cisco TAC
e MsglID
* Message
19-1

Domain Sub- Security
Name Data and Time Facility facility Level Msg ID Message
BAC1: 2006 04 21 07:28:00 EDT: BAC- RDU- 6 0236: BAC Regional Distribution Unit starting up
BACI: 2006 04 21 07:28:00 EDT: BAC- RDU- 6 0566: Initialized API defaults
BAC1: 2006 04 21 07:28:00 EDT: BAC- RDU- 6 0568: Initialized server defaults
BAC1: 2006 04 21 07:28:00 EDT: BAC- RDU- 6 0569: Created default admin user
BAC1: 2006 04 21 07:28:00 EDT: BAC- RDU- 6 0574: Loaded 6 license keys
BAC1: 2006 04 21 07:28:00 EDT: BAC- RDU- 6 0575: Database initialization completed in 471 msec
BAC1: 2006 04 21 07:28:00 EDT: BAC- RDU- 6 0015: Unable to locate manifest file
BACI: 2006 04 21 07:28:00 EDT: BAC- RDU- 6 0280: Command error

RDU DPE RDU

DPE
4
4
6
DPE DPE log level
Cisco Broadband Access Center DPE CLI Reference, Release 3.0
RDU P.19-6 RDU
Cisco Broadband Access Center for Cable
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||
perfstat.log
10 MB API
ServerDefaultsKeys.SERVER_LOG_MAXSIZE
XXX.N.log
e XXX
e N 1 29
rdulog 10 MB rdu.l.log
10 MB rdu.2.log rdu.3.log
rdu.7.log rdu.4.log
rdu.log
perfstat.log perfstat.N.log
N 1 29 perfstat.29.log
perfstat.1.log perfstat.log
BAC 10 RDU DPE
P.19-5 RDU P.19-9 DPE
RDU
RDU 4 BPR_DATA/rdu/logs
* rdu.log RDU
P.19-7 RDU
rdu.log P.19-6 rdu.log
e auditlog BAC
audit.log P.19-6 audit.log
e troubleshooting.log
troubleshooting.log p.8-12

e perfstats.log

pP.11-1 Broadband Access Center

Cisco Broadband Access Center for Cable
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rdu.log

audit.log

RDU

rdu.log

Servers RDU

View Regional Distribution Unit Details

&0

View Log File Contents

RDU Log File

rdu.log

View Details

audit.log

Servers RDU

View Regional Distribution Unit Details

View Log File Contents

Audit Log File

audit.log

View Details

RDU
setLogLevel.sh
19-2

RDU
BPR_HOME/rdu/bin

RDU

setLogLevel.sh

RDU

H Cisco Broadband Access Center for Cable

0L-8640-01-J |
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RDU
RDU admin RDU changeme RDU
RDU
setLogLevel.sh [0..6] [-help] [-show] [-default] [-debug]
e -[0.6] 19-2
* -help
e -show RDU
e -default RDU 5
e -debug RDU
Y
e RDU p.19-7
e RDU P.19-8
RDU
RDU setLogLevel.sh 4

RDU

1 BPR_HOME/rdu/bin

2 RDU

setLogLevel.sh 4

Please type RDU username:

3 RDU admin

Please type RDU username: admin

Cisco Broadband Access Center for Cable
[ oL-8640-01-J .m
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|
Please type RDU password:
4 RDU
changeme
Please type RDU password: changeme
5
4
RDU Log level was changed from 5 (notification) to 4 (warning).
RDU

RDU

RDU

1 BPR_HOME/rdu/bin

setLogLevel.sh -show

2
Please
3 RDU
Please
Please
4 RDU
Please

type

type

type

type

The logging

All tracing

RDU username:

admin Enter

RDU username: admin

RDU password:

changeme Enter

RDU password: changeme

is currently set at level:

is currently disabled.

4

(warning)

H Cisco Broadband Access Center for Cable

0L-8640-01-J |
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DPE
DPE BPR_DATA/dpe/logs
e dpe.log
DPE rdu.log
e perfstats.log
p.11-1 Broadband Access Center
dpe.log
dpe.log DPE CLI
show log

Cisco Broadband Access Center DPE CLI Reference, Release 3.0

BAC DPE

1 Servers > DPEs

2 DPE
3 View Device Provisioning Engines Details dpe.log
Log Files DPE Log File  View Details

Cisco Broadband Access Center for Cable
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API

B

Broadband Access
Center BAC

C

CPE WAN
Management Protocol
CWMP

BAC

DSL Forum  TR-069

GLOSSARY

Application programming interface

CWMP TR-069

D
Device Provisioning DPE CWMP
Engine DPE RDU BAC
H
HTTPS Secure Sockets Layer Transport Layer Security
|
IP IP 32
R
Regional Distribution ~ RDU  BAC
Unit RDU API BAC
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S
Secure Sockets Layer SSL 2
SSL 1 1
SSL URL http:
BAC3.0 SSLv3
Transport Layer Security
T
Transport Layer /
Security TLS BAC3.0 TLSv1
Secure Sockets Layer
TR-069 CPE WAN Management Protocol CWMP CPE
\'
Voice over IP VoIP IP FAX
syslog SNMP
SSL
RDU JRun SNMP
RDU
FQDN cisco
FQDN FQDN

https:

BAC

QoS

WWW.CiSC0.com
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Glossary M

CPE

BAC ACS BAC
ACS DPE

XML

IP NAT
NAT

NTP
NTP

4 kHz LAN
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B Giossary

API
BAC

DPE

RDU DPE
DPE CPE
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A RDU
17-20
ACS 17-20
URL 3-8 17-21
URL 2-7 17-7
API 17-5
17-4
B 17-3
12-3
BAC 12-7
12-7
16-22 12-4
16-22 discovered 12-5
16-22 use FQDN 12-5
16-23 use IP 12-5,12-6
16-21
12-8
DPE 16-24 12-9
RDU 16-28
16-26 8-4
8-5
16-14 8-5
16-7
16-13 CWMP 17-8
16-12 RDU 17-10
16-9 17-11
16-11 17-8
16-12
16-13 17-17
17-17
16-4 17-16
16-4 17-15
16-3 17-16
BAC
CWMP 17-22
DPE 12-2 17-22
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17-18 — 17-19 DPE 12-2
17-19 SSL 13-4
17-19
13-3
13-2
c 12-3
Cisco 11500 Content Services Switch 12-1
Cisco CSS 12-7
Cisco CSS 12-14 12-4
CPE discovered 12-5
use FQDN 12-5
CPE 4-5 use IP 12-5, 12-6
4-5
4-1 12-8
4-7 12-10
4-9 12-9
Preregistered 4-9 13-2
Unregistered 4-9
13-15 D
13-19
13-16 Discovered 12-5
13-18 DPE Device Provisioning Engine
13-19 dpe.log 19-9
RDU 2-5
4-13 SSL
4-13 CWMP 13-14
4-13 HTTP 13-15
4-14 13-13
4-6 13-13
CWMP 13-15
1-4 13-13
13-19
CWMP 11-3
DPE keytool 13-4 keytool 13-4
keytool 13-6
13-5
13-5
13-11
13-11 13-7
13-7 13-8
13-8 13-9
13-9 cacerts
cacerts 13-10
13-10
13-9 13-10
13-10 CWMP 3-5
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HTTP 3-7 11-2
9-4
17-20
3-2 17-20
11-12 17-21
2-6 3-3
2-4
1 3-1
8-7 — 8-9 11-12
11-14 16-28
runStatAnalyzer.sh 11-15 2-4
DPE 16-24 8-7 — 8-9
12-2 11-14
2-5 runStatAnalyzer.sh 11-15
19-6 — 19-8
Cisco CSS 12-14 — 12-21 19-8
DNS 12-12 19-7
19-7
12-12
S
F
Secure Sockets Layer
FQDN SSL
Use FQDN 12-5 SNMP
2 MIB 11-5
snmpAgentCfgUtil.sh
G 11-8
11-8
GUI 11-7
11-10
11-10
I 11-9
P 11-9
Use IP 12-6 11-7
1 11-6
11-9
11-10
N 2-8
SSL
NAT 3 13-4, 13-13
CWMP 13-14
R DPE keytool 13-6
DPE keytool 13-4 — 13-12
RDU Regional Distribution Unit HTTP 13-15
DPE 2-5 2
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TLS
SSL
2
TR-069 2
Transport Layer Security
TLS
\Y
VolP 2
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2-8
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2-3
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2-2
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15-6
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2
DPE 11-3
RDU 11-2
11-4
11-1
2
11-4
2
9-2

9-2

2-8,9-1
SNMP
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MIB 11-5
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1-2
1-2
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1-2
1-2
4-14
1-2
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cacerts 13-3
keytool 13-6
13-3
13-3
keytool 13-4
13-11
13-7
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cacerts
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